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Abstract. As one of the most popular IoT (Internet of Things) devices,
smartphone stores sensitive personal information. As a result, authen-
tication on smartphones attracts widespread attention in recent years.
Sensor-based authentication methods have achieved excellent results due
to their feasibility and high efficiency. However, the current work lacks
comprehensive security verification, undetected potential vulnerabilities
are likely to be leveraged to launch attacks on these authentication
approaches. We propose a novel attack to evaluate the reliability and
robustness of the existing authentication methods. The basic idea behind
our strategy is that the system has its authentication error; we elabo-
rately analyze the false-negative samples to summarize its vulnerable
properties and leverage such vulnerabilities to design our attack. The
experiment result proves the feasibility of our attack and also demon-
strates the drawbacks of the existing approaches. In addition, we propose
a corresponding protect approach to defend against this attack, of which
the scheme has the self-learning ability to update according to the newly
detected attacks. Compared with authentications using multiple sensors,
we only adopt a single accelerometer to achieve an EER of 5.3%, showing
the convenience and effectiveness of our system.

Keywords: Gait authentication · Wearable sensors · Impersonation
attack

1 Introduction

Biometric authentication combines computer and optical, acoustic, biosensor,
and biostatistical principles using the human body’s inherent physiological char-
acteristics (e.g., fingerprints, faces, and irises) and behavioral features (e.g.,
handwriting, voice, and gait) to identify individuals. It provides both conve-
nience and security for mobile device users, leading to biometric authentication
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being the most prevalent authentication method. With the development of IoT
devices, there are more and more built-in sensors in smartphones, including many
biometric sensors. Users can use smartphones to implement more authentication
schemes, these methods can be authenticated without the user’s knowledge and
added to the security systems to determine the legitimate users. One of the
actual implementations is gait recognition, which has matured in recent years to
become a low-cost and reliable method for authenticating users [1,2].

Although biometric-based authentication systems can balance security and
usability, they also face many security threats. Playback attacks and imitation
attacks are more efficient and less disruptive to the system in terms of complex-
ity and efficiency of implementation [3]. They affect the authentication process
and difficult for the system to detect. In contrast, in the scenario of an imitation
attack, the attacker has the same status as the victim when facing authentica-
tion systems. The available resources and knowledge about victims can directly
affect the complexity of an attack on a biometric system. However, unlike other
biometric features, the various data related to gait can be collected in public. In
addition, applications [4–9] based on biometric uniqueness are increasing, so it
is essential to ensure the robustness [2,4,10–12] of the authentication system.

We designed an attack plan, training 20 participants with similar physical
conditions using the same gait, and conducted training lasting four months.
This work complements the part about the failure to complete the zero-effort
and minimum-effort attacks in mimic attacks [1]. Then, we used the existing
gait recognition scheme as a target system and analyzed the results to study the
reasons behind underperformance.

We propose a new algorithm by studying feature loss, long-time training, and
muscle memory. We use the direction of force lost in calculating the acceleration
value to calculate the similarity. This process does not require the use of new
sensors or equipment. The experimental results show that our method performs
better than the multi-device multi-sensor solution. Furthermore, it is stable in
multiple scenes.

2 Related Work

Human gait refers to a manner of walking, stepping, or running [13]. Kinetic
studies and clinical studies on gait systems began in the 1950s. Gait is universal
uniqueness [14], and according to that, we can extract gait features during walk-
ing, and after classification and recognition, they can finally achieve the purpose
of authentication or recognition.

2.1 Attack Models of Behavioral Biometric Traits

An attack on a biometric system challenges the uniqueness of a person’s behav-
ioral biometric traits. A.K. Jain divided the attacks that can compromise the
security provided by the system into two basic types:
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Zero-Effort or Passive Attacks. The identification system uses biometric
features to distinguish people. When there is a fundamental similarity between
the attacker and victim’s features, it will cause a false match (FM).

Adversary or Active Attacks. An attacker actively impersonates a legitimate
user through knowledge about the victim and the biometric system. The attacker
can spoof the identity system by using digital or physical artifacts with the
victim’s characteristics.

2.2 Gait Recognition for Authentication

In 2005, Ailisto et al. [15] published their research on using a WS-based app-
roach for gait analysis. It is the first work in this area to our knowledge. After
that, researchers used many kinds of motion sensors [16–18] for collecting the
motion of specific body parts. Studies by Gafurov [19] show that different human
limb movements have different degrees of uniqueness and universality. Nowadays,
smartphones have many built-in sensors, such as accelerometers, gyroscopes,
and magnetometers. Gait analysis based on dedicated wearable sensors made it
possible to use the smartphones’ built-in sensors for authentication. Since2009,
smartphone-based gait authentication has become a hot research area, and many
researchers have made significant contributions [1,20–24]. With the populariza-
tion of devices such as smartwatches and sports bracelets in recent years, authen-
tication schemes that combine multiple devices have gradually emerged [2,4].

2.3 Impersonation Attacks

Although human gait is unique, the detection system is often not perfect, so
many researchers are keen to design various imitation attacks to break through
the existing authentication system.

In Stang’s work [25], 13 students volunteered to contribute to his experiment.
During the imitation process, the attackers did not see the victims’ gaits, but
only a simple description displayed on a big screen. The drawback in Stang’s
work is the experimental environments, too few data points can hardly form a
curve, sample rate as low as 30, and 5 s is too short of making the gait from
start to natural.

Gafurov et al.’s experiment [26] divided the attackers into two parts: the
“friendly” scenario and the “hostile” scenario. In the former scenario, partici-
pants walked naturally in their styles, while participants tried to imitate their
partners in the latter scenario. A dedicated sensor was attached to the belt
around the right hip. Gafurov et al.’s results indicated that the chances of accept-
ing impostors employing a minimal effort, mimicking the “hostile” scenario, is
not higher than the chances of impostors succeeding in the “friendly” scenario.

Based on the work of predecessors, Mjalaand et al. [27] divided their exper-
iment into three scenarios: friendly, short-term hostile, and long-term hostile.
In the friendly scenario, they selected one victim and six attackers from par-
ticipants. The selected victims had visible gait characteristics that made the



84 P. Lyu et al.

imitation process more accessible, and the victim’s gait is steady to suffer psy-
chological and outside influence. The attackers who were close in height to the
victims were selected. This research using belt attachment. Muaaz [1] pointed
out that watching a video or looking at a walking data chart obscures many
details of the target.

In Muaaz’s study [1], the chosen five attackers were acting students trained
as mime artists, specializing in mimicking body motions and body language.
Like previous studies [26,27], in 29% of impersonation attempts, attackers lost
regularity while mimicking the victim.

Rajesh Kumar et al. [28] and Babins Shrestha et al. [2] used digital treadmills
to train attackers. Although the attacker has a sample of the victim’s gait pattern
in this attack, the attacker does not imitate it. They use a treadmill to restrict
the attacker’s gait features, such as speed, step length, stride length, and match
the features extracted from the victim’s walking pattern.

In summary, there are already excellent solutions in the scenario of zero-effort
attack, and the scenario of active attack requires us to focus. So when designing
a gait authentication system, the following criteria must be considered:

1. Robust: The system needs to resist the attacker’s mimic attacks and passive
attacks in different scenarios.

2. Fast: Based on ensuring precision and recall rate, perform faster authenti-
cation.

3. Lightweight: Based on ensuring accuracy, minimize resource consumption,
including memory consumption and power consumption due to calculation.

3 Design and Implementation of Attack

The rationale of biometric systems is using the uniqueness of physiological fea-
tures to resist attacks. However, in the actual scenario, if the features cannot
distinguish between the attacker and the legitimate user, the attacker will be
authorized. For a lightweight system, the attacker can not pass authentication
is the essential requirement; the victim’s performance can be much better than
the “Same” evaluation.

3.1 Our Motivation

Our attack mode inspired by Cauchy sequence (Eq. 1) in math: A sequence {xi}
of elements in a metric space {X, d} such that for any ε > 0 there is a number
N such that:

d (xn, xm) < ε ∀m,n ≥ N (1)

In a successful impersonation attack of the gait authentication system, the
attacker’s performance can get the “Same” evaluation of the system. Since the
legal user’s performance is on the “Same” side, at least two different people
will get the system’s “Legal” evaluation in a successful attack. That leads to
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our attack: in the evaluation function of an authentication system, make the
performance of at least two users as similar as possible and get the “Legal”
evaluation. Base on the theory above, we suppose to use one action specification
to train the participants and then detect whether the system can separate each
other.

(a) Imitation Attack (b) Our Attack

Fig. 1. Imitation attack and our attack

As shown in Fig. 1, we do not use the imitation method of Fig. 1a but use
Fig. 1b to implement our attack. We use the same action method to train all
participants and then use their gait after training to make comparisons. Increased
FAR or incorrect authorization will indicate the effectiveness of our attack. Our
attack scheme has performed well on some systems, and we will discuss this result
in later chapters. Besides, the training method designed in this way can well
avoid the “wolves” (better imitators) and “sheep” (more likely to be imitated)
problem [29] among the participants. Using uniform movement specifications and
participants’ are similar in size, which made “sheep” cannot exist. Furthermore,
the participants’ training time is long enough, and they formed muscle memory
of the gait; in this situation, the advantages of “wolf” are also no longer apparent.

3.2 Participant Demographics

We invite 20 young men who will participate in the selection of honor guards to
join our research. Before being invited, they had at least three months of military
training and four months of Goose-step training which experience allowed them
to persevere in our training program. Since the selection qualifications include
body values, which provides great convenience for our research, the values of our
participates are similar: all participants were male and of similar age, height,
weight.

3.3 Training Instructions

Before participating in our research, the participants have gone through quite a
long goose-step training. We combined the goose-step with the gait of ordinary
people to design our walk style.
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We train the participants of this gait for one hour a day for three months. Par-
ticipants are required to walk every day in this style. In addition to daily individual
training, they also train together every Sunday. Besides, we asked participants to
walk in a queue when meeting other participants in daily life. The primary purpose
of this training method is to build muscle memory of the training gait to avoid the
problems of improvisation and irregular in the previous studies [1].

3.4 Performance of Our Attack on Previous Method

To examine the effectiveness of the attack we designed, we implement Muaaz’s
method [1] as the evaluation standards.

Fig. 2. Our attack on the existing system.

Figure 2 shows our attack effects in the existing scenario. The horizontal
axis is the gait period arranged in chronological order, and the vertical axis
is the distance between the gait and the template. The polyline represents the
DTW distance (or cost) between the participants and the victim’s gait template.
The blue one is the evaluation of the victim; the other four polylines represent
the best four attackers’ performance. The smaller the distance, the higher the
similarity with the victim. It can be seen from Fig. 2 that it is difficult to find a
value as a threshold to distinguishing attackers and the victim.

Fig. 3. Distribution of the best four attacker-victim pairs when using acceleration
values to calculate DTW distance.

Figure 3 shows the distributions of DTW distance of the four attacker-victim
pairs in all attempts. In the figure, the horizontal axis represents the DTW dis-
tance of the participant’s gait and the template, and the vertical axis represents
the distribution density. From the figure, we observe that the attackers’ data are
similar to the victims’.
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Obviously, after a training period, the previous gait recognition system based
on acceleration values did not distinguish between attackers and a victim by
using a threshold; in other words, our attack can confuse the system to produce
misjudgment.

3.5 Reasons Behind Underperformance

According to the performance of our attack, we need to study the reasons behind
the result.

Muscle Memory. All the participants in our study formed muscle memory
of the gait through long-term training. Thus all the participants can avoid the
problems of improvisation and irregularity found in previous work [1]. We can
see the results from Fig. 2 and Fig. 3, which show that participants have stable
performance. Furthermore, the result shows that the gait we designed has become
participants’ own.

Detailed Instructions. The gait details used in training are all quantified, and
the training process includes single training and collective training, which avoids
mutual compromise during joint training [30,31].

Feature Loss. The raw data obtained from the accelerometer is the acceleration
in three directions of the mobile phone are three vectors (ax(t),ay(t),az(t)). In
calculating the acceleration value (see Eq. 2), lost the characteristic of the direc-
tion, and finally, only a scalar (A(t)), acceleration value, is remained. Therefore,
it will be vulnerable when only relying on one feature to deal with our attacks.

A(t) =
√

a2
x(t) + a2

y(t) + a2
z(t) (2)

4 Our Authentication Approach

In this section, we introduce our system and its components and algorithm.

4.1 Approach Overview

Our goal is that the system can authorize attackers who have been trained
together with legitimate users for a long time under the same instruction. In
addition, we also need to minimize the use of resources while meeting the essen-
tial authentication functions. After many attempts, we use the changing of the
force in walking as the feature of our study. Thus we use the data collected by
the accelerometer to construct an authentication scheme.

We first preprocess the obtained raw data and then divide it into gait cycles.
After aligning the coordinate system, we calculate the distance between the
current user’s gait from the victim’s template, and we use spherical radian as
the distance unit in the calculation. Finally, using the evaluation system to decide
whether to authorize the current user.
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4.2 Data Preprocessing

The primary function of data preprocessing is to convert the raw data into usable
gait cycles.

(a) Gait Cycles

(b) Filter Gravity

Fig. 4. Data preprocessing

Walking Data Extraction. Since the start time of the gait data record is
earlier than the start time of the walk, and the end time is later than the end time
of the walk, it is necessary to remove the non-walking phase data. In our study,
we used 250 sample points as a sliding window. When the value of acceleration
exceeds the threshold (the default value is 16) for five consecutive windows, it
indicates that these windows are in the walking phase.

S-G Filter. Raw data contains random noise, and we used S-G [32] filters (as in
(3)) to filter out significant portions of the high-frequency content and noise and
minimize the error while maintaining waveform and height. As shown in formula
3, X · (XT · X

)−1 ·XT is the convolution coefficient, Y is the observation value,
and Y ′ is the smoothing result.

Y ′ = X · (
XT · X

)−1 · XT · Y (3)

Cycle Extraction. We took 200 consecutive sample points from the middle of
the data as a sliding window and then slid back in steps of 1 to get a series of
data sets containing 200 sample points. The sums of the Euclidean distances of
each point set and the corresponding point in the first window were calculated,
finally yielding a distance sequence. The distance between the local minimums
is the length of the cycle, and then the number of sample points per cycle is
averaged.
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After finding the length of one cycle, we began to divide the data set into
separate cycles. We used 1.5 times the cycle length of the interval to detect the
local minimum. When obtain a minimum value, starting from the index of that
point, we created a new interval (length of 1.5 times the cycle length) forward.
We searched the local minimum from the vicinity of a cycle length position
within this interval. The use of 1.5 times the period as the interval length is
due to the uncertainty of the gait. Although there is always a deviation in the
interval length of each step, the deviation will not be too large (see Fig. 4a).

Gravity Separation. During walking, the direction of gravity relative to the
smartphone’s coordinate is constantly changing. Since the value is too significant
(approximately 9.8m/s2) to ignore, we need to eliminate the contribution of
the force of gravity. From the built-in filter in Android, we can obtain linear
acceleration through the function Sensor.TY PE ACCELEROMETER.

Abnormal Cycles Removal. Occasionally, some accidental situations caused
data anomalies during walking, and we needed to remove the abnormal cycles.
We used DTW (dynamic time warping) to determine the degree of dispersion of
the cycles and cross-compare the DTW distances between different cycles. We
removed cycle pairs that had a significant deviation from the distance.

4.3 Coordinate Aligning

In order to assess whether the direction of the force can be used as a feature
to identify the movement of the people’s gait, we made a simple comparison.
Figure 5 show the differences of direction in a gait cycle between victims alone
and victims with attackers. From this, we can see that based on the victim’s gait
template (red triangle and orange line), the attacker’s performance (see Fig. 5b)
is more chaotic than the victim (see Fig. 5a). Therefore, we believe that we can
use the force direction as an essential feature for identity verification.

(a) Comparison of the two gait cy-
cles of the victim

(b) Comparison of the gait cycle of
victim and attacker

Fig. 5. Differences in the direction of acceleration
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According to the distribution characteristics of Fig. 5, we need to rotate the
coordinate system of the gait data obtained in the certification process to make
it conform to the coordinate system of the template.

Direction Extraction
Acceleration is a vector with magnitude (or length) and direction. We determined
the magnitude A(t) from (2) in Sect. 4.2. Therefore, we can obtain the direction
on the three axes:

dx =
ax

A(t)
, dy =

ay

A(t)
, dz =

az

A(t)
(4)

Using (4), the acceleration can be changed into a unit vector with length
1. Applying this method to the gait data, we will get a sequence of ordered
point sets distributed over a unit sphere. Each point represents the direction of
acceleration, that is, the direction of the force at that time.

Distance Between Cycles
The shortest path between two points on a sphere, also known as an orthodrome,
is a segment of a Great-Circle. The spherical distance can be measured using arc
length, which is the angle between two points in polar coordinates. We can use
the inner vector product to calculate the angle:

cos(θ) =
�a ·�b
|�a|

∣∣∣�b
∣∣∣

(5)

In (5), the lengths of vectors are 1, so the distance between the two points
is:

dist(a, b) = θ = arccos
(
�a ·�b

)
(6)

In addition, according to our statistical results, the angle between two adja-
cent points is between 0 and 0.5π, because based on our sampling rate, no one
can swing his or her leg more than 90◦ in such a short time.

D(i, j) = dist(i, j) + min

⎧⎪⎨
⎪⎩

D(i − 1, j)
D(i, j − 1)
D(i − 1, j − 1)

(7)

We used the formula (as in (7)) to calculate the distance between cycles. The
calculation is using in the template creation phase and the authentication phase.
A shorter distance means more similar to the template. If the distance is below
a certain level, we will decide on the success of the authentication.

Finally, we cross-compare the cycles and calculate the distance. We use the
KNN (k-Nearest Neighbor) algorithm to determine which cycles to submit for
the system. If it is in the registration phase, the submitted cycles using as legal
user’s template; the distance will be saved for the authentication function to get
the threshold. If it is in the verification phase, the system using it to calculate
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the distance. We will drop it for the cycles that the distance is far from the
current template (the default distance is 450).

Coordinate System Alignment
Before comparison, we need to align the coordinate system of the new data with
the template. We will reposition the phone before the data collection each time,
causing the offset in the position and the twist of the orientation.

In p = [0,p], we can represent a three-dimensional vector as a pure quater-
nion. In q =

[
cos 1

2θ, sin 1
2θv̂

]
, we use a rotation quaternion to represent the

rotation, where v̂ represents the axis of rotation and θ represents the angle of
rotation around v̂. Finally, using (8), we can get the vector p′ after vector p is
rotated by the quaternion q.

p′ = qpq−1 (8)

(a) Distribution of distance of vic-
tim’s two cycles

(b) Distribution of distance of vic-
tim and attacker

Fig. 6. Differences in the distribution of cycles

According to Fig. 6, for different participants, the distance in a cycle in the
middle part is significantly shorter than the remaining part (most of the points
is less than o.2). Therefore, we use that part to calculate the quaternion, then
use the entire cycle to get the distance.

Using the Lagrange multiplier to calculating the shortest distance, we can
obtain the quaternion required to rotate the coordinate system. The quaternion
represents the rotation and then applies to other data cycles. At last, we are
using the rotated cycles to calculate the similarity.

4.4 Similarity Comparison

As mentioned in Sect. 4.3, we measure the distance between the current user’s
live template and the saved template. When the distance is below the threshold,
return the confidence score (the maximum value is 100%). If the confidence score
exceeds 50%, we consider the current user (and the user in the template) to be
“Same.”
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5 Performance and Discussion

Our experiment uses two OPPO-R9s, two MI8s, and one MI8 SE as devices to
collect gait data; twenty participants (mentioned in Sect. 3.2). We installed the
app on the devices and then saved the calculation results and the original data
separately and recorded the timestamps for future research. When collecting
data, participants place the smartphone in the front right pocket of the trousers.
Moreover, participants must walk for at least 1 min in the trained gait. The
detection error tradeoff (DET) curve, which represents the performance based
on our approach (given in Sect. 4)’s false match rate (FMR) and false non-match
rate (FNMR) errors. Finally, we achieved an EER of 5.3%.

5.1 Performance of Our Approach

Since the attacker does not need to imitate a specific victim in our scheme,
we can select the best-performing attacker-victim pair for evaluation. Figure
7 shows the confidence scores of the best-performing attacker-victim pairs for
authentication.

Fig. 7. Best-performing attacker-victim pairs.

Figure 7 shows the confidence scores of the best-performing attacker-victim
pairs for authentication. The results show that no attacks were successful; that
is to say, our scheme can resist our attacks. However, in the 6% scenario, the
victim did not pass the verification of his template. We checked the timestamp
and found that most of this event occurred at the end of the walk, and the
confidence scores of the victims would fluctuate greatly. When we extended the
walking time, the appearance of this phenomenon was delayed. One possible
reason is that when the walk is nearing the end, the participants’ attention will
shift to other aspects, such as waiting for a stop signal or preparing to take out
the device, thus losing the stability of their gaits. At this stage, the real-time
scores of the victim and the attacker also cause large fluctuations.
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In addition, we analyzed the original data sequence and found that 1.7% of
attacks were successful in the best-performing victim-attacker pair. The peak of
confidence reached 54.1%, but this data was abandoned during the data prepro-
cessing (Sect. 4.3) and failed to enter the authentication phase.

5.2 Performance Under Different Gait

As mentioned in Sect. 3.2, we recruited 20 participants. We collected three differ-
ent gait data from them (gait of their own, our trained style, and the goose style).
We collected ten sets of data for each participant’s gait and finally divided them
into about 1200 samples (for each gait). We use 10-fold cross-validation to mea-
sure the performance of participants. Compared with the previous multi-sensor
authentication system using random forest, our results have similar precision
and recall rates.

Table 1. Result of our approach

FNR FPR Recall Precision F1-score

Goose step 0.093 0.092 0.907 0.907 0.907

Training style 0.077 0.082 0.918 0.922 0.920

Own style 0.054 0.053 0.945 0.946 0.945

6 Conclusion

Research in the field of mobile-based biometrics is continuing. In our work, we
propose and implement a novel attack scheme to evaluate the reliability of the
gait recognition scheme. We designed and implemented an Android application
to record the user’s exercise data. Although a human can not imitate other’s
gait, we have proved that it is possible to successfully attack specific gait ver-
ification systems. Based on that, we propose a new gait authentication scheme
to defend against this attack and to upgrade our application. In the attack sce-
nario, we achieved an EER of 5.3%. Moreover, it achieved the same precision
and recall rate as the verification scheme [2] using multiple devices and machine
learning algorithms. Although the data used in the attack scenario only contains
a few topics, the results of this study complement previous work [1] and prove
that high-intensity training can increase the attacker’s chances of passing the
verification system. We believe that there is a decline in similarity in training to
imitate (the attacker loses the regularity of his pace while imitating the victim).
After that, it rises (muscle memory formed as the gait becomes natural).

In future work, we want to solve some related problems. We want to infer
some physical information of the phone holder based on the acceleration data.
Moreover, we want to know how long it takes to learn and adapt to a new gait to
pass specific gait verification systems. We can study these issues as information
security topics.
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