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Abstract. Software-Defined Wireless Sensor Network (SDWSN) is an
architectural solution that separates control plane from data plane of the
sensor nodes and allows centralized management of the entire network.
They are used in several application areas such as military, environmen-
tal, industrial, and medical. However, to ensure centralized management,
and to facilitate the reconfiguration of the WSN, a significant amount
of control messages are exchanged between the controller and the sen-
sor nodes. These exchanges lead to the high energy consumption of the
sensor nodes. In this paper, we propose a solution named CMFR-CMQ
which is implemented on the SDN-WISE architecture. It avoids not only
the duplication of Flow Request messages but also congestion of sensor
nodes. Analytical performance of this solution shows that it significantly

improves the network routing overhead and the packet loss rate compared
to SDN-WISE.

Keywords: SDN-Wise + Routing overhead - Congestion avoidance -
Energy consumption

1 Introduction

In last few years, Internet of Things (IoT) has been rapidly expanding and
becoming an important part of our society. Several varieties have emerged, such
as Wireless Sensor Networks (WSN). These are used in various fields of appli-
cations that include medicine, precision farming, smart home, environmental
monitoring. Few years ago, sensor networks were composed of just a few hun-
dred sensor nodes. Today, this number is increasing significantly. With tradi-
tional network management system, administrator must operate on the sensor
nodes individually for any setting. This is much more time consuming and more
likely to cause errors and is sometimes not possible because of difficult access
to deployed nodes. To make this type of network easier to manage, the need to
integrate the new paradigm of Software Defined Networking (SDN) or software
networks into WSN has arisen. This technology allows decoupling control plane
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from data plane to reduce the rigidity of the network. SDN-WISE is one of the
well-known architectures that aims to optimize energy consumption. However, in
this architecture, when a node receives a packet for a given destination that does
not have a match in its flow table for routing, it sends a request message to ask
the controller for corresponding rule. If several packets are in the same situation
with this node, it will send several request messages to ask for the corresponding
flow rules for these packets. Number of these duplicate control messages may
be high, and this may lead to important additional energy consumption. In this
paper, we propose a new solution named CMFR-CMQ running on the SDN-
WISE architecture. This approach prevents sending duplicate requests to the
controller and manage sensor node congestion. Taking both aspects into account
improves the energy management of the sensor nodes, thereby extending the
network lifetime. The remainder of this paper is organized as follows. In Sect. 2,
we present related work. In Sect. 3, we highlight our solution. The evaluation of
this solution is exposed in Sect. 4. Then, we conclude in Sect. 5.

2 Related Works

SDN-WISE [4] is an approach in which network management logics are dic-
tated by one or more controllers, one of them is the WISE-VISOR. The WISE-
VISOR functions includes topology management (TM). The network elements
of SDN-WISE are currently sink nodes and sensor nodes. Sink nodes communi-
cate directly with the controller(s). They receive flow rules from controller(s).
Indeed, between a sink node and the WISE-Visor, there is an adaptation layer
that is responsible for formatting messages received from the sink node so that
they can be processed by the WISE-Visor and vice versa. A flow table contains
all the rules for processing an incoming packet. This table has three (03) sec-
tions: matching rules, action, and statistics. Thus, when a packet passes rules
successfully, the actions can be executed, and then the corresponding statistics
section is updated accordingly.

At a packet reception, an intermediate node starts a process of checking
the flow table rules for that packet at the SDN cache. If a match is found,
then the specific action related to that rule will be applied and thus it may be
routed toward the receiver. If, no match was found in the flow table for the
incoming packet, the node notifies the controller with a flow request message.
The controller in turn decides, according to its configuration, what action to
take for this packet, and then sends a new flow rule in the form of a flow rules
message in order to update the concerned intermediate node flow table (Fig. 1).

SDN-Wise architecture is used to optimise energy consumption in WSNs.
For this purpose, several mechanisms improving this architecture have been pro-
posed. Authors in [3] propose a traffic monitoring algorithm, SDN-TAP, based on
SDN-WISE architecture. SDN-TAP operates in two (02) stages, namely network
formation and network operation. In their architecture, they propose a new role,
an adapter node that acts as a gateway between the controller and the sensor
nodes. This algorithm signals congestion situation of the sensor nodes by sending
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Fig. 1. WISE flow table

an alarm message to the controller. This redefinex the flow rules and relievex
the congested sensor node. This approach may improve network reliability in
packet loss compared to Dijkstra’s algorithm. To alleviate network congestion
through load balancing, authors in [9] proposed mecanisms that exploit report
message sent by the node to the controller by adding a field for status informa-
tion. This information represents the congestion level of a node and the priority
level of the packets that reach it. Rules can be transmitted to the nodes that
define different drop probabilities for different flows depending on the congestion
level. Thus, upon receiving this information, the controller can search for new
paths where it is possible to divert the traffic flow and sends the correspond-
ing new rules to the sensor nodes of the network so that the alternative paths
are used. The results of their simulations attest the effectiveness of this QoS
management mechanism. FTDP [1] is a routing solution implemented on the
SDN-WISE architecture. It uses the fuzzy system to compute the cost associ-
ated with the neighboring nodes in order to choose the node with the best cost
as the next hop. Sink node collects information from sensor nodes and extracts
parameters such as the number of neighbors, the amount of residual energy and
the number of packets in the buffer. This information is sent to the controller.
Once at the controller level, the FTDP according to this information executes
the fuzzy system. It consists of fuzzification, inference system and defuzzification
to calculate the cost associated with the neighboring nodes. The node with the
largest cost value is chosen as the most appropriate intermediate node. From
their simulation results, they proved that FTDP improves the network lifetime
and increases the packet loss rate compared to SDN-WISE. In [5], authors
implemented the Trickle Timing mechanism within the SDN-WISE architec-
ture to reduce network overhead and energy consumption. The Trickle Timing
algorithm allows nodes in a lossy shared medium to exchange information in
a very robust, energy-efficient, simple and scalable manner. The Trickle Tim-
ing algorithm establishes a density-aware local communication primitive with
an underlying coherence model that guides when a node begins transmission.
When the network is stable or coherent, Trickle Timing causes nodes to trans-
mit very few packets to reduce network overhead. When an inconsistency is
detected, the node automatically fills it by increasing the packet exchange rate.
Trickle Timing shows interesting simulation results regarding energy reduction
when implemented in SDN-WISE compared to RPL. A hierarchical architecture
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and a new QoS-based routing protocol called QSDN-WISE are presented in [8].
QSDN-WISE consists of a clustering algorithm, a routing algorithm, and the
maintenance of the local network. The clustering mechanism is based on a dual
cluster head called DCHUC. It avoids energy hostage and reduces the workload
of a single cluster head. The centralized routing algorithm builds two hetero-
geneous routing paths for the nodes, which meets the requirements of different
data levels. Finally, the LAN maintenance optimised the number of control mes-
sages in the network. Their simulation results indicate that QSDN-WISE may
provide QoS support for data with different requirements, balance power con-
sumption, and extend the network lifetime compared to SDN-WISE. Schaerer
et al. [7] proposed a dynamic traffic aware routing protocol (DTARP). For this
purpose, they extended the SDN-Wise framework by adding statistical informa-
tion to the reports, which are periodically sent to the controller. This protocol
takes into account the centrality between nodes and the dynamic traffic statis-
tics of the nodes when calculating the path. With this additional information,
it is possible to increase the cost of links for more active and central nodes.
Therefore, routes to less active nodes are chosen to carry traffic even if they
have a slightly higher hop count. Their simulation results prove that DTARP
improves the lifetime of the entire network by reducing congestion, optimizing
energy consumption, and distributing traffic more evenly compared to the RPL
protocol. For a better balance of energy consumption, authors have proposed
DEARP (Dynamic Energy Aware Routing Protocol) [2]. This protocl selects
shortest path that respects a minimum threshold of residual energy at the nodes
that constitute this path. Thus, a relatively longer path may be chosen for data
transmission at the expense of a shorter path. To allow an efficient balancing of
the energy consumption and to achieve a quasi-simultaneous exhaustion of the
energy of the different nodes of the network, this minimum required (threshold)
to be competitive in the choice of the path is progressively reduced. The analysis
of this solution leads to a better balance of the overall energy consumption of the
network while making the best use of the shortest path for data transmission.

3 Motivations

Like OpenFlow, when there is no match in the WISE flow table of a sensor
node, a request is instantly sent to the controller to give the instruction to for-
ward data. However, this request process might lead to duplicate control pack-
ets inducing network overhead. According to an approach called FR-CMQ [6],
duplicate requests can be avoided by considering the source/destination address
pair of the received packet. This approach states after detecting a mismatch in
the WISE flow table checking phase. Instead of sending a request directly to
the controller, the system first performs an intermediate step. This consists of
checking a list of source/destination pair references stored in the buffer to find
out if a previous request had been generated by the same type of packet (with
the same source/destination pair). If a request has already been made, then the
packet is queued until the associated processing procedure arrives, and then it
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is processed accordingly. However, we know that every wireless sensor node has
a limited memory capacity of just a few bytes. It is used to store packets while
waiting for routing instructions from the controller. The FR-CMQ algorithm
could lead to a buffer overflow, causing packets discarding as long as the con-
ditions of this mechanism are met. Furthermore, in the approach proposed by
Paolo et al. [9], we find that the buffer usage level could reveal the degree of
congestion of each node in the network. Thus, thanks to the periodically gener-
ated report message, the controller would be notified of the congestion situation
of the nodes. As a result, it would react accordingly by making the nodes use
alternative paths during the time of decongestion. Once decongested, they will
be able to participate again to the packet forwarding. For the best of our knowl-
edge, these techniques are not yet applied on SDN-Wise architecture and there
is not yet a solution that combines the FR-CMQ technique [6] with a congestion
management system [9]. It would be worthwhile to consider the implementation
of a solution that combines the strengths of these two techniques.

4 Proposed Approach: CMFR-CMQ

The proposed algorithm consists of both reducing the number of duplicate flow
rule request messages and avoiding node congestion due to queued packets wait-
ing for these controller’s flow rules. The different steps are conditioned by the
checking of the current congestion state of the node. Indeed, the controller deter-
mines the state of a node by calculating its congestion rate thanks to the infor-
mation obtained through the Report message. In the rest of this section, we will
first present the parameters and variables used, then we explain the algorithm.

4.1 Parameters and Variables
The following variables are used in our algorithm.

Capacity (C): this is the size in bytes of node’s buffer.

Data Packet Quantity (QP): This is the amount of data packets waiting to
be processed in the buffer.

Congestion rate (T): It is expressed in percentage and refers to the ratio of
the number of data packets waiting in the buffer memory, over the memory
capacity. T=QP/C*100

Congestion status (E): E is a Boolean value that controls the level of con-
gestion. This information allows a node to signal to the controller whether
it can receive more packets or not. E is set to 0 by default and changes to 1
when the congestion rate (T) is greater than or equal to 80% and returns to
0 if T becomes 20% or less.

Source/Destination Pair (SDi): This is the source and destination addresses
pair of the packet being processed.

Source/Destination List (LSD): This is the list of source and destination
addresses pairs stored in the node’s buffer for verification purposes.
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4.2 Data Packet Management Process with CMFR-CMQ

The different stages of packets processing in our solution are presented in Algo-
rithm 1.

a) A congested node can only receive flow rules from the controller. Thus, the
flow rule coming from the controller will be inserted in the node’s WISE
table. This update of its WISE table allows the processing of the concerned
data packets waiting in the buffer to be started, if any.

b) A non-congested node is subject to several verification mechanisms. When a
packet is received, it is first checked for the type of packet to determine what
action should be taken:

b.1) If the packet matches a controller flow rule, it automatically updates
the node’s WISE table for processing.

b.2) If the packet is a data packet, then the node performs a match check in
its WISE table. Once a match is found, the appropriate action is taken
accordingly. Otherwise, the node checks the source/destination address
of the packet being processed:

— If the source/destination address is already in the list of sources/destinations
address pairs, then the packet is queued for processing in the buffer. A dupli-
cate request is avoided, unlike the classic SDN-Wise mechanism.

— Otherwise, the new source/destination address is inserted in the list of
sources/destinations addresses pairs, then a request message is sent to the
controller for a flow rule request to process the packet(s) concerned and the
packet is queued for processing in the buffer.

For simplicity of the algorithm, we exclude the cases of packet dropped
despite a match exist in the WISE flow table. The different steps of our algorithm
can be summarized in Fig. 2).

5 Analytical Evaluations of the Proposed Solution

For the performance evaluation of our algorithm, we consider three sensor nodes
A, B and C. We assume that the node buffer capacity is five data packets. Also,
this experimentation is done in a context where a node sends a request message to
the controller when it has not yet received a response for the source/destination
pair concerned by the received data packet. Node A could pass through B or C to
reach the sink. We describe this communication scenario with the three packet
management mechanisms: SDN-WISE, FR-CMQ and CMFR-CMQ. We assume
that initially the controller commands the node A to send its data packets (20
packets) through the node B.
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Fig. 2. CMFR-CMQ algorigram

e The SDN-WISE operating mode
Upon receiving a packet from the node A, node B generates a request message
and sends it to the controller, and places the data packet in its buffer, awaiting
instructions. This process is repeated until the number of packets in the buffer
reaches five, hence its saturation. Thus, if node A sends twenty packets to node
B, five request messages would be generated, five packets would be stored in
its memory and fifteen packets would be lost (Fig. 3).
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e FR-CMQ operating mode
Unlike SDN-WISE, in FR-CMQ, when Node B receives data packets with the
same source/destination, it produces a single request message. It then stores
the packets in its buffer until it is full. Therefore, if node A sends twenty
packets to node B, we get a single request message, five packets would be
stored in memory and fifteen packets would be discarded.

e The CMFR-CMQ operating mode
As in FR-CMQ, when node B receives several data packets from node A, it
sends a single request message. However, CMFR-CMQ considers the level of
congestion of the nodes. Thus, if node A sends twenty packets to node B,
only one request message is issued, four packets would be stored in memory
and sixteen packets would be forwarded to another non-congested node (C in
our case) (Figs. 4 and 5).

Figure 6 provides a summary of performance results for the three algorithms
in terms of packet loss and routing load (number of control messages) when 20
packets of data are sent from node A to node B.

Based on these results in Fig. 6, we conclude that SDN-WISE produces more
control messages compared to FR-CMQ and CMFR-CMQ. This induces a high
energy consumption in the network. Also, FR-CMQ and SDN-WISE have a very
high packet loss rate compared to CMFR-CMQ in case of congestion. This high
packet loss rate is due to the lack of a congestion management mechanism in the
first two (02) solutions. We note that the estimated packet loss in our study is
only related to the congestion of the nodes and we do not refer to ones resulting
from link quality.
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6 Conclusion

Faced with energy consumption problem in SDN-WISE, we have proposed in this
paper the CMFR-CMQ solution. This solution, on the one hand, avoids duplicate
flow rule requests. On the other hand, it exploits an extended report message to
warn controller of congestion situations of the forwarding nodes. According to the
analytical results we obtained, this solution improves SDWSN routing load and
packet loss rate in SDN-Wise architecture. As future work, we plan to conduct
an intensive tests of this solution and we will compare its performance with the
best results of energy consumption optimization approaches in SDN-Wise.
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