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Abstract. As deep learning-based computer vision is widely used in IoT
devices, it is especially critical to ensure its security. Among the attacks
against deep neural networks, adversarial attacks are a stealthy means
of attack, which can mislead model decisions during the testing phase.
Therefore, the exploration of adversarial attacks can help to understand
the vulnerability of models in advance and make targeted defense.

Existing unrestricted adversarial attacks beyond the ¢, norm often
require additional models to be both adversarial and imperceptible,
which leads to a high computational cost and task-specific design.
Inspired by the observation that models exhibit unexpected vulnerability
to changes in illumination, we develop Adversarial Illumination Attack
(AIA), an unrestricted adversarial attack that imposes large but imper-
ceptible alterations to the image.

The core of the attack lies in simulating adversarial illumination
through Planckian jitter, of which the effectiveness comes from a causal
chain where the attacker misleads the model by manipulating the con-
fusion factor. We propose an efficient approach to generate adversar-
ial samples without additional models by image gradient regularization.
We validate the effectiveness of adversarial illumination in the face of
black-box models, data preprocessing, and adversarially trained mod-
els through extensive experiments. Experiment results confirm that ATA
can be both a lightweight unrestricted attack and a plug-in to boost the
effectiveness of other attacks.
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1 Introduction

Deep neural networks (DNNs) are widely used in IoT devices for tasks such
as vehicle data analysis [1-4] and resource allocation [5-9]. However, DNNs
have been found to be vulnerable to adversarial attacks [10-12], which hinder
their applications in security-critical scenarios in IoT, e.g., autonomous driv-
ing. Adversarial examples mislead the decision of DNNs in an imperceptible
manner, which is conventionally achieved by bounding the modifications by
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the ¢, norm [13-15]. However, pixel-level similarity imposed by the ¢, norm
is unnecessary as adversarial examples only need to be natural and un-
suspicious [16,17]. Therefore, unrestricted adversarial attacks, which aim to gen-
erate visually natural perturbations, have attracted extensive attention [18-20].

Existing unrestricted adversarial attacks usually contain a model for gener-
ating adversarial noises or an additional model for concealing the noises. For
instance, in unrestricted adversarial attacks, encoders are often leveraged to
transform generated adversarial noises into imperceptible image styles [21,22],
and perceptual models are often used as perceptual metrics to assist attackers
in concealing the noises [23]. However, this model-based setting incurs extra
computational cost, and the noise-concealing model is often task-specific.

To realize unrestricted adversarial attacks with a lightweight framework, we
propose to use illuminations to apply large but imperceptible modifications to
images. We find that images under carefully-designed illumination are more
vulnerable to adversarial attacks. We explain this vulnerability from a causal
perspective, i.e., a spurious association between the label and the illumination
in the learning process. The attacker can simulate adversarial illumination by
Planckian jitter, which makes even tiny noises hidden at the image edges suf-
ficient to mislead the model. The adversarial illumination can be obtained by
solving an optimization problem with an image gradient regularization term.
Integrating the Planckian jitter and the image gradient regularization, we can
obtain a lightweight unrestricted adversarial attack framework named Adversar-
ial Mlumination Attack (AIA), which can also be used as a plug-in to boost the
effectiveness of other attacks. We summarize our main contributions as follows:

— We explore the vulnerability of learning models in the face of adversarial
illumination noises and provide a causal explanation.

— We propose a lightweight unrestricted adversarial attack method AITA using
adversarial illumination and image gradient regularization.

— We validate the effectiveness of the ATA in the face of black-box models, data
preprocessing, and adversarially trained models with comprehensive experi-
ments.

2 Related Works

2.1 Adversarial Attacks with £,-norm Constraints

Due to the nice theoretical properties of £,-norm, it is often used as a percep-
tibility metric for adversarial examples. The attacker either designs the adver-
sarial noise within the ¢,-norm ball [11,13] or designs the successful adversarial
noise with a minimum ¢,-norm [24]. Many algorithms are designed based on
lso-norm constraints, including single-step FGSM [11] and iterative PGD [13].
There are also algorithms aiming at minimizing ¢3-norm, such as L-BFGS [10]
and C&W [14]. Adversarial attacks with £1-norm constraints for the sake of noise
sparsity have also been studied [25]. £p-attacks target at modifying the minimum
number of pixels [26,27]. Patch attacks, which are widely used in physical world
attacks, can also be regarded as special {y-attacks [28,29].
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2.2 Unconstrained Adversarial Attacks

As fp-norm oversimplifies the perceptual condition of adversarial examples,
unconstrained attacks beyond the ¢,-norm constraint have been proposed
recently. Unconstrained adversarial attacks can be implemented by color adjust-
ment [20,30] and geometric transformation [31,32]. Unrestricted adversarial
attacks usually adopt an extra generative model to make the modifications non-
suspicious. For example, GANs [19] and encoders [21] can be used to generate
natural adversarial examples; perceptual models [33] can be used as a percep-
tual metric to transform the generation of adversarial samples into a multi-
objective optimization problem [23]; and semantic segmentation models can seg-
ment images to attack separately [34-36]. However, all these approaches require
task-specific design before attacking and additional computation during attack-
ing.

2.3 Defense Against Adversarial Attacks

As the threat of adversarial attacks becomes more prominent, defending against
them is especially critical. Both data preprocessing and adversarial training
are commonly used as defenses. Data preprocessing are used to corrupt adver-
sarial noise, including JPEG compression [37], bit-depth compression [38], and
autoencoder-based reconstruction [39]. Adversarial training is one of the most
effective means to defend against £,-norm adversarial examples [13,40]. The
variants of adversarial training may consider accuracy trade-offs [41], adversar-
ial perturbations to weights [42], and hypersphere embedding [43]. However,
these defenses are usually designed for £,-norm adversarial examples and may
not work for unrestricted attacks.

3 Adversarial Illumination Attack (ATA)

Threat Model. Given an image x € REHW with width W, height H and
C channels and its label ¥, a classifier f : REHW — RN will classify it as
f(z) = argmax,,_; _y fn(z), where N is the number of classes. The attacker
aims to find an adversarial mapping 7 : REHW — REHW 5o that 7(z) is misclas-
sified, i.e., f[r(z)] # y. Unlike the ¢,-norm constrained adversarial attack that
constrains ||r(x) — ||, < €, the unrestricted attack only requires that the seman-
tic information of the images remains consistent. It is worth noting that semantic
information consistency does not require images r(x) and x to be similar since
the model knows nothing about the original image x.

Attack Algorithm Overview. We design a lightweight algorithm that ensures
the effectiveness of the attack with a unified model. We explicitly decouple r(z)
into two parts, a global transformation I(z;6) with a few parameters to maintain
the semantic information of the image and an adversarial noise §:

r(z) = I(z;0) + 0. (1)
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Fig. 1. The diagram of Adversarial Illumination Attacks (AIA). Top: Hlustration of
the AIA algorithm flow; Bottom: Causal analysis of ATA.

I(x;6) can be seen as a “low-frequency” noise applied to the entire image,
giving a large but not suspicious transformation to the image and making the
model’s decisions fragile. Therefore, the generation of § can be simplified without
relying on other models. As shown in Fig.1, the design of our algorithm for I(x;0)
and ¢ can be briefly described as:

— Adversarial Planckian Jitter (APJ): We note that images under different
illumination conditions vary greatly and are found to potentially mislead the
model’s decisions, which may be due to the model’s bias towards illumination
during training. Therefore, we manipulate the causal relationship between
images and labels by simulating adversarial illumination as I(z, ) through
adversarial Planckian jitter.

— Image Gradient Regularization: Model’s decisions under adversarial illu-
mination are more fragile so that the adversarial noise hidden in the image
texture is sufficient to rival the effect of model-based unrestricted attacks.
Therefore, we regularize the generation of adversarial noise § by image gra-
dients.

3.1 Adversarial Planckian Jitter

In reality, changes in lighting conditions can bring different tones to an image,
such as images taken at dusk or dawn will have a warm tone, while images
under artificial light may lean toward cooler tones. DNNs deployed in safety-
critical scenarios, such as autonomous driving, are supposed to be invariant to
illumination transformation but have been found to be unexpectedly vulnera-
ble under carefully crafted illumination transformation. Attackers can simulate
such illumination by Planckian jitter, which consists of the following steps: 1)
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obtaining a spectrum of a given temperature based on the physical description
of blackbody radiation; 2) converting the spectrum into an sRGB representa-
tion; 3) jittering the image illumination by making channel-wise products of this
representation and the image.

According to Planck’s law, a blackbody radiates a different spectrum o ()
at different temperatures T, which can be expressed as

2mhc?
Nlexp (he/kTA) — 1]’

or(A) = (2)
where ¢, h, k are the speed of light, Planck’s constant, and Boltzmann’s constant,
respectively.

Following the method proposed in [44], we convert the spectrum at temper-
ature T to its sSRGB representation A(T) € R3, then based on which jitter the
illumination of the image as:

I(z;T) =08 A(T) o x + 0.2u[A(T) o z], (3)

where o represents channel-wise product, u(-) is a spatial average function.

Attackers aim to find a re-illumination transformation that maximizes the
adversarial of r(z) by varying its temperature 7. For the realism of the trans-
formation, T is constrained to be in the interval 3 x 10*K to 15 x 10*K. For
convenience, we scale it to the interval [0, 1]. For the efficiency and generality of
the solution, we choose § as a £, bounded single-step adversarial noise, which is
known as FGSM [11]. Therefore, T' can be obtained by solving the optimization
problem:

T* = argmax L{I, + esign[V, L(I,)]} s.t. T €]0,1], (4)
T

where I, is an abbreviation for I(z;T), L£(z) is a loss function w.r.t .

In practice, it is found that the objective function is often multi-peaked w.r.t
T, which may make the gradient-based optimization method converge to a local
optimum. So we adopt the Bayesian optimization algorithm as the solver, the
advantage of which is that it allows more exploration in the interval to obtain
an approximate solution closer to the global optimum.

3.2 Effectiveness of ATA: A Causal Perspective

We selected the commonly used margin loss as the objective function and did
preliminary experiments on CIFAR10, ImageNet, and ImageNette. We report
the success rate and margin loss of FGSM attacks under adversarial illumination
for three datasets in Fig.2(a). Even if only one parameter is adjusted to change
the illumination of the image, the attack success rate and margin loss of FGSM
attacks improve significantly.

Although the change in illumination can be seen as a shift in the data dis-
tribution, unlike a distribution that has not been seen by a model such as data
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corruption [45], the model has seen different illumination during training. This
vulnerability to seen distribution shifts is counterintuitive. We give an explana-
tion from a causality perspective:

The illumination acts as a confounding factor, establishing a spurious asso-
ctation with the label, which can be exploited by attackers.

Using X,Y, and I to denote the image, label, and illumination, respectively,
the causal map can be drawn as shown in Fig.1, where I is a confounding factor.
An intuitive example is that we want the model to learn the causal mapping of
lion images to labels, i.e., X — Y. Whereas lions often appear in warm grassland
backgrounds, the model may unthinkingly associate illumination to labels, i.e.,
X « I — Y, which is considered a predictive but not robust feature in [46].
By manipulating the illumination, the attacker can maximize the effect of path
I — Y, whose contradiction with X — Y can make the model’s decision hesitant.
This explains the unintended vulnerability of the model to simple attacks under
adversarial illumination: attackers can manipulate the causality of both X —
Y, I — Y to lead to the wrong prediction, as shown in Fig.1.

We designed a toy dog and cat classification task with biased illumina-
tion transformation to verify this idea, where the illumination temperature of
the cat’s picture is sampled from Beta(3,7), while the dog’s is sampled from
Beta(7,3), as shown in Fig.2b (top). The model can achieve a test accuracy of
94% with the same distribution. Once the illumination distributions of dogs and
cats are exchanged, the model’s test accuracy plummets to 68%, implying that
the model exploits the causality of I — Y. The results of adversarial illumina-
tion similarly validate this result, as the temperature obtained for cat’s images
is significantly biased towards one and vice versa, which is shown in Fig.2(b)
(bottom).

3.3 Image Gradient Regularization

Optimization Problem with Regularization. The presence of adversarial
illumination makes it easier to generate adversarial noise without the need for
other models. Intuitively high-frequency noise added to a monochromatic surface
is easily detected, while noise at the edges of the image is more subtle. In other
words, the variation pattern of the noise should be consistent with the variation
pattern of the image. A straightforward idea is to use the image’s gradient to
regularize the noise’s gradient.

The image gradient can be obtained by the first- or second-order derivative
operator. We use Sobel and Laplacian operators as estimators of the image
gradient, and both are implemented based on convolution. Specifically, with
the following convolution kernel, we can obtain three post-convolution results

M), GV (x), G?(x) e RCHW,

—-101 -1-2-1 010
Ggl)(x) =|-202| *ux, Ggl)(x) =10 0 0]x*z, GP()=[1-41]| =z,
-101 1 2 1 010
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Fig. 2. (a) Experimental results of FGSM attacks with and without APJ on three
datasets. The box plot shows margin loss, and the success rate of the attack is annotated
above. (b) Top: Biased light distribution applied during training of toy models. Cats:
Beta(3,7), dogs: Beta(7,3); Bottom: Distribution of adversarial Planckian jitter in
different categories

where * denotes the convolution operation. The Sobel and Laplacian gradients
S(x), L(x) can be obtained as follows:

S@) = e (@p + 6P @2, L) = 6O @) (6)

where the operations here are all element-wise operations.

The regularization should provide a high loss when the image gradient is
small while the noise gradient is large and a low loss for the rest of the cases,
which can be expressed as:

max L(I, + 6; ) i= L(I; +0) = a{[1 = S(1)*]S(0)* + [1 = L(L,)?*|L(8)*} (7)

where « is the weight of the regularization.

Warm-up and Early Stop. The regularization term is derivable, so any adver-
sarial attack algorithm can be used to generate §, simply by replacing the loss
function L£(I, + §) with L(I, + ;). Here we use the PGD algorithm with
momentum [15] to generate the adversarial noise, where we remove the projec-
tion operation to make the noise unrestricted. To avoid generating too large
noise, we limit the noise amplitude by choosing a small step £. In addition,
we gradually increase the regularization weights as the number of iterations
increases, i.e., & = agpt, which constrains excessive noise in the later stages and
provides a direction to maximize the loss function in the earlier stages. To gener-
ate moderate adversarial noise, we stop the optimization early after the margin
loss is greater than a given threshold k. Therefore, the adversarial noise can be
obtained by the following iterative algorithm:
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Table 1. The success rate of attacks against white-box (denoted by superscript *)
and black-box models. The model architectures include ResNet (RN) [47], WideResNet
(WRN) [48], DenseNet (DN) [49], MobileNetv2 (MNv2) [50] and EfficientNet (EN) [51].

CIFAR10 | Target Model | WRN28" | RN18 DN161  MNv2 | Avg

PGD 100.0% |66.7% |68.5% |91.1% |81.6%
FSA 98.9% 71.3% |68.9% |71.7% |77.7%
PPA 100.0% |17.1% |17.1% |38.6% |43.2%

ATA (ours) 100.0% |66.6% |68.1% |76.7% |77.8%
PGD+APJ 100.0% |76.8% |82.2% |93.4% |88.1%
FSA+APJ 99.8% 79.2% | 77.3% |78.1% |83.6%
PPA+APJ 100.0% |35.0% | 33.5% |49.8% |54.6%
ImageNet | Target Model | RN50* WRN50 | EN DN201 | Avg

PGD 100.0% | 73.2% |55.4% |70.0% |74.6%
FSA 99.6% 85.0% |75.8% |78.0% |84.6%
PPA 100.0% [36.4% |34.8% |38.1% |52.3%

AIA (ours) | 100.0% | 78.2% | 61.3% |72.0% |77.9%
PGD+APJ 100.0% |85.5% |69.9% |79.2% |83.7%
FSA+APJ 99.9% 91.1% | 84.2% |84.6% |90.0%
PPA+APJ 100.0% |55.6% |46.9% |51.2% |63.4%
ImageNette | Target Model | RN50* WRN50 | EN DN201 | Avg

PGD 100.0% [30.1% |16.0% |19.4% |41.4%
FSA 78.0% 33.6% | 25.9% |27.9% |41.4%
PPA 98.4% 6.1% 41% |51% | 28.4%

ATA (ours) |97.2% 22.6% |14.6% 22.7% |39.3%
PGD+APJ 100.0% | 46.0% |24.1% |33.0% |50.8%
FSA+APJ 89.1% 41.8% 136.1% |35.7% |50.7%
PPA+APJ 98.5% 16.1% | 10.1% |13.9% |34.7%

st _ J 0O + gsignlg V] L(L +60) < s .
| e® else ’
t).
gt _ g0 VeLUa 4 00500t) 0 9)

IVs LI + 60; at) |1

The convolution-based regularization imposes almost no additional burden
on the gradient computation and is task-independent, requiring no specific design
for different tasks.
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Fig. 3. Example of adversarial samples r(z) generated by different attack methods.
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Fig. 4. Example of adversarial noise |r(z) — z|.

4 Experiments

4.1 Experimental Setup

We tested the performance of AIA on three datasets, including CIFAR10 [52],
ImageNet [53] and Imagenette (a subset of 10 easily classified classes from
Imagenet). We chose L.o-constrained projected gradient descent (PGD) [13]
as the baseline. For the unrestricted attack, we chose the encoder-based fea-
ture space attack (FSA) [21] and the perceptual model-based perceptual PGD
attack (PPA) [23] as a comparison. Following the conventional settings, the
ly-norm constraint of PGD is set to 8/255, and the bounds of FSA and
PPA are set to 2 and 0.5, respectively. The parameters in AIA are set to
& =0.0025,a9 = 0.75v HW , k = 15. The number of iterations for all attacks is
set to 50. We randomly selected 1000 samples in the test set for each attack and
reported their attack success rates (ASR).
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Table 2. Results of image quality quantification for the adversarial samples. The
metrics include Peek Signal to Noise Ratio (PSNR), Structural Similarity (SSIM),
BRISQUE (BQ), and Total Variation (TV), where 7 indicates that the higher the
metric is, the better the image quality is, and vice versa.

Attack Methods | PSNRT | SSIMT BQ| | TV] Avgl
CIFAR10 PGD 31.78 0.90 58.94 1 0.39 | 0.82
FSA 18.27 |0.71 59.66 | 0.28 | 0.71
PPA 31.90 10.94 58.990.38 | 0.83
ATA (ours) 30.34 0.90 55.91/0.33 |0.84
ImageNet PGD 32.61 0.86 24.29/0.32 | 0.78
FSA 19.02 0.72 16.3410.27 | 0.77
PPA 39.04 | 0.96 15.9910.30 | 0.95
ATA (ours) 35.79 1 0.96 17.91]0.26 | 0.91
ImageNette | PGD 31.78 0.90 58.94 1 0.39 | 0.66
FSA 18.27 |0.71 59.66 | 0.28 | 0.56
PPA 31.90 10.94 58.990.38 | 0.68
ATA (ours) 30.34 0.90 55.910.33 | 0.67

4.2 White-Box and Black-Box Adversarial Attack

We tested the effectiveness of the four attacks under white-box and transfer-
based black-box settings, as shown in Table 1. We chose three models with
different structures and FLOPs as the target models. It can be found that each
attack in the white-box setting achieves extremely high ASR. In transfer-based
black-box attacks, FSA achieves a high ASR, and its performance stems from
the significant changes brought to the image style based on the encoder. Our pro-
posed ATA achieves comparable results to FSA on CIFAR10 and better results
than PGD on ImageNet without additional models. In comparison, the low trans-
ferability of PPA may be due to a focus on imperceptibility leading to conver-
gence to model-specific noise.

We also tested the attack performance of other attacks with an adversarial
illumination plug-in (+APJ). It can be seen that the success rates of the attacks
with APJ are all significantly improved (~8.2%), which means that the adver-
sarial illumination can be used as a plug-in to enhance the transferability of
other attacks by exploiting the bias of the training data, a vulnerability that is
common across models.

4.3 Image Quality

Here, we show samples and noise generated by different attacks, as shown in Fig.3
and Fig.4. Encoder-based FSA brings image adversarial style transformation,
but such transformation is sometimes unrealistic. Perceptual model-based PPA
produces adversarial noise that is more realistic on high-resolution images but



Demons Hidden in the Light: Unrestricted Adversarial Illumination Attacks 121

Table 3. The success rate of the attack in the face of different data preprocessing
defenses. The preprocessing defenses include: JPEG compression (JPEG) [37], Bit-
Depth compression (BitDepth) [38], Blur, and Auto-Encoder Reconstruction (AE).

Attack Methods | JPEG | BitDepth | Blur | AE Avg
CIFAR10 | PGD 78.1% | 100.0% | 83.0% | 66.2% | 85.4%
FSA 89.2% | 97.1% 94.2% | 81.4% | 91.0%
PPA 26.8% | 81.2% 32.5% | 38.2% | 47.2%
ATA (ours) 93.9% | 100.0% | 99.5% | 89.3% | 96.5%
PGD+APJ 93.5% | 100.0% | 96.2% | 81.7% | 94.3%
FSA+APJ 96.4% | 99.4% 97.2% | 89.3% | 96.1%
PPA+APJ 56.1% | 93.2% 63.7% | 65.2% | 72.0%
ImageNet |PGD 99.7% | 100.0% 98.8% | 87.2% | 97.1%
FSA 99.6% | 85.0% 75.8% | 78.0% | 84.6%
PPA 50.9% | 69.7% 52.0% | 57.4% | 58.0%
ATA (ours) 99.8% | 99.8% 99.8% | 94.8% | 98.8%
PGD+APJ 99.9% | 100.0% | 99.3% | 94.3% | 98.7%
FSA+APJ 99.3% | 99.1% 96.8% | 92.4% | 97.3%
PPA+APJ 73.4% | 89.2% 73.1% | 76.4% | 79.0%
ImageNette | PGD 94.9% | 99.9% 98.1% | 89.6% | 87.0%
FSA 68.4% | 72.2% 66.6%  61.4% | 61.8%
PPA 19.7% | 38.8% 27.8% | 17.6% | 23.4%
ATA (ours) 95.3% | 94.8% 94.4% | 95.6% | 87.3%
PGD+APJ 96.9% | 99.9% 98.9% | 93.6% | 90.4%
FSA+APJ 81.3% | 85.8% 81.2% | 73.4% | 74.3%
PPA+APJ 41.9% | 67.8% 58.4% | 34.5% | 46.5%

conspicuous on low-resolution images. The adversarial samples generated by ATA
can be disguised as the result of illumination changes, which avoids adding noise
in monochromatic regions like PGD by image gradient regularization.

We also quantified the image quality of the adversarial samples. In image
quality metrics, different metrics have different meanings and different scales.
Among them, PSNR measures the ratio of signal to noise, and a higher signal-to-
noise ratio indicates that less noise is added. It is generally believed that images
with PSNR greater than 40 dB have higher quality, so we rescale PSNR with
PSNR/40. SSIM measures the structural similarity of the image to the original
image, a higher SSIM means the modified image is more similar to the original
image. SSIM takes a value between 0 and 1, so we do not scale it. TV indicates
the smoothness of the image and is obtained by averaging the differences between
adjacent pixel values. A lower TV indicates a smoother image and takes a value
between 0 and 1, so we scale it with 1 — TV. BRISQUE is a measure of the
naturalness of an image, and a lower value indicates a higher quality image.
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Table 4. Attack success rate on an adversarially trained model. The methods of adver-
sarial training include: Hypersphere Embedding (HE) [43], Adversarial Weight Pertur-
bation (AWP) [42], Feature Scatter (FS) [54], Robust Self-Training (RST) [40], and
TRADES [41].

Defense HE AWP | FS RST TRADES | Avg

PGD 40.3% | 35.8% | 34.5% | 34.0% | 42.3% 37.4%
FSA 96.6% | 96.3% | 53.7% | 96.4% | 97.5% 88.1%
PPA 94.9% 1 99.1% | 49.9% | 98.7% | 99.4% 88.4%

AIJA (ours) | 73.9% |82.9% | 79.5% | 83.7% | 89.1% 81.8%
PGD+APJ|80.9% | 76.4% | 78.0% | 75.6% | 83.0% 78.8%
FSA+APJ |98.8% |99.0% | 84.0% | 99.0% | 99.3% 96.0%
PPA+APJ | 99.7% | 99.9% | 86.7% | 100.0% | 100.0% 97.3%

The value of BRISQUE varies across datasets, so we scale it with the average of
BRISQUE over the dataset. Therefore, the average value can be obtained by:

_ 1,PSNR BRISQUE
=g TSI =TV ) (10)

Avg

where BRISQUE is the average of BRISQUE on the dataset. Note that the
average value here is only for the convenience of comprehensive comparison.
The results are shown in Table.2.

We can find that the imperceptibility of ATA is comparable to that of PPA
and better than that of PGD and FSA, especially in the case of unreferenced
metrics, which is a more reasonable scenario of adversarial sample quality assess-
ment.

4.4 Attack Effect Under Data Preprocessing

We selected four representative defenses to test the effectiveness of the attack
under preprocessing, as shown in Table.3. We can find that ATA achieves the
highest ASR in the face of preprocessing, especially in AE. This is due to the
global noise brought to the images by the adversarial illumination, which is
difficult to corrupt by data preprocessing, even after reconstruction. As shown
in Fig.3, the more significant noise generated by AIA gains the robustness of the
adversarial sample, which can also be verified from the boosted ASR, (~10.9%)
of the other attacks with APJ in Table.3.

4.5 Attack Effect Facing Defense Models

Since the adversarial training was mostly evaluated on the CIFAR10, we selected
five adversarially trained models on the CIFAR10 dataset to test the ASR of each
attack, as shown in Table.4. It can be seen that PPA and FSA have higher attack
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Fig. 5. Results of ablation experiments in four tasks, including white-box and black box
attacks (WB), image quality (IQ), data preprocessing (DP) and defense (D). Datasets
CIFARI10, ImageNet and ImageNette are abbreviated by C, I, Ie, respectively. The
baseline setting is ap = 0.75, Trmaee = 50 with APJ. The mean and standard deviation
of different metrics were plotted.

success rates in the face of adversarially trained models, while ATA is slightly
weaker, probably due to its more conservative constraint on noise. Note that
APJ plays a crucial role in breaking some defenses, such as FS, and thus APJ is
suitable as a complement to other attacks. We speculate that the reason is that
the adversarial training model smooths the decision boundaries under normal
data distribution. However, the data distribution under adversarial illumination
is not considered during the adversarial training. It is also evident from the sig-
nificant ASR improvement brought by APJ for PGD: adversarial training focuses
too much on the ¢, neighborhoods of the training data. Simply changing the
illumination of the samples is enough to break through the adversarial training
model even if it is still /.,-bounded adversarial noise.

4.6 Ablation Study

we investigated the performance of ATA with different parameter settings, includ-
ing with and without APJ, different number of iterations T},q., and different
image gradient regularization weights ag. From the results shown in Fig.h, we
can find that 1) APJ is more critical to breaking through the defense model and
improving ASR in the face of black-box models and data preprocessing. The
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reason for the improvement is not apparent is that the attacker exploits tremen-
dous noise, i.e., sacrificing image quality for ASR improvement. 2) ATA does not
require an excessive number of iterations. Too many iterations can sometimes
lead to worse ASR, possibly due to convergence to model-specific noise on the
one hand and greater image gradient regularization in later stages on the other.
3) Different g regulate the ASR and image quality trade-offs. The difference
brought by «q is milder, so it is not difficult to find a moderate parameter.

On ImageNette, the effect of the attack without APJ is significantly lower,
and the attack with a higher number of iterations has a higher ASR in the
face of the black box model and data preprocessing. The reason for this is that
ImagNette is more difficult to attack compared to ImageNet, so the APJ and
more iterations which is used to improve the effectiveness are more important.

5 Conclusion

In this paper, we propose an unrestricted adversarial attack based on illumina-
tion transformation, where attackers can generate adversarial illumination by
Planckian jitter and manipulate the causal relationship between illumination
and labels to mislead the model. We design an unrestricted adversarial noise
optimization algorithm based on this by image gradient regularization, which
achieves significant attack results without additional models. Comprehensive
experiments validate the effectiveness of adversarial illumination.
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