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Abstract. Although state-of-the-art image-based malware classification
models give the best performance, these models fail to consider real-
world deployment challenges due to various reasons. We address three
such problems through this work: limited dataset problems, imbalanced
dataset problems, and lack of model generalizability. We employ a pro-
totypical network-based few-shot learning method for a limited dataset
problem and achieve 98.71% accuracy while training with only four mal-
ware samples of each class. To address the imbalanced dataset problem,
we propose a class-weight technique to increase the weightage of minor-
ity classes during the training. The model performs well by improving
precision and recall from 0% to close to 60% for the minority class. For
the generalized model, we present a meta-learning-based approach and
improve model performance from 48% to 72.06% accuracy. We report
performances on five diverse datasets. The proposed solutions have the
potential to set benchmark performance for their corresponding problem
statements.

Keywords: Malware classification · Deep learning · Cyber Security ·
Malware

1 Introduction

The advancement in malware development leads to rapidly evolving malware
families. Several image-based deep learning (DL) models, such as ResNet, MLP,
LSTM, and GRU, are available that perform well for the corresponding datasets.
The recent state-of-the-art models offer close to 99–100% accuracy on some of the
datasets [1–3,7]. Although these models perform well, they lack with following
capabilities, which we address through this research work:

1. Limited Dataset - The traditional deep learning model requires more data to
learn significant features from given image sets. There will always be fewer
samples for newly evolved malware classes. In such cases, traditional DL
models fail to identify the patterns of the latest evolved malware families.
Collecting more newly evolved malware samples to train the traditional model
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may cause a delay in recognizing malware family classes. Hence, there is a
need for a model that can learn features from limited malware samples that
are newly evolved.

2. Imbalanced Dataset - The datasets used to train various malware classifica-
tion models [1,5,7] as well as publicly available datasets [1,3,7] are highly
imbalanced. Imbalance data may lead to overfitting the model or may result
in a biased model. Generating synthetic malware samples may not be a good
option for dealing with the imbalanced dataset problem as the actual malware
may differ in functionality. Hence, there is a need for a learning methodology
that gives importance to classes with fewer samples in the dataset during the
training phase to overcome overfitting.

3. Lack of model generalizability - It is always considered that training and
testing datasets belong to the same distribution. However, there is a signifi-
cant chance that unseen test set malware may belong to out-of-distribution
from the training sample’s distribution. Hence, there is a need for a generic
model that can generalize the malware family class and identify patterns from
unseen out-of-distribution malware samples. Based on our knowledge, there
is no research work for generic malware classification models that can detect
out-of-distribution samples.

We introduce three approaches based on advanced deep learning methods
to address these problems. First, we implement a prototypical network-based
few-shot learning model that can learn new sophisticated malware sample pat-
terns by only seeing very few samples of each malware class. Second, we propose
a class weight technique to provide weightage to minority classes and signif-
icantly improve the precision-recall of the minority class. Lastly, we employ
meta-learning to propose generic models that can detect out-of-distribution
malware samples. We utilize five malware datasets of different distributions
and achieve better results. We verify the differences between distributions of
multiple datasets by implementing out-of-distributions techniques proposed by
Zaeemzadeh et al. [12]. Our contributions through this research work are the
following:

1. We present a model based on few-shot learning that can learn patterns of
newly evolved malware with very few samples.

2. We propose a class weight-based model that can balance the imbalance effect
in the malware dataset during training.

3. We introduce a generic model that can classify out-of-distribution samples
belonging to the training set’s malware class.

We discuss related research work for image-based malware classification in
Sect. 2. Section 3 explains the background of malware analysis techniques and
how it evolves. We elaborated the implemented methodology to address men-
tioned research gaps in Sect. 4. Section 5 discusses the experiment implementa-
tion and the results. Further, we conclude the contribution and future scope of
this research in Sect. 6.
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2 Related Work

Recently, image-based malware classification has gained popularity over tradi-
tional malware classification methods, i.e., static and dynamic malware analysis
[2,6]. However, the textural differences between malware images make DL models
suitable for identifying malware patterns. Many research experiments are avail-
able which implement deep learning models on diverse datasets and exploring
several possible feature sets for image-based malware classification. This section
discusses a summary of recently proposed malware classification methods.

Natraj et al. [6] propose the first idea to visualize the malware binaries
and classify malware based on images. They released the very first image-based
dataset named Malimg publicly. Microsoft released malware samples in one of
the Kaggle challenges for image-based malware classification [14]. Both datasets,
Malimg and Microsoft, have a total of 9,339 and 20,860 samples, respectively.

Singh et al. [1] demonstrate a novel method for malware classification by
implementing a pre-trained ResNet50 model and achieved an accuracy of 99.40%.
However, they mentioned that their model gives low accuracy for previously
unseen malware [1]. Bozkir et al. [5] recognize malware from RGB images gener-
ated from a memory dump of the suspicious process by utilizing GIST and HOG
features. Among all implemented learning models, the best accuracy is 96.39%.
They perform manual feature extraction, which may not be a good option when
deploying a model in real time. Similarly, Dhavalle et al. [2] extract features
from the images, including energy, entropy, contrast, dissimilarity, homogeneity,
and correlation and build various machine learning classifiers. The random forest
model achieves the highest accuracy of 96.7%. Bhodia et al. [7] implement several
variants of ResNet to identify malware patterns. Even though the authors use
several DL models to identify malware, none of them is a generic model which
can detect unseen malware. In [3], the authors present diverse deep learning
models, including MLP, CNN, LSTM and GRU, to utilize image-based features
and opcode features to train the models. VGG19 and ResNet152 perform well
with 92% accuracy, but their model is not validated for unknown malware vari-
ants. Kim et al. [4] employs a hybrid deep generative model which exploits local
and global features of malware images and uses variational autoencoders. The
model doesn’t validate generalizability with diverse datasets [4].

Zhu et al. [10] implement a Siamese Neural Network-based few-shot learn-
ing method to detect malware with few samples, detecting ransomware attacks
with few samples. However, their work is limited to ransomware malware class
only. Matching networks and prototypical network-based methods for malware
classification are introduced by Tran et al. [19]. They claimed performance on
a very limited number of experiments and matching network-based model per-
forms poor for Malimg dataset as well as both proposed model performs poor
for Microsoft dataset. All of the above research works primarily focus on model
performance accuracy and overlook class-wise precision and recall. Also, there is
not much work on malware classification with limited malware samples and work
which discusses model generalizability for malware classifications. Therefore, we
address these research problems in this paper.
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3 Background

Malware is a malicious code that aims to conduct various destructive opera-
tions without the victim’s consent and awareness. Attackers introduce several
malware families; some notorious families are Trojans, Backdoors, Ransomware,
and Worms. With the newly emerging cyber threats, malware is growing expo-
nentially.

As malware evolves rapidly, It is necessary to have intelligent algorithms to
identify malware patterns effectively. Primarily, two main analysis techniques
are there for malware analysis: static and dynamic. Static analysis can identify
malicious patterns without running the executables, and by observing the code
structures [17]. However, this method is ineffective against obfuscated malware.

Dynamic code analysis executes the code in a sandbox environment to reveal
the runtime behavior [18]. Although it is better than static analysis, dynamic
analysis consumes more time and resources. Also, some sophisticated malware
may not demonstrate malicious behaviour while running in the sandbox. On the
other hand, image-based malware classification provides a novel way to classify
the malware without executing the code and performing manual code investiga-
tion. The image-based classification techniques provide an emerging exploration
method to classify malware with respect to texture variations between malware
classes. The texture difference between malware families is shown in Fig. 1.

Fig. 1. Malware Families representation in Grayscale images

4 Proposed Methodology

4.1 Dataset

The Malimg [6] and Microsoft challenge datasets [14] are the only publicly avail-
able. These datasets contain old malware sample variants that may not contain
recent malware patterns. Therefore, we create our dataset by collecting recent
malware samples from MalwareBazaar1. MalwareBazaar is a platform that aims
to share malware samples with the cyber community for study purposes. Our

1 https://bazaar.abuse.ch/.

https://bazaar.abuse.ch/
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dataset contains 11,273 malware samples belonging to different malware classes,
including ransomware, worm, trojan, adware and backdoor, with 813, 4012, 3926,
426 and 2096 samples, respectively.

We generate grayscale images by converting the executable samples from our
dataset. As executable binaries are sequences of 0’s and 1’s, we use this sequence
to group consecutive 8 bits and calculate their corresponding decimal value. The
sequence of decimal values is stored in an array and considered as a pixel value
for generating the grayscale image for executables. The generated images are
visually distinguishable between different malware families (Fig. 1). We set the
width of the image size to 256 and let the length be flexible according to the size
of executables [1]. We explain all these steps in Algorithm 1.

Algorithm 1. Executable to grey-scale image conversion
0: procedure Binary to Image(file) {Convert binary executable to grayscale

image}
1: Width = 256
2: Length = File Size/Width
3: Calculate decimal values for each consecutive 8 bits.
4: Create a 2-D array by fixing width as 256.
5: Convert 2-D array into grayscale images.

We obtain datasets from Singh et al. [1] and Prajapati et al. [3]. We use
five datasets (Malimg [6], Microsoft [14], Singh et al. [1], Prajapati et al. [3]
and our dataset) to perform experiments. We address the research gaps dis-
cussed in Sect. 1 by introducing few-shot learning for limited dataset problems
(Sect. 4.2), class weight method for imbalanced dataset problems (Sect. 4.3) and
meta-learning for model generalizability (Sect. 4.4).

4.2 Limited Dataset

We present a prototypical network-based few-shot learning model to address the
limited dataset problem.The prototypical network is based on the idea that there is
an embedding in which several points cluster around a single prototype representa-
tion for each class, present in Fig. 2. The goal is to learn per-class prototypes using
feature space sample averaging. In this implementation, we assume ’m’ labelled
datasets as a support set, where ’m’ is as small as one or two samples. The support
set is represented as S = (x1, y1), ..., (xm, ym), in which xi ∈ R

D is D-dimensional
feature vector and yi ∈ 1, ...., n is corresponding labels. We can denote the support
set as Sn, represented as data samples with class l. The prototype for each class
is represented as Cn, where Cn ∈ R

m, an embedding function fθ : R
D → R

m

having φ as the learnable parameter. Each prototype represents the average of the
embedded support points in its class [13].

Cn =
1

|Sn|
∑

(xi,yi)εSn

fφ(Xi) (1)
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Fig. 2. Prototypical networks [13]

The learning phase of Prototypical Networks is to perform by minimizing the
negative log-probability J(φ), often known as log-softmax loss [13].

J(φ) = −log(pφ(y = n|x)) for true class k

where,

pφ(y = n|x) =
exp(−d(fφ(x), cn))

Σn′exp(−d(fφ(x), cn′

Here d represents euclidean distance.
The key benefit of utilizing a logarithm is that the loss is drastically increased

when model fails to predict the correct class labels. The query images classify
by measuring the distance between each unlabeled image and prototypes using
Euclidean distance. After computing distances, we apply softmax to obtain the
probability of belonging to each class, then assign a class based on greater the
probability, shorter the distance.

4.3 Imbalanced Dataset

We employ class weight techniques to balance the imbalance effect of data sam-
ples during training. We assign low and high-weight values to the majority and
minority classes. We calculate the weight for each class by using the following
formula:

wi =
n samples

(n classes ∗ n samplesi)
(2)

where,
wi is the weight for each class (i represents the class)
n samples is the total number of samples in the dataset
n classes is the total number of unique classes
n samplesi is the total number of samples of the respective class

The aim is to give the minority class more weight throughout the training
phase. We implement a weighted log loss function to achieve the same.

log loss =
1
N

N∑

i=1

[−(ω0(yi ∗ log(ŷi)) + ω1((1 − yi) ∗ log(1 − ŷi)))] (3)
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where,
ω0 is the class weight for zero class.
ω1 is the class weight for one class.

The goal of the objective function in Eq. 3 is to penalize the minority class
for misclassification by assigning them a higher class weight while the majority
class gets a lower weight. We implement this technique with the ResNet50 model
using the weight and loss function shown in Eq. 3.

4.4 Model Generalization

We present a meta-learning-based model generalization method to build a generic
model. The aim is to build a generic model which can identify malware patterns in
the dataset whose distribution was not present in the training dataset. To the best
of our knowledge, there are no generic models available that can get trained on one
distribution dataset and detect samples of datasets with different distributions. All
state-of-the-art model training and testing perform on the same distribution, i.e.,
the same dataset only [1,3,6,7]. We had a total of five datasets, and before proceed-
ing with generalization, we first needed to verify whether the distribution of all five
datasets was different or not. Therefore, we verify the distribution differentiation
by implementing out-of-distribution detection.

Out of Distribution Detection. In real-world scenarios, test samples may not
contain the data from train samples. Therefore, detecting the out-of-distribution
(OOD) samples that do not belong to the training classes is desirable. We imple-
ment the union of 1-dimensional spaces [12] to perform the OOD detection.

OOD samples can get recognized more robustly and with a greater probabil-
ity if the feature vectors of the training samples are in a 1-dimensional subspace
[12]. Given a training dataset of N-sample label pairings from L available classes,
the goal is to train a neural network to detect out-of-distribution samples during
testing (not belonging to any known L classes).

Making the distribution of known classes as compact as possible reduces the
risk of error. The error probability is given by pe =

√
plpo exp(−B), where B is

the Bhattacharyya distance [15] and is given by:

B =
1
8
ΔT (

Σl + Σo

2
)−1Δ +

1
2

log
(det Σl+Σo

2 )√
detΣl det Σo

(4)

Δ = (μl − μo)

The distance B is a combination of the Mahalanobis distance and a measure
of the compactness of the distributions [12]. We distinguish OOD and IN distri-
butions during test time using the cosine similarities between the test samples
and the singular vector corresponding to each class. The cosine similarity is:

cos(θln) =
wT

l xn

||wl|| ||xn|| (5)
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OOD test perform by computing the angular minimum distance of test fea-
ture vector xn, which is given by

φn = min
l

arccos(
|xT

nv
(l)
1 |

||xn|| ) (6)

Meta Learning Based Model Generalization. We implement a meta-
learning-based model generalization method. For generalization, Li et al. [11]
present a novel meta-learning approach to synthesize virtual training and test
domain for validation during training for achieving generalization, which we fol-
low for this work. Our model generalization method provides a model agnostic
training method that enhances the domain generalizability of a base learner.
We use ResNet18 as a base learner for this work. We divide a set of different
distribution datasets in a train, val and test set so that all have different distri-
butions dataset. We train the base learner on a train set distribution and, at the
same time, validate on a validation set distribution(which is different from the
training distribution). The meta-optimization goal is to reduce the loss on the
training distributions while simultaneously ensuring that the direction is taken
to accomplish this also improves the validation loss (having a different distri-
bution than the train set). Once a model learns to minimize the loss on the
validation set (different distribution), we can evaluate performance on the test
set (having novel different distribution data). We illustrate the model general-
ization learning flow in Fig. 3 (Different symbols represent different distributions
of data samples).

Fig. 3. Model generalization model learning method

We assume there are total n d different distributions of malware datasets in
the training set. The test dataset belongs to different distribution, which is not
present in the training set. The malware class for all distribution datasets must
be the same to compare generalizability. Therefore, we compare the malware
class of all available datasets and found three common malware families in all
five datasets. These are trojan class, worm class and backdoor class. Hence we
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validate our implementation with the three-class classification. The steps follow
to implement the generic model are following:

– We define a base model, ResNet18, parameterized as θ and hyperparameters
α, β, γ. to solve the malware classification task. Where, α is meta step size,
β is meta val beta and γ is decay rate.

– For each iteration, we follow the below steps:
• Split the n d distribution into n̂d and n̄d.
• For meta-train we calculate gradients

∇θ = F ′
(n̂d; θ)

where F is the cross-entropy loss function.
• We update the model parameter with θ

′
= θ − α∇θ

• We calculate cross entropy loss by using n̄d and θ
′
i.e.,G(n̄d; θ

′
)

• For meta-optimization we update the model by using

θ = θ − γ
∂(F(n̂d; θ) + βG(n̄d; θ − α∇θ))

∂θ

We minimize the following objective function for this algorithm.:

F(θ) + βG(θ − αF ′
(θ)) (7)

5 Experiment and Results Discussion

5.1 Limited Dataset Results

We implement few-shot learning on various datasets available, and the model
achieves best performance considerably by seeing very few malware samples.
Malimg, Microsoft, Singh et al. [6] and our dataset has seven, six, eight and
five classes, respectively. Hence we run them for the number of different class
way n shots, where n can be small, i.e. no newly evolved samples available. The
accuracy achieved by model on the datasets is present in Table 1.

Table 1. Result of limited dataset problem

Our dataset Acc (%) Malimg Acc (%) Microsoft Acc (%) Singh et al. [1] Acc (%)

5-way 1-shot 53.85 6-way 1-shot 86.96 7-way 1-shot 91.24 8-way 1-shot 63.04

5-way 2-shot 53.57 6-way 2-shot 87.12 7-way 2-shot 90.43 8-way 2-shot 71.59

5-way 4-shot 56.86 6-way 4-shot 95 7-way 4-shot 98.71 8-way 4-shot 70

5-way 8-shot 65.85 6-way 8-shot 96.88 7-way 8-shot 95.50 8-way 8-shot 69.53
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5.2 Imbalanced Dataset Results

We implement a class weight-based methodology to resolve the imbalance dataset
problem. To assess the model performance, we need to verify whether class-
wise precision-recall of minority classes is improving or not, as accuracy may
not always be a suitable indicator of model performance with an imbalanced
dataset. The implemented method improves minority class performance signifi-
cantly. Hence, Improvement in minority class performance in terms of precision
and recall is present in Tables 2, 3, 4 and 5.

Table 2. Result of imbalanced problem on Microsoft Dataset

Without proposed method With proposed method

Class name Precision Recall Precision Recall

Adware 0.97 0.98 0.94 0.99

Backdoor 0.00 0.00 0.25 0.60

Virtool 0.85 0.91 0.86 0.91

Worm 0.96 0.88 0.97 0.94

Trojan 0.87 0.84 0.95 0.76

Botnet 1.00 1.00 0.99 1.00

Table 3. Result of imbalanced problem on Our Dataset

Without proposed method With proposed method

Class name Precision Recall Precision Recall

Adware 0.86 0.60 0.85 0.73

Backdoor 0.94 0.89 0.87 0.91

Ransomware 0.80 0.79 0.80 0.79

Worm 0.00 0.00 0.32 0.50

Trojan 0.46 0.60 0.67 0.58

Table 4. Result of Imbalanced problem on Singh et al. [1] Dataset

Without proposed method With proposed method

Class name Precision Recall Precision Recall

Trojan Dropper 1.0 1.0 1.0 0.99

Virus 0.94 0.77 0.84 0.77

Trojan Downloader 0.89 0.88 0.79 0.93

Backdoor 0.84 0.76 0.83 0.62

Virtool 0.00 0.00 0.59 0.40

Worm 1.0 1.00 0.99 1.00

Trojan 0.78 0.89 0.75 0.92

Rogue 0.00 0.00 0.00 0.00
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Table 5. Result of imbalanced problem on Malimg Dataset

Without proposed method With proposed method

Class name Precision Recall Precision Recall

Trojan Downloader 0.98 0.95 0.92 0.98

Backdoor 1.00 1.00 1.00 1.00

Worm 1.00 1.00 1.00 1.00

Trojan 0.95 0.97 0.99 0.91

PWS 1.00 0.99 1.00 0.99

Dialer 0.99 1.00 0.99 1.00

Rogue 0.98 1.00 0.98 1.00

5.3 Model Generalization Results

We first verify whether the available dataset is in different distribution or not
before moving towards generic model implementation.

Out of Distribution Results. We implement an OOD detection method to
test the distribution difference between datasets by measuring FPR@95TPR
and AUC (Area under the ROC Curve). FPR@95TPR is the probability that
a negative (out-of-distribution) example gets miscategorized as positive (in-
distribution) when the true positive rate (TPR) is as high as 95%. The lower
value for FPR@95TPR and higher value for AUC proves the in-data and out-data
taken belongs to different distributions. We verified the distribution difference
by implementing the method explained in Sect. 4.4 and obtained FPR@95TPR
value as 0.2573 and AUC value as 0.93616. The lower value of FPR@95TPR and
higher value of AUC proves that the taken datasets are of different distributions.

Meta Learning for Domain Generalization Results. To create a baseline
for comparing proposed method performance, we evaluate model performance
without implementing the proposed meta-learning approach. We implement a
commonly used ResNet50 neural network and train on our dataset and Microsoft
dataset, and test it on the Malimg dataset and receive only 48% accuracy. Which
is not preferable and needs to have a generic model which can perform better
than the baseline. Hence, we trained the meta-learning model on the set of
Our dataset and Microsoft dataset, and tested on Malimg dataset. Initially, the
model achieved accuracy of 68.21%, which is an improvement form the baseline,
but we experiment more to improve the performance. Next, in order to increase
the diversity of the training set, we train it with the set consists our dataset,
Microsoft dataset, and Singh et al. [1] dataset and test on Malimg dataset. This
time model improves the accuracy to 69.83%. Finally, we use all five datasets
and selected our dataset, Microsoft dataset, Singh et al. [1], and Prajapati et
al. [3] dataset for training and Malimg dataset for testing. This time the model
improved the accuracy significantly and achieved 72.06%. We can see a high jump
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compared to the baseline ResNet model from 48% to 72.06% by adding a meta-
learning approach on top of the base learner. The result of implemented meta-
learning proves that by adding a more diverse distribution dataset in the training
phase, the model is learning unknown dimensions of data and generalizing more
towards pattern detection for unseen and different distribution malware samples.
We summarize the performance of meta-learning for generic models in Table 6.

Table 6. Result of model generalization

Cases number Training set Testing set Acc.

Case 1 (Baseline) Microsoft Malimg Dataset 48%

Case 2 Microsoft and Our dataset Malimg Dataset 68.21%

Case 3 Microsoft, our dataset and Singh
et al. [1]

Malimg Dataset 69.83%

Case 4 Microsoft, our dataset, Singh et al.
[1] and Prajapati et al. [3]

Malimg Dataset 72.06%

6 Conclusions and Future Scope

This research addresses the critical gaps present in the current malware classifi-
cation using image representation. The key contribution of this research work is
to handle limited and imbalanced dataset problems and present a robust generic
malware classification model. Our work focuses on implementing image-based
malware classification techniques rather than static and dynamic analysis. This
research highlights the malware classification model generalization, which has the
potential to provide a new research dimension in malware classification research.
As a part of the future work, Hyperparameter tuning can be one of the possi-
ble modifications to improve model generalization algorithm performance. The
proposed class weight-based technique significantly improves the precision and
recall of minority classes and effectively balances the imbalance data effect. The
presented model for the limited dataset problem can also further improve by
using a zero-shot deep learning technique. In a nutshell, this research work has
the strength to serve as a foundation for several future studies on the imbal-
ance and limited malware dataset problem and enhancement of the malware
classification model’s generalization ability.
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