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Abstract. In recent years, wireless local area networks (WLANSs) have
become one of the important ways to access the Internet. However, the
openness of WLANs makes them vulnerable to the threat of the evil
twin attack (ETA). Existing effective ETA detection solutions usually
rely on physical fingerprints. Especially fingerprints made by informa-
tion extracted from channel state information (CSI) are more reliable.
However, demonstrated by our experiment, the fingerprint of the state-
of-the-art ETA detection scheme, which is based on phase error extracted
from CSI, is not stable enough, and it results in a large number of false
negative results in some cases. In this paper, we present a novel ETA
detection scheme, called PEDR, which uses range fingerprint extracted
from CSI to identify the evil twin (ET). Inspired by the significant obser-
vation that the phase error will drift over time, the concept of drift range
fingerprints is proposed and exploited to improve ETA detection accu-
racy in real-world attack scenarios. Range fingerprints are not affected
by drift in phase error and can be uniquely identified. The proposed
range fingerprint is implemented and extensive performance evaluation
experiments are conducted in the large-scale experiment with 27 devices.
The experimental results demonstrate that the detection rate of PEDR is
close to 99% and the false negative data is only 1.11%. It is worth men-
tioning that PEDR is outstanding in the scenario with similar device
fingerprints.

Keywords: Evil twin attack - Rogue access point detection - WLAN
security - Wi-Fi security -+ Channel state information

1 Introduction

In recent years, wireless local area networks (WLANS) are rapidly gaining popu-
larity due to the widespread development of wireless network technology and the
explosive growth of portable devices. Compared with wired networks, WLAN is
more flexible and easier to be installed and expanded, so many wireless access
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points (APs) are deployed in various places such as homes, campuses, hotels, fast
food restaurants, airports and shopping centers. As the core device of WLAN,
AP provides an effective connection between wired networks and WLANs. Users
can access the network freely through APs. Therefore, WLANSs provide users
with great convenience to access the network and become an integral part of
life.

However, the openness and convenience of WLANs bring enormous security
risks to wireless users [1]. The ETA is the most prominent one. The ET, also
known as the phishing AP, refers to a fraudulent AP established by an attacker.
ET tricks wireless users through mimicking the Service Set Identity (SSID) and
MAC address (BSSID) of a legitimate AP, as shown in Fig.1. According to
the IEEE 802.11 standard, the client operating system usually selects the AP
with the same SSID based on Received Signal Strength Indicator (RSSI). The
attacker will exploit this weakness to induce the user to connect to ET by using
various means. For example, the attacker can conduct the denial-of-service attack
against the legitimate AP or provide a stronger RSSI than the legitimate AP.

Legal AP
SSID: FreeWiFi ,

Rogue AP
[ ) SSID: FreeWiFi
s Y
> Better Signal (‘ :
Victim Attacker —

Fig. 1. llustration of ETA attack scene. The attacker establishes ET by imitating the
parameters of the legitimate AP. ET attracts users by providing stronger RSSI.

Once a user has inadvertently connected to an ET, she will face serious
consequences such as sensitive information leakage, traffic hijacking and other
malicious attacks. For example, the attacker can snoop on the sensitive personal
information of the victim, such as photos, emails, various login passwords and
bank card information, according to the packets sent to ET by the user. The
attacker can also manipulate DNS server/communication, launch a DNS spoof-
ing attack [2], hijack the victim to visit the malicious website [3], and cause
direct economic loss to the victim. Moreover, the victim connected to ET may
suffer SSL Strip Attacks [4], which strip the SSL layer from the original HTTPS
connection and force the victim’s data to be sent in plain text format. Thus
encryption function is deprived.
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Because ETA poses a significant threat to wireless users, researchers have done
much work on the ETA detection. Based on whether it can be deployed indepen-
dently on the client and provide real-time detection for wireless users, the existing
detection schemes can be divided into two types in this paper: admin-based and
client-based. Specifically, although admin-based detection schemes defend ETA to
a certain extent, they all require additional hardware equipments or higher permis-
sions to achieve detection. It means that independent real-time detection cannot
be provided by admin-based detection schemes. For example, Brik et al. [5] and
Nguyen et al. [6] proposed schemes based on radio frequency fingerprint (RFF);
In the study [7], researchers determined the target AP’s legitimacy according to
its network access method which is judged by the wireless traffic flowing through
the gateway. On the other hand, some researchers proposed client-based detection
schemes. For example, Arackaparambi et al. [8] detected ETA by using inter-packet
arrival time (IAT) and clock skew. Lu et al. [9] used the forwarding behavior of ET.
ETA can be determined by comparing the 802.11 data frames sent by target APs
to users. The state-of-the-art research [10] proposed a detection scheme based on
the non-linear phase errors extracted from CSI. Although these schemes can pro-
vide users with independent security detection, there are still many limitations in
terms of detection rate and attack model.

In this paper, we innovatively use the phase error drift range as the physical
device fingerprint for ETA detection on the basis of the study [10]. Specifically,
Liu et al. [10] discovered that the non-linear phase error in CSI can be used
as the device fingerprint. However, a large number of experimental results con-
firm that the phase errors have drift phenomenon. Drift phenomenon may cause
fingerprints of different devices to overlap each other, and result in failure of
Liu’s method [10]. In addition, we found that the phase error drift range always
remains relatively stable in the time dimension. Based on this observation, PEDR
uses the drift range of phase errors as the wireless device fingerprints. In our
scheme, the phase error drift range, instead of the phase errors, is used as the
device fingerprint, which overcomes the shortcomings of false positives and false
negatives due to drift phenomenon. At the same time, PEDR is deployed on the
user client, and it can provide users with real-time detection without additional
hardware equipments or protocol modification.

In summary, we make the following contributions to the field of WLAN secu-
rity in our paper:

— Through a large number of experimental observations, we find that the non-
linear phase errors extracted from the CSI have drift phenomenon. In other
words, if only the phase error is used as the fingerprint, the wireless device
cannot be uniquely identified.

— Based on the phase error drift phenomenon, we innovatively use the phase
error drift range as the physical fingerprint of the device to identify the ETA.
A new detection scheme PEDR deployed on the client is proposed. Compared
with admin-based solutions, PEDR can better meet the needs of users, and
does not require any additional overhead on wireless devices.
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— Extensive simulation experiments are performed with 27 devices. The exper-
imental results prove that the detection rate of ETA by PEDR was close to
99%. Especially for devices with similar phase errors, the detection effect of
PEDR is more noticeable than Liu’s method [10].

The rest of the paper is organized as follows: Sect.2 introduces the work
related EAT detection. Section 3 briefly introduces the background of CSI and
the empirical research of PEDR. Section4 details the modules of PEDR. In
Sect. 5, we demonstrate the feasibility of fingerprints and perform a performance
evaluation of PEDR. Finally, we summarize the paper in Sect. 6.

2 Related Work

Due to the great perniciousness of ETA, researchers in the field of wireless net-
work security have conducted extensive research on ETA detection, and they
proposed several solutions. A large amount of existing work is usually classified
based on the detection model, additional hardware and advanced permissions
requirements, etc. [11]. In this paper, whether the detection scheme can provide
users with real-time efficient and independent detection is used as the classi-
fication standard. We accordingly divide existing detection schemes into two
categories: admin-based and client-based.

2.1 Admin-Based ETA Detection Schemes

In the admin-based ETA detection schemes, higher permissions, additional hard-
ware equipments, or protocol modification are required to achieve the ETA detec-
tion. In other words, it is difficult for users to conduct real-time ETA detection
independently by using admin-based schemes, because most admin-based solu-
tions require information that is hard for ordinary users to collect.

Gonzales et al. proposed a scheme to defend ETA by modifying the existing
protocol, called Simple Wireless Authentication Technique (EAP-SWAT) [12,13],
which is an extension of the Extensible Authentication Protocol (EAP). EAP-
SWAT leverages SSH’s Trust On First Use (TOFU) security model. Specifically,
if the security of the first connection with the AP can be assured, TOFU can
ensure that subsequent connections to this AP will not be spoofed. In addition,
researchers in the study [14] also proposed a method that required protocol modi-
fication, Secure Open Wireless Access (SOWA). SOWA binds the SSID of the AP
with a digital certificate to verify the operator of the AP and determines whether
the target AP is legitimate. The solution proposed by Kumar et al. [15] uses a con-
nection count table established between each client and AP to assist users in ETA
detection. The connection counts of both parties will increase while the client and
the AP are successfully connected. By comparing the values in both tables, the
counts of successful connections between each client and AP are confirmed to pre-
vent wireless users from accessing the ET. Unfortunately, this solution has many
flaws. For example, both the AP and probe response frame must be adjusted, and



192 J. Zhang et al.

the client operating system also needs to be modified to establish a counter. The
above solutions could defend ETA to a certain extent, but all need to modify the
existing protocol, driver, or firmware. Therefore, all of the above solutions are dif-
ficult to be implemented easily.

Some researchers [5,6,16] proposed RFF-based methods to identify ETA. By
monitoring Radio Frequency (RF) waves, the hardware defects in the network
card can be obtained. RFF can be acquired by combining hardware defects
and other information such as the SSID and RSSI of the device. In short, the
researchers utilize the physical characteristics obtained from the radio signal to
identify the ETA. The scheme based on RFF can resist the influence of mobility,
noise, and hardware aging, and it achieves a very high detection rate in the
experimental scenario. However, the detection in a real scenario requires special
wireless sensors to continuously monitor the RF signal sent by the AP. Obviously,
this kind of schemes is difficult to be deployed on a large scale.

Wei et al. [7] proposed the method of using the network traffic passing
through the gateway to detect ETA, and similar schemes were also proposed
in studies [17-22]. Specifically, two parameters, the fraction of TCP flows and
the degree of belief that a TCP flow traverses a WLAN inside the network, can
be calculated by the iterative Bayesian inference algorithm; they can be used to
determine whether client traffic comes from wireless or wired connection accord-
ing to the difference of network protocol. Unfortunately, capturing the wireless
traffic flowing through the gateway requires advanced permissions that ordinary
users cannot obtain. In addition, the algorithm used in the study requires a cer-
tain amount of time to converge. Therefore, it is difficult to provide users with
real-time security detection.

2.2 Client-Based ETA Detection Schemes

The second type of detection scheme is client-based detection schemes which can
be independently deployed on the client. Compared with admin-based solutions,
it can provide users with real-time ETA detection. However, the existing client-
based solutions still have limitations in several aspects, such as detection rates,
detection efficiency [23] and detection scenarios, etc.

Jana et al. [24] first used clock skew as the unique fingerprint for ETA detec-
tion. Clock skew is calculated by the timing synchronization function timestamp
extracted from the beacon frame. Arackaparambil et al. [8] improved the above
work and proposed a more accurate detection. It can be achieved by comparing
the beacon frame timestamp generated by the AP with the IAT of the client pack-
ets. The IAT is extracted from the Radiotap header and represents the difference
between the arrival times of two sequential frames. Song et al. [25,26] believed
that additional propagation delays will be introduced due to the wireless connec-
tion between ET and legitimate APs. The user can determine whether the client
is directly connected to the legitimate AP by using the IAT. Neumann et al. [27]
evaluated a variety of network parameters and concluded that using IAT as a sig-
nature to identify the ETA is ideal. Although the above methods are effective, the
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TAT lacks robustness and will change due to various factors [28], such as the fluctu-
ation of wireless signals and the increase of wireless traffic. Therefore, the detection
rates are difficult to satisfy users. In addition, the diversity of attack models will
directly cause the failure of the detection.

Alotaibi et al. proposed a method that uses Radiotap length (PLL) as the fin-
gerprint in the study [29]. ETA can be detected by comparing the PLL extracted
from the target AP with the legitimate device fingerprint in the fingerprint
library. Although this method has a high detection rate and does not require
additional equipments, unfortunately, collecting information about all legitimate
APs results in a huge amount of work and the scheme is only valid for ETs built
by soft APs.

The application of CSI has gradually matured in recent years [30]. As physical
layer information, CSI has been widely used in localization and action recogni-
tion. Therefore some researchers have begun to use CSI for ETA detection. For
example, Liu et al. [31] proposed that the ETA detection can be implemented
by using the amplitude information in CSI. Specifically, this solution combines
the amplitude and the position information as a device fingerprint to detect
ETA. However, multiple monitors are required to collect wireless packets in the
scheme. In addition, the scheme requires that the detection terminal equipment
must be static, which is impractical in a real scenario. Hua [32] used the carrier
frequency offset (CFO) estimated from CSI as the device fingerprint to realize
the ETA detection. CFO is based on the instability of the oscillator drift caused
by the crystal imperfection. Compared with directly using CSI, CFO is not
affected by the environment and remains stable with time. Although the scheme
based on CFO achieves successful detection, it is difficult to meet the condition
that the equipment needs to be stationary during the detection process, which
will lead to unsatisfactory detection results. Zhuo et al. [33] first proposed the
existence of non-negligible non-linear phase errors in CSI, and they pointed out
that non-linear phase errors are caused by I/Q imbalance. Based on the above
achievements, Liu et al. [10] used non-linear phase errors as fingerprints for ETA
detection. The phase error is not affected by temperature, physical location, and
it can play a good effect on some attack scenarios. However, according to our
experiments and observations, the detection scheme will produce false negative
results in scenarios where the phase errors of the equipments are similar. The
specific content will be detailed in Sect. 3.

3 Empirical Study

In this section, the basic knowledge of CSI is first introduced, and the experiment
in the study [10] is reproduced. We describe the phenomenon, phase errors drift,
found in the experimental results, and further observe the characteristics of the
phase error drift phenomenon.
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3.1 Background

CSI is the channel attribute of wireless communication links. It describes the
attenuation characteristics of wireless signals on each propagation path. The
attenuation characteristics combine multiple effects such as delay, ambient scat-
tering, amplitude attenuation and phase offset. Besides, CSI includes the ampli-
tude and phase information of each subcarrier in the frequency domain space.
The amplitude and phase contain the inherent properties of the wireless com-
munication devices. Therefore, CSI is widely used in the fields of localization,
identification, and environmental perception.

In the study [10], the non-linear phase errors were proposed as a fingerprint
of the hardware device to detect ETA. Non-linear phase errors are caused by the
I/Q imbalance and oscillator defects. Liu et al. derived the Eq. (1) for calculating
the non-linear phase error E. The equation is as follows:

E=&— (2n\-K + Z*), (1)

where @ is the phases of subcarriers measured at the receiver. The parameter
K contains subcarrier index. Z* includes the true phase and a constant. The
parameter A is also a constant and will change across sampled CSIs. It is related
to frame detection delay (FDD), sampling frequency offset (SFO) and time of
flight (TOF) which affect the phase error. In order to obtain a stable fingerprint,
the author used special A which makes the phase errors of the subcarrier —28
and 28 equal to 0 to remove the effects of FDD, SFO and TOF.

Fig. 2. Experiment scene: 1-9 are the positions of the target devices; 0 is the position
of the detection terminal.

3.2 Setup

In order to reproduce the experiment, the same experimental scenario was set
up according to the study [10]. The detection terminal of the experiment was
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a Thinkpad SL410 equipped with Intel 5300 NIC and it ran Ubuntu 12.04 LTS
system. The Linux 802.11n CSI Tool was installed to collect CSI. We selected
four different wireless devices and placed them in positions 1-4 in Fig.2. The
laptop was placed in position 0 as the detection terminal to connect target
devices and collect the CSI information. In order to collect CSI, the detection
terminal first sent ICMP messages to the wireless AP and estimated the CSI
based on the response frame. The shortest interval of ICMP messages in the
experimental scenario of study [10] was 5ms, and the collection time was 10s.
Therefore, in the verification experiment, we used the same sending interval and
collecting time. That is, about 200 frames containing CSI were collected every
second. For each wireless AP, a total of 10 groups of data were collected, the
interval between each group was 30s. Each group of data collection took 10s,
and a total of 2000 packets containing CSI information were collected.

3.3 Observation

According to the method mentioned by Liu et al. in the study [10], the expected
experimental results are shown in Fig. 3a. The abscissa represents the subcarrier
index, and the ordinate represents the value of phase error. Each hardware device
has an invariable and unique phase error fingerprint. Unfortunately, from the
results of the reproduction experiment, we can observe the following phenomenon
which is obviously different from the expected experimental results.

Phase Error Drift Phenomenon (PEDP): PEDP refers to the phenomenon
that the phase errors will change to some extent at different times. In other
words, the phase error curve will drift instead of staying fixed. This phenomenon
will have many effects. For example, devices with similar phase errors will overlap
due to PEDP, which will lead to the failure of detection based on phase errors.
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Fig. 3. Expected experimental results and actual experimental results.



196 J. Zhang et al.

The common occurrence of PEDP in hardware devices will lead to the fail-
ure of detection work based on phase error. Figure 3b depicts the phase errors of
four devices. Apparently, all devices produced PEDP with intervals of only 30s.
In addition, it can be clearly observed that the fingerprints of UTT-A655W-2
and TL-WDR4310 partially overlap due to PEDP. In small-scale experiments
with only four wireless AP devices, there are two devices that have phase errors
overlapping because of the PEDP. Then, the overlapping phenomenon could not
be ignored in large-scale experiments. Therefore, in order to verify the univer-
sality of overlapping phenomenon caused by the PEDP, we expanded the scale
of the experiment to 27 devices. Table 1 shows the specific types and quantities
of devices. The experimental results show that the overlapping phenomenon is
common in AP equipment. In addition to the overlapping phenomenon of phase
errors that occurred in the above equipment, we also found the other two groups
of AP equipment also have similar overlapping phenomenon, as shown in Fig. 4a
and b. Therefore, attackers can make use of the phenomenon that overlap caused
by PEDP to deceive detection. If an attacker deliberately chooses a device with
a fingerprint similar to a legitimate AP, Liu’s method will generate a lot of false
negatives, which will lead to a failure of detection.
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Fig. 4. Devices with similar phase errors overlap due to PEDP.

In summary, although the scheme based on phase error will achieve a high
detection rate when the phase errors between ET and the legitimate device are
significantly different, it could produce non-negligible false negatives when the
target device and the legitimate device have similar phase errors. In short, due to
the instability of the phase error caused by PEDP, the fingerprints will overlap.
The overlap phenomenon provides an opportunity for attackers to cause the
failure of the Liu’s method. At the same time, we found that the drift of the
phase error is regular, and the phase error of each device drifts within a unique
range. Therefore, we consider that using the drift range of phase errors as the
fingerprint will achieve higher accuracy detection.
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4 Proposed Approach

A novel ETA detection system PEDR is proposed, which is used to detect the
legitimacy of target APs. PEDR uses the drift range of the phase errors as the
fingerprint, it overcomes the shortcoming of false negatives caused by PEDP.
In this section, we will introduce the components of the PEDR system and the
process of detecting the target device.

4.1 Overview of PEDR

The PEDR we proposed is a novel and effective ETA detection scheme. As shown
in Fig.5, PEDR is divided into two parts: the fingerprint library establishment
and the legitimacy detection.

Fingerprint Library Establishment: This module is responsible for estab-
lishing a legitimate fingerprint library. The legitimate fingerprint library is used
for verification and comparison with the fingerprint of target AP during the
legitimacy detection process. For each legitimate AP device, fingerprint can be
obtained by collecting and processing enough CSI data. The fingerprint is divided
into two parts: function expressions and distribution area. The function expres-
sions represent the upper and lower boundaries of the phase error drift range;
the distribution area is used to represent the area of the phase error drift. Both
are regarded as the fingerprint and added to the legitimate fingerprint database.

Fingerprint library establishment Legitimacy detection
Legal device A = = == Legal device X The target AP
\ Extract / Extractlﬁngerprmt
fingerprint ; —>
i E Rogue AP |
Legal.fingerprmt : Detection — ogue :
library
—Q
Legal AP

Fig. 5. The overview of PEDR.

Legitimacy Detection: This module is the core part of the PEDR system
which is responsible for the legitimacy detection of target APs. The detection
terminal collects CSI data by connecting to the target AP and the fingerprint can
be made by phase errors extracted from the CSI data. Based on the SSID and
MAC of the target AP, the corresponding legitimate fingerprint is extracted from
the legitimate fingerprint database, and it will be used to check the legitimacy
of the target AP.
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Algorithm 1. Generating the device’s fingerprint

Require: Inforap: the SSID, MAC and phase error set of legitimate AP;

Ensure: F'P;: Legitimate device fingerprint;
1: Calculating the max and min phase error values from Inforap on each subcarrier;
2: Getting new functions by separately fitting the max and min values with AX3 +
BX? 4 CX + D;

: FP[ Fpaz 1= aX? + BX% + vX 4 6;

FPi[/Fmin /]: Oé/XB + ﬂIXZ +"YIX + 9/;

: Calculating the distribution area S by the definite integral;

: FP;['S']= The value of the distribution area S;

: Output FP;

=S NIV

4.2 Fingerprint Library Establishment

Before the legitimacy detection, each legitimate device needs to be constructed
a unique fingerprint to establish the legitimate fingerprint database. PEDR uses
the drift range of phase errors as the device fingerprint. The feasibility of the
fingerprint is verified in Sect. 5.

For each experimental device, in order to make a fingerprint based on phase
error drift range, the maximum range of phase error drift must be obtained.
Therefore, the detection terminal needs to collect a sufficient amount of CSI
data and estimates the phase error from it. The bound functions (Fruas, Fmin)
of the drift range are obtained by fitting the extrema of phase errors on each
subcarrier with the function AX?3 + BX? + CX + D. PEDR uses the functions
obtained by the fitting technique to represent the drift range of the phase error,
which is more intuitive. In addition, the phase error distribution area S on the
phase error graph is determined by the definite integral method. The fitting
functions (Fyaz, Finin) and the distribution area S are stored in the dictionary
F'P; as the fingerprint of the device. The construction algorithm of F'P; is shown
in Algorithm 1, and the data structure of F'P; is shown as Eq. (2). Finally, finger-
prints of all legitimate APs are collected to establish the legitimate fingerprint
library.

Compared with the phase error-based scheme, PEDR overcomes the defect
of false negatives caused by PEDP. The result of the verification experiment in
Sect. 5 further determined the feasibility using the phase error drift range as the
fingerprint.

FP,={SSID: XXXX,
MAC : XX : XX : XX : XX:XX:XX,
Fraz - aX? + X% +~vX + 0, (2)
Frin 1o/ X3+ /X2 +~4'X + 6,
S :0.00}
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4.3 Legitimacy Detection

The core of legitimacy detection is to compare the target AP fingerprint with the
corresponding legitimate fingerprint. The fingerprint of the target AP needs to
be made before comparing it with the legitimate fingerprint. When the detection
terminal is connected to the target AP, it sends ICMP messages with an interval
of 5ms to the target AP for 10s. Each time the target AP returns response
packets, the detection terminal collects a group of CSI data. The collected data
is used to make the fingerprint F'P’ of the target AP, that is, the upper and
lower bound fitting functions (F),,.., Fr.,) and the distribution area S’. The
legitimate fingerprint F'P; is extracted from the legitimate fingerprint library
according to the SSID and MAC address of the target AP. The first step in
comparison verification is determining the difference between two fingerprints
based on the number of intersections between the upper and lower bounds of
the target AP and the legitimate AP.

On the one hand, if there are three intersections between F,., and F), .
(or Fpnin and F) . ), the two fingerprints are in a cross relationship, as shown
in Fig. 6a. PEDR considers that the target AP fingerprint is different from the
legitimate AP fingerprint. That is, the target AP is an illegitimate AP. Specifi-
cally, since phase errors of subcarriers 28 and —28 are both 0, there are at least
two intersections between the boundary functions. Therefore, if there is a third
intersection between F,q, and F), .. (or F., and F) . ) in the range of sub-
carriers —28 to 28, it means that the boundaries in the fingerprints crosse each
other, and the two fingerprints are clearly different. The target AP is considered
an ET.

On the other hand, if there is no third intersection, it means that the tar-
get AP fingerprint and the legitimate fingerprint are contained, separated, or
partially overlapped, as shown in Fig.6b, ¢, d, e and f. The legitimacy of the
target AP needs to be further judged. We define the values of F;,q.(0), F,..(0),
Frin(0), and F! . (0) as the zero value of boundaries, and Fy,q.(0) — F), .. (0),
Frin(0) — E . (0) are respectively defined as the upper and lower bound zero
point difference values Dy, Dyor. Based on this, the specific positional relation-
ship between the two fingerprints can be distinguished. If the result of D, x Dyoy
is positive, it means that the fingerprints are partially overlapped or separated,
and the target device is judged as an ET. Otherwise, the D,,, is used for further
judgment. If D,, < 0, it means that the upper and lower bounds of the target
AP are outside the range of the legitimate fingerprint, as shown in Fig. 6¢. The
target AP fingerprint contains the legitimate fingerprint, and the device is ille-
gitimate. If D,,, > 0, it means that all phase errors of the target AP are within
the range of legitimate fingerprint. In other words, the legitimate fingerprint
contains the target fingerprint, but there may be some differences in the finger-
print distribution range, as shown in Fig.6b and f. Therefore, the phase error
distribution area S is used to distinguish the fingerprint distribution of the two
devices. At this moment, the threshold TSV is introduced. If the absolute value
of the difference between S’ and S is less than TSV, PEDR considers that the

two fingerprints are coincident and the target AP is legitimate. Otherwise, the
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Algorithm 2. Detecting the legitimacy of target AP
Require: Inforap: the SSID, MAC and fingerprint of target AP;
Dictrr: the dictionary stored legitimate devices’s fingerprints;

Ensure: The legitimacy of the target AP;

1: Extracting Legitimate fingerprint F'P from Dictrr based on the SSID and MAC
of target AP;

2: Seeking the intersection number Nyqz of Finaz and F),,. on the subcarriers —28
to 28;

3: Seeking the intersection number Ny,;n of Fi,in, and E! ... on the subcarriers —28
to 28;

4: if (Npaz = 3) or (Nmin = 3) then

5: Triggering a rogue AP alarm;

6: Return rogue AP is detected;

7

8

: else
calculating Fynaz(0), Frmin(0), Frnaz(0), Fiin (0);
9: calculating Duyp = Frnaz(0) — Fiaz(0), Dot = Finin(0) — Frin(0);
10: if (Dup X Dot < 0) and (Dyp > 0) and (|S — 5’| < Srsv) then

11: Return the target AP is legitimate;
12: else

13: Triggering a rogue AP alarm,;

14: Return rogue AP is detected;

15: end if

16: end if

fingerprints are considered included, and the target AP is determined to be an
ET. The threshold TSV will be discussed in detail in the verification experiment.
The process of verifying legitimately is shown in Algorithm 2.

5 Evaluation

In this section, the experimental setup and experimental environment are first
described. Then, it is verified that the drift range of phase errors remains rel-
atively stable, so using phase error drift range as the fingerprint is feasible.
Finally, the performance evaluation of PEDR was performed in a simulated sce-
nario. We compared the PEDR system with the existing physical fingerprint
detection method, and further explained the rationality and superiority of the
fingerprint based on phase error drift range.

5.1 Setup

Hardware Implementation: In the experiment, the detection terminal uses
the laptop Thinkpad SL410 equipped with Intel 5300 NIC, and the CPU is Intel
T6670. It runs Ubuntu 12.04 LTS system. There are 27 devices to be detected,
such as wireless routers that can release hotspots, laptops which can turn on
soft APs and smartphones. Table1 shows the specific types and quantities of
devices. The validity of fingerprints based on the phase error drift range can be
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Fig. 6. Position relationship of PEDR fingerprint.

more scientifically explained by using different types of devices as target APs.
In addition, experiment results verify that device fingerprints of the same model
are also different, which means that attackers cannot use the devices with same
model to circumvent PEDR.
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Table 1. Type and quantity of device.

Device Quantity | Device Quantity
TL-WDR5620 2 UTT-A655W 3
Laptop with AR9588 | 1 Laptop with AR9580 1
TL-WRS824N 4 Huawei mate 30 4
TL-WDR4310 2 Samsung 1
LB-LINK 2 Device with openwrt and AR9531 | 2

Others 5

Software Implementation: In terms of software, the kernel of the detection
terminal laptop is changed to Linux 4.2.0, and the Linux 802.11n CSI Tool is
installed on the detection terminal to collect CSI data under the 802.11n wireless
network. In particular, Hostapd is installed in the detected laptop, it can help
the laptop to turn on the soft AP.

The experiments are scheduled in the laboratory which is a typical office envi-
ronment with the size of 11m x 6 m, and contains desks and other furniture. As
shown in Fig. 2, the position of the serial number 1-9 is used to place the target
equipment, and the detection equipment is placed in the position 0. Obviously,
the target devices in different positions can provide different CSI information,
which is more helpful to verify the validity of the fingerprint.

5.2 Verification

In this section, experiments in a real network environment have confirmed that
the phase errors drift in a relatively stable range. At the same time, the experi-
mental results show that the difference in fingerprints of different devices is obvi-
ous and using the phase error range as the device fingerprint can be uniquely
identified. Therefore, the feasibility of using phase error drift range as the fin-
gerprint can be explained.

Fingerprint Feasibility: In order to verify the feasibility of using the phase
error drift range as the fingerprint, it must be investigated whether the device
fingerprint can remain relatively stable. By studying the change of the phase
error distribution area of the device over a period of time, the stability of the
device fingerprint can be judged. We randomly selected 4 different types of APs
and successively placed them in the same place (e.g., position 1 in Fig.2). For
each AP device, data collection was performed daily, and 10 groups of data were
collected each time for 15 consecutive days. When collecting each set of data, the
detection terminal needed to connect to the target AP. Considering the packet
loss rate and network conditions, we set the sending interval to 5 ms. That is, the
detection terminal sent the ICMP messages with the interval of 5 ms to the target
AP for 10s. When the target AP returned response packets, the CSI information
was collected and processed to obtain the drift range of the phase errors over
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time. In order to intuitively display the variation of fingerprints, we plotted the
change of the phase error distribution area within 15days, and evaluated the
stability of the phase error drift range on the time dimension. Figure7 shows
the curve of the phase error distribution area of the four devices at different
time periods. Obviously, the phase error distribution area of the 4 devices can
remain stable in the time dimension, and we can design the legitimacy detection
threshold TSV accordingly. The experimental results prove that the phase error
drift range remains relatively stable in time.

According to our experimental results, the phase error drift range fingerprint
is relatively stable, and the fingerprints are significantly different between dif-
ferent devices. Therefore, fingerprints based on the phase error drift range are
feasible.
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Fig. 7. Variation of phase error distribution area of four devices.

Efficiency: We conducted extensive experiments on the PEDR system, and
evaluated both the detection rate and the false negative rate. Besides, we com-
pared PEDR with the latest Liu’s method to illustrate the superiority of the
fingerprint based on phase error drift range.

The ETA scenario was simulated, and the two parameters, detection rate
and false negative rate, were introduced to evaluate the system performance.
The detection rate indicates the probability that the detection system can suc-
cessfully detect the ET in the attack scenario. The false negative rate refers to
the probability that ET is not found. In the experiment, 9 devices were randomly
selected from 27 experimental devices as illegitimate devices to simulate ETA.
In the simulation experiment scenario, the PEDR and Liu’s method were used
for detection respectively, and the experimental results of the two were com-
pared. During the experiment, the detection terminal extracted CSI information
from each target device and made fingerprints to detect its legitimacy. In order
to ensure the accuracy and rationality of the experiment, we performed a legiti-
macy detection experiment 10 times a day for 10 days, and took the average value
of the attack detection rate measured multiple times a day for statistics. The
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results of PEDR and Liu’s method are shown in Figs. 8 and 9 respectively. Due
to the existence of devices with similar phase errors in the experiment, the phase
errors of these devices have overlapped each other due to PEDP. Liu ’s method
which based on phase error is difficult to distinguish such target devices, and it is
easy to generate false negative results. Therefore, the false negative rate of Liu’s
method is as high as 15.56%, while the attack detection rate is only maintained
at about 84.44%. Compared with Liu’s method based on phase error, PEDR uses
the phase error drift range as the fingerprint. Although it takes a certain amount
of time to collect fingerprints, it overcomes the defect of false negative results
caused by phase errors drift with time and can achieve more accurate detection.
After 10 days of the simulation experiment. The detection rate of PEDR is still
stable and as high as 98.89%, and only a few cases have a false negative rate of
1.11%.

The experimental results prove that the PEDR system can implement the
legitimacy detection more successfully. Especially when the devices with only
slight differences in phase errors, PEDR can also achieve high-precision detec-
tion. We believe that the detection environment and target devices will be more
complicated in actual scenarios, and the probability of devices with similar phase
errors will increase significantly. PEDR has a higher detection rate, which can
effectively detect ETA and protect the safety of the device.
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Fig. 8. Detection rate and false negative Fig. 9. Detection rate and false nega-
rate of PEDR. tive rate of Liu’s method.

6 Conclusion

Validated by our experiments, the phase error drift phenomenon, i.e. PEDP, is
widespread in wireless devices, which may cause the failure of detection scheme
based on phase errors. In order to achieve higher precision ETA detection, we
proposed the legitimacy detection scheme PEDR based on the phase error drift
range. Because the phase error drift range remains stable in the time dimension,
PEDR can effectively detect ETA. Especially for devices with similar phase
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errors, the detection effect of PEDR, is outstanding. Therefore, attackers cannot
use the equipment with the same model to avoid detection, which improves the
security between the AP and client devices. In addition, PEDR is based on the
user client and does not require additional hardware equipment, which makes it
more lightweight and practical. Compared with the active detection scheme, it is
not easy for attackers to find and deceive during the entire detection process. We
have conducted extensive experiments and proved that the fingerprint based on
the phase error drift range is more effective and reliable than the fingerprint only
based on phase error for detecting ETA. In the future, we plan to improve the
efficiency of legitimacy detection and on the premise of ensuring the detection
rate.
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