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Abstract. Digital phenotyping applications use sensor data from per-
sonal digital devices (e.g., smartphones, smart bands) to quantify
moment-to-moment human phenotype at the individual in-situ level.
Ensuring the quality and distribution of the data used is essential require-
ment in the domain of these applications. Context Quality (QoC) refers
to the Information Quality (QoI) used and the Quality of Service (QoS)
level of information distribution. QoI is measured by parameters that
define how reliable the information is. On the other hand, QoS is pro-
vided by specifying the quality of service for distributing context data.
Some aspects can degrade the QoC of the application, such as informa-
tion from sensors being imprecise, wireless communication technologies
used in the acquisition and distribution of information, scalability prob-
lems can cause information delay, and intermittent connection due to
user mobility can result in data loss. Therefore, this study conceives a
process for incorporating QoC requirements and a Domain-Specific Lan-
guage (DSL) to specify these requirements in digital phenotyping appli-
cations. A case study was carried out where the scenario of an application
for monitoring workers’ health was considered. It was possible to prove
the expressiveness and simplicity of the proposed language when using
it to define the instances of the application classes responsible for the
acquisition and distribution of context information.

Keywords: Digital Phenotyping · Acquisition and Distribution ·
Quality of Context (QoC) · Incorporation of QoC Requirements ·
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1 Introduction

Smartphones and wearable devices are part of people’s daily lives and have sen-
sors that capture the user’s context, and environment [13,18]. Computational
methods can use this context information to make inferences about social, behav-
ioral, and cognitive aspects of individuals [12,14]. For example, it is possible
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to identify if the user is performing some physical activity using location and
acceleration data or if he is carrying out a conversation based on the data cap-
tured by the smartphone’s microphone.

Digital Phenotyping is a research area that aims to use context data from
mobile devices to infer the individual’s health status [19]. Research in digital
phenotyping focuses on developing new solutions to complement and extend
traditional sources of clinical data. Digital phenotyping solutions need to ensure
an acceptable level of data quality to obtain greater decision-making accuracy
due to their applicability in the healthcare field. Quality of Context (QoC) refers
to the Quality of Information (QoI) used as context information and the Quality
of Service (QoS) for distributing this information [2]. With the resources offered
by QoC, it is possible to establish quality contracts between service providers
and consumers, select better context sources, increase application efficiency by
optimizing energy and bandwidth consumption by adapting the frequency of
information dissemination and improving the quality of the user experience [5].

In the literature, one can find several parameters related to QoC to specify
the application quality requirements [8,10]. For example, in an application that
makes decisions in near real-time, the age parameter is crucial, as outdated
information may not represent the individual’s current context. Furthermore, by
distributing this information through the smartphone with battery limitations
and an increase in energy consumption when sending data over the network, it is
soon possible to specify the desired frequency for distributing this information.

Digital phenotyping applications run in environments that can degrade QoC.
First, they use sensor data which can generate inaccurate and erroneous read-
ings [6]. Second, they deal with intermittent connection by allowing individuals to
move and situations where the current network does not meet application require-
ments, resulting in data loss. Finally, a digital phenotyping infrastructure allows
the monitoring a set of individuals, and problems related to scalability may occur.
Therefore, it is necessary to specify QoC parameters to meet the requirements of
each application in order to evaluate the context information used in them. In
addition to evaluating the information, it is necessary to evaluate the quality of
the distribution service. It is also critical to monitor compliance with these require-
ments to resolve potential issues that degrade the QoC of the application.

When designing these applications, it is necessary to develop or use soft-
ware platforms to perform the acquisition, inference, and distribution of context
information. Digital phenotyping is currently a very active research area [11,12].
Regarding middleware platforms and several application proposals were pre-
sented, such as [1,7,15,19,20]. However, the treatment of QoC in the field of
digital phenotyping is still incipient in the literature, especially in middleware
platforms focused on this area. Therefore, when considering the importance and
requirements of these applications, this study conceives an approach that has
a process for incorporating QoC requirements and a Domain-Specific Language
(DSL) for specifying these requirements in digital phenotyping applications.

The article is divided as follows: Sect. 2 presents the theoretical founda-
tion; the 3 section exposes related works; Sect. 4 presents the proposed solution;
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Sect. 5 presents a case study; and finally, Sect. 6 presents the conclusions and
future works.

2 Background

2.1 Digital Phenotyping

Torous et al. [19] define Digital Phenotyping as the “moment-by-moment quan-
tification of human phenotype at the individual level in-situ using data from
smartphones and other personal digital devices.” Personal digital devices are
present in the individual’s daily life (for example, smartphones, smartbands)
that collect a set of data on behavioral and health aspects useful in the domain
of these [14] applications.

According to Mendes et al. [11] the digital phenotyping process (illustrated
in Fig. 1) begins with the collection of raw data from sensors, whether phys-
ical (e.g., GPS, accelerometer, heart rate) or virtual (e.g., phone calls, screen
time on, apps used). After collecting the raw data, behavioral and health events
are inferred. Behavioral events represent actions performed by the individual
(e.g., the time interval in which he socialized with the family). Health events
represent the individual’s physiological state based on vital signs (e.g., heart
rate, blood pressure, blood oxygenation). After the inference of these events,
behavioral patterns are obtained (e.g., the pattern of mobility, sociability, and
physical activity). These patterns refer to routine situations of the individuals
(e.g., the individual always sleeps, from Monday to Friday, at 23:00). Finally,
these behavioral patterns are used in prediction and diagnostic applications.

Fig. 1. The process of digital phenotyping [11].



654 L. E. C. Laurindo et al.

The development of digital phenotyping applications requires components
responsible for collecting context data from sensors embedded/connected to
personal digital devices. In addition, developers must implement software com-
ponents to infer behavioral events and distribute collected and inferred data
to external servers via wireless communication infrastructure. Finally, on the
server, it is necessary to implement components for managing large volumes of
data and machine learning models to infer behavioral patterns related to health
aspects. [11].

2.2 Quality of Context

Context is the information used to characterize the situation of an entity (e.g.,
people, objects, or places) that influence an agent’s decisions [4]. Below are
described just some of the various parameters present in the literature used to
quantify the degree of information quality, in addition to allowing the definition
of the quality of the distribution service [8,10].

The Accuracy represents an estimate of how close the context information
is to the actual value. The device manufacturer normally provides the accuracy
value when the information comes from a physical sensor. The Confidence
estimates the degree of certainty of the information provided by the information
source. The Measurement Interval indicates the time interval between suc-
cessive readings. The Delay represents the time elapsed between sending the
message by the producer and its arrival at the consumer. Even though it is a
QoS parameter, it is possible to insert the computed time in the context data
as a meta-information related to QoI. Completeness indicates how complete is
the context information received by a consumer. It can be calculated based on
the ratio between the sum of the weights of the available attributes and the sum
of the weights of the attributes required by the consumer. The Validity Time
indicates the validity of the information. The information producer can specify
the validity of the information as he has produced it. However, the consumer can
decide whether or not to accept the shelf life specified by the producer. The Age
can also be used to check the validity time of the information. It indicates the
difference between the current instant and the information measurement time.
Finally, the Total Delivery Time indicates the time from the measurement of
the information to its delivery to the consumer.

To define the quality level of the information distribution service, we have
the Reliability that determines whether the distribution service should adopt
the best effort policy (best-effort), when there is no guarantee of delivery of
information, or use delivery and retransmission if the context information is not
delivered to the recipient. The Refresh Rate allows the consumer to define how
often context information should be received regardless of how often the data is
produced. The Delivery Time indicates the maximum time a consumer is will-
ing to wait for information. The Latency Control defines an additional delay to
the producer and consumer of the information. By setting a delay, messages are
grouped into a queue and sent or received in a single burst. The History allows
the consumer to store the information for some time feasible for him. By using



Specification of QoC Requirements for Digital Phenotyping Applications 655

this parameter Order of Destination, the messages stored in the History can
be organized according to their timestamp of publishing or receiving. The con-
sumer can still specify the validity time of the information with the parameter
Lifetime. Through this parameter, the consumer defines when messages should
be removed from the History. Retention allows the information producer to
indicate that he wants to retain the last message sent to new consumers as they
arise. Finally, Liveness allows producers to send consumers the status of their
service, indicating whether they are still active. The consumer must indicate
whether he wants to receive this alert.

3 Related Work

We used as related works the studies selected in the Systematic Literature
Review (RSL) conducted by Mendes et al. [11]. The study authors presented
software platforms designed to support digital phenotyping studies. Based on
this review, we present in this section works that conceive software platforms to
perform the acquisition and distribution of context information.

AWARE [7] is a reusable Android software platform focusing primarily on the
acquisition, distribution, and context inference. The platform provides a library
that allows the developer to design their application. Its architecture is composed
of the Aware Client and Aware Server layers. The Aware Client layer is respon-
sible for acquiring context information from physical and virtual sensors. After
the acquisition, information is processed, and high-level situations are inferred.
Processing is carried out through plugins. Each plugin is responsible for some sit-
uation of interest (e.g., sociability, mobility, physical activity, sleep). The Aware
Server layer has a cloud database and dashboard capabilities for information visu-
alization. The information presented in real time is sent via the Message Queuing
Telemetry Transport (MQTT)1 protocol. The study addresses some measures to
minimize data loss. The first is to use MQTT’s QoS requirements, and the second
is to prevent data collection processes from being interrupted by Android.

SituMan [17] is a reusable software platform that identifies situations in the
individual’s routine based on data from smartphone sensors. Situation inference
is used to solicit self-reports at opportune times. It allows collection related to
the location and activity that the individual is performing. The authors recognize
that the sensor data can sometimes generate inaccurate data, as in the case of
the GPS used by the authors in the study, but the solution does not address the
provision of QoC mechanisms. When using inaccurate location information, it
may not represent the exact location where the individual is.

Beiwe [19] is a platform that collects raw data from sensors and smartphone
usage aspects. Two main components make up Beiwe: a web app and a mobile
app. The web application allows researchers to specify the application’s content,
the sensors used in data collection, and its refresh rate. The mobile application is
responsible for acquiring and distributing context information. They are stored in

1 https://mqtt.org/.

https://mqtt.org/
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a buffer to be sent later. Buffering information is one of the important QoS require-
ments, as, at certain times, the application may not have an internet connection,
so this information is stored to be sent later when establishing the connection.

Purple Robot [15] is a framework that supports the creation of mobile appli-
cations which collect data from sensors through an authoring tool web that helps
researchers who do not know software to develop their applications to acquire
data from smartphone sensors to carry out their studies.

Funf [1] provides a set of functionality that allows the collection and distri-
bution of context information. Funf has a Funf Manager component responsible
for selecting the sensors used to collect context information and configuring the
data collection frequency to minimize battery consumption. The possibility of
changing the data sampling rate is relevant when considering device battery lim-
itations and application bandwidth consumption. The solution also has a buffer
where data is temporarily stored. The Funf sent this data every three hours to a
server in the cloud. Being able to temporarily store information in a buffer is also
a QoS requirement, as constantly accessing the network can consume increasing
device power consumption.

Finally, Sensus is a tool that consists of two [20] mobile applications. The
first one is responsible for collecting data from sensors from the monitored indi-
vidual’s smartphone. A server processes the collected data in the cloud. The
other application is used by the healthcare professional to manage the study.
The study is managed by a protocol designed by the professional. The proto-
col contains the information necessary to apply the study and the sensor data
collected from the subject’s smartphone.

3.1 Considerations

Analyzing the related works, we identified that the platforms designed to acquire
and distribute context information within the scope of digital phenotyping do not
broadly address the QoC requirements necessary for these applications. However,
the treatment of QoC in the domain of digital phenotyping is still incipient in
the literature, particularly in middleware platforms focused on this area.

Each application may require different levels of QoC. Information that does
not meet the requirements required by the application may be useless for the
context. Therefore, this study contributes to the literature in proposing mecha-
nisms that facilitate the specification of QoC requirements in digital phenotyping
applications, considering both QoI and QoS aspects.

4 Proposed Solution

4.1 Process

The proposed solution has a process for incorporating QoC requirements in
developing these applications and monitoring their execution. Figure 2 presents
the steps of this process. The process consists of five steps, namely: specifica-
tion, transformation, implementation, evaluation and monitoring, and finally,
visualization.
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Fig. 2. Process for incorporating QoC requirements into digital phenotyping applica-
tions.

The first step is to specify the application’s QoC requirements with the help
of a domain language. A DSL is conceptualized as a set of models, defined by a
metamodel, that corresponds with an abstract syntax and is represented by one
or more concrete syntaxes [9]. After formalizing the requirements, the transfor-
mation to the target code occurs automatically through a conversion process.
After the transformation stage, the developer, in possession of the artifact gener-
ated based on the DSL, can use it in the design of his application by importing
the generated source code into his project. Next, in the evaluation and mon-
itoring stage, the context information is selected based on the specified QoC
parameters, and event logs are generated regarding fulfilling the requirements.
Finally, the visualization step involves projecting these data events onto the
Dashboard tool.

4.2 Proposed Metamodel

For the design of the DSL, a problem domain analysis was first performed to
identify the concepts, abstractions, and relationships between the entities. This
domain analysis produced an abstract syntax that corresponds to a metamodel.
The proposed metamodel was architected based on the Eclipse Modeling Frame-
work2 (EMF) pattern. EMF consists of a modeling framework based on a data
model with code generation capabilities. Figure 3 presents the abstract syntax of
the proposed DSL. She defines all identified concepts and their respective rela-
tionships. The concepts must be described to be easily understood by the user.
The abstract syntax also includes structural metamodel semantics to define the
rules and constraints of relationships between domain classes.

In digital phenotyping, applications consume context information from, for
example, sensors. In addition, these applications distribute this information to
other applications. Consumption and dissemination of context information are
defined in the metamodel as services. Each service is associated with one or more
context information. Each context information comprises a specific type of data
(e.g., heart rate), a unit of measurement (e.g., bpm), and the source precision
value.

2 https://www.eclipse.org/modeling/emf/.

https://www.eclipse.org/modeling/emf/
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Fig. 3. Proposed metamodel.

For each service, it is possible to associate different QoC parameters. The QoI
parameters, highlighted in green, are specified to ensure that the information
received or sent will have a certain degree of quality required by the application.
When defining a QoI parameter, it is necessary to define a threshold value, its
equivalent unit of measure, and a relational operator. The relational operator is
used to compare the value of the QoI parameter contained in the information
with the specified value. For this, the context information must be annotated
with the QoI meta-information.

The QoS parameters, highlighted in yellow, are specified to guarantee the
distribution service quality. For example, it is possible to set the reliability level
of data delivery by specifying the Reliability parameter and its type. By setting
it to At Least Once, the service disseminates the information and will receive a
puback to confirm receipt. For the Exactly Once type, a handshake is performed.
This action is required to confirm the delivery of the information. If there is no
such confirmation, the context information is retransmitted. It is also possible to
set the QoS level when consuming the context information. For example, we can
set the service that receives data from the heart rate sensor to have a Refresh
Rate of 1 s.
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4.3 Transformation and Incorporation of QoC Requirements

To incorporate the specified QoC requirements, it is necessary to use Middleware
platforms with the mechanisms to implement the requirements in the proposed
metamodel. Therefore, the process of transforming the model into Middleware-
specific source code begins with the creation of code generator modules. Figure 4
presents the process necessary to carry out the transformation of the specification
into the target code.

Fig. 4. Target code generation process for Middleware.

Implementing the MOF Model to Text Language (MTL) standard can be
used to transform an EMF model into target code. The Acceleo tool implements
the MTL standard and comprises two main structures: models and queries. Tem-
plates have a set of Acceleo instructions for generating text. The queries are
performed using the Acceleo Query Language (AQL) and are responsible for
extracting information from the EMF specification. After generating the desti-
nation codes referring to the services that consume (Subscribers) and distribute
(Publishers) context information, the developer can incorporate them into the
application.

5 Case Study

5.1 Worker Health Monitoring Mobile System

Mobile health monitoring systems are applications that run on mobile devices
and aim to infer users’ health status based on information derived primarily from
sensors. These applications use wireless communication technologies to acquire
data from wearable devices of monitored users and disseminate this information.
As a case study, we implemented a mobile app that monitors workers’ vital signs
and physical activity during working hours.

We designed a worker health monitoring app to connect devices with Blue-
tooth communication technology. In addition to performing the collection, the
application infers situations about the worker’s health status and disseminates
this information through the MQTT protocol to consumer applications. One
is a SpringBoot3 application that runs on a cloud server. It is responsible for
3 https://spring.io/projects/spring-boot.

https://spring.io/projects/spring-boot
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receiving the data by storing it. Another application consists of a Dashboard
that presents to the health professional at a time close to the worker’s current
state of health. The Dashboard also allows the professional to consult historical
data. Figure 5(a) shows the Polar H10 device connected to the mobile applica-
tion. Figure 5(b) shows that the mobile application collects data from heart rate,
electrocardiogram, and activity sensors. Finally, Fig. 6 shows the Dashboard pre-
senting the data in real-time.

Fig. 5. (a) Screen that shows options menu. (b) Screen that shows connected devices.
(c) Screen showing available and active sensors.

The CDAL/CDDL Middleware platform was used for data acquisition and
distribution. It is an extension of the M-Hub/CDDL Middleware [8,16], designed
to facilitate the development of Internet of Things (IoT) applications with QoC
requirements. Middleware is composed of two layers, they are: the Context Data
Acquisition Layer (CDAL) and the Context Data Distribution Layer (CDDL).
The CDAL layer runs on Android mobile devices to acquire context data from
Smartphone and smart personal devices that have technologies such as Bluetooth
Classic (BT) and Bluetooth Low Energy (BLE). On the other hand, the CDDL
is responsible for processing and distributing the context data obtained through
the CDAL and can be executed on Android devices, desktop applications and
cloud servers. It provides developers of mobile applications, which use data from
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Fig. 6. Presentation of near real-time data through the dashboard.

sensors from smartphones and wearable devices, mechanisms to ensure QoC
requirements. The developer must explicitly program QoC requirements.

5.2 System Requirements

Digital phenotyping applications run in environments that have characteristics
that can degrade QoC. Therefore, when designing these applications, it is nec-
essary to consider some aspects to ensure their quality. The following describes
some requirements that these continuous monitoring applications must have. We
incorporated all the mentioned requirements in the application developed in this
case study.

– Identify active sensors: The system must identify when a sensor is no
longer active.

– Inference from situations: The system must provide information related
to the worker’s health status based on the sensors’ vital signs information and
activities performed, coming from sensors with a certain degree of imprecision.

– Mobility support: The system must guarantee data delivery even consid-
ering intermittent connections.

– Resource-saving: The system should try to minimize battery consumption
and network interface usage of devices used by the worker when performing
context data collection and distribution.

5.3 Specification of QoC Requirements

After identifying the requirements necessary to guarantee the quality of the
application, the specification of the QoC requirements was carried out based on
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the parameters contemplated by the proposed metamodel. Figure 7 presents, in
summary, how the application’s QoC requirements were specified.

Fig. 7. Specification of QoC requirements for services that consume (Subscriber) heart
rate information and disseminate (Publisher) heart rate alert information.

The monitoring application allows connection to devices that have Bluetooth
technology. Bluetooth has a distance limit to keep an active connection. In the
monitoring environment, in which the monitored user can move away from the
smartphone that receives data from the device, it is necessary to notify consumer
applications about the status of these services. The application developed in
the case study publishes context information from several sensors: heart rate,
breathing, blood pressure, and oxygen saturation. For each sensor, the Liveness
parameter was defined. This parameter indicates that the service that publishes
the sensor information will notify the consuming applications, informing them
if they are still active or not.

Health professionals accompanying workers during working hours want to
receive near real-time alerts when standard vital signs such as normal, altered, or
critical ranges are detected. These alerts are essential to provide the professional
with an indicator of the worker’s current state of health for a quick reaction
depending on the case’s urgency. They are generated based on information from
physical sensors. As the information from these sensors has a certain degree
of imprecision, the information derived has a certain degree of confidence. We
calculate the confidence of the alerts via an algorithm that measures the degree
of confidence of a situation inferred based on the imprecision of the information
source presented in [3]. In addition, the application provides an alert for heart
rate (AlertHeartRate) and breathing rate (AlertBreathingRate), as these data
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are collected continuously. As specified in the requirements, to avoid false alerts
about the actual situation of the worker’s health status, the mobile application
disseminates only the alerts with a degree of 80% confidence to the dashboard.
It should be noted that continuous information must be generated by the sensor
every 1 s, as specified by the RefreshRate parameter, for quick decision-making.

The mobile monitoring application uses the Activity Recognition API4 devel-
oped by Google to identify the worker’s activity. This API, in addition to pro-
viding the activity, also provides the confidence level of the situation. To ensure
that the activity provided really matches the activity performed by the worker,
a threshold of 80% was defined for the confidence parameter. As a result, the
monitoring application will only receive situations with a confidence level of 80%.

Worker mobility can cause intermittent connection. This is a problem when
you have essential items that must be delivered to a consumer application, such
as alerts and information that is not collected continuously (e.g., blood pressure,
glucose, and oxygen saturation). It is worth mentioning that a conventional
sensor collects the blood glucose data, and the information is manually entered
into the application. As specified in the requirements, the Reliability parameter
is defined for this information to guarantee the delivery of the data. Each service
that consumes context information has a History to store the information when
there is no established internet connection or server connection. The Historic
performs the function of a Buffer. Upon reestablishing the connection, the service
disseminates the stored information.

Mobile devices have energy limitations due to the use of batteries that need
to be recharged. The health monitoring system uses the user’s smartphone to col-
lect, infer and distribute information. In a standard data distribution model, the
information is sent to the measure made available by the sensors. With each new
data, network access is requested to send it. As per the Android documentation,
each request to the network interface generates a reasonable power consumption.
Therefore, for the worker monitoring application, a LatencyBudget parameter
was defined that defines a delay for sending the data in a grouped way. As spec-
ified in the requirements, the delay is defined as 60 s, that is, the application will
group the data generated in this interval and time and send them. This results
in the number of network interface request the application makes.

6 Conclusion and Future Work

This study proposed a process to incorporate QoC requirements in digital pheno-
typing applications. The process has five steps, they are: specification of require-
ments, the transformation of the specification into target code, deployment of
the code in the application, evaluation, and monitoring of the requirements, and
finally, the visualization of the monitoring logs in a dashboard tool. From the
proposed process, the study conceives a metamodel used to specify QoC require-
ments considering the structure of digital phenotyping applications in acquiring
and distributing context information.
4 https://developers.google.com/location-context/activity-recognition.

https://developers.google.com/location-context/activity-recognition
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We have developed a system with QoC requirements for monitoring workers
during working hours. It is worth mentioning that the specification transforma-
tion process was performed manually by the developers. The platform has two
main applications. The first is a mobile application that collects signal and activ-
ity information from workers. The second is a dashboard that provides health
professionals with near real-time information and historical data on the worker’s
health status. Through the case study, it was possible to observe that based
on the proposed metamodel, it is possible to formalize QoC requirements that
guarantee the quality of applications for digital phenotyping in the health field.
In future works, we propose the automatic transformation of the specification
into target code, evaluation and monitoring of the specified requirements, and
dealing with conflicting situations between the specified QoC requirements.
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