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Abstract. This paper studies the data privacy protection of industrial block chain.
Aiming at the privacy leakage problem of industrial blockchain, combining sym-
metric encryption and homomorphic encryption, The data privacy protection
method is proposed to ensure the confidentiality and privacy of industrial block
chain and improve the privacy security of industrial enterprises. This paper designs
common basic chain code, security service chain code and privacy protection chain
code in the chain code layer, USES AES algorithm to encrypt sensitive informa-
tion of industrial enterprises, and USES Paillier algorithm to encrypt maintenance
cost. The chain code of privacy protection can be used for security access and fault
event audit to guarantee the privacy security of industrial enterprises. In addition,
in order to achieve the unity of call chain code, the call chain code is encapsulated
to provide support for fast and highly concurrent upload data and access data.
Finally, the existing sensitive and private data storage methods of industrial block
chain are analyzed, and the experimental comparison with the method in this paper
proves the effectiveness of this method.
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1 Introduction

Blockchain technology is a distributed, non-tamper-proof sharing technology that can
realize the common storage of data and achieve decentralization in a distributed envi-
ronment without mutual trust [1]. It is an emerging solution to improve the traditional
centralized architecture. In the blockchain platform of remote industrial fault diagnosis,
users’ fault logs and diagnostic data are stored in clear text in LevelDB or CouchDB
nodes [2-6]. Users can directly obtain all the information of fault events, which lacks
privacy and confidentiality guarantee and is easy to leak the privacy of enterprise users.
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In order to avoid the leakage of industrial enterprise privacy caused by the public

storage of data, this paper adopts the fusion protection mode of AES algorithm and
Paillier algorithm to design a data privacy protection scheme. The schema is shown in
Fig. 1.
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Client-side privacy protection middleware [7-9]. The user calls the specified
chain code function by executing the command on the client side, and interacts
with the ledger for data. Each call requires the operation-related parameters to be
written into the complex command. Therefore, in order to reduce the performance
degradation caused by complex chain code invocation and satisfy fast and highly
concurrent client requests, the process of chain code invocation is encapsulated
in the client privacy protection middleware based on Node.js to provide a unified
interface for the connection between client applications and chain code. The client-
side privacy protection middleware is divided into fault event submission SDK
and fault event query SDK. The fault event submission SDK is responsible for
submitting the data of the client, uploading the request, and executing the key-value
uploading operation. The FAULT event query SDK is responsible for submitting
the data query request of the client and performing the fault event history query or
fault event status query operation.

Chain code [10-12]. In order to satisfy the security storage of different types of
fault logs and diagnostic data, this paper combines symmetric encryption algorithm
and homomorphic encryption algorithm, designs common security service chain
code and privacy protection chain code based on Golang language, and provides
confidentiality guarantee for uploading, querying and auditing of fault logs and
diagnostic data. Among them, the security service chain code provides symmet-
ric encryption interface and homomorphic encryption interface, which is designed
based on AES algorithm, and homomorphic encryption interface is designed based
on Paillier cipher system, supporting key generation, data encryption and decryp-
tion, data homomorphic operation and other functions. The chain code of privacy
protection needs to invoke the interface in the chain code of security service to
carry out different levels of privacy protection on the data request submitted by the
client, so as to protect the writing, reading and auditing of data privacy protection
and improve the privacy security of industrial enterprises in the distributed storage
environment. In order to reduce the performance degradation caused by chain code
execution, the basic chain code is designed to provide common data storage and
query, as well as the common data processing function of the chain code layer.
Books [13]. In this scheme, CouchDB is used as the data repository to store the
fault log and diagnosis data submitted by the user and the mixed key information
of the user.
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Fig. 1. The architecture of block chain data privacy protection scheme based on fusion protection

2 Design of Chain Code with Privacy Protection Function

The chain code function class diagram of block chain data privacy protection scheme is
shown in Fig. 2. BaseChaincode relies on the shim API at the bottom of the blockchain,
providing basic data read-write chain code functions, such as read(), Write(), and gen-
eral data processing interfaces, such as getISON(), getCurrnentUser(), etc. The security
service chain code relies on the Golang native API, which supports AES symmetric
encryption and Paillier homomorphic encryption, provides key generation, data encryp-
tion and decrypting, and specific mathematical operation interfaces, such as Gener-
atePaillierKey(), EncryptPaillier(), EncryptAES(), Add(), etc. The privacy protection
chain code inherits the basic chain code and extends the chain code function to meet
the specific data processing requirements. In addition, the privacy chain code relies on
the security service chain code to invoke the corresponding interface for specific data
encryption, decryption, and auditing functions, including genHK(), writeByEncrypt(),
readByDecrypt(), writePvt(), readPvt(), Compute(), and auditPvt().
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Fig. 2. Class diagram of chain code function.

2.1 Chain Code Interaction Process

Chain code is an important component connecting the client and the underlying ledger,
which is divided into system chain code and user chain code. The chain code involved
in this paper is user chain code. System chain code is responsible for logical processing
of fault events, system configuration, etc., and is solidified in the system; The user chain
code is written by the user, responsible for executing the custom processing logic, running
in the Docker container, connecting with Peer nodes through gRPC, and communicating
with each other through sending ChaincodeMessage messages. The interactive process
is shown in Fig. 3, and the specific steps are as follows:
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After the gRPC connection is created, the user chain code calls the shim.Start()
method, sends a ChaincodeMessage_ REGISTER to the Peer node for registration,
and waits to receive the response from the Peer node, at which time the state is
created;

After the Peer node receives the ChaincodeMessage REGISTER, it is registered
in the local Handler structure and returns the ChaincodeMessage. REGISTERED
to the chain code. At this time, the state of the Peer node is ESTABLISHED. After
the chain code receives the ChaincodeMessage_ REGISTERED, the update state
is established and the chain code registration is completed.

Peer node sends ChaincodeMessage_ READY to the chain code, and the update
status is Ready. The chain code is also updated to Ready after receiving
ChaincodeMessage_READY.

Peer node sends ChaincodeMessage_INIT message to chain code and initializes
the chain code.

After receiving the ChaincodeMessage_INIT message, the chain code container
calls Init() method to initialize, and returns the ChaincodeMessage. COMPLETED
message to the Peer node after success. The chain code initialization is complete,
and the chain code state is callable at this time.



(6)
(7

®)

(€))

(10)

Data Privacy Protection of Industrial Blockchain 87

Peer node sends ChaincodeMessage_ TRANSACTION message to chain code and
executes chain code call.

After receiving the ChaincodeMessage_ TRANSACTION message, the chain code
calls the Invoke() method, executes the specific chain code function logic, and
sends the database operation message to the Peer node.

After receiving the database operation message, the Peer node executes the corre-
sponding data operation and returns the ChaincodeMessage_ RESPONSE message
to the chain code.

Send ChaincodeMessage_ COMPLETE to Peer node after the chain code call is
completed.

During the above message interaction, Peer nodes and chain codes regularly send
ChaincodeMessage_ KEEPALIVE messages to each other to ensure that they are
online.
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Fig. 3. Message interaction between the chain code and the Peer node.

The middle layer of chain code and Peer node interaction is called Shim layer. The
Shim layer provides a series of Shim apis to interact with the underlying ledger for
developers to write user chain codes. In this paper, the Shim API on the basis of the
relevant chain code design.
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2.2 Basic Chain Code

The write() function is responsible for storing individual key-value data in the ledger.
This function takes the key name K and the corresponding value V as arguments, calls
the PutState() interface of the Shim layer, adds a pair of key values to the ledger, or
updates the value of the specified key name. The written key is appended to Writes first,
and as soon as the billing node validates, the key is written to the ledger. In the process
of writing data, errors may occur, resulting in the failure of data writing, so the resulting
errors need to be handled (all chain code functions in this article need to be monitored
when performing write/read data operations, this step is omitted in the related chain code
function algorithm later, but it is essential in the actual operation). The implementation
logic of the write() function is shown in Algorithm 1.

Algorithm 1 write() function

Input: The key name needs to be written k, the value v
corresponding to the key name

1: function write(k,v)

2:errys < PutState(k,v)

3:if err,g is not null then

4: reture Error(err,s. Error())

5:end if

6 :reture Success(null)

7 : end funtion

The read() function is responsible for querying the value of the specified key from the
ledger. This function takes the K that needs to be queried as an argument, calls the Get-
State() interface of the shim layer of the blockchain, and reads the value corresponding
to K from the ledger. The read() function also needs to return the error information that
occurred during the query to the client, and if there are no errors, return the query results
to the client. The implementation logic of the read() function is shown in Algorithm 2.

The data processing interface of the basic chain code is responsible for the data pro-
cessing logic of the chain code layer and provides the calling interface for the chain code
function, including the following interfaces: getCreator2map(), getCurrentUser(), getJ-
SON(), Iter2Bufter(), Append(), Delete(), etc. GetCreator2map() is used to obtain and
parse the identity certificate of the current client user from the ledger. GetCreator2map()
extracts the user’s identity certificate from signatureheader.Creator from signedProposal
by calling the fault event submitter interface at the bottom of the blockchain GetCre-
ator(), parses the properties of the certificate, and returns. CurrentUser() is used to obtain
the current client user ID from the ledger identity certificate (in this case, the user ID is
the unique ID that the user registers in the blockchain, which is the user name). Other
data processing interface functions in the basic chain code are shown in Table 1.
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Algorithm?2 read() function

Input: The key name needs to be read k&
Output: look up the read value kBytes
:function read(k)
: kBytes,err,, < GetState(k)

:if erry is not null then

rend if

1
2
3
4: reture Error(err,g. Error())
5
6 : reture Success(kBytes)

7

:end funtion

Table 1. Partial data processing interface in basic chain code.

Interface Functional description

getJ]SON The JSON string data is read from the account book, converted into a JSON
object, and called by the chain code function

iter2buffer Cache the iterator data in the buffer

append() Append elements to an array

delete() Deletes elements from an array

json2byte() JSON objects are converted into bytes

byte2json() The byte is converted to a JSON object

json2map() JSON objects are converted to maps

judgeArray() | Determine whether the elements in the array exist

(1) Safe Server Chain Code

SafeServerChaincode supports AES symmetric encryption algorithm and Paillier
cryptography system, combined with Golang native interface, provides key genera-
tion, data encryption, data decryption, data homomorphism operation and other inter-
faces. Among them, symmetric encryption provides key generation, data encryption,
data decryption and other interfaces, and the functional description of each interface is
shown in Table 2. Homomorphic encryption provides functions such as key generation,
key acquisition, data encryption, data decryption, data addition operation, subtraction
operation and multiplication operation. The functional description of each interface is
shown in Table 3.

(2) Privacy Chain Code

PrivacyChaincode inherits the basic chain code, relies on Shim API and security
service chain code, and provides the storage and query functions of data using different
encryption types and fusion protection.
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Table 2. Symmetric encryption interface
Interface Functional description
GenerateAESKey() Generation of AES session key by salting mechanism
EncryptAES() Use AES to encrypt the plaintext
DecryptAES() Use AES to decrypt the ciphertext
Table 3. Homomorphic encryption interface
Interface Functional description

GeneratePaillierKey()

Generate the Paillier key

GetPublicKey() Get public key
GetPrivateKey() Get private key
EncryptPaillier() Data encryption
DecryptPaillier() Data decryption

Add() Ciphertext addition
Sub() Ciphertext subtraction
Mul() Ciphertext multiplication

In order to ensure the privacy security in the fault log and diagnosis data submitted
by industrial enterprises, each registered user in the scheme in this paper holds mixed
key information and encrypts the fault log and diagnosis data submitted by users. Hybrid
key includes three parts: PubKey Paillier the public key and secret key PriKey Paillier,
AES initial key AesKey PubKey responsible for encrypt plaintext data, based on Paillier
encryption logic PriKey responsible for unlock data, based on Paillier decryption logic
AesKey is responsible for providing initial key value of AES encryption algorithm, when
the initial key when the need for AES encryption salt processing, can guarantee the real
key to encrypt and decrypt every time different. The structure of mixed key data based
on Golang is as follows:

type HybridKey struct {

PriKey string
PubKey  string
AesKey  string

“json:"prikey"
‘json:"pubkey"

‘json:"aeskey"" }

The writePvt() function is responsible for writing fault logs and diagnostic data to
the ledger based on fusion protection. This function inherits the data storage logic of the
write() function and can protect the privacy of data with industrial enterprise privacy.
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First, the parameters received are converted into the specified data privacy protection
structure (such as the structure of the privacy order data in Sect. 5 of this article). The data
privacy protection structure contains four types of attributes: privacy attribute priAttr,
non-privacy attribute pubAttr, maintenance cost money, and failure event type TXType.
Privacy attribute refers to the sensitive data in the failure event, such as mobile phone
number; Non-private attributes refer to data that can be exposed to others, such as time
of failure events; Maintenance cost refers to the expenditure or income of completing a
failure event; Failure event types are used to count a certain type of failure event. The
writePvt() function supports different encryption methods for different attributes: AES
encryption privacy attributes, Paillier encryption maintenance costs. The implementation
logic of writePvt() function is shown in Algorithm 3, and the general process is as follows:

Algorithm 3 writePvt() function

Input: The key name needs to be written key, the relevant parameters
needs to be written args

1: function writePvt( key,args)

2:ret < PrivateData(args)

3:uid < getCurrentUser()

4: hk < getJSON("HK" +uid)

5:if ret['priAttr'] is not null then

6: s «— DecryptPaillier(hk.PriKey,hk.AesKey)

7: aeskey < GenerateAESKey(s)

8: for k,vin range(ret[ pridttr'] ) do

9: ret['priAttr'][k] < EncryptAES(v,aeskey)
10: end for
11:end if

12 :if ret['money'] is not null then

13: ret['money'] <— EncryptPaillier(hk. PubKey,ret['money'])
14 : end if

15 : retByte < json2byte(ret)

16 : PutState(key,retByte)

17 : end function

(1) Convert the input fault log and diagnostic data into the specified data privacy
protection PrivateData structure;

(2) Get the user ID of the current client through getCurrentUser() function, and get the
user’s mixed key according to the user ID;
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(3) If the fault event has privacy attributes, salt the decrypted AES initial key and
encrypt all privacy attributes via the EncryptAES() function;

(4) EncryptPaillier() encryption using Paillier public key if there is maintenance fee
for the failure event;

(5) PutState(), a data storage interface based on the Shim layer of block chain, stores
encrypted fault logs and diagnosis data into the ledger.

The readPvt() function is responsible for reading the fault log and diagnostic data
of a given user from the account book in a fusion protection-based manner, returning
plaintext data.This function inherits the data query logic of the read() function, invokes
the security service chain code interface to decrypt the obtained fault event ciphertext,
and returns the decrypted data to the client.The logic of the readPvt() function is similar
to that of the writePvt() function. The implementation logic is shown in Algorithm 4,
and the general process is as follows:

Algorithm 4 readPvt() function

Input: User ID uid, specified key name k
: function readPvt(uid, k)
:res «— getJSON(k)

:ret < json2map(res)
2hk < getJSON('HK' +uid)

10:
zend if

:if ret['money'] is not null then
13:

11
12

14

16

1
2
3
4
5:if ret['priAttr'] is not null then
6
7
8
9

s < DecryptPaillier(hk.PriKey,hk.AesKey)
aeskey < GenerateAESKey(s)
for k,v in range(ret['pridttr'] ) do
ret['pridttr'][k] <— DecryptAES(v,aeskey)
end for

ret['money'] < DecryptPaillier(hk.PriKey,ret[ 'money'])

rend if
15:

retBytes <— json2byte(ret)

:reture Success(retBytes)
17:

end function

(1) Query the fault log and diagnostic data of the specified key name from the account
book;
(2) Query the mixed key of the designated user from the account book;
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(3) If the fault log and diagnostic data contain the privacy attribute(priAttr),
DecryptAES() decrypts all the privacy attribute with the salted AES initial key;

(4) Ifthere is a repair cost for the failure event, the repair cost is encrypted with Paillier
public key through EncryptPaillier();

(5) Returns the decrypted fault log and diagnostic data to the client.

3 Design of Fault Detection Middleware for Client Privacy
Protection

The fault detection middleware for client privacy protection is written based on Node.js.
On the block chain Node SDK, it encapsulates common chain code functions for client
users, including fault event submission SDK and fault event query SDK. Before perform-
ing the failover detection middleware, the user must ensure that the client is connected
to the blockchain. In the scheme of this paper, users connect to the block chain by set-
ting the network configuration file, in which the network configuration file information
includes CA server address, database address, channel path, chain code name, Peer node
server address, Orderer node server address and other configuration parameters. After
the successful connection, the chain code can be called to conduct data interaction with
the blockchain ledger.

3.1 Failure Event Submission SDK

The implementation interface of the FAULT event submission SDK is the invokeTx()
method, which provides the function of uploading or updating the fault log and diag-
nosing data for users on the client side, and invokes the chain code function of the fault
event category in the chain code layer.

The invokeTx() method implementation logic is shown in Algorithm 5. After the
client executes the invokeTx() method, it will write or update the key value to the ledger,
and new fault event or block will be generated during the execution process. There-
fore, it is necessary to specify the endorsement node, add the node endorsement and
fault event to the block, and then update the local ledger through the node. Before the
invokeTx() method is executed, the connection configuration file must be specified to
connect the block chain. In the connection configuration file, CA server, database, server,
database, channel, chain code, Peer node, Orderer node and other network configuration
parameters of the block chain need to be set. After the successful connection, the mod-
ule interface in the Blockchain Node SDK is called with the chain function name and
chain function as the input parameters of the invokeTx() method to obtain the relevant
information of the current blockchain network, and the channel module interface send-
TransactionProposal sends the fault event to the Node and returns the submission result
of the fault event. The results include txID (fault event ID), blockNum (block number
of fault event), isDelay, and so on, which can be used by the client user to analyze the
execution of the fault event.
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Algorithm 5 invokeTx() method

Input: Specified chain codefunction name ccf; required parameters of

chain codefunction args

Output : transaction submission results invokeResult

1: function invokeTx (ccf ,..,args)

2:
3:
4:

(9]

6:
7:
8:
9

10
11

12
13

14:
15:
16:
17:
18:

19
20
21

if ccf is null then
reture "Missing chain codefunction name"

end if

tgs < []// endorsement node

if len(this.targets) < I then// this refers to the current fabric network
tgs.push(this.peer)

else

tgs < this.targets

:end if
:tid < this.client.newTransactionlD()
: this.txids.set(tid.getTransactionID(),null)
ireq < {targets:tgs,
chaincodeld : this.chaincode _id,
fen i ccf,
args: args,
chainld : this.channel _id,
ixld : tid}

:invokeResult <— this.channel.sendTransactonProposal(req)
:reture invokeResult

:end funtion

3.2 Failure Event Query SDK

The implementation interface of the FAULT event query SDK is queryTx() method,
which provides the client with the unified fault log and diagnostic data query function

for user

s, invokes the chain code function of non-indorsed fault event category in the

chain code layer, and returns the chain code invocation result to the client.

The

queryTx() method reads key-value data from the ledger, and execution does not

result in a new failure event or block, so there is no need to endorse a failure event.
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Before execution queryTx() method, the client should also with block chain network
connection, with chain code function name as an input parameter, call blocks in the chain
of module interface to get information about the current industrial chain network fault
detection blocks, queryByChaincode interface module using channels to submit failure
event query request, after the query returns the query results, the results content depends
on the chain code function returns the result. The queryTx() method implementation
logic is shown in Algorithm 6.

Algorithm 6 queryTx() method

Input: Specified chain codefunction name ccf; required parameters of chain code
function args
Output : transaction query results queryResult
1: function queryTx(ccf ,..,args)
2:if ccf is null then
reture "Missing chain codefunction name"
:end if
1gs <]

:tid <« this.client.newTransactionlID()

3
4
5
6 :tgs.push(this.peer)
7
8:req < {targets:tgs,
9

chaincodeld : this.chaincode _id,

10: fen ccf',

11: args:args,

12: chainld : this.channel _id,
13: wld - tid '}

14 : queryResult < this.channel.queryByChaincode(req)
15 : reture queryResult
16 : end funtion

4 Blockchain Sensitive Privacy Data Storage Method

Block chain, introduced the concept of sensitive private data collection. Based on Sid-
eDB (lateral database) mechanism to save the failure events of sensitive private data,
allow specific organization node access to sensitive private data, other members without
permission is only know the sensitive private data exist, don’t know the real content of
sensitive private data.

Sensitive privacy data set includes data in two parts: sensitive privacy data entity and
hash value of sensitive privacy data. Sensitive private data entities are accessible only to
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nodes with specific permissions, stored in the node’s private state database (PrivateDB),
and transmitted between nodes with permissions via the Gossip protocol, with no sorting
services involved. The hash value of sensitive private data is written into the public State
database (PublicDB) of each node in the channel after endorsement and sorting as the
proof of the existence of failure events.

To execute sensitive private data storage, complex chain code commands are required
to define sensitive private data set configuration files, which include the following infor-
mation: Collection name (Name), signature policy, minimum recognized node (required-
PeerCount), maximum number of Peer nodes (maxPeerCount), and blockToLive (dura-
tion of sensitive private data retention). The collection name indicates where the data is
stored in the ledger. The signature policy defines an organization member that persists
the collection data, such as “OR(‘orglmsp.member’, ‘org2mSP.member’)”’; The mini-
mum number of approved nodes means the minimum number of Peer nodes that need
to distribute sensitive private data before the endorsement signature is returned to the
client. The maximum number of Peer nodes refers to the number of Peer nodes that
endorse nodes to distribute sensitive private data to save data redundancy. BlockToLive
should be set to 0 if it is necessary to keep sensitive private data indefinitely. BlockToLive
should be set to O if it is necessary to keep sensitive private data indefinitely. After the
configuration is complete, the sensitive private data storage interfaces PutPrivateData()
and the sensitive private data query interface GetPrivateData() interact with the ledger.

When the data needs to be kept secret among members in the channel and propagated
among all organizations, certain members are required to have access to part of the data
of the failure event, and the Orderer node needs to be kept secret, then the block chain
USES sensitive private data storage method to improve the security of the fault log and
diagnostic data.

Although the blockchain sensitive and private data storage method can guarantee
sensitive data privacy in fault events, it still has shortcomings, which are mainly reflected
in two aspects: (1) fault log and diagnostic data are still stored in the ledger of the node
in clear text, and attackers can easily obtain fault event information directly from the
ledger; (2) Node access authorization needs to provide complex operations. Faultlogs and
diagnostic data are stored in two state libraries, which can easily reduce the performance
of the block chain itself.

5 Experiment and Analysis

The block chain data privacy protection scheme proposed in this paper is mainly aimed
at industrial fault detection block chain users to protect privacy among users. Based on
high concurrent request and high load, this experiment USES three methods, namely,
the proposed scheme, the blockchain sensitive private data storage method and the
original industrial fault detection blockchain (without privacy protection), to process
client requests, obtain performance test results, and verify the feasibility of the proposed
scheme by evaluating the test results. The test measures are Transactions Per Second
(TPS) and average Time Per Transaction (TPT) Per Transaction. TPS is used to evalu-
ate the number of data requests that can be processed Per unit Time, and TPT is used
to evaluate the Time required to process a data request under a specified amount of
concurrency.
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This experiment mainly tests the upload data request and access data request submit-
ted by the client, executes the client-side middleware invokeTx() method and queryTx()
method in batches, and invokes different chain code functions. Among them, the chain
code functions called when uploading and accessing data are: writePvt() and readPvt();
the chain code functions called when uploading and accessing data by native indus-
trial fault detection block chain are write() and read(); the chain code interfaces called
when uploading and accessing data by sensitive private data storage method of indus-
trial fault detection block chain are PutPrivateData() and GetPrivateData() respectively.
In the experimental environment, the host computer with CPU Intel(R)Core(TM) i7—
6700@3.40 GHz and four Core eight threads was used to simulate data requests for 10
rounds with different concurrency values, calculate the average TPS and average TPT
under each concurrency value, and finally analyze the results.

(1) Upload data to request test results

The experimental results are shown in Fig. 4. The horizontal axis represents the
concurrency of the upload data request, while the vertical axis represents the average
TPS under each concurrent amount. The concurrency value ranges from 0 to 2000 with
intervals of 100. Can be seen from the Fig. 4, under the same concurrency, this scheme
can handle the upload data request number per unit time is basic block chain, close to the
native industrial fault detection when the concurrency value is less than 700, this scheme
can handle the upload data request number per unit time is far more than the industrial
chain of fault detection block sensitive private data storage methods. Therefore, the
blockchain data privacy protection scheme proposed in this paper does not reduce the
performance of industrial fault detection blockchain when executing the upload data
request.

(2) Access data request test results

The experimental results are shown in Fig. 5. The horizontal axis represents the
amount of concurrency of access data request, while the vertical axis represents the
average TPS under each amount of concurrency, with the range of concurrency increasing
successively from 0 to 4000, with the interval of 100. As can be seen from Fig. 5,
with the same amount of concurrency, compared with the number of requests that can
be processed per unit time in the original industrial fault detection block chain, the
scheme in this paper has been reduced, slightly higher than the sensitive private data
storage method of the industrial fault detection block chain. Therefore, the data privacy
protection scheme of industrial fault detection blockchain based on fusion protection
proposed in this paper slightly reduces the performance of industrial fault detection
blockchain when executing access data request, and is superior to the sensitive privacy
data storage method of industrial fault detection blockchain.
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Fig. 5. Average TPS test results for access data requests.

6 Conclusion

This paper studies the data privacy protection storage of block chain, proposes a data
privacy protection scheme based on fusion protection, introduces encryption method to
partially encrypt the data uploaded to block chain, and realizes the data confidentiality
storage and audit in distributed ledger. The usability of the proposed scheme is verified
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by experimental comparison with the blockchain sensitive private data storage method
and the native blockchain.
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