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Abstract. Autonomous driving is becoming a reality and cars are get-
ting connected with everything (traffic lights, roads, bicycles, other cars,
people, infrastructure, etc.) being Vehicle-to-Everything (V2X) commu-
nications a critical factor in the success of autonomous cars. It is, thus,
important to understand and study the main security vulnerabilities of
V2X communication standards in the specific application context con-
cerning future Intelligent Transportation Systems (ITS) and contribute
with a comparison between existent simulation/emulation tools for secu-
rity analysis in V2X communications with a focus on the ITS application
domain. In that sense, this paper presents ta baseline study of different
simulation/emulation tools that can be used to study those vulnerabili-
ties. This study has shown that VENTOS is the simulator more suited for
the truck platoon application scenario, and the Eclipse Mosaic is the best
choice for simulation in the Cooperative Collision Avoidance application
case.

Keywords: Security -+ V2X communication - ITS - Truck platoon -
Intersection collision avoidance - Simulation - Emulation

1 Introduction

In recent years, there has been a significant growth and a rapid expansion of
Intelligent Transportation Systems (ITS), mainly in metropolitan areas, and
consequently an increase in cars circulating in the interior of those areas and on
motorways. Due to this increase, the different types of transportation systems
face several problems, such as a general growth in traffic and, as a consequence,
a rise in accidents and environmental pollution, impacting the overall sustain-
able development of the urban ecosystem. These factors impose serious socio-
economical problems, thus motivating countless efforts to improve the entire
transportation process to become more secure and sustainable. Having this into
consideration, policymakers have been joining forces to put forward initiatives
such as the “CAR 2 CAR Communication Consortium” [1]—composed of some
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of the largest car manufacturers—which is becoming a hot topic, not only due
to standardization but also in research and academia.

The idea of autonomous vehicles has also boosted the implementation of
Intelligent Transportation Systems (ITS), especially within the industry. Typ-
ically, ITS present a set of characteristics, such as the measuring of distances
between vehicles, the computing capacity of these data, and the ability to com-
municate with different subjects, that allow vehicles to have some or total inde-
pendence or just support to driving.

There are several benefits of having autonomous vehicles, such as an improve-
ment in road safety since 94% of serious accidents are due to human error. An
autonomous vehicle has the potential to remove this factor, helping to protect
passengers from vehicles, bicycles, or pedestrians [2]. Autonomous vehicles can
also bring economical and social benefits, given that high amounts of financial
resources are annually spent due to high accident rates—and everything that
they involve—such as the expenses directly related to the accidents, the reduc-
tion in productivity, the loss of lives, and consequently, the loss of quality of life
and the increase of government expenditure in the health service. Efficiency and
convenience will also improve because ITS is beneficial in the sense of smooth-
ing and making traffic constant, thus reducing the number of hours people spent
on mobility-related tasks, directly enhancing their quality of life. On the other
hand, reducing fuel consumption and reducing gas emissions present a major
goal towards environmental sustainability. Another important benefit is related
to the type of vehicles that provide mobility improvements to more people in
society, such as older people with limitations to perform safe driving, thus raising
its level of independence and improving its social inclusion.

According to [3], vehicle automation can be classified into four different cate-
gories: 1) Systems that assist driving (driving support systems), which calculate
better routes taking into account traffic and distance, fuel/energy consumption,
and gas emissions; or ii) Systems that inform the driver of hazards, having no
autonomous aspect, e.g., forward-collision warning, blind-spot warning or pedes-
trian detection and warning; iii) Systems that have partial control of the vehicle,
both for driver support and emergency interventions, such as during driver mon-
itoring if it is found that the driver is not in a position to drive or is showing
unstable behavior, the system takes control of the vehicle to take it to a safe
state; iv) Systems that include total vehicle control such as speed and trajectory,
which have the resources, intelligence, and means of communication necessary
to be autonomous.

In [4], a quantitative scale maps the systems previously introduced in a 5
level scale:

— Level 0: when there is no automation;

Level 1: when just driver assistance is considered;

— Level 2: when it uses partial automation;

Level 3: when there is enough automation and the driver is not necessary to
monitor the environment;
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— Level 4: includes high automation but still allows the driver to control the
vehicle;
— Level 5: for full automation, no need for human intervention.

These systems are dependent on factors that directly relate to other subsys-
tems, such as computing power and decision making, communications between
the different network elements. Moreover, all decisions rely on shared infor-
mation, which is more effective if the reliability and speed of communication
are guaranteed. Due to this, several improvements in all types of communica-
tion technologies—such as DSRC, C- V2X (LTE/5G), WI-FI, Bluetooth, among
others—have been put forward due to the demand of several ITS application
domains.

Recently, several V2X communications simulators for different environments
have emerged, becoming accessible to more people and without the need to
spend high resources, allowing a wider community to focus on its study, i.e.
academia and industry. This work will also present an analysis of different V2X
communications simulators that are the most suitable for Truck Platoon and
Cooperative Collision Avoidance application domains.

The remainder of this document is organized as follows: Sect. 2 introduces the
ITS domains under the scope of this work; Sect. 3 presents the general architec-
ture of V2X systems in the ITS application domain; Sect. 4 presents an overview
of existent simulation/emulation tools for V2X communications in the ITS appli-
cation domain and puts forward a discussion regarding the main findings; and
in Sect. 6 the conclusions are presented.

2 Related Work/ITS Domains

The ITS application domains can be classified into four general categories: 1)
Mobility, 2) Safety, 3) Environmental, and 4) Comfort.

These systems, when applied to mobility, are responsible for traffic man-
agement, thus supporting users with information on where the most traffic or
hazards are. This results in different actions such as calculating the route, mak-
ing it shorter or faster, taking into account different factors (distance, energy,
traffic, time, weather, etc.), speed management, or cooperative navigation [5].
This information is collected by vehicles or RSU’s (Road Side Units) and trans-
mitted to vehicles directly or indirectly. When applied to the context of public
transport, Advanced Traveler Information Systems (ATIS), provide users the
detailed transport information allowing them to plan their trip, being able to
understand the transport schedule, the duration of the trip and the distance the
transport is at the location. Traffic Demand Estimation/Traffic Management are
applications of ITS with a focus on mobility that aim to manage traffic both in
urban centers and on highways, avoiding congestion that can increase accidents,
increase pollution and make users spend unnecessary time on the road. Traffic
Accurate Position Estimation, which can be applied to the vehicle itself, pro-
vides important information about the route and possible changes to the driver
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and public transport allowing greater ease when the user prepares the trip and
the service provider to show the real position of your vehicle. Roadside Service
Finder, provides information about nearby petrol stations or hotels, for example,
and Cooperative Adaptive Cruise Control (CACC) allows vehicles to be driven
in a platoon [6].

Regarding the safety domain, ITS plays a fundamental role contributing to
the reduction of traffic accidents, as a consequence of the increase in information
and alerts that it presents to the driver about potential hazards that are not
yet visible to him, such as speed reduction warning when approaching a tight
curve or road in poor conditions. This domain includes different applications
such as the “Vehicle Safety Application”, which consists of vehicle and driver
monitoring, and “Emergency Trajectory Alignment” [7,8]. Collision Warning
and Obstacle Warning [9] are capable of informing the driver in advance about
the possibility of collision or objects on the route, based on the information
shared between the different vehicles and the infrastructure, the same applies to
autonomous vehicles. Intelligent Speed Adaptation/Speed Limit informs about
the appropriate speed or can adapt it according to the limit indicated on that
road, while Incident Detection [10]/Pedestrian Crossing informs drivers/vehicles
about accidents or pedestrians crossing the road, in routes where they circulate,
respectively. Traffic Lights and Approaching of Emergency Vehicles are also some
examples of ITS other applications.

ITS systems also bring environmental benefits, allowing the reduction of
harmful gases emissions and fuel consumption. The information shared by the
different surroundings in a given location regarding the state of the traffic (con-
gested, free, accident) allows the driver to change its route, reschedule it and
even change the trajectory habit, allowing a significant reduction in daily fuel
consumption. CACC or Vehicle Platooning are other ITS applications with a
great impact on the environment, consisting of one vehicle guiding remaining
vehicles and thus controlling different factors of the trip such as (speed, brak-
ing, trajectory, etc.), then reducing consumption and consequently the emission
of harmful gases. Since this applies mainly to business fleets, it also allows the
reduction of the number of drivers. Calculating the route taking into account
different factors, or the possibility of route recalculation when there is traffic or
an accident also has a high impact on fuel reduction and gas emissions.

The fourth and final domain of ITS is related to “Comfort and Infotainment
Applications” and its main objective is to increase the comfort and convenience
that the vehicle provides to users, such as providing different applications that
users can take advantage of such as VoIP, video, GPS [11], thus allowing you
to search for a gas station, the nearest restaurant or hotel, and their prices, to
provide internet so that passengers can continue their work, receive and send
messages or play an online game.

2.1 Trucks Platoon

Platooning is an application of ITS that allows a group of vehicles to travel
together, to define the speed and distance at which they travel among them-



412 J. Silva et al.

selves, thus avoiding unexpected behavior by the different autonomous driving
vehicles in the group [7]. The platoon is composed of a Platoon Leader (PL)
who controls the platoon in distinct aspects—speed, distance, number of vehi-
cles and which vehicles are allowed to enter or leave the platoon—and the Pla-
toon Members (PMs) that follow these guidelines and report their status to the
PL. Platooning integrates several technologies, such as Adaptive Cruise Control
(ACC) systems, Vehicle-to-Vehicle (V2V) and Vehicle-to-Infrastructure (V2I)
communication systems, different sensing technologies such as Radio Detection
and Ranging (RADAR) or Light Detection and Ranging (LIDAR), and visi-
ble light cameras which can measure the distance between vehicles and inform
the ACC system through the vehicle’s internal network. In turn, the ACC Sys-
tem sends control messages to the engine and brake modules and steering to
control the vehicle’s speed and direction. CACC is the most used concept in
platooning and consists of adding V2V communications to ACC, either through
cellular networks, WiFi, or Bluetooth, allowing vehicles not only to depend on
sensor data, but also to exchange information between vehicles or RSU’s [12].
The data reaches the ACC system through the in-vehicle network protocols such
as Controller Area Network (CAN) and Local Interconnected Network (LIN),
which typically do not use encryption, thus being a security breach that can
be exploited [13]. CACC allows vehicles to quickly share information, resulting
in considerable accuracy and safety improvement when traveling, particularly
when braking or accelerating synchronously and cooperatively. Trucks Platoon-
ing makes it possible to improve traffic management and road performance as
vehicles travel with a reduced distance from each other, as well as safety since
the speed variation at which they travel is small reducing the impact speed in
the event of a collision [14]. Fuel consumption and consequent pollutant gas
emissions [15], can also be reduced as the air resistance to which vehicles are
subject [2], decreases. This approach also applies to autonomous or partially
autonomous driving vehicles, allowing the reduction of the number of effective
drivers [7], thus decreasing operational costs.

2.2 Cooperative Collision Avoidance

Due to the increasing number of vehicles and consequently, traffic accidents, par-
ticularly on intersections, there is a need to improve collision avoidance systems.
There has been an increase in research in academia and car manufacturing com-
panies, leading to the current state in which the vehicle contains several sensors
and cameras that cooperate with each other to reduce risks. However, these sen-
sors have limitations, such as the need for line-of-sight (LoS), crucial for object
detection [17]. In urban conditions, LoS is difficult to guarantee since vehicles
may be behind buildings until the last moment, i.e. close to the intersection.
One way to overcome this limitation can be the inclusion of isotropic wireless
communications that cover all the vehicle environment, allowing it to communi-
cate with neighboring vehicles and with RSUs [18]. The communication between
vehicles and between vehicle and infrastructure elements improves the perfor-
mance of these collision avoidance systems since it allows predicting the accident
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and informing the driver, or in the case of autonomous vehicles, allowing preven-
tive measures to be considered [19]. Communication on these systems is based
mainly on IEEE 802.11p, known in Europe as European Telecommunication
Standards Institute’s (ETSI ITS-G5) or in the USA as Dedicated Short Range
Communications (DSRC). In this way, vehicles communicate with the RSUs and
exchange important information such as speed, intersection status, and vehicle
position, using the GPS signal, and these, in turn, inform other vehicles. When-
ever possible, vehicles communicate directly with each other since these types of
communication suffer from decreased performance in urban environments with
buildings as an obstacle to communication and with when a high density of vehi-
cles occurs. To overcome these difficulties, there are already numerous advances
in the application of C-V2X (LTE/5G) technology [20].

When compared to the previously mentioned protocols, the LTE protocol
presents as main advantages easy implementation and low cost, since LTE cel-
lular network infrastructure already exists, unlike IEEE802.11p which demands
higher investment. LTE-V presents even better coverage, capacity and is a better
choice for high mobility environments, using the same frequency spectrum of 3G
and 4G. The major disadvantage of LTE-V is related to the transmission bite
rate, which is considerably lower when compared with 3G and 4G [57].

Regarding the 5G communication protocol, this is the most promising one
since it intends to eliminate most of the existing limitations in the current stan-
dards (3G, 4G/LTE), such as dynamic mobility and high relative velocities,
extremely low-latency, ultra-high rate, high capacity for high message volume
and high availability and reliability. There are still several challenges to guar-

antee the mentioned topics and make 5G the standard for communication in
ITS [58].

3 Network Architecture

Both application cases mentioned in the previous sections share the same net-
work architecture that can be divided into five communication types, as it is pos-
sible to observe in Fig. 1. The first type is related to the V2I communication since
vehicles have to communicate directly with the RSU units. The second type refers
to V2V, where the On Board Unit (OBU) of each vehicle communicates directly
with neighboring vehicles. The third type concerns to Vehicle-to-Network (V2N)
communications where vehicles communicate with the network, in this commu-
nication is normally used by cellular networks C-V2X (LTE, 5G) and they can
provide services with support for wide-area coverage being beneficial to appli-
cations like traffic management and for infotainment applications [36,37]. The
fourth type consists of Vehicle-to-People (V2P) communications which consist of
communication between vehicles and pedestrians and should be taken into con-
sideration when studying the cooperative Collision Avoidance context. Lastly,
the fifth type concerns in In-Vehicle (IV) communications, the vehicle’s inter-
nal network that allows communication between its functional components such
as ECUs, AUs, Sensors (Radar/Lidar, Camera and Global Positioning System
(GPS)) [21].
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Fig. 1. V2X Network Architecture.

Existing communication technologies for V2I and V2V are supported by wire-
less technology and available in the 5.9 GHz band (5.85-5.925 GHz) [16]. This
communication is based on the DSRC Protocol (Dedicated Short Range Com-
munications), which evolved from IEEE 802.11p protocol, and was developed
from IEEE802.11 to meet all V2X communications requirements. It is through
this DSRC protocol that vehicles are able to communicate with their neighbor-
ing vehicles, share relevant information—such as speed, location, or accelera-
tion several times per second, with a communication range of a few hundred
meters—with the RSUs allowing to inform the state of the signs or the existence
of hazards, e.g. the approach of an intersection, or the proximity to an emergency
vehicle. At the In-Vehicle domain level, communications between the ACC sys-
tem and the different ECUs are made using the CAN and LIN protocols, with the
disadvantages being the fact that they do not encrypt communications, which is
an important threat because it is possible to take complete control of the vehicle
since an ECU with outward-facing interfaces can be compromised. These and all
the other vulnerabilities related to communication between vehicles which may
refer to communication protocols like DSRC, LTE, or 5G need to be avoided
to autonomous driving vehicles become reliable for users. Bearing in mind that
a failure in the communication between these autonomous or semi-autonomous
transport systems can lead, in the best case, to a warning to a driver, which is
not effective and an advantage, and, in the worse case, to a catastrophic loss of
human lives. Therefore, it is necessary to develop safe and stable systems that
are more reliable and trusted by the users. The exchange of information in these
systems takes place mainly between V2I, V2V and IV, as for example the data
of the different sensors to help autonomous driving or exchange data with other
vehicles [22]. The entities used in V2I and V2V communications are vulnerable
to attacks from wireless networks, and when an attack is successful a vehicle
can be compromised and can trigger false warnings that in turn also impact
the vehicles that are connected to each other in the communications stream.
Likewise, attackers can create messages with the intention of deceiving other
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vehicles on the network [59]. These examples show the importance of creating
and implementing security requirements in V2X communications that guaran-
tee the needs of users with regard to security, privacy, reliability, and integrity.
Below, are presented the critical requirements that have been defined for these
type of systems:

1. Authentication - Guarantees the recipient that the sender is trustworthy [23].

2. System and Communications Integrity - ensures that the content of messages
is not modified during transmission and reliability and accuracy of message
communication can be guaranteed at the destination [24,25].

3. Access Control - serves for granting access to specific services for the various
network entities. The property of access control authorizes a node for per-
forming allowed actions in the network, e.g., the network protocols that the
node can execute [26].

4. System and Communications Confidentiality - guarantees non-disclosure of
certain resources to unauthorized users without access rights.

5. Availability - services and protocols should remain functional even if faults
occur. Therefore, the availability requirement guarantees secure, fault-
tolerant and protocols that are able to re-stabilize themselves after the exclu-
sion of the fault [27].

6. Privacy and Anonymity - systems should ensure for protecting the privacy of
network users. Therefore, in the context of a broader area, privacy refers to
information/data hiding, while anonymity is considered as a subset of privacy
in vehicular networks.

7. Non-repudiation - Ensures that when a recipient identifies the source of mes-
sage, the source takes complete responsibility and cannot deny later of its
role [28].

4 Simulation/Emulation Tools

With the need to evaluate the problems identified in the previous section, design
new solutions, or validate research studies, several simulators/emulators have
been developed in recent years. The use of simulators allows to digitally replicate
several real-world scenarios easier, without the need for having costly equipment,
such as vehicles or infrastructure. There are several scenarios where these tools
prove to be an advantage because they were developed according to the require-
ments and characteristics of VANET’s, allowing to simulate distinct scenarios
and network architectures in the ITS application domain, e.g. intersections or
traffic jams, where the density of vehicles is high and can overload the network
[29]. Moreover, they enable the simulation of the characteristics of high mobil-
ity vehicles with rapidly changing network topologies [30], which brings great
difficulties for data transmission and routing [31], and requires low latency and
high reliability for the V2X communications [32]. Another important aspect is
related to the study of security aspects related to the communication between
the different actors. The use of simulation tools allows more people to study
vulnerabilities in the C-ITS communication protocols and therefore to improve
the progress of these technologies.
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4.1 Comparative Analysis

There are two different types of simulators, traffic simulators and network sim-
ulators. It is possible to integrate different traffic simulators with network sim-
ulators to replicate situations with different vehicles such as intersections and
communication between vehicles and/or infrastructure elements. This study only
considers simulators that already contain both traffic and network simulators
integrated. However, to understand which is the best and most appropriate we
will study the characteristics of the used traffic and network simulators.

With regard to traffic simulators, the main criteria that will be evaluated
are: 1) type of communications it supports, 2) language/interface in which it is
developed, 3) if it allows modeling obstacles, and 4) if it allows speed control
and Multi-lane. On the other hand, in network protocols, the main criteria that
will be used in evaluation will be: 1) type of communication it supports and 2)
scalability.

Table 1. V2X simulators/emulators comparison.

Simulators Traffic software Network software License References
VENTOS SUMO OMNet++ Public, [35,47]
OpenSource
ITETRIS SUMO Proprietary Public [48,53]
software
Tectos SUMO NetSim Private [41,49]
Artery SUMO OMNeT++ Public, [33,38,50]
OpenSource
VEINS SUMO OMNeT++ Public, [51,52]
OpenSource
Eclipse Mosaic | Eclipse SUMO OMNeT++/NS-3 | Public/Private | [46,54]
/SNS/Cell
VNS Divert 2.0 NS-3/OMNeT++ | Public [56]
EstiNet11 Proprietary software | Proprietary Private [55]
software

Most of the simulators in Table 1 are based on Sumo traffic simulator software
[3,35]—developed in C++—because it is one of the most used and complete in
the ITS application domain, as it allows V2X communications, allows speed con-
trol, multi-line simulation, and presents as a major drawback, not having obstacle
modeling. However, obstacle modeling can be added using external tools. More-
over, it also allows the integration of other important tools to study different
scenarios such as platooning [34], among others. There are other possibilities
using proprietary software and Divert 2.0 solutions, but there is little informa-
tion available about their characteristics and functionalities. In [33], El-Rewini
et al. present a detailed assessment of several simulators.
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Regarding network simulators, we noticed that the most used ones are
OMNet++, which allows only V2V communications and supports graphical
interface and high scalability, and NS-3 which allows V2X communications but
does not support graphical interface and has reduced scalability (approx. 500
nodes). There are still others like NETSIM [41,42] which is a commercial soft-
ware, and SNS and Cell [46] with a focus on cellular networks.

5 Discussion

In general, we can see that most of the simulators presented in Table 1 are based
on the SUMO software [34] and that it allows the integration with different exter-
nal tools, which makes it possible to eliminate any limitation that it has when
compared to other traffic simulators, thus making it a good choice for the study of
any scenario. Regarding network simulators, we noticed that there are significant
differences in the two most used, i.e. the chosen simulators and the community
adoption. OMNeT++ is presented as a software that allows high scalability but
is exclusively dedicated to V2V communications [33,38-40] and NS3 as software
whose greatest advantage is to allow the study of V2X communications, however,
with less scalability [43-45]. In this way, it is already possible to recognize that
the best choice is a public domain solution since they are based on the previ-
ously mentioned software. Considering the simulators comparison in the context
of studying security vulnerabilities in two distinct application contexts, such as
truck platoon and cooperative collision avoidance, VENTOS [35] and Eclipse
Mosaic [46], are the simulators that better fill the requirements previously intro-
duced. Besides, the iTETRIS [48] simulator is also a good option for the study
of these application domains because it uses SUMO, i.e. its network simula-
tor allows V2X communications, and the main advantage is that iTETRIS’s
modules are standard compliant with European Telecommunication Standards
Institute’s (ETST’s)) architecture for ITS Communication, which allows this sim-
ulation platform to produce realistic and large-scale ITS system modeling, how-
ever, a more detailed comparison is planned as future research. In the case of the
Truck Platoon application context, the simulator that best fits the requirements
is VENTOS, which is a simulator focused on collaborative driving, such as ACC,
CACC, platoon management protocol, and also due to the fact that its stack is
developed to study security attacks in collaborative driving situations [35]. In
the specific case of the CACC application scenario, the simulator most suitable
is the Eclipse Mosaic, since it also uses SUMO as traffic software and allows
users to choose between different network simulators, such as OMNet ++ NS3
and the simulator of cellular networks called “Cell”.

6 Conclusion

Vehicle-to-Everything (V2X) communication technologies are a critical success
factor in autonomous driving, as cars are becoming more and more connected
with everything (traffic lights, roads, bicycles, other cars, people, infrastructure,
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etc.). This work introduced two relevant ITS application domains, i.e. Trucks
Platoon and Cooperative Collision Avoidance, and referred its main security
vulnerabilities. The main contribution of this work is the presented comparison
between existent simulation/emulation tools for the security analysis in V2X
communications. The evaluation performed allows to understand which are best
adapted to the study of security related problems in the introduced application
domains, with focus on important criteria, such as traffic and networking soft-
ware, licence type and other core technical characteristics. Based on this study,
we concluded that VENTOS is the simulator more suited for the truck platoon
application domain, and the Eclipse Mosaic is the best choice for simulation in
the Cooperative Collision Avoidance application domain.

Future work involves assessing vulnerabilities in the previously mentioned
contexts, using the simulators/emulators that proved to be the most suitable.

Acknowledgment. This contribution is a result of ongoing research, in the scope of a
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