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Abstract. Heap security has become a serious threat in recent years. To address
the problem of heap vulnerabilities that are hard to detect and mitigate, this paper
proposes a new heap protection scheme using shadow page tables. This scheme
builds on the traditional idea of page permission and designs a novel shadow page
table structure that stores the virtual address and random value of each object.
This enables checking the boundaries and validity of heap objects, and effectively
detects various types of heap-related attacks, such as heap overflow, use-after-free,
invalid free, and double free. In addition, the scheme adopts a dynamic system
call addition method, which is not dependent on specific runtime environments
or kernel modifications, and has high scalability and portability. Experimental
evaluation on various applications shows that our proposed scheme is effective
in detecting many types of heap vulnerabilities, providing more comprehensive
security with low performance overhead than comparable solutions.
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1 Introduction

Heap-related memory corruption vulnerabilities have remained a serious threat and
caused many catastrophic exploits in the past decades [5, 16]. The number of heap-related
vulnerabilities has grown in recent years, out-of-bounds write bugs and use-after-free
bugs were ranked first and seventh in the CWE top 25 of the most common and impact-
ful issues in software [36]. Attacks that exploit these vulnerabilities not only affect the
normal execution of programs, but may also lead to sensitive data leakage, control flow
hijacking, arbitrary code execution, and other impacts.

So far, many studies have focused on solving heap security problems through mem-
ory allocators [1-5, 10, 17-21, 23]. Robertson et al. [20] proposed using canaries and
checksums to detect possible buffer overflows. Gene et al. [2] provide probabilistic mem-
ory safety through the random layout of heap area and randomized object placement and
reuse. Sam et al. [3] borrowed the idea of “freelist” from performance allocators and
shadow memory technology, providing better performance than previous secure alloca-
tors. Liu et al. [4] employed an efficient fine-grained class indexing scheme and imple-
mented a dynamic canary scheme, further increasing security. Such schemes achieve
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heap area protection by overriding the system’s allocator, however, they change the sys-
tem’s default memory allocation strategy, which may result in overhead and compatibility
problems.

On the other hand, other researchers have proposed various solutions that target a
single vulnerability by combining some form of static analysis and runtime checking
[6-9, 11, 28-33]. Nikiforakis et al. [7] prevent heap overflows by detecting the state of
heap objects during the system calls. Tian et al. [33] monitor heap buffer overflows using
multicore technology and concurrent monitoring algorithms. Lee et al. [8] prevent the
use of dangling pointers by tracking the relationship between pointers and objects and
invalidating the corresponding pointers when released. Dang et al. [14] and Gorter et al.
[15] use the page protection scheme by creating a new virtual page (called a shadow
virtual page) for each memory allocation to prevent use-after-free errors. However, most
of these solutions either require a specific environment or are compiler-based and cannot
handle compiled binaries.

In this paper, we introduce SdShield, an efficient, portable, and more comprehensive
heap protection scheme that builds on the traditional idea of page permission. This
scheme design a novel shadow page table structure that stores the canonical address
and the random value of each object in the process shadow page table, which allows for
higher security and quicker information access. We adds an interceptor between the target
program and the memory allocator to intercept all memory allocation and deallocation
requests from the program without needing the program source code. Specifically, we
implement information transfer between user space and kernel space using dynamically
added system calls that do not require a specific environment or kernel recompilation
and can be easily adopted in desktop and server environments.

In brief, this paper makes the following contributions:

(1) A new heap protection scheme using shadow page tables, which utilizes page
management to provide more comprehensive heap protection.

(2) A novel shadow page table structure design, which can conveniently store and access
relevant information of heap objects.

(3) Using the cooperative scheme between user space and kernel space, dynamic
management of program heap memory and page tables without program source
code.

(4) Using NIST Juliet test suite and SPEC CPU 2006 benchmark, the security and
performance of this scheme are studied in detail.

The rest of this paper is organized as follows. In Sect. 2 we introduce the background
and present the threat model of SdShield. In Sects. 3 and 4 we respectively present the
design and implementation details of SdShield, and then evaluate its security and per-
formance consumption in Sect. 5. We finally discuss the current limitations of SdShield
in Sect. 6 and conclude in Sect. 7.
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2 Background

In this section, We detail the background of SdShield, including the common heap-
related vulnerabilities and the page table structure. Then discuss the development of the
methods that protect heap by page permissions, and point out their limitations that drive
the design of SdShield. Finally, we present the threat model of SdShield.

2.1 Heap-Related Vulnerabilities

Spatial heap-based vulnerabilities include heap overflows and heap over-reads. Heap
overflows occur when a program performs an out-of-binding write operation to a heap
object due to an error or lack of proper boundary checks [4]. The less common heap
underflow is when incorrect access to the heap buffer results in a write to memory before
the buffer. Heap overflows overwrite memory space that does not belong to the object
and may lead to many security issues. Similarly, if built-in boundary checks for memory
accesses are lacking, over-reads will occur when accessing heap objects.

Temporal heap-based vulnerabilities include use-after-free (or dangling pointer),
double free, and invalid free. Use-after-free is caused by the dereference of a heap-
allocated object, because the pointer (now called a dangling pointer) to the freed object
remains unchanged even though the memory location pointed to is no longer valid [15],
so the freed memory can be forced to be used by the corresponding dangling pointer.
Double free is considered a special case of use-after-free, which occurs when an object
is freed twice [3]. Invalid free occurs when an application attempts to free a value that
does not point to an object created by the memory allocator.

2.2 Page Table

Most modern operating systems use the paging mechanism, under which both virtual and
physical memory is divided into fixed-size chunks called Pages. The mapping between
virtual and physical pages is established through the Page Table, which are data structures
maintained by the system and stored in the kernel space. The memory management unit
(MMU) of the CPU uses them to obtain the mapping relationship between virtual memory
and physical memory. Each process has a separate page table that describes the process
address space, and the kernel has its own set of page tables that manage the kernel space.
Some modern CPUs also have 5-level page tables, but most 64-bit architectures use
4-level page tables. In the remaining part of this paper, we assume a 4-level page table
structure, which is commonly referred to as the Page Global Directory (PGD), the Page
Upper Directory (PUD), the Page Middle Directory (PMD), and the page table (PT).

2.3 Page Permission Schemes

In early work, Perens et al. [23] proposed a debugging tool that uses the page protection
mechanism to detect dangling pointer errors. The tool allocates a new virtual and physical
page for each allocation of the program. However, this scheme means that even small
allocations would occupy a whole page of actual physical memory. This would cause
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a drastic increase in the memory consumption of the application, making it impractical
for real production environments. Following this idea, Dhurjati et al. [12] proposed a
key improvement, where they mapped each allocation using a new virtual page to the
same physical page as the original allocator to solve the physical memory consumption
problem. And they used a compiler transformation called automatic pool allocation to
mitigate the problem of virtual address space exhaustion.

In recent years, Dang et al. [14] demonstrated the theoretical basis for such schemes
and argued that page permissions should be the ideal method in principle. Unlike Dhur-
jati’s automatic pool allocation, Dang’s design can unmap shadows immediately after
object release. They also discussed compatibility with fork, which seems to be an
unknown limitation in Dhurjati’s scheme. Then Gorter et al. [15] provided a more effi-
cient implementation that relies on direct page table access in ring 0. In addition, Gorter
introduced a new garbage collection style recycling module, which can safely reuse the
freed areas and address the key scalability issues that plague such solutions.

However, all existing solutions based on page permissions lack portability, need to
run in a specific environment (such as KML), or require kernel editing. Furthermore, all
such solutions currently focus only on mitigating the use-after-free bugs while ignoring
the dangers of other vulnerabilities. In this paper, we show that these limitations are not
fundamental and that an efficient, portable, and more comprehensive heap protection
solution can be unlocked by using shadow virtual page tables.

2.4 Threat Model

It is well-known that security by obscurity is not a good practice, so we hypothesize that
it is possible for the attacker to access the sources of SdShield. We assume a standard
threat model [15], in which the host operating system (such as Linux) is trusted; and
the attacker can perform any arbitrary operation on the heap area of the victim program
(including allocation, free, read and write, such as), and try to achieve information leak-
age and privilege escalation through the vulnerabilities. We consider all vulnerabilities
in the heap area, whether buffer overflow, use-after-free, or some other types of attack
technique, and assume that the program has no other vulnerabilities (such as stack).

3 Overview

SdShield is a scheme based on page protection policies designed to detect and prevent
heap vulnerabilities through the cooperation between user space and kernel space. The
structure of SdShield is divided into two parts: the interceptor running in user space
and the kernel module running in kernel space, and the interaction process is mainly
divided into two phases: allocate and release. Figure 1 describes the main components
of SdShield and their interaction process.

When the application requests memory allocation, the interceptor intercepts all such
requests and sends them to the system allocator. The system allocator requests virtual
and physical memory from the operating system and then returns the allocated heap
area address, which we call the canonical virtual address of the object, to the interceptor.
After receiving the allocated address, the interceptor passes the relevant data to the kernel
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module using a system call. The kernel module creates several shadow page table entries
in the process page table, calculates an unused address in the shadow virtual space, and
returns it to the interceptor. Finally, the interceptor transparently returns the correspond-
ing shadow address to the user program, so that the user program can only use this address
to reference the allocated object, without knowing that it is related to the shadow page
table.

In the application memory release phase, when the interceptor intercepts a memory
release request, it first uses a system call to pass the relevant data to the kernel module,
and the kernel module modifies the valid bit in the process page table to invalidate its
mapping. It then obtains the canonical virtual address of the object from the page table
entry and returns it to the interceptor. Finally, the interceptor passes the canonical virtual
address to the default allocator, so that its physical memory is released by the system
allocator and can be reused.

| |
: Kemel Intereptor User :
| Module | P Application | |
| I I |
(. I |
| ring 0 | : I
S - Default I

| Allocator . |

I ring3 |

\___ - __ J

Shadow table Heap

User Virtual Memory Space

Fig. 1. Structure of SdShield’s components

We provide SdShield’s interceptor as a shared library for applications, so that
SdShield can be used with only existing binaries, without scanning the program source
code or modifying the default allocator, and is theoretically compatible with all allocators
of modern operating systems as well as those described in the literature.

In addition, SdShield requires system calls for communication between the inter-
ceptor and the kernel module. However, modifying the operating system source code
contradicts SdShield’s philosophy of portability, so we dynamically add system calls
by modifying the syscall_table array in the kernel without recompiling the kernel. If
this method of modifying kernel instructions adversely affects some production environ-
ments or workloads, user program access to kernel space can be achieved by recompiling
the kernel or using Kernel Module Linux [14, 15, 34].

3.1 Shadow Address for Object

The core idea of SdShield is the shadow virtual address [12, 14, 15]. Typically, vir-
tual pages and physical pages are in one-to-one correspondence, while using shadow
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address allows mapping the same physical page frame to multiple virtual pages. Figure 2
illustrates the relationship between the shadow address, canonical address, and physical
address of each object. We refer to the virtual address generated by SdShield as the
shadow virtual address, and the address allocated by the system default allocator as the
canonical virtual address of the object. SdShield places each object allocated by the
program in a different shadow virtual page, but these shadow pages are all mapped to
the same physical pages as the original allocator, and their offsets remain the same as
the offsets of the actual physical pages. This allows each object to have an independent
shadow page, to achieve the purpose of managing each object individually through page
permissions. While multiple objects can be located on the same physical page, making
the program physical memory consumption almost the same as the original.
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|

I obj.2

i |

| | ¢

I I obj.n

i : Shadow Virtual Pages I

I

I 1 1
obj.1 obj.2 | eeeees obj.n

I I Physical Page I
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obj.1 obj.2 | eeeees obj.n

Canonical Virtual Page

Fig. 2. The object in the virtual pages and physical pages

Generally, multiple small memory objects share a system page, but it is possible
in process that there are large objects which occupy multiple pages. If an object spans
multiple pages, SdShield will allocate the same number of shadow pages as the physical
pages and keeps its in-page offset consistent with the original. When the application frees
an object, we need the corresponding canonical virtual address to initiate the release
process from the default allocator. For this purpose, we add a shadow page table entry
for each object that stores the canonical virtual address. Note that placing a canonical
virtual address as an entry into the page table requires a separate flag bit to locate it and
that the page table entry should always be in the page-fault status.

3.2 Security Features

The security features implemented in SdShield are as follows: Add a random value at
the end of each allocated heap object and check it at each malloc and free to prevent
overflow. Create different shadow virtual pages for each heap object and prevent use-
after-free by invalidating the mapping of its shadow page to the actual physical page as
soon as the object is freed. Use unmapped protection pages at the end of each object,
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to prevent overflow, over-read and spray attacks, and free checks to prevent double free
and invalid free, are detailed below.

Random Canary. SdShield borrows a common mechanism from the existing secure
allocators to prevent potential buffer overflow errors: it adds an extra random value at
the end of each allocated heap object, called canary [3, 4, 17]. SdShield generates a
random value from the kernel entropy and places it at the end of each object—meaning
that each malloc(n) call is changed to malloc(n + sizeof(void*)). Unlike the secure
allocators, SdShield stores the random values in the kernel space, so it is not affected
by the processes and attackers. Figure 3 shows the canary in the heap area and the shadow
page table. Similar to the canonical virtual address, SdShield also saves the random
value as a separate page table entry in the shadow page table, and keeps the entry always
in a page-fault status.

[
|
|
Y [ e I
|
\

Shadow Page Table

Fig. 3. Canary in heap area and shadow page table

For the most part, using canary to prevent data overflow of applications is effective.
Although the timeliness is limited by the frequency of canary checks, we can always
detect whether its canary has been modified when an object is freed. For each memory
request or release in the program, SdShield checks all the random values in the same page
table of that object, so the number of objects checked each time may be between 1 and
173 (the case where only one object in a single shadow page table and the case where a
single shadow page table is full). If any canary is modified, SdShield reports information
about the potential buffer overflow location and optionally stops the execution of the
current program.

Shadow Page Permissions. The memory management unit (MMU) in most modern
processors perform a runtime check for each memory access. One idea is to use the
operating system page access and protection policy to detect and prevent use-after-
free, but MMU can only manage access permissions at the granularity of page (typically
4096 bytes). Placing each object on a separate physical page would result in a significant
memory over-head caused by fragmentation.
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In SdShield, due to the shadow virtual pages, each object can have a separate page
mapping, so the object granularity of mapping can be disabled through page permission
management. SdShield prevents the use-after-free by deleting the application’s access to
the freed heap object. When the corresponding object is released, SdShield sets the valid
bit of the shadow page to zero, and all subsequent accesses to this page will generate
invalid access information and cause MMU to trigger an exception.

Guard Pages. Guard page is an unmapped virtual memory page that is placed before
or after an allocated heap object. Guard pages can prevent heap overflow, over-read, and
heap spraying attacks, as any access involving guard pages will immediately trigger a
page fault. Since guard pages are not mapped to actual physical pages, they only consume
the size of a page table entry (8B) instead of a whole page (4 KB). Normally they can
only be placed with page granularity, so it is not possible to place guard pages before
and after every allocated heap object.

In some secure allocator schemes [3, 4, 17], guard pages need to be explicitly placed
by using the mprotect system call. While in SdShield the canonical virtual address entries
and random value entries placed before and after each object in the shadow page table
just serve the purpose of guard pages, so that protection pages can be easily set at object
granularity and all accesses to them will result in exceptions.

Free Check. When the application performs free operations, SdShield prevents double
and invalid releases by checking the status marker bits of each object’s shaded page
table entry. SdShield can easily detect the following exceptions: The pointer of the
free operation points to a range outside the heap area; The shadow page table entry
corresponding to the free pointer is in the unallocated status; The shadow page table
entry corre-sponding to the free pointer is already in the freed status. For each allocation,
SdShield marks its shadow page table entry as in use. When deallocating, SdShield first
judges its status bits and confirms whether this release is valid.

4 Implementation

In the previous section, we introduced the design ideas of SdShield and the security
features SdShield uses. In this section, we continue to cover the implementation details
of SdShield, including the selection of the shadow area, the structure of the shadow page
table, and the dynamic addition of system calls. In addition, this section discusses some
optimizations to reduce the overhead of SdShield and to solve address space exhaustion
and compatibility issues.

4.1 Shadow Page Table

To support the use of multiple processes, SdShield stores the shadow page mapping in
the process page table. Each user process has an independent virtual address space, and
its virtual pages to physical pages mapping are stored in its process page table, which is
managed by the operating system kernel. Although the kernel module has direct access
to system memory, such as page table data structures, the operating system is unaware of
the module and may overwrite the mappings that SdShield changes in the user process



122 L. Shi et al.

page tables. Therefore, SdShield chooses an unused area in the user virtual address space
as the shadow page table, and directly writes into the page table entries corresponding
to that area via the kernel module, thus avoiding interference from the user process and
the system kernel.

Heap —» Shadow table <+— Mmap | <— Stack Kernel

0000000000000000 © 128TBa 0000 7fffffffffff FEFFFFFFFeeeeee

Fig. 4. Virtual memory space layout

Figure 4 shows a simplified layout of virtual memory space. Each user process
has 2747 bits of virtual address space, while the actual physical space size of most
machines is less than 1 TB, so the vast majority of the process’s address area is unused.
SdShield utilizes a part of these free address areas as the range of the shadow page table.
Considering the VMA structure of the process and methods such as ASLR, SdShield
chooses between entries 96 and 160 of the Page Global Directory (PGD) as the area of
the shadow page table. This area can accommodate up to 20 TB of virtual alias space,
corresponding to up to two billion concurrent 4K pages.
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Page Middle Directory 0 0 0x0 00
e
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Fig. 5. PMD and PT in shadow page table

SdShield stores the status and attributes of the page table entries in the ignored bits
of the shadow page table entries, thus avoiding extra memory overhead. Figure 5 shows
a Page Middle Directory structure and a Page Table page structure, where the content
column shows the actual content saved of each page table entry, the P flag bit indicates
the presence bit, and the free flag bit indicates the release information of the page table
entry. In addition, in the lowest-level page table, there are two additional flag bits (called
conva and canary) used to distinguish canonical virtual address entries and random value
entries from the page table. The right side of the figure describes a mixed situation of
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in-use objects (PT entries 1-4), freed objects (PT entries 5-7), and available entries (PT
entries 8-10).

4.2 Free and Reuse

The main limitation of using shadow virtual pages is that the used shadow address can
never be reused throughout the execution of the program, because it is impossible to
determine whether the program still retains pointers to the freed address. SdShield is
designed with as large as 20 TB of shadow space, but due to the non-reusability of
shadow address, they will still be exhausted after excessive consumption. In fact, the
following two problems were found in practice: (1) Each non-reusable shadow page
table entry takes up a small amount of operating system resources (page table entries).
(2) Long-running programs will eventually run out of shadow address space.

N Allocate N Malloc() N Syscall | Allocated
Ir Memory i "| Create Shadow | With Shadow
| Y
|
|
|
|
| v
! F S Il
1 | . ] ree _ ysca

feen - Allocated Page - Disable Shadow Free()

Fig. 6. The process of allocate and free memory

In order to solve the above problem, SdShield has designed the page table release
and reclaim components. The main goal of the release component is to allow the safe
release of page tables that are completely invalid. And the main goal of the reclaim
component is to allow the safe reuse of shadow address that have already been freed.
The whole process of memory allocation and release is shown in Fig. 6. Each time
SdShield performs a release operation (when deleting a shadow), it determines whether
the page on which the page table entry is located is releasable or not. If any one of the
512 entries of a shadow page table is in the valid status, the entire page table needs to
be retained because SdShield may still need to access physical pages or obtain relevant
information through it. However, when all entries in a shadow page table are free (unused
or freed), retaining such page tables will waste a lot of memory space, so that the release
component will run to set the release flag bit and free this page table.

In addition, in order to solve the problem that the limited shadow address space
may be exhausted, SdShield’s reclaim component starts when the shadow address space
utilization reaches a critical point and reclaims all reusable shadow address. The reclaim
is divided into two main phases: marking and scanning. In the marking phase, SdShield
scans all memory of the program. For any data pointing to the shadow area, we will set a
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flag bit in the corresponding shadow page table entry that represents a still referenced one.
If apiece of used shadow address does not find a pointer associated with it in memory, this
area is considered safe for reuse. During the scan phase, SdShield traverses all shadow
page tables and adds all freed and unmarked shadow address ranges to a reusable linked
list. To improve memory utilization, SdShield reclaims only completely free shadow
page tables, avoiding the situation where only a few active objects exist in some page
tables.

4.3 Shadow Page Fork

When a process creates a child process using the fork system call, the parent and child
process share some pages, and copies of these pages are only created using copy-on-write
(CoW) by the operating system when modifying them. Unfortunately, since SdShield
bypasses the kernel and modifies the process page table directly, the operating system
is unaware of our shadow page table, so the shadow areas created by SdShield are not
copied to the child process page table. Even if we record these areas in a kernel data
structure such as VMA, the child process page table entries will incorrectly point to the
physical pages in the parent process.

Therefore, SdShield solves this problem by wrapping the function call of the fork and
simulating the memory semantics expected by the program. Specifically, after calling
the original fork function, we force triggering copy-on-write for all heap pages in the
child process, so that the kernel allocates new physical page frames for these pages of
the child process. Next, we traverse all shadow page table entries in the parent process,
copy those page table entries that are still in use to the child process shadow page table,
and remap them to the new physical page frames of the child process.

The final effect is that both the shadow and canonical virtual address of the child
process remains unchanged and valid, while their mapped physical pages are separated
from the parent process. Throughout the algorithm, the parent process will remain in
the waiting status until all shadow page table entries in child processes are copied and
mapped to new physical page frames. Thus achieving a consistent memory status for the
parent and child processes.

5 Evaluation

In this section, we evaluated the security features and performance characteristics
of SdShield using different benchmarks. For the security performance evaluation of
SdShield, we used the Juliet Test Suite [24], as well as some real-world bugs. For the
performance evaluation of SdShield, we used the SPEC CPU2006 benchmark tests. For
all reported values, the average of 3 runs was used to reduce the effect of noise.

5.1 Security Evaluation

In the previous sections, we introduced SdShield and provided descriptive arguments
about the attacks it covers. In this section, we quantify the security of heap protection
provided by SdShield using the NIST Juliet test suite. The test suite contains hundreds
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of test cases and is categorized by vulnerability type (CWE). We experimentally confirm
that by running the NIST Juliet test suite v1.3 [24], SdShield can accurately detect and
mitigate vulnerabilities in the heap. For heap buffer overflow errors (CWE-122) in the
test suite, SdShield is always able to detect overflows to other objects’ behavior when
object free. For heap over-read errors (CWE-126), SdShield can detect those that cross
pages. In addition, SdShield successfully detects all use-after-free (CWE-416), double
free (CWE-415), and invalid free errors (CWE-590) in the test suite.

To verify the effectiveness of SdShield, we tested it on several different real-world
vulnerabilities, as shown in Table 1. And, these vulnerabilities were also evaluated
on other schemes, including the latest secure memory allocator (SlimGuard [4]) and
the latest schemes using shadow virtual address (Dangzero [15]). We verified whether
SdShield can prevent or detect potential errors in these applications. As in Guarder [17]
and slimguard [4], we moved the target buffers of some of these programs from the stack
to the heap. In Table 1, “reported” means that the error can be detected immediately,
“delay-reported” means that the occurrence of the error cannot be detected in time, but it
can be reported with a delay, “probable” means that the error is detected probabilistically,
and “unreported” means that no such error is reported.

Table 1. Effectiveness evaluation on known vulnerabilities.

Application | Vulnerability | Reference SlimGuard Dangzero | SdShield
gzip-1.2.4 | Overflow Bugbench [25] | delay-reported | unreported | delay-reported
Libtiff-4.0.1 | Overflow CVE-2013-4243 | delay-reported | unreported | delay-reported
Heartbleed | Over-read CVE-2014-0160 | probable unreported | probable
PHP-5.3.6 | Use-After-Free | CVE-2016-6290 | probable reported reported

PHP 7.0.7 | Use-After-Free | CVE-2016-5773 | probable reported reported
Python 2.7 | Use-After-Free | Issue-24613 [26] | probable reported reported
PHP-5.3.6 | Double Free CVE-2016-5772 | reported reported reported
ed-1.14.1 Invalid Free CVE-2017-5357 | reported unreported | reported

From the table, SlimGuard reports overflow, double free, and invalid free types of
errors, but for use-after-free, SlimGuard can only probabilistically mitigate them through
its delayed reuse and random allocation methods [4]. On the other hand, Dangzero only
targets the use-after-free error but cannot detect buffer overflow and invalid free. On
the contrary, SdShield can both eliminate the occurrence of use-after-free through the
shadow pages and detect potential overflows through dynamic canary as well as guard

pages.
5.2 Performance Evaluation

To quantify the performance overhead of SdShield in a real-world scenario, we ran the
SPEC CPU2006 benchmark suite (for CPU and memory intensive real-world program
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mix) on the Intel (R) Core (TM) 157400 CPU @ 3.00 GHz configured machine using the
Ubuntu 18.04 operating system with the Linux v4.04 kernel. We measured performance
by comparing the overhead of each program between the protected version and the base
version without any modifications. SdShield benchmark results in SPEC CPU2006 are
shown below and compared to previous related work. To avoid interference, we also
disable all optional CPU mitigation.

Runtime Overhead. Similar to SdShield, there are also schemes that use allocators to
secure the comprehensive heap such as freeguard [3], guarder [17], and silmguard [4],
but they do not provide evaluation results based on the SPEC CPU2006 benchmark, and
we were not able to rerun them on SPEC CPU2006. Therefore, we compare SdShield
with Oscar [14] and DangZero [15], which use the same core principle (shadow virtual
page scheme) as SdShield.

= sdshield

350% Oscar

= Dangzero
300%
250%

I

£ 200%

15

<

@
£ 1509
S 150%

100%

0% ,_II_--_ - Il_-__,_-_ — II-_

@ 0 N R P *
o &

< ©
& O e
<« 2 o o ks N
4 Q \\ 33 NANN NS «*
o K ARG 0_\@“ o o0 N @
o

Fig. 7. SPEC CPU2006 runtime overhead for SdShield

Figure 7 compares the runtime overhead of SdShield with Oscar and Dangzero on
the binary files of SPEC CPU2006. The results show that four of the 19 benchmarks
incur exponential overhead due to the guard scheme. The Highly affected benchmarks,
perlbench, dealll, omnetpp, and xalancbmk, are highly allocation-intensive programs,
resulting in a large number of shadow page table creation and deletion operations. In
addition, for some benchmark programs with few heap objects, such as bzip2, namd,
hmmer, and lbm, the runtime overhead of SdShield, Oscar, and DangZero are both
less than 1%, or even negligible. For the complete SPEC CPU2006 benchmark suite,
the average SdShield runtime overhead was 64%. It should be noted that none of the
test suites ran SdShield’s reclaim component, because SPEC CPU2006 only contains
short-term applications, and the virtual address space usage in the system did not reach
the configuration limit of the reclaim component. Therefore, if we forced the reclaim
component to run once at the end of each program it would increase the runtime overhead
by approximately 2%.
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Memory Overhead. SdShield requires additional space to store relevant information
when applying for memory. For each memory allocation, the user-space interceptor
allocates an object that is 8 bytes larger than the original request, which is used to store
a random value for overflow detection, the kernel module needs at least three page table
entries (typi-cally 24 bytes) to store information, including the canonical virtual address,
the ran-dom value at the end of the object, and the physical page address that is actually
mapped. Table 2 shows the relationship between the memory usage of each space and the
number of heap objects in the process when SdShield does not use the release component.
However, the system’s memory overhead hardly reaches this upper val-ue in practice,
because most objects will be freed after use, and the information stored by SdShield will
also be cleaned up when the release component runs.

Table 2. Memory usage of SdShield without releasing components

Heap Objects User Space Kernel Space Total

1 8B 4120 B 4128 B
1000 8 KB 27 KB 35KB
100,000 781 KB 2361 KB 3142 KB
10,000,000 76 MB 239 MB 315MB

Because SdShield’s shadow page table is created in the kernel space by the kernel
module, we cannot represent all of SdShield’s memory overhead by just the applica-
tion’s memory usage. Instead, we calculate the overall memory overhead by the sum
of application’s resident set size (RSS) and the maximum number of page tables in
the application’s shadow range. Figure 8 compares the maximum memory overhead of
SdShield with Oscar and Dangzero on the binary files of SPEC CPU2006. Similar to
the runtime statistics, all three generate multiple overheads in those highly allocation-
intensive programs. Although SdShield needs to store additional information for heap
overflow detection compared to Oscar and Dangzero, due to the unique release feature,
SdShield consumes less system memory than Oscar and is close to Dangzero, which
uses a compression method. For the complete SPEC CPU2006 benchmark suite, the
average SdShield memory overhead is 59%.

5.3 Comparison to Other Systems

The previous article compared the performance overhead of SdShield with Oscar and
Dangzero, but due to the different actual effects of the schemes, it is limited to evaluate
the quality of the schemes based solely on performance. Therefore, we next conducted a
comprehensive comparison of the time overhead, memory overhead, and defense capa-
bilities of each scheme, as shown in Table 3. Among this table, “,/” means that such
vulnerabilities can be detected, “x” means that they cannot be detected, and we indicate
the average running overhead impact of the tool on the program by percentage.
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Fig. 8. SPEC CPU2006 memory overhead for SdShield

Table 3. General comparison between SdShield and Oscar and Dangzero

Feature SdShield Oscar Dangzero
Runtime Overhead 64% 69% 20%
Memory Overhead 59% 98% 37%
Overflow Vv X X
Use-After-Free i i J
Double Free i i J
Invalid Free J X X
Over-read Vv X X

Overall, on the complete CPU2006 benchmark suite, Oscar reported a geometric
mean runtime overhead of 69% and memory overhead of 98%, Dangzero reported a
geometric mean runtime and memory overhead of 20% and 37%, respectively, while
SdShield’s values were 64% and 59%. However, Dangzero requires running in a specific
Kernel Mode Linux environment, and Oscar requires modifying the kernel source code.
The generally shorter runtimes reported in Dangzero also seem to be a result of the Kernel
Mode Linux environment. In contrast, although the overhead of SdShield is similar to
the other two, SdShield demonstrates stronger portability and defense capabilities—it
has no running environment restrictions, does not require compiling the kernel, and can
defend against other types of heap vulnerabilities including heap overflows rather than
just use-after-free, which proves the effectiveness of our design.
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6 Limitations and Future Work

SdShield, as a solution that uses shadow virtual address, has similar limitations to other
designs with the same principle [12, 14, 15]. All such designs currently target the system’s
default memory allocator, but applications may also rely on custom allocators [27].
In principle, our scheme can be applied to all applications by implement a separate
interceptor for all custom allocators. Second, the current implementation of SdShield is
not yet thread-safe, as competition between threads may lead to a confusing mapping of
shadow pages. Future work could address the issue of thread competition through page
table locking or by dividing a separate shadow area for each thread.

Besides that, while SdShield can prevent almost all use-after-free errors and report
them as soon as it happens, for heap overflow we can only detect them when the program
does an allocation or release operation. Although we can always check the canary of all
objects in its page table when an object is free, we may not be able to detect it immediately
when an overflow occurs. Future work could investigate checking the relevant canary
when the process performs certain specific operations, such as dangerous system calls
or memory write operations, rather than just memory allocation and release, as a way to
improve the timeliness of heap overflow detection.

7 Conclusion

Using a page protection mechanism for process security is an old idea that was originally
used for debugging. Although researchers have made optimizations based on shadow
pages and solved the critical scalability costs in recent years, the state-of-the-art solutions
still only support the detection of use-after-free errors and face portability issues. In this
paper, we propose a new scheme based on shadow pages and page table permissions.
We design a novel page table structure to secure the overall security of the heap area
and not just for use-after-free only. We use a method that dynamically adds system calls
to access and modify the process page table, enabling it to run on any Linux operating
system without requiring a specific environment. Finally, our experimental evaluation
demonstrates that our design significantly improves the security of the current page
permission-based solutions.
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