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Abstract. The rapid development of computer hardware and software
provides a suitable platform for machine learning, in which deep learn-
ing has become a breakthrough in machine learning technology in various
fields in many disciplines. Some recent research efforts have focused on
routing control based on deep learning. Therefore, this paper studies the
problem of intelligent routing, and aims to propose an intelligent control
strategy based on deep learning with the help of Software-Defined Net-
work (SDN) and other new network technologies. The characteristics of
SDN network that can easily obtain the network topology have laid the
foundation for selecting different routing paths according to the differ-
ent QoS levels of the flow. Nowadays, the routing modules in commonly
used SDN controllers use the shortest path algorithm which is simple
to implement and works effectively. However, the best path calculated
by controllers may suffer from huge traffic load and result in conges-
tion, and the controllers cannot learn from the previous experiences to
intelligently switch to other paths. This paper present intelligent routing
control strategy based on Deep Q-Learning (DQN) in SDN, which uses
the Openflow to collect information from the network, and aggregates
them to the SDN controller, and then uses DQN to generate the specific
routing for forwarders.

Keywords: SDN · Deep learning · Routing strategy · Reinforcement
learning

1 Introduction

Nowadays, the Internet has become a very important part of people’s lives.
Driven by strong market demand and the development of modern technology,
the Internet has developed more and more rapidly which has been gradually
inseparable from other industries. The initial design of the Internet was not
considered that it will be so widely used in the future, and its role will be as
important as this. Therefore, many designs at that time could no longer adapt to
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the development trend of modern Internet [9,10]. At present, security, robustness
and mobility have become the major problems of the Internet. In recent years,
Software Defined Network (SDN) has been sought as the most likely solution of
future network, and it has two characteristics: the control plane and data plane
are separated, and the network is programmable [1]. Therefore, SDN can provide
more effective configurations, better performance and higher flexibility to adapt
to the future development of the network [3].

In 2017, the Alphago also announced the arrival of the AI revolution. The
term “artificial intelligence” was originally born at Dartmouth society in 1956,
and AI has become the hottest research direction in the field of computer cur-
rently due to the progress of algorithms and hardware. As the learning algorithm
of artificial intelligence, Machine Learning (ML) and Deep Learning (DL) are
also accepted to extensive attention and research.

As a branch of machine learning, reinforcement learning is the product of
the combination of multidisciplinary. In the field of artificial intelligence, agent
is generally used to represent an object with behavior ability, such as robot,
unmanned vehicle, human and so on. The problem of reinforcement learning is
the task of interaction between agent and environment. The essence of reinforce-
ment learning is a “decision-making” problem, i.e., agent makes a decision by
itself. Deep learning is an algorithm proposed after the development of “artificial
neural network”, which can be regarded as the evolution of traditional neural
network. Deep Learning is also a new field in the process of machine learning,
and it emphasizes the importance of model depth and feature learning. Com-
pared with the traditional neural network, deep learning has similar structure
but obvious improvement. The essence of deep learning is to build a neural net-
work model with multiple hidden layers, and learn more useful features through
massive training data, so as to ultimately improve the accuracy of model classi-
fication or prediction.

This paper introduces an intelligent SDN routing optimization method based
on traffic classification, which is based on the characteristics of SDN, and com-
bined with the advantages of reinforcement learning in strategy optimization
and deep learning in data classification: when a network flow reaches a node in
the network (Openflow switch), it can use the deep learning model to classify the
network flow, and then according to the classification results to judge the QoS
level, and then uses reinforcement learning model to plan its forwarding path,
so that the flow can reach the destination node (Openflow switch) through the
shortest path that meets its QoS requirements [4–8].

The concept of network layered architecture is the key to the rapid develop-
ment of traditional Internet. However, in recent years, the scale of the network
is getting larger and larger, and the traditional network equipment with closed
network uses too many complex protocols, which is more and more difficult for
major operators to optimize the network, and also difficult for researchers to
deploy new protocols in the real environment. At the same time, with the con-
tinuous expansion of network scale, the rapid growth of traffic, the emergence
of various new services, the improvement of network operation and maintenance
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costs, the traditional network architecture is difficult to meet the rapid develop-
ment of network needs.

In order to meet the needs of the next generation of network development,
Mckeown proposes the concept of SDN which is a kind of network architec-
ture that the programmable control plane is separated from the data forwarding
plane. The control plane is a programmable controller [2]. The R&D person-
nel and operators can customize the network or deploy new network protocols
according to the needs of customers or their own products. The data layer is
composed of some Openflow switches, which are different from the traditional
two-layer switches. They only provide simple data forwarding function, quickly
match data packets, and complete data forwarding to meet the growing network
demand.

The most classic description of SDN architecture is the architecture diagram
from ONF (Open Network Foundation).

Fig. 1. SDN architecture diagram from ONF.

Figure 1 expresses the concept of hierarchical decoupling of SDN, including
the general basic hardware layer, hardware abstraction layer, network operat-
ing system, and upper-layer applications. And the basic hardware and hard-
ware abstraction constitute the physical network equipment which is the data
forwarding level in the SDN architectures. The network operating system and
upper-layer applications form the control level. The data forwarding level and the
control level are decoupled with a standardized interactive protocol such Open-
Flow. This decoupling architecture shows that the network operating system
and network applications (such as routing control protocols, etc.) do not have
to run on physical devices, but can run in external systems (such as X86-based
servers), thereby achieving flexible and programmability of the network.
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At present, the mainstream SDN controllers, such as Ryu, provides modules
to complete packet forwarding, and the basic algorithm used is Dijkstra (shortest
path) algorithm. Dijkstra algorithm finds the shortest path from the start node to
the destination node of packet forwarding every time. However, if the forwarding
of all packets only depends on the shortest path algorithm, it will bring a serious
problem. The data flow is easy to gather because of choosing the same forwarding
path, which greatly reduces the link utilization, and also easily leads to network
congestion. In view of the shortcomings of pure Dijkstra algorithm, there are
many researches related to SDN routing, and a variety of Dijkstra improved
algorithms or new routing algorithms are proposed.

2 Related Work

2.1 Overview of SDN Architecture

The definition of SDN is divided into two types, in narrow sense, SDN refers to
the new network architecture based on Openflow proposed by Stanford Univer-
sity. This new network architecture is derived from Ethane project of Stanford
University, which has produced the concept of Openflow and has evolved a new
network structure called SDN. In the initial SDN network architecture, Open-
Flow was its core technology. With the development of the CleanStage project,
the SDN network architecture expanded to separate the control plane and data
plane of network devices, so as to flexibly control network traffic, develop new
network applications on the platform of SDN, and make innovation to network
applications. The SDN technology in narrow sense has the following character-
istics:

(1) Separation of control plane and forwarding plane: traditional network equip-
ment constitutes the forwarding plane and only forwarding tasks are per-
formed, SDN controller constitutes the control plane to control the forward-
ing plane.

(2) Centralized control of the network, the SDN controller can obtain the entire
network topology of the forwarding plane and the local state of each net-
work device, the SDN controller can achieve centralized control of the entire
network with this information.

(3) Open interface: The SDN controller develops different interfaces for the
application layer and the device layer, then the application layer and the
device layer are logically independent of each other. In this case, when we
develop network applications, we just don’t need to know the situation of
the equipment layer.

As a new type of network technology, the SDN technology based on Openflow
has many incomplete places, but shortly after its birth, it has become the top ten
cutting-edge technology of MIT. It can be seen from this that the international
society is optimistic about the prospects of SDN, and discussions on SDN are also
in full swing. At present, the international standards organizations that focus on
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SDN mainly include: ONF (Open Network Foundation), Open Daylight, ACM
SICGCOM HotSDN Workshop, IRTF SDNRG and IETF.

The SDN architecture based on the Openflow specification was first proposed
by ONF which is established in 2011 with objective to formulate SDN related
standards and promote its proposed architecture. So far, ONF has proposed the
Openflow standard and the Openflow configuration protocol. These work have
accelerated the process of SDN standardization, and promoted the rapid develop-
ment of SDN. The ultimate goal of ONF is to turn SDN into ordinary software,
so that SDN can be deployed on general servers and common operating sys-
tems. In this way, ordinary programmers can implement network programming
on SDN. The SDN architecture are composed of application layer, the control
layer and the infrastructure layer. And for the different needs of the data center,
access network and bearer network, different SDN architectures are proposed.
Based on these architectures, research institutions have developed controllers
and network node devices that can be used in SDN networks.

At the same time, for controllers and network devices, as well as controllers
and upper-layer applications, there are also available interfaces. At present, the
SDN controllers based on Open mainly include NOX, POX, Floodlight, Open-
daylight, ONOS and so on. Regarding the switching equipment that can be used
in the SDN architecture, NEC first introduced a number of SDN switches that
support the Open protocol. Soon after that, companies such as Junifer, Hewlett-
Packard, and Huawei also launched network devices such as routers, switches,
and wireless network Access Points (AP) that support the Openflow protocol
developed by their companies.

2.2 Development Trend of Network Architecture

The core of the SDN architecture is the controller. SDN can be considered as a
set of client-server relationships between the SDN controller and other entities
(administrators, applications, and SDN controllers, etc.). In its role as a server,
the SDN controller can provide services to any number of clients, and the SDN
controller acting as a client can call services from any number of servers.

Figure 2 illustrates some of its key functions and interfaces. The introduction
of some nouns in the SDN architecture diagram shown in Fig. 2 is as follows:

– Client: Client is an entity that receives services from the server.
– Client context: The conceptual component of the server, which represents

all the information of a given client and is responsible for participating the
management and control operations with active server clients.

– Server: Server is the entity that provides services to the client.
– Server context: The conceptual component of the client, which represents

all information for a given server and is responsible for participating the
management and control operations with active server clients.

– Resource group: Network resources are grouped into layers according to a
certain technology or management boundary. Different network resources and
controllers can be controlled and managed with different protocols.
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Fig. 2. The core of SDN architecture.

The core work of SDN controller is Orchestration and Virtualization. The
control device satisfies client requests through virtualization and collaboration
of its underlying resources. As the network environment and customer changes,
the SDN controller is responsible for continuously updating the network and
business status to achieve optimal policy-based configuration.

An SDN controller controls and manages network resources through a south-
bound interface (D-CPI, Data-Controller, Platform, and Interface), and through
a northbound interface (A-CPI, Application-Control-Control-Control) Internet)
to communicate with applications or higher-level controllers. Management and
control are regarded as continuous behaviors, in which the role of administrator
(Administrator) is different from that of general applications, and it has greater
scope and privileges. The administrator has the right to configure the SDN con-
troller itself and Client context and Server context. At present, ONF has defined
the standard OpenFlow specification for D-CPI, but A-CPI still lacks industry-
recognized standards. The key of SDN is to realize the programmable control
of the network, and A-CPI is the basis to realize the programmable. Through
A-CPI, network service developers can call various network resources in the form
of software programming. At the same time, the upper-layer network resource
management system can globally control the resource status of the entire SDN
network through A-CPI and uniformly schedule it.

2.3 Routing Algorithms

Routing is the process of selecting a delivery path in a network and has been
applied in many types of networks including circuit switched networks and com-
puter networks.

In packet switched networks, routing is a higher-level decision-making which
uses a specific packet forwarding mechanism to transfer network packets from
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their source address to their destination address through intermediate network
nodes. Packet forwarding refers to the transmission process of logically processed
network packets from one network interface to another. The intermediate nodes
are usually routers, switches and other network hardware devices. Routing pro-
cess usually guides forwarding on the basis of routing table, which maintains
records of routes to different network destinations. Therefore, it is very impor-
tant to build routing table in router memory for efficient routing. Most routing
algorithms use only one network path at a time.

In traditional IP networks, routing algorithms are mostly implemented step
by step. There are widely recognized and used routing protocols based on link
state or distance vector algorithm, such as rip (routing information protocol),
IGRP (interior gateway route) protocol, OSPF (open shortest path first), etc.
These IP based routing protocols calculate the route and forward the packets
only according to the destination address of the packets. The result is that all
packets with the same destination address will go through the same network
path. Some existing multi-path protocols also do not consider the QoS require-
ments of different traffic flows. From the perspective of path optimization, this
has limitations, because it does not consider the traffic status of the whole net-
work.

Each switching device can obtain manually configured routing table through
static routing, or obtain forwarding information through dynamic routing and
regularly communicate with other devices in the network to obtain network
topology changes, so as to update its own routing table. According to the rout-
ing table, the switching equipment forming the network forms a forwarding table.
When the IP message arrives at the router interface, the chip in the entrance
direction extracts the IP message header, obtains the destination address, and
then searches the forwarding table according to the destination IP: if the desti-
nation address is the same as the network address connected to an interface of
the router, the data will be forwarded directly to the corresponding interface; if
the destination address is not found to belong to its own direct network segment,
then the router It will check its own routing table, find the corresponding inter-
face of the destination network, and forward it from the corresponding interface;
if it is found that the network address recorded in the routing table does not
match the address of 0 in the message, it will forward to the default interface
according to the router configuration, and return the control message protocol
(ICMP, Internet Control Message Protocol) with the unreachable destination
address to the user without the default interface configured.

Path selection is to select (or predict) the best route through some route
metric parameters among multiple routes. In IP network, routing algorithm is
usually used to calculate the metric. This metric information can be divided into
bandwidth, network delay, hops, path cost, load, MTU (Maximum Transmission
Unit), reliability and communication cost.

In the SDN network, considering that the data plane is separated from the
control plane, the switching equipment on the SDN data plane is only responsible
for data forwarding according to the flow table issued by the controller, and
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the forwarding path is calculated by the routing module in the controller. At
the same time, SDN is a programmable network, so a corresponding routing
algorithm can be developed and loaded on the control plane according to the
user’s needs.

Based on the above analysis, it can be concluded that the SDN network
replaces the routing protocol in the traditional IP network through the central-
ized control of the controller. The routing strategy of SDN is easier to implement
and more flexible.

2.4 Reinforcement Learning

The Basic Principles of Reinforcement Learning. Reinforcement learn-
ing is a kind of machine learning and it is different from supervised learning
and unsupervised learning. Reinforcement learning is the third machine learn-
ing mode in the field of machine learning, which continuously explores the sur-
rounding environment through an agent, and gets a corresponding reward value
r for every decision. Reinforcement learning consists of: what to do, how to map
between States and actions, and how to maximize reward signals. If the cur-
rent strategy selected by the agent is correct, a positive feedback signal will
be obtained, otherwise a negative feedback signal will be obtained. As a kind
of unsupervised learning, the biggest difference between reinforcement learning
and supervised learning is that there is no need to label data. Its three impor-
tant features are: basically a closed-loop form; it does not directly indicate which
action to choose; a series of actions and reward signals will have an impact in a
long time.

The essence of reinforcement learning is actually a decision-making problem
which constantly tries to interact with the environment. Each interaction pro-
cess will get a different feedback value, and then it will choose the one with
the largest feedback value as the best result. Reinforcement learning does not
need any label processing in advance. The agent constantly interacts with the
environment to get feedback, and then adjusts each attempt strategy through
the feedback results. Finally, the whole system will converge, and the intelligent
experience will get all the information of the whole environment and make the
best choice. Reinforcement learning model mainly includes the following compo-
nents: system environment (Env), agent (agent), reward function (R), selection
strategy (action). As shown in Fig. 3, the agent selects a strategy a at the current
time, which is that the agent begins to try the surrounding environment. The
agent observes the next state and gets a specific reward value, which may be
positive or negative. After a certain number of attempts, the agent can finally
make the optimal decision in the current environment.

Reinforcement learning also has its own particularity:

(1) Reinforcement learning is a way of learning without strategy.
(2) Reinforcement learning does not need to know the specific surroundings.
(3) Reinforcement learning, as a weak learning method, constantly tries to get

feedback from the surrounding environment through agents. Unlike general
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Fig. 3. The interaction of Agent and Environment.

machine learning, it does not even require prior knowledge to train. The
feedback information of agent in the process of exploring and learning is
presented in the form of reward value, rather than a standard correct answer.

(4) It can be used in combination with other fields such as supervised learning.

Markov Decision Processes. Reinforcement learning is a simple framework
from interactive learning to the realization of goals. Learners and decision mak-
ers are called agents. What interacts with everything other than agent is called
environment and they interact constantly. Agent chooses actions, environment
responds to these actions, and communicates new situations to agent. The math-
ematical framework can be used to summarize reinforcement learning. If the
change of state is only related to the previous state and the current action, but
not to the previous state and action, then the whole process can be described by
Markov decision processes. Most of the research on reinforcement learning meth-
ods is based on the theoretical framework of Markov decision-making. The finite
state and discrete Markov decision-making process is the basis of the whole
reinforcement learning algorithm. When it comes to Markov decision-making
process, it is necessary to mention Markov chain and hidden Markov, which are
more commonly used in machine learning Hidden Markov model (HMM). In
short, once the current state is determined, it is conditionally independent of
the historical path of the process, then the process has Markov properties. If
a process has Markov properties, then the process is a Markov process. Differ-
ent from the pure Markov chain, the next state of the Markov decision process
system is not only related to the current state, but also to the action to be taken.

A MDP is composed of 4 components M = (S,A, P,R). S represents the state
set space, A represents the action set space, P represents the state transition
probability matrix, and R represents the expected return value.

The process of simple Markov selection can be represented by Fig. 4. Suppose
that the current state of an agent is S1, and then an action a1 is selected and
executed, and the agent moves to the next state S2 with probability random
P , and then selects an action A, and moves to the next state S3 with certain
probability random, so on.

If action A is selected through state S to obtain MDP state transition process
of reward function R, as shown in Fig. 5.
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Fig. 4. Simple MDP state transition process.

Fig. 5. MDP state transition process with reward function R.

From the MDP process with reward function shown in Fig. 4, it can be seen
that the agent will only make decisions based on the reward value under the
current decision. In the process of practical application, it is often necessary to
consider not only the next step of the current state, but also the next steps of
the current state, so the concept of value function is introduced.

Q Learning Algorithm. In real life, the probability of something happening
in the environment is usually unknown and Q-learning is just used to estimate
an optimal strategy when the system environment is unknown. Q-learning algo-
rithm is a free model Q-value iterative algorithm. The difference is that in sarsa
algorithm, the update function of reward value and action value follow different
strategies, namely greedy strategy. Q-learning directly uses a Q-valued function
that can be calculated iteratively:

Q(St, at) = rt + γ max
at

{Q(s(t + 1), at)|at ∈ A} (1)

The meaning of function is that at time t, the system function is in state
s, after action a is taken, the maximum discount reward can be obtained. In
Q-Learning algorithm, the update of action value function is different from the
policy followed by when selecting action. This update method is also called off-
policy.

3 Design and Implementation

3.1 Principle of Routing Planning Algorithm Based on Q-Learning

Q-learning relies on Q-value iteration to achieve the balance between explo-
ration and utilization of strategy selection. In the process of Q-learning algorithm
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iteration, the direction of Q-value maximum is generally selected. But not every
step of iteration will follow this principle. According to the results of many
experiments, Q-Learning will distribute with a certain probability, and it will
try to go on in the direction of the biggest Q-value. The aim of Q-Learning is to
achieve the maximum reward value through continuous learning i.e. Q-learning
iteration.

3.2 The Simulation Design of the Experiment

The routing planning system based on reinforcement learning needs to meet the
following requirements:

– It has the function of quickly finding a routing path from the starting switch
to the ending switch.

– The selection of routing paths can take into account the QoS requirements of
the link. The final selection of routing paths should meet the requirements of
the link with large available bandwidth, low delay jitter and low packet loss
rate.

– The algorithm has good portability and can be compatible with some of the
OpenFlow controllers currently on the market, such as Ryu. In order to solve
the routing planning problem in SDN environment, this report designs and
implements a routing planning system based on reinforcement learning.

The overall architecture design of the routing planning system based on rein-
forcement learning is shown in Fig. 6. Mainly divided into the following four
modules: link discovery module, link state pre-processing module, reinforcement
learning training module and Q matrix delivery module.

The link discovery module mainly uses all the information of the whole global
network of the controller in the SDN network. So we can get a topology informa-
tion of the whole network environment through this module. At the same time,

Fig. 6. The architecture of routing plan.
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the topology information of the whole link is sent to the reinforcement learning
training module.

The link processing module mainly aims at a QoS requirement of the net-
work. The traditional network routing algorithm is basically based on the Dijk-
stra shortest path algorithm. The selected path only considers the influence of
hop number, but ignores other QoS factors such as delay jitter, link available
bandwidth and so on. Here, the link state information obtained in advance by
the Iperf tool is pre-processed, and then its impact is considered in the reward
function of Q learning.

Reinforcement learning training module is the core module of the system.
The reinforcement learning algorithm used in this system design is Q-Learning
algorithm. Based on the link relationship obtained by the network link discovery
module and the link state information processed in advance, the initial Q matrix
and the reward function under each link state are established. After training,
output a convergent Q value table. The Q-value table distribution module is
to distribute the Q-value table obtained after intensive learning training to all
OpenFlow switches. SDN controller has two working modes, one is active mode
and the other is passive mode. The active mode SDN controller transmits all
stream information to the switch at one time; in the passive mode, when the data
plane receives a new packet, the control plane will send the relevant information.
The first active mode is adopted in this paper. The controller sends the trained
Q-value table to all switches. When the switch receives a new packet, as long as
you look up the corresponding Q-value table, you can immediately get a route
from the start point to the end point.

4 Results and Discussion

This paper introduces the related technologies and principles used in the research
process. Firstly, it introduces the basic concept of SDN network topology dis-
covery and the protocol used in SDN network is analyzed. After that, the report
introduces the reinforcement learning technology which will be used in the follow-
up research. At the same time, most reinforcement learning processes are basi-
cally a Markov decision-making process, so this report also introduces several
different Markov models and Markov processes in detail to help us understand
reinforcement learning algorithm. Then, the current Q-Learning and other rein-
forcement learning algorithms are described.

In this chapter, we first propose a routing algorithm based on Q-Learning.
The implementation principle and algorithm flow of this routing algorithm are
introduced in detail. In view of the fact that the route planning algorithm based
on Q-Learning needs to design the corresponding features manually, but in the
actual application environment, the number of features is often complex, and it
is generally unrealistic to extract the required features manually, this paper also
puts forward the idea of route planning algorithm based on deep Q-Learning
and hopes to use deep-based routing planning algorithm Q-Learning routing
algorithm uses neural network model to replace the Q-value table in the con-
ventional Q-Learning algorithm, and learns the design instructions of related
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functions. Finally, the States and reward functions of reinforcement learning
algorithm are described, and a certain network topology is constructed.

5 Conclusion

As a new network architecture, SDN is the focus of the next generation network
research, and its biggest feature is the separation of control and forwarding.
In SDN network, there is no longer the difference between router and switch.
All the work of routing planning is given to the controller, and the switch only
undertakes the function of data forwarding. There is no fixed route planning
algorithm in the industry at present. The traditional route planning generally
adopts Dijkstra shortest path algorithm, which only considers the number of
link hops, and does not consider the QoS standard of network links. Therefore,
this paper proposes a route planning algorithm based on reinforcement learning,
and mainly does the following work around this goal:

(1) The current research status of SDN at home and abroad and the research
status of routing planning under SDN network architecture are studied and
analyzed. It is concluded that the routing planning in SDN network is actu-
ally a very broad research topic, and every aspect of routing aggregation,
traffic engineering and so on is worthy of in-depth study. In this paper, only
routing algorithm is chosen as the research direction.

(2) In this paper, reinforcement learning is applied to SDN network routing
planning. The routing algorithm based on Q-Learning sum is studied. In
this process, the network link QoS standard is mainly considered. Obviously,
this algorithm can make full use of the network link.

(3) There is a disadvantage in the routing algorithm based on Q-Learning: it
needs to design the corresponding characteristics manually. However, in the
practical application environment system, the features are often various and
complex, so it is very difficult to extract design features by human, and the
effect is not very good. Therefore, this paper combines neural network with
reinforcement learning and proposes a routing planning algorithm based on
deep reinforcement learning. The approximate function trained by neural
network is used to replace the Q value table. The experimental results show
that the routing algorithm based on deep Q-Learning also has good perfor-
mance in routing.
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