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Abstract. Al governance has been increasingly preeminent in digital
world which presents a practical challenge of combining technical digi-
tal implementation with legal governance in real world. This work pro-
poses a strategical bridging framework between AI governance poli-
cies and technologies on the fundamental content expression modals
of data, information and knowledge, and crossing modals processing
of DIKW content/resources through formalization abstract or intangi-
ble policies and their interactions as concrete technical tangible execu-
tions of modal transformations, essential computation and reasoning.
The essential content oriented formalization, computation and reasoning
of features, policies and associations bridging legal pursue and technical
details is unified based our proposed existence computation and rela-
tionship defined everything of semantics mechanisms, which we further
proposed as essence computation and reasoning for multiple modal and
cross modal content. We demonstrate the feasibility and effectiveness
of our essential content oriented multiple modals analysis and model-
ing through construction of a systemic privacy protection framework
in the background of the whole process of perception, storage, transi-
tion and processing of user generated content in virtual communities.
This solution framework seamlessly integrates originally discrete policies
and demands on fairness, personal security, financial security, peace and
quiet, autonomy, integrity against commodification and reputation at
the technical execution level in terms of specific activities and concrete
actions inside and cross data modal, information modal and knowledge
modal.
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1 Introduction

The automated decision-making of artificial intelligence system is fast and con-
venient than, When the decision is related to people, it may lead to prejudice
and discrimination against human individuals [1] and privacy violations [2].

The definition of privacy is related to human pensonal values. Nowadays,
more and more users choose to share life in virtual community, or communicate
with people with the same interest in data, information, knowledge and other
forms of content. As a result, Virtual trace (T yirtuar) left by users’ browsing and
User-generated content (UGC) posted by users themselves on virtual community
are also included in the category of privacy. T yirtua; can reflect the user’s own
character and behavior [3], UGC can reflect the private resources of user which
are not influenced by the outside world [4].

T virtuar includes user browsing history, purchase history, and interaction
history, and UGC includes text, video, voice and any other types of content that
users post in virtual community. There exists a connection between Tvirtual and
UGC that Tyirtua; includes the behavior of users posting UGC.

A study on the privacy status of personal online social networks in the 10
most visited online social networking sites (OSNs) in the world indicated that
many users ignore the privacy risks on OSN, and traditional privacy protection
methods have limited effects on the protection of personal privacy [5]. In the
four links of the circulation of private resources: Sensing, Storage, Transfer and
Processing, The development of privacy protection technology lags behind the
development of privacy acquisition technology. It’s necessary for both virtual
community and users to strengthen their awareness of privacy protection.

There are three parties involved in the circulation of privacy resources: Gen-
erator (User), Acquirer (Visitor) and Communicator (Virtual Community). The
different party have different rights to privacy in the different links of circulation.
The interaction and balance between the rights to privacy of the three parties
combined with DIKW graph technology to maximize privacy protection. DIKW
graph is a multi-layered architecture for processing typed resources, which can
be divided into four parts: Data graph, Information graph, Knowledge graph and
Wisdom graph. The DIKW graph technology can be used to optimize the pro-
cessing efficiency of the integration of storage, transmission and calculation [6]
and privacy data protection [7].

2 Privacy Resources of Users in Virtual Community

The privacy resource (Privacyprx, Pprk) can be extracted from the T yirtual
and UGC in virtual community. Through the semantic formalization of key
elements of Ppri [8], Pprx is classified into three types: Dataprk, Infor-
mationprx and Knowledgepry, according to the differences of Ppri’s own
attributes, such as Eq.(1). All of the Ppjk represents a feature of users that
can be used to analyze and define users.

Privacyp ;. = {Datapri, Informationy i, Knowledgep i (1)
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2.1 Privacy Resources in the DIKW Graph

Data, Information and Knowledge

Datapry- Dataprg is a directly observed discrete element that has no meaning
without context and is not associated with a specific human purpose. In this
paper, Datapri refers to the attributes of the UGC that the user posts in
virtual community, such as a photo, a paragraph of text, and the user’s profile,
name, age, degree, and so on.

Informationpri. Informationprx or Ipryx is used to explore, analyze, and
express the interaction between two entities, which can be either a person or
other objects. In virtual community, Iprx records the relationship R(User,
E ussociated) between users and entity directly connected to users, as well as
the relationship R(E, E,ipher) between a entity and other entities. Relationships
can define everything at the semantic level [9].

Knowledgepri. Knowledgeprx or Kprk is derived from Dprx and Iprg
through structural and formal derivation, and is further improved on the basis
of Iprix. Ipri represents the relationship between individual entities. K prx
summarized the relationship between entities of the same type on the basis of
Iprk.

K prk is the reasult of a induction and prediction of individual behaviors.
K prk has two basic: the validity probability of K prx (K pri (Val)) and the pre-
cision probability of K prx (K pri (Pre)). Kpri (Val) refers to the probability
of K pri predicting user behavior and psychology successfully. K pjg (Pre) indi-
cates the abundance of related content contained in K prx for the same event.
For example, K prxo(Pre) is greater than K prx1(Pre) as followed:

K prrx1 = “The user need Commodity 4”

Kprre = “The user need Commodity 4 at Timepg”

Properties of Privacy Resource. In the case of two or more private resource
contents with logical conflicts exists in DIKW graph. For example, virtual com-
munities provide users with an environment separated from reality, in which
users may create a virtual image that does not conform to their own real image.
The T yirtvar and UGC is partly in line with the user’s actual self image, and
partly in line with the virtual image that users imagine in their minds.

As shown in Eq.(2), Pprx are classified into Peopsistent and Pinconsistent
after traversal comparison with other Pprg. If the result is ture, the Peonsistent
belongs to Pipconsistent, Which has no logical conflict with other Ppjg. If the
result is false, the combination of Pprgx1 and the conflict Pprro Pceonsistent
belongs to Pinconsistent, And there is logical conflict between the Pprx in

Pinconsistent'
TraverseCompare(Ppri1, Pprx)

B TURE — PDIKl S Pconsistent (2)
FALSE — (PDIK17 PDIKQ) € Pinconsistent
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Group Privacy and Intimacy Group. Pprx is not only belong to indi-
viduals, but also can belong to group. It is possible to dig out the Pprx of
individual’s family members, friends, neighbors, and other groups based on the
Pprx of individuals.

Group privacy [10] exists in two or more entities Fy, Fo, ,E,, which can be
classified into Group relationship privacy (GP.eiation) and Group content pri-
vacy (GP content) according to their attributes. Entities in Group privacy consti-
tute an intimate group (G rptimacy) 0f mutual protection of privacy. Grntimacy 1S
not limited to a collection of multiple individuals who are related, but can also
be people of the same race, gender and age.

GP relation 18 the retention of R, which is the relationship between multiple
entities. Users do not want to be known about their relationships with other
users in G rptimacy Dy others; or for some purpose, not to be known by others.
GP content refers to the Ppri shared by Grntimaey, in which the importance of
different individuals on P prx may vary due to individual differences but remain
within a certain range.

2.2 Handle of Privacy Resources

There are a lot of duplicate and invalid Pprk in virtual community. It is neces-
sary to organize PprxK before DIKW graph modeled, which includes extract,
transform and load (ETL), transferring Pprx from virtual community as a
source to the destination of the DIKW graph.

Extraction of Privacy Resources. The extraction of Ppjx includes extract-
ing the content of Pprx from homogeneous or heterogeneous source. Based on
the self-subjectivity of privacy, different users have different reservation degree
of Pprk, and the standards of Ppri extraction are different.

Users have different degrees of reservation to different Ppjrx (D ges). The
higher the value of Ppjg(Dges), the higher the retention of Pprx. When the
value of Pprx(Dges) is higher than the threshold Dy, the Pprk is classified
Secretpri as shown in Eq. (5), which and will be abandoned in the process of
extracting Ppri.

Secretprx = {Pprx|Pprx(Dres) > Dw} (3)

As shown in Eq.(4), the function Reserve is constructed to calculated
Ppri(Drges) based on the source of Pprix (Ppri(Source)) and the behav-
ior record group associated with the Pprx (Inter(Pprx)) which storaged in
InformationGraphprk .

Ppri(Dres) = Reserve(Ppyi (Source), Inter(Ppri)) (4)

Among them, Ppri(Source) includes Tyirtuar and UGC, and Tyirtual
belongs to passive resources, UGC belongs to active resources. In general,
the Pprrx(Dpges) of Pprx from Tyirtuq is higher than Pprgx from UGC.
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Inter(Pprr) includes positive behavior Inter??® and negative behavior Inter™e9
in the protect of Pprx, which are respectively positively and negatively corre-
lated with the value of Pprx (D Res)-

Transition of Privacy Resources. Pp;x can be converted by the Transition
module to a new privacy resource (Pprx™"). There are three kinds of transi-
tion, First-order Transition, Multi-order Transition and Technical Transition in
Transition module.

Pprik(In) denote the degree of entry of each Ppjrx, which is the degree
generated by the other Pprrx. Pprx(Out) denote the degree of exit of each
Ppri, which is the way generated by the other Pprx.

First-order Transition. First-order Transition to generate a new P prg™¢" from
a single Pprx, Which includes same-type transition and cross-type transition
among Dprgk, Iprk and Kprk.

Multi-order Transition. Multi-order Transition is also known as Associative
Transition, refer to generating Pprx™¢" by combining several Pprgi. There
is no limit to the type and number of Pp;x and Pprx™™ in a Multi-order
transition.

Pprx® represents an initial Pprx; Pprx® represents a Pprx connected
to PprxM; Ppri® represents a new Pprx™¢? generated by combining P pyx V)
with one or more Ppy?.

Technical Transition. First-order and Multi-order Transition are simple Pprx
transition based on common sense reasoning, while other Pprx transition
require the assistance of technology and other resource contents, which is Tech-
nical Transition. Technical transition of Pprx has different difficulty, and is
not necessarily able to complete. The difficulty of Technical transition is related
to the entity E involved in the transition. As shown in Eq. (5), the function
Difficulty is constructed to compute the difficulty of transitioning Pp;x to a
Ppre™" (Tpifficuity). The content of E includes the technology(E¢ccn) and
other resources (Ercsource). When the T pif ficuty is infinite, it means that Pprx
can not be transitioned to Pprx™¢" with only entity F.

Tpifficutty = Dif ficulty(Ppri, Pprx"", E) (5)

= DfoZCUlty(PD[K, PDIKnewa Etechz Eresource)
Load of Privacy Resources. Load of Pprx means insert Pprx into final
target storage medium. After extraction and transition, the DIKW graph will
be modeled based on all PDIK by classifying PDIK into DDIK, [DIK, KDIK

and storaged separately on Data graph, Information graph, Knowledge graph,
which constitute DIKW graph of user [11], such as Eq. (6).

DIKWGraph = { DataGraph, InformationGraph, KnowledgeGraph}  (6)
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In addition, load of Pprk also includes the modeling of the group DIKW
graph shown in Eq. (7), which taking Grntimacy as a entity E and GPcongent Of
G rntimacy @ Pprr. There exists relation between DIK WGmth and the DIK-
WGraph of the user in Grntimacy but is reserved as GPrejation. And the realtion
between individuals of Grntimacy is also reserved as GPreiation- GPrelation 1S
stored in InformationGraph®.

DIKW Graph® = {DataG’mth7 InformationGraph®, KnowledgeGmth} (7)

2.3 The Value of Privacy

Privacy is a big category, in a narrow sense, it includes the individual’s control
of self-resources. In a broad sense, it represents many different interests and
values, including fairness, personal security, financial security, peace and quiet,
autonomy, integrity against commodification and reputation.

Fairness. In the automated decision-making of Al system, different individuals
should be treated fairly. Privacy protection is an important part of ensuring
fairness of decision-making of Al system.

Such as Eq. (8), the function Fairness is constructed to compute fair index
V Fairness Of Al system. V pgirness 18 true means the decision-making of Al
system meet the need for fairness and is legal.

VFairness - Fairness(PDIK(G), Upm’ce) (8)

Where Ppri(a) represents the group of Pprx participating in decision-
making of Al system that should not include any P prx will affect the decision-
making. Uprice represents the price that different individuals need to pay. For
example, the Upice of normal people and people with disabilities in the same
event is different. Therefore the AT system should try to balance the costs of the
two through additional conditions when making relevant decisions to ensure the
fairness for everyone.

In addition, the AI system should also be equipped with an additional
“application-verification-approval” mechanism to correct decision errors caused
by the untimely update of DIKW graph.

Personal Security. Ppri related to personal security of user includes travel
trajectory, home address, commuting time and so on. The leakage of Pprx will
increase the possibility of users being attacked by potential attackers.

As shown in Eq. (9), the function PS as followed is used to calculate the
personal security index V pg. When V pg is higher than the threshold V pg", it
is proved that the personal safety of the user can be guaranteed and the decision
behavior of Al system is leagal.

Vps = PS(E, Ppri(a)) 9)
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Where the visiting entity E includes the purpose of E (Epurpose) and the
indentity of E (E;p). It is part of the decision-making work of AI system to
verify the identity of the visitor and determine the Pprg(g) transmitted to the
visitor based on (Epurpose)-

Financial Security. In the process of financial security protection, different
from personal security, the Al system not only need to verify the identity of
the visitor, but also need to consider the group privacy attributes of financial
security. The target of harcker that can threatens the security of property is not
a specific user, but the user with the most property in a G rptimacy-

When two Giptimaecy contain the same user, the privacy disclosure of
G rntimacy1 Will affect the privacy protection of Grntimacy2. For example, the
attacker can infers the rich gathering area based on the home address of the user
with the highest assets in G rntimacy1, Which will affect the financial security of
G Intimacy2 composed of the user and his neighbors.

As shown in Eq. (10), the function FS is constructed to calculates the financial
security index (V gg) of user. When V pg is higher than the threshold Vg™,
the financial security of user in the decision-making process of Al system can be
guaranteed, and the decision-making behavior of Al system is legal.

Vs = FS(Ea PDIK(G)a Gpcontent) (10)

Peace and Quiet. In the virtual community, many users maintain a virtual
image which is different from own real image in the real world, and trying to keep
it that way. In the virtual community, many users maintain a virtual image that
is different from the real image in the real world, and want to maintain this state
without being disturbed. Users do not want others in the virtual community to
know their identities in the real world, nor do they want contacts in real life
to know their ID numbers in the virtual world. The existence of the virtual
community provides a “window” for many users to escape from the real world.
When privacy is protected, Virtual communities can give users a state of peace
and quiet that they want but can not have in the real world.

The mutually exclusive privacy resource group Pinconsistent 1S @ conflict cre-
ated by a user’s desire for two different identities. As shown in Eq.(11), The
function PQ is constructed to calculate V pg based on Pjpconsistent When Vpg
is higher than the threshold V pg"', The dual identity of user will not be dis-
turbed and the decision-making of ATl system is legal.

VPQ = PQ(Pinconsistenta PDIK(G)) (11)

Autonomy. Autonomy means that individuals are free and able to act and
choose and do what they want. Privacy and autonomy are important to indi-
vidual growth. Nowadays, with the development of big data technology, the
problem of “technology crossing the boundary” has arisen in the collection and
use of individual Ppg, which infringes the autonomy of users.
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The recommend system is an important part of Al system. The recommend
system provides users with appropriate customized services based on Knowl-
edge pri of users, but the customized services should not be limited to the most
suitable for the user calculated by the Al system. While using big data technol-
ogy, the user’s right to choose autonomously should be guaranteed.

The success rate of recommend (R ecommend) to user of Al system can reflect
the user’s acceptance of the recommend system. As in Eq.(12) , the function
Autonomy is constructed to calculate the autonomy indexV autonomy. The Al
system will recommend different lines to different users according to V sutonomy-

VAutonomy = Autonomy(Ryccommend) (12)

Integrity Against Commodification. Commodification refers to the behav-
ior that treat individual, life or human nature as a pure commodity which puts
money above personal life. Privacy protection is also a protection of the indi-
vidual. The individual should not be treated differently because of age, race,
education level or economic class in particular systems such as health care and
law.

As shown in Eq. (13), the function IAC is constructed to calculate Viac
in the decision-making process of Al system. If and only if V¢ is true, the
decision-making process conforms to the requirements of integrity against com-
modification, and the decision-making behavior is legal. Where E,;pose Tepre-
sents the different decision-making system such as law system. V,¢ is calcu-
lated by comparing Fpurpose and Pprx(a)-

VIAC = IAC(Epurposea PDIK(G)) (13)

Reputation. Reputation is closely related to privacy, and the defamation of
others is an invasion of privacy. Defamation refers to make an incorrect char-
acterization or association of user based on true or false Pprg, so that the
reputation or psychological, emotional health of user are affected.
Equation (14) is used to calculate the reputation index V reputation, If
V Reputation 1s higher than V ReputationW7 it means that the decision-making
process of Al system will not affect the reputation of user, and the process is
legal.
VReputationW = Rep'UJtation(Epurposea EID’ PDIK(G)) (14)

3 The Rights in Circulation of Privacy Resources

The circulation of privacy resources in decision-making process has four circu-
lation links: Sensing, Storage, Transfer, and Processing. The rights to privacy
in circulation includes the right to know, the right to participate, the right to
forget and the right to supervise.
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3.1 Rights to Privacy

Right to Know. The right to know refers to the individual’s right to know and
obtain Pprg. The right to know is not unlimited but differentiated according
to different participants.

The right to know includes Know(course) and Know(content). Know(course)
is the right to know about the circulation of Pprg, including Sensing’,
Storage™ | Transfer™, Processing®. Know(content) is the Ppri(a) calcu-
lated in Eq.(15), which represents what the participant have the right to
knOW(PDIK(G)Know)-

PD]K(G)K”O“’ = Know(Erp, Epurpose, process) (15)

Know

As shown in Eq. (15), Pprk(a) is calculated based on the identity and
purpose of participant. Besides, Know(content) of the same participant in dif-
ferent processes is also different.

Right to Participate. The right to participate refers to the right of the method
participant participating in the management and decision-making of Pprx. As
shown in Eq. (16), the function Participate is constructed to calculate the content
of right to participate(Participation), Such as the form of participating, the
number of participating and the deadline of participating.

Participation = Participate(Erp, Epurpose, PTOCESS) (16)

Right to Forget. The right to forget refers to remove old Ppjx (PDIKOM)
and unvalue Pprg (PDIKunvalue) from the DIKW graph. PDIKOZd isthe Ppri
that is replaced by a new Pprx over time. Pprx®"*®*¢ is the Pprx whose
value is less than the storage cost.

A forgetting period T forget is set to prevent the influence of Pprx°d on
decision-making of AI system and the drag of Pprx "% on virtual commu-
nity. Every period of T forget is passed, the virtual community will take place a
systematic forgetting of Pprx.

Right to Supervise. The right to supervise in the process circulation of Pprg
can be divided into logic supervision(S;ogic), value supervision(Syaiue) and right
supervision Syigne. The right of supervision is the threshold of the decision-
making process of Al system, only the supervision result of each participant
in each process is true, the decision-making behavior is legal. The subject of
supervision can be any interested participant.

Logic Supervision. Logicl supervision is mainly to supervise the common basic
logic errors. For example, the number of votes is greater than the number of
voters, which a logic error occurred in the decision-making process. The result
of Sjogic is false and the decision-making result is legal and not recognized.
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Value Supervision. There are seven values of privacy: fairness, personal security,
financial security, peace and quiet, autonomy, integrity against commodifica-
tione and reputation, which is the content needs supercised of value supervision.
When V puirness and Vaco are true, and the others greater than their respective
thresholds, Syqiue is true and the decision-making process of Al system is legal.

Right Supervision. Right supervision is to supervise whether the use of privacy
rights by participants exceeds the limit in each process. Syigne includes Sgnow,
Spaticipate AA S forger in all four links of circulation.

3.2 The Circulation of Private Resources

Sensing. The sensing process occurs between Generator and Communicator.
Virtual communities extract Pprgx from T yirtuq; and UGC, and model a DIKW
graph of user based on Ppjg. The rights to privacy involved in the Sensing
process are:Knowg, Knowc, Participatec, Supervise g_cy, Supervisec.

Storage. The storage process is that Communicator storage the DIKW graph
of different types Pprk in a medium that can be accessed and restored. Some of
the privacy rights involved include: Participatec, Forgetco, Forgetq, Supervisec.

Transfer. Transfer is the process that Communicator transfers Pprx on the
DIKW graph to Acquirer. Some of the privacy rights involved include: Know 4,
Knowg, Participatea, Supervisec_ 4y, Supervise a_cy, Supervise(g). Among
them, Knowg and Supervise ) are the inherent rights of user. In practice, it
possible for user not to exercise their rights, but both of these rights still exist.

Processing. Processing is the process that Acquirer exploits and develops a
Pprk obtained from virtual community. The privacy rights involved are as fol-
lows: Participate a, Supervise g_ 4y, Supervise 4.

4 Privacy Protection

The significance of privacy protection is to provide guidance that can reduce the
privacy risk and enable the Al system to make effective decisions in resource
allocation and system control.

The privacy protection has a three-layer decision mechanism. The first layer
is the supervision mechanism, each participant has the right to supervise in the
process of Pprg circulation. The second layer of privacy protection is anonymous
mechanism, which protects Pprx generated by sigle Ppji. The third layer is
partition mechanism, which protects Pprx generated by multiple Pprk.
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4.1 Anonymous Protection Mechanism

Data Anonymous Protection. Data anonymous protection can be used
to protect particular Datapjg. For example, a negative or positive HIV test
result(D prx1 = “HIV=negative/positive”) is represented by the value of param-
eter A (Dpr1=“A=0/1") in the trasfer process of Pprx.

The professional visitor with eligible for access (Visitorprofession, Visitorpro)
has the ability to restore D prg1? back to Dprgi. Whereas a Hacker who is not
qualified to access D prg1 does not have the ability even if he obtained Dpy K1t
through improper means. Data anonymous protection can reduce the risk of
Ppri leakage at the data level.

Information Anonymous Protection. Information anonymous protection is
to hide the relationship between user and other entities through anonymity. For
example, as shown followed, I py K1t generated by I prg1 after anonymization:

Iprrx1 = “User A tested positive for HIV”
Iprx1® = “User XX tested positive for HIV”

The anonymization of I pyx1 does not affect Visitory,, with medical research
purposes to use of private resources of patient. But it’s difficult for hacker to con-
nect I prg1? with a specific user. Information anonymous protection contributes
to reduce the risk of patient privacy leakage.

Knowledge Anonymous Protection. Knowledge Anonymous Protection is
that the attribute K prx (Val) of K pri is concealed. The K prx trasferred by by
Communicator to Acquirer is a collection of all possible K prx rather than the
most possible single K prg. The solution of target K prx based on the visitor’s
purpose will diverge to varying degrees, and the solution space of K prx will
expand with multiple K prx12. The validity of all K p;x is the same for visitor,
and visitor will provide difference services based on different K prx*, which can
ensure choice autonomy of user.

4.2 Partition Protection Mechanism

ew

It is known that the Pp;x on DIKW graph can be transformed to Pp;x™
If the calculated T pif ficuity of Pprx according to Eq. (5) is infinite for visitor,
the Pprix will be allowed to transfer to Acquirer by Communicator. Beacause
the visitor has no ability to transform Pprg, and will not cause the threat of
irrelevant P pri disclosure.

The decision to protect Pprx based on T pjf ficuity does not apply to all sit-
uations, because in some cases the calculation of T'p; ficuity is too troublesome.
If both Pprx can meet the needs of visitor in decision-making of Al system,
the Pprg with a small Ppjg (Out) will be choosen as output. The smaller the
P pri (Out), the smaller the possibility of Pprx being transformed to Pprx ™",
and the smaller the risk of leakage of irrelevant Pprg.
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5 Conlusion

T virtuar and UGC left by user in virtual community is kinds of privacy resources
and can be classified into data resources, information resources and knowledge
resources which constitute the DIKW graph. Then the protection of Ty tual
and UGC in the law is seriously lagging behind. The application of big data
technology in and Tirtuq; and UGC has created a “technology crossing the
boundary” problem but neither the operators of the virtual community nor the
users themselves are aware of this problem.

There are four links of circulation of privacy resources: Sensing, Storage,
trasfer and processing. The four links are completed by one or two of the
three participants: Generator (User), Communicator (Virtual community) and
Acquirer (Visitor). A legal framework of AI Governance for privacy resources
protection in virtual community is established by clarifying the content of rights
to privacy of each participant in each link. The content includS the privacy
allowed to be known, the form of participation, the time when private to be
forgotten, and so on. And the supervision mechanism is used to ensure that par-
ticipant does not exceed the scope of their privacy rights. In addition, anonymous
and partition mechanisms have also been applied to the protection of private.
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