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Abstract. In an era marked by the rise of digital transactions, mobile
money platforms continue to experience rampant fraud and thus effec-
tive fraud detection approaches are key for maintaining the integrity of
financial systems, especially in the Sub-Saharan region. This study sim-
ulates known fraudulent scenarios found in mobile money platforms in
Sub-Saharan Africa using a multi-agent-based simulation platform called
MoMTSim. MoMTSim generates rich synthetic mobile money transac-
tion datasets that are statistically close to the real mobile money trans-
action data. The study examines common classification models includ-
ing Logistic regression, Gradient boosting, Decision trees, AdaBoost,
XGBoost, and Random forest for financial fraud detection. The mod-
els were evaluated using several performance metrics including Preci-
sion, Recall, F1-score, AUC-ROC, and notably, the Matthews correlation
coefficient (MCC), which is particularly effective for imbalanced classes
common in financial data. The results demonstrate that all tested models
are capable of identifying fraudulent transactions, with varying degrees
of success. The XGBoost model stood out with the highest MCC (0.82)
and AUC of 0.97, indicating superior overall performance. Meanwhile,
the Logistic regression model served as a benchmark with an MCC of
0.67, revealing the performance enhancements offered by more complex
models. However, the study also underscores the importance of consider-
ing the computational costs associated with more complex models. The
findings affirm the potential of machine learning algorithms for fraud
detection and provide valuable insights into model selection based on
performance and computational requirements.

Keywords: Mobile money transactions - Simulation - Agent-based
modelling - Fraud detection - Machine learning

1 Introduction

The challenge of increasing financial fraud in mobile money transactions in the
Sub-Saharan region has numerous consequences on the economy and existing
programmes that aim to promote financial inclusion. Mobile money technology
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has been leveraged on many occasions for instance during the Covid-19 pan-
demic [17,20], to disburse relief cash to vulnerable communities. The service
providers (telco operators) and financial institutions are at the centre of secur-
ing transactions happening on their platforms with guidance and regulation from
the central banks. The service providers mostly rely on rule-based expert systems
to detect incidences of financial fraud [6,18]. The challenge with that approach
is the resulting high false positive rates due to the ineffectiveness of the rules
on complex fraud patterns. Also with the dynamic nature of fraud in financial
systems whereby fraudsters tend to be more adaptive than the service providers,
controls need to be adjusted to suit this behaviour otherwise the race becomes
unfair [5,24,26]. The changing patterns of fraud render historical data kept by
the service providers obsolete for financial fraud detection even if the researcher
is able to access the dataset. The financial records for mobile money transac-
tions are very sensitive and often kept private denying the chance for outside
researchers to participate in offering solutions to the fraud challenges. Besides,
no diverse categorised fraud scenarios can be found which would inform the tun-
ing of the existing financial fraud controls as well as the opportunity to develop
better fraud detection techniques using computational methods [24].

Machine learning algorithms composed of Logistic regression, Random forest
and Decision trees can be trained on data with labelled instances of financial
fraud to detect future occurrences of the crime including complex fraud pat-
terns. Such endeavour requires diverse, well-labelled data that is often difficult
to obtain and at the same time, the data should be rich enough in terms of
fraud cases for the intended tasks [24]. Owing to the intrinsically private nature
of mobile money financial datasets and the class imbalances in the real datasets,
this study generates diverse synthetic mobile money transaction datasets using
a financial simulation platform [30]. MoMTSim is designed and calibrated based
on real transaction data and its outputs are evaluated using the sum of squared
errors (SSE) method by computing the difference between the real and synthetic
data. With the agent-based modelling techniques used in its development, this
study leverages simulation to model known fraudulent behaviours from the real
ecosystem to enrich the synthetic datasets by defining specific fraud parameters
in the model. Using the rich synthetic transaction datasets, this study performs
financial fraud detection using common machine learning algorithms and evalu-
ates the efficacy of the models in identifying unique fraudulent patterns in mobile
money transactions.

1.1 Unique Fraudulent Behaviours in Mobile Money Transactions

Split Deposit Fraud. Split deposit fraud involves the mobile money merchant
who acts as an intermediary between the customer and the mobile money system,
facilitating the conversion of hard cash into electronic money and vice-versa. In
this scenario, a dishonest mobile money merchant splits cash deposits into the
client’s account in the form of small chucks to enable earning of higher commis-
sion because of the many deposits made. These transactions happen in short time
intervals involving a particular mobile money account. This fraudulent activity
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reduces the revenue of the service provider and large sums of money are lost
when many mobile money merchants take part in it. Even though some service
providers tried to put a rule-based approach of a time frame to isolate these
transactions, a number of the practitioners quickly learned about the measure
and adapted in terms of the schedules to commit fraud [5,31].

Refund Fraud. This scenario is commonly practised by mobile money clients
(end-users of the service). It involves the fraudster making a payment for goods or
services using their mobile money account. Then a refund or reversal is requested
leading to a transfer transaction that is fraudulent. The fraudster keeps track of
merchants that easily fall for this kind of fraud and aims to carry out as many
transactions as possible including with potential new victims and eventually
withdraws their gains out of the mobile money system [5,31].

2 Simulation and Fraud Detection Approaches

The use of simulation for fraud detection research has been presented by several
studies [23-26]. The work in this paper expands on the capabilities of simulation
using agent-based modelling techniques to develop models of current fraudulent
tactics in mobile money services. The efforts in our study mainly focus on unique
fraud schemes that are present in the Sub-Saharan context. Documented fraud
scenarios by related studies [5,31] form the basis for modelling the unique fraud
patterns in the real mobile money ecosystem.

2.1 Approaches for Financial Fraud Detection

Deterministic, Rule-Based Approach. Rule-based fraud detection is one of
the common approaches used in low-resource settings. It is concerned with pre-
defined transactional rules that are usually set by the service provider or finan-
cial institution in order to identify potentially fraudulent transactions [2,36]. It
requires historical data that is usually available in financial institutions, expert
knowledge and regulatory requirements often issued by designated regulatory
authorities. This approach is widely used by financial institutions in Sub-Saharan
Africa because of the ease of implementation, being relatively straightforward
to understand and it can quickly identify basic fraud schemes. Moreover, this
approach is often compliant with industry regulations and best practices that
are at the forefront of the operations of financial institutions.

However, the rule-based approach is prone to producing many false positives
in the event the rules are very strict or many false negatives when the rules are
lenient. Too many false positives discourage the usage of financial services among
customers. Financial institutions suffer from fraudsters who are usually very
adaptive and since the rule-based approaches are manual, the systems can hardly
adapt, and require expert knowledge to tune them. This, therefore, renders the
rule-based approach very ineffective against evolving fraud schemes [1].
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Scenario-Based and Risk-Weighted Approaches. This approach involves
the formulation of scenarios that represent potential fraud patterns in the finan-
cial ecosystem. With this approach, more complex financial fraud patterns can
be identified as compared to rule-based expert systems given that the scenarios
serve the purpose of analyzing transactions and detecting suspicious activities
fitting the patterns. Also, this approach can potentially uncover emerging fraud
schemes [35].

Even though the scenario-based approach promotes pro-activeness in finan-
cial fraud detection, the development of accurate and relevant scenarios that suit
the context necessitates significant domain expertise. Unknown fraud schemes
can still be missed and updating scenarios is largely time-consuming [11,35].

The risk-weighted approach aims to assign a risk score to every transaction
based on transaction amount, frequency, and location among other things and
thus flag financial transactions associated with higher risk scores for further
investigations. This allows for the prioritisation of resources based on the level of
risk corresponding to a transaction which makes it more flexible than rule-based
and scenario-based approaches. Oftentimes, financial institutions have specific
risk appetite and tolerance levels, thus this approach can be customized for
specific needs [44].

Depending on the accuracy of the risk model that has been put in place, the
approach can still produce false positives or false negatives. Besides it requires
expertise to develop and sustain risk-scoring models given that they can be
complex, and further investigations are ultimately resource-intensive [14,43,44].

Machine Learning (ML) Approach. ML-based fraud detection is concerned
with algorithms capable of learning from historical financial data in order to
identify patterns and anomalies that are reflective of fraudulent activities. These
algorithms include; Random forest [7,9,15], Logistic regression [15], XGBoost,
Gradient boosting, AdaBoost and Decision trees [22]. They can learn human
behaviour [10,42] and detect new and evolving fraud patterns in financial trans-
actions. With the use of simulation, rich synthetic outputs can easily be used to
train a number of ML algorithms for fraud detection. The researcher might not
spend time for instance to clean the data since the simulations can be performed
with contextual relevance to the task of financial fraud detection. In regard to
other approaches, ML algorithms are more effective in dealing with large and
complex datasets and they require minimal effort to maintain [3,33].

However, these algorithms may suffer over-fitting and thus isolate specific
fraud patterns limiting their scope to detect different fraud schemes. Also, large
amounts of data are required in model training and in the event of no historical
data, the approach might not be feasible unless the financial institution can
invest in synthetic data generation [39]. Financial institutions consider a number
of factors before they commit themselves to a given approach for fraud detection.
Some of these considerations include the volume of data that is to be processed,
the cost of implementing a fraud detection measure and its maintenance, the
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level of expertise required and the desired level of accuracy and tolerance in a
given regulatory environment.

Our study combines the simulation of contemporary fraudulent schemes in
mobile money services with novel computational methods consisting of common
ML classifiers for automated fraud detection. Besides, it addresses the challenge
of class imbalance in real data through the generation of synthetic financial data
that statistically resembles real transaction data.

3 The Challenge of Class Imbalance in Financial Data
for Fraud Detection

Mobile money service providers and financial institutions face challenges with
enriching their own data for effective fraud detection using machine learning
techniques. At times, better algorithms need to be developed for efficient fraud
detection with low false positives. The use of simulation to generate financial
data with known fraud instances has been a major breakthrough for the financial
industry. Simulation environments that are agent-based have yielded significant
results in this domain [24,26]. For instance, Lopez-Rojas et al. [26] simulate a
known financial crime pattern in the mobile money financial domain in order
to generate fraudulent behaviour for fraud detection. Real financial datasets are
highly imbalanced in nature and this makes detection of complex fraud patterns
extremely difficult. Most studies in this domain rely on the use of the synthetic
minority over-sampling technique (SMOTE) [8,27] to resolve the class imbalance
in the real financial data with no consideration for the quality of the synthetic
samples [4,19,37,40]. Simulation plays a crucial role in addressing this challenge
given that the documented fraudulent behaviours in mobile money systems are
accessible to the research community.

Figure 1a represents a typical real mobile money transaction data residing
in the data warehouse of a service provider in the Sub-Saharan region. The
rectangular block is a collection of genuine and very few fraudulent transac-
tions. Clearly, the dataset exhibits a high-class imbalance for fraud detection
using machine learning techniques. This challenge has made many of the ser-
vice providers in the region use rule-based approaches that often result in many
false positives even though they are easy to set up. Complex fraud patterns
have been hardly studied and fraudsters are always adapting to the relatively
straightforward control measures set by the service providers [26].

Figure 1b shows synthetic mobile money transaction data generated using
agent-based modelling techniques with a sufficient amount of fraudulent trans-
actions based on fraudulent behaviours in the real ecosystem. This approach
ultimately solves the high-class imbalance problem in financial datasets as well
as the obsoleteness of the historical data for studying new fraud scenarios. Simu-
lation allows tuning of existing financial crime controls by modelling anticipated
fraud activity. Besides, it ensures calibration of fraud control systems in order
to enable them to adapt to emerging fraudulent behaviours, and the changing
regulatory dynamics [26].
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Fig. 1. Mobile money transaction datasets for financial fraud detection

4 Methods
4.1 Financial Fraud Simulation Using MoMTSim

MoMTSim [30] is a multi-agent-based simulation (MABS) platform designed and
calibrated using real mobile money transaction data to output diverse synthetic
financial data. The core model in MoMTSim represents interactions of agents
including clients and mobile money merchants based on probabilities extracted
from the real data. A client has a profile, starting balance and other files contain-
ing properties of mobile money transactions; transaction types and aggregated
transactions that are used during the simulations. Clients also participate in
future transactions based on probabilities and their states are adjustable during
a simulation. The entire simulation model is similar to a Markov process and
agents carry common transactions that are present in the real mobile money
ecosystem. The transaction types modelled include a deposit which is concerned
with a client loading electronic money into their account via a mobile money mer-
chant. A withdrawal is the opposite of a deposit, debit involves moving money
from a mobile money account to a bank account. A transfer is concerned with
the movement of electronic funds from one mobile money account to another
account, while a payment includes the purchase of goods and services using
electronic money in a mobile money account.

The object code implementation for the MoMTSim simulation platform uses
a generic agent-based simulation toolkit MASON [13,28,29] which is fast enough
and capable of handling large custom simulations. Besides MASON is multi-
platform, supports parallelism and is capable of reinforcing computationally
expensive simulations unlike NetLogo, Repast and AnyLogic [23,26]. A step
in the simulation represents an hour in the real mobile money ecosystem(real
world).

Fraud modelling in MoMTSim was carried out by defining specific fraud
parameters for the fraud schemes discussed in Subsect. 1.1. Besides, transac-
tion rules based on the fraudulent behaviours were defined in MoMTSim and
a fraudulent client carries transactions in parallel with normal clients during
a simulation. These transactions are contingent on probabilities of committing
fraud, fraudster finding new victims and the chances of previous victims being
at high risk for future fraud. We scheduled the fraudsters to fiercely carry out
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transactions by specifying higher probabilities of committing fraud. This allowed
the generation of sufficient instances of fraudulent transactions in order to obtain
rich synthetic datasets for fraud detection. Upon completion of all interactions in
the simulation platform, diverse synthetic transaction files were written together
with the parameter history and other log files as output.

Calibration and Validation of Simulations. Calibration of simulation
parameters was aimed at making sure that agents do not exhibit unusual
behaviours [16,32]. Calibration also focused on avoiding the normative behaviour
of agents since with agent-based modelling, various entities were modelled based
on specific characteristics as observed from the real ecosystem. During this pro-
cess, parameter sets leading to behaviours not present in the real ecosystem
were removed. Documented practices guided by expert opinions and our under-
standing of the mobile money ecosystem were used to verify agent behaviours
in simulations and statistical methods were used to assess the closeness of the
synthetic data to the real data.

The conformity of the synthetic transaction datasets to the real data was
measured using the sum of squared errors (SSE) method. We computed the dif-
ference between the real and synthetic data and the dataset with the least total
error was selected for financial fraud detection using machine learning classi-
fiers [26]. Other synthetic datasets that were not used for fraud classification
still registered relatively low total errors implying they could as well be used for
the same task.

4.2 Data Description, Cleaning and Preprocessing

With MoMTSim [30], we simulated 1, 040, 000 rows of mobile money transactions
enriched using fraud schemes in Subsect. 1.1. The dataset contained 768,248
legitimate transactions while 271,752 were fraudulent transactions. The fea-
tures in the synthetic data were based on those found in the real data with
an addition of the target variable (label for fraud) in order to facilitate financial
fraud detection using machine learning algorithms. The independent features
and the dependent variable in the data are presented in Table 1. Unlike real
data, incidences of missing data points in the synthetic data were eliminated
during the design of the financial simulation platform. This implies that the
traditional approaches for data cleaning do not apply to the resulting datasets
which is unarguably one of the advantages of working with well-labeled synthetic
datasets.

The identifiers for the client starting a transaction, startingClient and the
recipient, destinationClient were removed prior to model building as they did not
possess attributes that would affect fraud detection results. A common challenge
with real financial data is the high-class imbalance, usually, researchers adopt for
instance the SMOTE [8,27] to up-sample the minority class. However, the use of
simulation addressed this challenge by generating sufficient instances of fraudu-
lent transactions (see section 3) to enrich the data for financial fraud detection.
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Moreover, the simulated data used in our study contained 26.13% of fraudulent
transactions making the synthetic data rich enough for fraud classification. The
transaction Type is categorical; deposit, withdrawal, transfer, payment and debit,
and it was one-hot encoded in order to allow the machine learning models to
utilise the feature as well as to improve model predictions.

Table 1. The independent features and the dependent variable in the synthetic mobile
money transaction data

Feature/Variable Description Measure

step This maps a unit of time, a step in the|Continuous
simulation is an equivalent of one hour in
the real world

transactionType Includes deposit, withdrawal, transfer,|Categorical
debit, and payment

amount Funds associated with a transaction type |Continuous

startingClient Mobile money customer who initiates a/Continuous
transaction

oldBalStartingClient The starting balance of the client before|Continuous

initiating a transaction

newBalStartingClient The new balance of a client after initiating/Continuous
a transaction

destinationClient The recipient of funds after a transaction/Continuous
has taken place

oldBalDestinationClient |The initial balance of the recipient client
before a transaction is delivered

newBalDestinationClient |The new balance of a recipient client after|Continuous
a transaction has taken place

isFraud The target variable, label 1 for fraud and|Categorical
0 for a legitimate transaction

4.3 Feature Selection

Additional new features were created to improve model predictions. The balance
differences between the old balance and the new balance for both the client start-
ing the transaction and also for the recipient of a transaction were determined
to form new features. This was aimed at identifying any significant changes in
the account balance for the clients, potentially those associated with fraudu-
lent transactions. The ratio of the transaction amount to the old balance of the
starting client was also determined. A high transaction amount compared to
the initial balance could be a signal of a fraudulent transaction. Similarly, the
ratio between the transaction amount and the new balance of the starting client
was determined. Also, large transactions were of interest, a transaction that
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was greater than two standard deviations above the mean transaction amount.
Transactions that were abnormally large were more likely to be fraudulent and
a feature was created. The dataset was normalized using the min-max scaler
method since mobile money transactions do not follow the normal distribution.
The dataset was split into a training set (70%) and a test set (30%), each con-
taining legitimate and fraudulent transactions to ensure that training and testing
were performed using distinct sets.

Fundamental metrics encompassing the true positives (TP), false positives
(FP), true negatives (TN) and false negatives (FN) form the basis for the model
performance evaluation metrics that were used in the study. TP is concerned with
an ML algorithm predicting that a transaction is fraudulent and the outcome
is indeed fraud. On the other hand, FP involves the algorithm predicting a
transaction to be fraudulent when actually it is not fraudulent. TN deals with a
transaction predicted to be not fraudulent and there was no fraud while the FN
which is the hidden fraud embraces the prediction of no fraud yet there was a
fraudulent transaction. Common machine learning algorithms were adopted for
financial fraud detection and their performances were evaluated to determine a
consistent algorithm for the task [41].

4.4 Model Performance Evaluation

Precision. This is widely used and it is the ratio of correctly predicted positive
observations to the total predicted positive observations given by the relation

TP
TP + FP (1)

Precision =

In practice, a balance needs to be established between the precision and recall
for a financial fraud classification algorithm.

Recall. Sometimes referred to as sensitivity is the ratio of correctly predicted
positive observations to all observations in the actual class, which is given by

TP

Recall = TP 3 FN (2)
Usually, a fraud classification algorithm with a higher recall but lower precision
will correctly discern more of the fraudulent transactions and incorrectly predict
more transactions to be fraudulent resulting in false positives. A classifier with a
higher precision but lower recall will miss some fraudulent transactions but will
not incorrectly predict too many transactions as fraudulent. Therefore, service
providers and financial institutions aim to register a balance between the two
metrics (1),(2) in order to achieve better results.

F1-Score. This is another common model performance evaluation metric con-
cerned with the weighted average of precision and recall. F1-score balances the
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two metrics (1),(2) and it is very useful especially when a financial institution is
interested in a single model performance evaluation metric that combines recall
and precision. Good financial fraud classification algorithms should have high
scores for precision, recall and f1-score metrics [22]. The f1-score is expressed as

Precision x Recall
F1- =2 . 3
seore % Precision + Recall (3)

Mathew Correlation Coefficient (MICC). The MCC is a measure of the
quality of binary classification. Unlike accuracy which deals with the proportion
of correct predictions over all of the predictions, the MCC is a better measure
and regarded as a balanced measure for classes with different sizes [12,38]. The
capacity of the MCC to work well in scenarios where one class is more frequent
than the other makes it a suitable metric for financial institutions to use [12,38].
The score is in the range of [-1,1], where a +1 corresponds to a perfect prediction
while a —1 indicates an inverse prediction and a coefficient of 0 represents a
random prediction [21]. The MCC is given by the relation

(TP x TN — FP x FN)
V/((TP 4 FP) x (TP + FN) x (TN + FP) x (TN + FN))

MCC = (4)

Receiver Operating Characteristics (ROC). Besides other common eval-
uation metrics, the ROC plots the true positive rate (TPR) against the false
positive rate (FPR) at various threshold values. The ROC curve that is closer to
the left corner of the graph represents a good classification model while the one
closer to the diagonal line represents a random model. The area under the ROC
curve (AUC-ROC) was also used to compare the different fraud classification
algorithms and its value ranges from 0 to 1. A value closer to 1 indicates good
prediction while one closer to 0 is otherwise [10,22].

5 Results and Discussion
5.1 Conformity of Synthetic Datasets to Real Data

We executed MoMTSim [30] a number of times and several output files were
written including synthetic mobile money transaction logs. Different simulations
used different seed data as input. A complete simulation was executed for 720
steps, given that a step in the simulation platform represents one hour in the
real world. This implies that a single simulation run represents one month (30
days) of transaction activity in the real ecosystem. The number of agents; mobile
money merchants and clients were adjusted to output 1,040, 000 rows of transac-
tions, sufficient for machine learning tasks. The resulting datasets were evaluated
using the sum of squared errors (SSE) method and we obtained a dataset named
MoMTSim 202306 to mean simulated for the month of June 2023 using MoMT-
Sim. The dataset we picked for analysis had the least total error even though
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other datasets registered relatively low total errors. The aggregated transactions
for the real and synthetic datasets were visualised in order to compare the trends
of transactions in the datasets. The transaction count, the aggregate transac-
tion value, the average transaction value and the standard deviation for the real
mobile money data and synthetic data were considered as shown in Figs. 2, 3
and 4. The trends in the payments, transfers and deposits were more of interest
to show given that the fraud schemes discussed in Subsect. 1.1 mainly affected
them. Other transaction types including debit and withdrawal that were present
in the simulations showed statistical closeness even though their plots have not
been included in this paper since they largely remained unaffected by the fraud-
ulent activities. The uniform green line in all the plots indicates the trends of the
real data while the dashed brown line indicates the trends of the synthetic data.
Clearly, the trends are similar for both datasets and the small variations indicate
that the datasets are not exactly the same. With this observation, MoMTSim
generates synthetic datasets that statistically resemble the real data. Therefore,
financial fraud classification using machine learning classifiers and rich synthetic
data followed the assessment of the statistical closeness of the generated data to
the real data.
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Fig. 2. Trends of payment transactions.

5.2 Mobile Money Fraud Classification Results

Synthetic Transactions. The simulated data containing 1,040,000 transac-
tions had five transaction types composed of deposit, withdrawal, debit, pay-
ment and transfer. As shown in Fig. 5, 33.52% of the transactions are payments,
followed by 29.37% deposits, 24.96% transfers, 11.47% withdrawals and 0.68%
debits. In the simulated data, payment, deposit, and transfer transactions out-
number withdrawal and debit transactions. This is because the fraud schemes
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Fig. 4. Trends of deposit transactions

injected into MoMTSim mainly affected deposits, payments and transfers. More-
over, the fraudsters aim to carry out more transactions so as to increase their
gains. A deposit is an entry point for hard cash into the mobile money system
in the form of electronic money carried with the help of a mobile money mer-
chant who facilitates the conversion. This implies that for other transactions to
happen within the mobile money system, a deposit must have occurred initially.
The debit transactions in the simulated data are the least frequent due to the
clients avoiding high transaction charges associated with them. Usually, a client
owning a bank account would prefer free deposits at the bank than a debit from
their mobile money account which involves a service charge. Withdrawal is an
exit point for converting electronic funds to hard cash ultimately a way to take
money off the mobile money system. Usually, a number of clients engage in with-
drawal transactions since cash is largely used in the Sub-Saharan region for daily
purchases of goods and services.
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Model Performance. The model performance results presented in this study
are for the testing set and the Logistic regression model was used as the base
model owing to its simplicity and interpretability. In the experiment, the Logis-
tic regression model achieved an MCC of 0.67. The Logistic regression was able
to detect fraudulent mobile money transactions with a high recall of 0.86, it was
less precise, with a precision of 0.68 thus this performance served as the baseline.
This implies that the model is good at identifying actual fraud cases, but it might
also include more false positives, resulting in a lower precision. The model per-
formances for all classifiers used in the experiment are shown in Table 2 and the
ROC curves in Fig. 6. Other models including Gradient boosting, Decision trees,
AdaBoost, XGBoost, and Random forest were then evaluated against the base-
line model and they all demonstrated improvements with MCC scores ranging
from 0.75 to 0.82. More specifically, the XGBoost model significantly outper-
formed the baseline model with an MCC of 0.82, revealing the effectiveness of
more complex models in the realm of mobile money financial fraud detection.
The XGBoost provides the best balance between precision and recall, among
the models used. With the highest MCC (0.82), the highest precision of 0.98 for
the fraudulent transactions and a higher AUC of 0.97, XGBoost offers a good
balance, making it a preferred choice for the task compared to other models.
By design, the XGBoost model supports parallel processing, making it quickly
process large financial datasets and tree pruning allows for depth-first growth
of trees and then pruning them, leading to more optimal trees, unlike Gradient
boosting. Besides, it is flexible, allowing the definition of custom optimization
objectives and evaluation criteria in order to fine-tune the model for specific
needs. Moreover, it incorporates L1 (Lasso) and L2 (Ridge) regularization to
prevent overfitting by minimizing the complexity of the model and distribut-
ing the weights more evenly across all the features [34,45,46]. Therefore, the
XGBoost registers high performance on structured data compared to state-of-
the-art deep learning models which often perform better on unstructured data.
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Model Precision Recall F1-score MCC
XGBoost 0.98 0.75 10.85 0.82
Gradient Boosting (0.97 0.74 10.84 0.81
AdaBoost 0.96 0.74 10.84 0.80
Random Forest 0.93 0.76 |0.84 0.79
Decision Tree 0.81 0.82 10.81 0.75
Logistic Regression|0.68 0.86 |0.76 0.67

Receiver Operating Characteristic Curves

True Positive Rate

Pid —— Logistic Regression (AUC = 0.94)
- —— Gradient Boosting Classifier (AUC = 0.97)
e —— Degision Tree (AUC = 0.87)
e —— AdaBoost (AUC = 0.97)
- —— XGBoost (AUC = 0.97)
e —— Random Forest Classifier (AUC = 0.97)

0.0 0.2 0.4 0.6 0.8 1.0
False Positive Rate

Fig. 6. ROC curves for the classification models used

Rule-based approaches underperform on either data mainly because of their
inability to adapt to unanticipated scenarios in financial transactions.

The Gradient boosting classifier and AdaBoost also performed well, with
MCCs of 0.81 and 0.80, respectively. In particular, the Gradient boosting classi-
fier has a high MCC (0.81) and AUC of 0.97 implying overall good performance.
The model has high precision which means the Gradient boosting classifier is
good at identifying fraudulent mobile money transactions. AdaBoost showed
similar performance to the Gradient boosting model, with a slightly lower MCC
of 0.80. The Random forest classifier has an MCC of 0.79, which is good but
still less than that one of XGBoost. It also has a high precision of 0.93 for fraud-
ulent transactions, making it reliable in identifying fraudulent mobile money
transactions. The Decision tree classifier has an MCC of 0.75, a balanced preci-
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sion and recall for fraudulent transactions but it has less effective performance
than the boosting models. Even though the Logistic regression and Decision tree
algorithms registered relatively lower MCC scores, they still showed remarkable
performance for the task.

Financial institutions and service providers usually consider a number of fac-
tors for instance the computational costs and the complexity of a model before
committing themselves to use it in real-world applications. However, most of
them rely on model performance evaluation metrics that provide a balanced
measure and a model that offers superior performance. The XGBoost would be
a model of choice for production though it is more computationally intensive
than Logistic regression or Decision trees. Security teams and managers shall
be capable of making decisions on what model to adopt especially where spe-
cific requirements are involved, considering a simpler model if computational
resources are a constraint.

6 Conclusions and Future Work

This study demonstrates that financial institutions can stay ahead of fraudsters
by simulating unique fraudulent behaviours in mobile money services using the
MoMTSim platform. Besides, the study shows that synthetic data that statisti-
cally resembles real data can be used for research in the absence of real data.

This work provides a comprehensive evaluation of common machine learn-
ing algorithms including Logistic regression, Gradient boosting, Decision trees,
AdaBoost, XGBoost, and Random forest, in terms of their capacity to detect
fraudulent mobile money financial transactions. By using Logistic regression as
a baseline model, the study offers a benchmark against which the performance
of more complex models can be compared. This provides a clear insight into
the improvements possible with more sophisticated techniques that might be
of interest to researchers, service providers or financial institutions. The study
emphasizes the use of the MCC metric, a more balanced measure for classifica-
tion problems as in the case of mobile money fraud, especially in scenarios with
imbalanced classes including financial fraud detection. More so, the study iden-
tifies the XGBoost model as the most effective algorithm for this particular task,
as it achieved the highest MCC (0.82), high precision and recall scores. The high
performance of the model on structured data is attributed to its capabilities of
parallel processing, and regularisation that integrates L1 and L2 regularisation
to prevent overfitting. The flexibility of the model allows the definition of cus-
tom optimization objectives and evaluation criteria more easily, unlike the other
algorithms. Also, the study highlights the importance of considering the compu-
tational costs associated with different models, which is crucial when considering
the practical application of the algorithms. Ultimately, this work contributes to
the growing body of evidence supporting the use of machine learning algorithms
for detecting mobile money fraud in financial transactions, especially in the Sub-
Saharan context.
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Our future work shall focus on incorporating other machine learning models
and the simulation of more fraudulent scenarios for the task of fraud detection
as well as preserving privacy in the synthetic data.
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