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Abstract. The issue of model privacy security is increasingly affect-
ing the application systems of Artificial Intelligence Internet of Things
(AI-IOT) terminals, where it is challenging to protect the privacy of the
underlying AI models. In this paper, we propose a security protection
RC6-plus algorithm based on cryptography and access control for AI
model security in IoT applications. Specifically, the proposed method
effectively protects the privacy of crucial algorithms in the program by
encrypted storing the model parameters, as well as storing and code
obfuscating the neural network structure and parameters of the AI model
independently while adding the isolation treatment of the JNI commu-
nication layer. The results of the experiments verify the effectiveness of
the proposed method.
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1 Introduction

With the continuous development of society and technology, Internet of Things
(IoT) technology has been widely used in various fields. The IoT is gradually
becoming an indispensable part of people’s life and work because of its intelligence
and connectivity. In recent years, IoT and Artificial Intelligence (AI) technologies
are becoming more and more closely integrated, and more and more AI technolo-
gies are being applied to IOT end devices. Such devices also have the ability of
offline recognition, which can realize various applications in highland, deep sea,
remote areas, archaeology, exploration, and geological examination [4,5,10].

In the plateau, deep sea, and other particular environments, conventional net-
working equipment may have the problem of unstable network transmission, lead-
ing to interruption in the data transmission process. The Artificial Intelligence
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Internet of Things (AI-IOT) offline identification device can realize real-time pro-
cessing and identification of data by deploying the model on the body of the device,
and the data processing method that does not depend on the transmission envi-
ronment reduces the risk of data transmission interruption and solves the prob-
lem of its online real-time identification instability, which has high practical value.
In archaeology, exploration, and geological examination, AI-IOT can process and
comprehensively analyze a large amount of data. Based on the characteristics of
offline processing technology, this AI-IOT can also work autonomously through
unitized design and intelligent scheduling technologies to further improve work
efficiency. Conventional monitoring systems may have signal interruptions and
analysis errors in bad weather, such as rain, wind, and lightning. At the same time,
AI-IOT can deploy AI models on the equipment to realize real-time monitoring
and grasp the comprehensive situation of the machine, environment, and other
parameters, and conduct intelligent analysis and processing of this, increasing the
application areas of artificial intelligence [8,21]. At the same time, the applica-
tion of AI-IOT is becoming increasingly widespread and will face many challenges,
including physical security, identity identification issues, external attacks, vulner-
ability issues, data validation, model security, program update mechanism, and
communication security. In particular, AI models involve a large amount of data
and privacy; once attacked and maliciously changed, it is easy to affect the sta-
bility and reliability of the whole system, and people start to pay attention to the
impact of read and write operations of smart IoT terminal device data on the pri-
vacy and security of AI models. Therefore, how to protect the AI models of IoT
terminals has become a critical research direction [1,20,21,23].

This paper is organized as follows: Sect. 2 reviews the current research status
of AI-IOT; Sect. 3 reviews an efficient AI model application system architecture
for IoT terminals and crucial algorithm research (RC6, RC6-plus); Sect. 4 focuses
on the research content experimental results and analysis process. Finally, con-
clusions are drawn in Sect. 5.

2 Related Work

At present, AI model security protection for IoT terminals in academia and
industry is actively carrying out relevant research, mainly around the following
aspects:

1. Data security protection
For the security threats and risks faced by the data security of IoT terminals,
researchers have proposed a series of data security protection techniques.
For example, encryption technology is used for secure data storage, integrity
protection, and access control mechanisms [6,8,10,21,23].

2. AI model protection
In response to the security risks faced by AI models, researchers have devel-
oped a series of protection techniques for AI models. For example, AI models
are encrypted, compressed, and cut to increase the security of the models;
a reliable AI algorithm framework is used to ensure the reliability of model
training and inference [1,13,20,23,26].



Artificial Intelligence Model Based Security Protection 145

3. Encryption algorithm research
Encryption algorithms protect secure communication between IoT endpoints
and AI models. Researchers have recently researched encryption algorithms
to ensure data security during the communication process. For example,
researchers have proposed trusted authentication techniques, secure trans-
mission, and data encryption algorithms [2,3,7,15,18,19,24,25].

4. Multi-level security mechanism design
In order to enhance the security between IoT terminals and AI models, the
researchers proposed a multi-level security mechanism design. This approach
will strengthen security in several aspects, such as model management, model
usage, and model storage, to maximize the security of the IoT terminal system
[2,7,9,11,12,14,16–18].

The above are only some of the research contents related to the research of
AI model security protection methods for IoT terminals. However, the research
in this area is still in its initial stage, and further in-depth research and explo-
ration are needed in many aspects. Therefore, it is of significant theoretical and
application value to research the AI model security protection method for IoT
terminals [7,11–13,19,24].

Based on this, this research will draw on domestic and international research
results and methods to explore a more comprehensive, detailed, and feasible AI
model security protection method from various aspects, such as data security,
model protection, and encryption algorithms. The research aims to solve the
challenges faced by AI model security on IoT endpoints, protect the security
and privacy of devices and data, and provide useful academic and practical
references for the innovative development of related fields [2,3,7,18,25].

This paper first introduces the basic concepts of IoT and AI models and
analyzes the existing AI model security threats and the limitations of existing
solutions. Secondly, the paper also proposes a security protection method based
on encryption and access control and details the implementation process and
related technical details of the method.

Finally, the paper verifies the effectiveness and feasibility of the proposed
method through experiments. The experimental results show that the method
has high security and scalability and can provide more comprehensive protection
for AI models in IoT applications.

Overall, the application of AI-IoT offline identification devices can effectively
improve the efficiency of data sampling, reduce the cost of manual work, enhance
accuracy, and is suitable for data collection and processing tasks in various com-
plex environments. The development of this technology plays an essential role
in developing the modern manufacturing industry, promoting industrial upgrad-
ing, and enhancing national strength. The research results of this paper are of
great significance to the development and popularization of IoT applications and
provide a helpful reference for AI safety.

The main contributions of this work can be summarized as:

1. An efficient system architecture of AI model is proposed for IoT terminals;
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2. A new improved RC6 (Rivest cipher 6) algorithm is proposed for enhanced
model encryption, denoted as RC6-plus;

3. An improved design scheme between AI-IOT software layers is proposed to
further enhance security.

3 Proposed Method

This section focuses on two parts; the first part is an explanation of the model
training steps and the architecture diagram of the AI-IOT model inference sys-
tem; the second part introduces the traditional RC6 while proposing the RC6-
plus algorithm and its improvement process; the reader will learn about the
method of AI model security protection research for IoT terminals described in
this paper.

Fig. 1. Server model training and AI-IOT model inference system architecture

3.1 System Architecture Design

As the architecture is shown in Fig. 1, the model training task is done on the deep
learning GPU server, the model inference is made on the smart IoT terminal, and
the model can run on Linux or Android operating systems. The basic steps of
model training (feedback neural network) include data input, data preprocessing,
feedback neural network calculation, and parameter storage. Among them, model
inference (feedforward neural network) mainly includes input, model parameter
loading, and model computation inference. The data on the input side can come
from the camera, microphone, or locally stored data, and the output receiver
can be the display or stored in the database. This paper focuses on the software
system architecture approach to the smart IoT terminal. The operating system
(OS, Operate System) extract is coded by the connected terminal machine and
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transmitted to RC6-plus for encryption and decryption via JNI. If the secret key
is decrypted successfully, the gate control valve (GS, Gate Switch) is opened,
allowing the data received by the I/O to reach the feedforward neural network
layer through the JNI layer to complete the inference, which is often accompanied
by the process of model loading. The final result is again transmitted to the
terminal display device through the I/O interface.

3.2 Key Algorithm Study

In this section, we analyze the traditional RC6 algorithm in detail and find that
RC6 has certain defects in the application of this project [7,9,22]. Based on
this, we propose the RC6-plus encryption algorithm with flexible control of the
number of round bits and successfully apply it to our intelligent IoT terminal
AI project, achieving good results.

The detailed process of the RC6 algorithm has the following steps:

1. RC6 is one of the AES candidate algorithms. It is an improved version of the
RC5 algorithm. (w, r, b) in RC6-w/r/b denotes the operation word length,
the number of iteration rounds, and the user master key length, respectively.
Usually, we choose the arithmetic word length w = 32 bits (bit). The plaintext
packet length is 4 characters (128 bits). RC6 consists of input encryption, r
rounds of iteration, and output transformation.
Input encryption:

(A,B,C,D) = (A,B + Str(0), C,D + Str(1)) (1)

Round r iteration:

t = [B ∗ (2B + 1)] <<< lg(w); (2)

u = [D ∗ (2D + 1)] <<< lg(w); (3)

A = [A ⊕ t <<< u] + Str(2i); (4)

C = [C ⊕ u <<< t] + Str(2i + 1); (5)

(A,B,C,D) = (B,C,D,A); (6)

Output transformation:

(A,B,C,D) = (A + Str(2r + 2), B,C + Str(2r + 3),D); (7)
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2. In the algorithm of RC6, Str(i) represents the subkey word, while “<<<”
and “>>>” represent the controlled left rotation and right rotation, respec-
tively. The symbol controls the amount of rotation, followed by the number
of rotations is controlled by the lowest 5 bits of the number following the
symbol. In addition, to meet the fixed grouping bit length requirement, RC6
also uses a quadratic function B*(2B+1) to strengthen the diffusion property,
which is very different from most other encryption and decryption algorithms.
The graphical representation of the wheel function is shown below (in Fig. 2),
where f(x) represents the following nonlinear invertible function:

f(x) = (x ∗ (2x + 1)) <<< lg(w) (8)

3. RC6 is a high-performance, highly flexible group iterative cipher whose com-
pact and transparent architecture makes it widely used in monolithic micro-
controllers. In addition, RC6 performs even better in application scenarios
such as fingerprint recognition and POS machines. The data-dependent cyclic
nature of RC6 can significantly improve encryption efficiency while its mem-
ory requirements are relatively low, and the highly integrated internal cache
technology can significantly reduce production costs.
Although the RC6 algorithm is designed for simplicity and efficiency, it still
has some shortcomings, such as the lack of performance of the nonlinear
function f because the bit diffusion of f is unidirectional. The diffusion speed
is slow, and the average computation is w/2 = 16 additions due to the use of
multiplication in f, so the nonlinear function becomes the bottleneck of the
operation speed. In addition, RC6 has significant differences in the encryption
and decryption algorithms, which is also a drawback. To address these issues,
some improvements were made to RC6 as follows.

Fig. 2. Principle of RC6 algorithm wheel function
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The detailed process of RC6-plus algorithm improvement has the following
steps:

1. Adjust the number of rounds r and w-bit word length to balance security and
algorithm performance
First, we assume the original RC6 algorithm uses r-rounds and w-bit word
lengths. For each word A, B, C, D, we can calculate its output using the
following equation:

A′ = ((A ⊕ B) <<< s) ⊕ K0 (9)

B′ = ((B ⊕ C) <<< t) ⊕ K1 (10)

C ′ = ((C ⊕ D) <<< u) ⊕ K2 (11)

D′ = ((D ⊕ A) <<< v) ⊕ K3 (12)

where ⊕ denotes the XOR operation, <<< denotes a circular shift, Ki is a
round constant, and s, t, u, and v are parameters that need to be calculated
based on the w-bit word length. The formulae for these parameters are as
follows:

w = 32 → r = 20, s = 7, t = 2, u = 13, v = 8 (13)

w = 64 → r = 20, s = 35, t = 5, u = 31, v = 16 (14)

Suppose we want to improve the algorithm to increase its performance. In
that case, we can reduce the number of rounds r or decrease the w-bit word
length to reduce the amount of computation for encryption. However, this
will also reduce the security of the algorithm.

2. Modify the generation method of the RC6-plus algorithm wheel constant Ki

Increase the randomness and complexity of wheel constant generation to
enhance the strength of the encryption algorithm. The wheel constant Ki
of the RC6 algorithm is derived from a specific key. If this key can be guessed
or leaked, then the security of the encryption is threatened. Therefore, we
need to enhance the randomness and complexity of the wheel constant gen-
eration to improve the strength of the algorithm. We use more complex key
derivation algorithms or introduce more wheel constants to increase the ran-
domness and complexity of encryption.

3. Optimization of operations in the encryption wheel
The original RC6 algorithm uses relatively simple arithmetic, so we must
introduce more complex nonlinear functions and improve the algorithm using
iso-or and circular shifts. Simple attack methods can break this simple arith-
metic, so we can optimize the arithmetic in the encryption wheel by intro-
ducing more complex nonlinear functions to increase the strength of the algo-
rithm.
With the above three improvements, we can improve the security and per-
formance of the RC6 algorithm to make it more suitable for practical appli-
cations, and the improved RC6 algorithm is noted as RC6-plus. Suppose the
RC6-plus algorithm uses r rounds of encryption, with 4 inputs A,B,C,D,
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and 4 round constants Ki in each round, and 4 outputs A′, B′, C ′,D′, then
the computation process of the round function can be expressed as

B ← B + Ki (15)

Pass the new value B calculated in Eq. 1 into the f function:

D ← D + f(B,C) (16)

D ← D <<< s (17)

D ← D ⊕ B (18)
The new value D is calculated and rounded with C:

C ← C + Ki + 1 (19)

C ← C <<< t (20)

C ← C ⊕ D (21)
Immediately afterward, the new values C and D are rounded with A:

A ← A + f(C,D) (22)

A ← A <<< u (23)

A ← A ⊕ C (24)
After following the above cryptographic round, a new set of output values is
obtained:

A′ ← A,B′ ← B,C ′ ← C,D′ ← D (25)
where i = 1, 2, ..., r, s, t, u are the computed parameters, and f(x, y) denotes
the improved RC6-plus algorithm. A nonlinear function is introduced in the
program for converting inputs to outputs. Specifically, the function f(x, y)
can be defined as

f(x, y) = (x ⊕ y) <<< ((x · y) mod w) (26)
This function is a nonlinear function that converts the inputs B and C into
an output word D. The class Similarly, another nonlinear function f ′(x, y)
can be defined as

f ′(x, y) = (x ⊕ y) <<< (w − ((x · y) mod w) (27)

This function converts inputs C and D into an output word A to further dis-
rupt data flow during encryption. The above is the basic structure schematic
of the wheel function in the RC6-plus algorithm, in which more complex
nonlinear functions are introduced to enhance the security of the encryption
algorithm. In practical applications, the wheel function can be adjusted and
optimized according to specific needs to improve the strength and perfor-
mance of the encryption algorithm. RC6-plus is similar to encryption and
decryption, which is not repeated here in this paper, and the wheel function
of the RC6-plus algorithm can be viewed as shown in Fig. 3.
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Fig. 3. Principle of wheel function of RC6-plus algorithm

Table 1. Raspberry Pi 4 Model B configuration parameters

Configuration items Specification

CPU Broadcom BCM2711, quad-core Cortex-A72(ARM v8), 64-bit SoC at 1.5 GHz

Memory LPDDR4 SDRAM, 4 GB, MicroSD card slot

Network Gigabit Ethernet, dual-band 802.11ac wireless card (with optional Bluetooth 5.0)

USB 2 * USB 3.0 and 2 * USB 2.0 ports

Video/Audio Output 2 * micro-HDMI ports supporting up to 4K resolution

Audio Stereo output, stereo MIC, support Bluetooth audio output

GPIO 40 * GPIO pins

Operating System Raspberry Pi OS (Debian-based operating system)

4 Experimental Results and Analysis

In this work, we tested the performance of the proposed scheme on a real Rasp-
berry Pi-based IoT device. To evaluate the performance of the proposed scheme,
we exclude the time consumed on the communication channel as it heavily
depends on the network traffic. The experimental setup focuses only on the
performance tests for the time used for encryption, RC6-plus operation, and
decryption. The RC6-plus instances are all running on the latest Raspberry Pi
(Raspberry Pi 4 Model B) with the system parameters configured, as shown in
Table 1.

The following experiments are based on improved RC6 cryptographic algo-
rithms with different bit cell lengths (64bit 208bit), using six datasets pro-
vided, each testing ten RC6 algorithms with different key lengths. The datasets
are derived from the homebrew program Automatic Random Sequence, COCO
dataset, ImageNet, CIFAR, MNIST, PASCAL VOC, SQuAD, Labeled Faces in
the Wild, UCI Machine Learning Library, and with the addition of some data
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Table 2. Performance comparison of encryption algorithms for text and digital datasets

Key
Length

Average encryption time (ms) of Dataset - Algorithm

Text - RC6 Text - RC6-plus Digital - RC6 Digital - RC6-plus

64bit 305 208 127 89

80bit 354 247 145 107

96bit 405 283 167 128

112bit 453 319 191 148

128bit 510 368 220 173

144bit 575 408 250 198

160bit 635 453 283 227

176bit 701 499 322 257

192bit 778 543 362 289

208bit 864 602 407 323

from web crawlers. In this experiment, 1000 copies of each data type were sam-
pled randomly from these original data sets as the original data for the exper-
iments in this paper. The average encryption time of each data type is taken
after the experiment. The test data will be listed in a table, where each row
represents a test key length, and each column represents the encryption time
and encryption strength of each test item in the dataset.

In this paper, we experimentally compare the encryption time and strength
of the traditional RC6 algorithm and RC6-plus algorithm on text, digital, image,
and audio datasets, as shown in Table 2, Fig. 4, Table 3, and Fig. 5.

Table 3. Performance comparison of encryption algorithms for image and audio
datasets

Key
Length

Average encryption time (ms) of Dataset - Algorithm

Image - RC6 Image - RC6-plus Audio - RC6 Audio - RC6-plus

64bit 1896 1186 273 191

80bit 2162 1389 317 224

96bit 2447 1610 361 256

112bit 2738 1840 411 287

128bit 3081 2263 457 311

144bit 3473 2781 506 338

160bit 3900 3299 558 368

176bit 4318 3917 612 399

192bit 4843 4503 670 431

208bit 5436 5137 733 464
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Table 2 shows the experimental data of the performance tests on RC6 and
RC6-plus encryption algorithms for text and numeric datasets, respectively, and
Fig. 4 shows the visual line graph corresponding to Table 2. The data are recorded
in the table.

Fig. 4. Visual line chart of performance comparison of encryption algorithms for text
and digital datasets

Fig. 5. Performance comparison of image and audio dataset encryption algorithms

When the Key length is equal to 64bit, the Text dataset RC6-plus average
encryption time is equal to 305 ms, while the Text dataset RC6-plus average
encryption time is only 208 ms, RC6-plus encryption time is less than RC6;
When the Key length increases to 208 bits, the advantage of RC6-plus is more
apparent, and the average encryption time of RC6-plus is 602 ms, which is 262
ms less than that of RC6.



154 X. Luo et al.

Fig. 6. AI-IOT software decoupling architecture

When the Key length equals 64 bits, the Digital dataset RC6 average encryp-
tion time equals 127 ms, while the Digital dataset - RC6-plus average encryption
time only takes 89 ms; when the Key length increases to 208 bits, the Digital
dataset RC6 average encryption time equals 407 ms, while the Digital dataset
- RC6-plus average encryption time only takes 323 ms. When the Key length
increases to 208 bits, the Digital dataset RC6 average encryption time equals 407
ms, while the Digital dataset - RC6-plus average encryption time is only 323 ms.

When the key length is 64 bits, the average encryption time of an image data
set using the RC6 algorithm is 1896 milliseconds, while the average encryption
time using the RC6-plus algorithm is only 1186 milliseconds, and the encryption
time of the RC6-plus algorithm is significantly less than that of the RC6 algo-
rithm; when the key length is increased to 208 bits, the advantage of RC6-plus
algorithm is more prominent, and its average encryption time is 5137 ms, which
takes 299 ms less than the RC6 algorithm. For audio data sets, the average
encryption time of the RC6-plus algorithm is only 191 milliseconds when the
key length is 64 bits. For digital data sets, the average encryption time of the
RC6-plus algorithm is only 464 milliseconds when the key length is 208 bits.

From the results of the analysis of the above experimental data, we draw
several conclusions:

1. The encryption time increases as the value of the Key length increases;
2. The encryption time will vary depending on the complexity of the data;
3. The RC6-plus algorithm can be used on text datasets, digital datasets, image

datasets, or audio datasets. The encryption performance of the algorithms on
the audio data set is significantly better than RC6.

4. These data results show that the RC6-plus algorithm has a shorter encryption
time than the RC6 algorithm for different data sets and critical lengths. The
advantage is undeniable for longer key lengths.

The experimental data of encryption strength and encryption time of the
RC6-plus algorithm do not include the experimental data of decryption of the
RC6-plus algorithm. In practical applications, the decryption time and strength
are usually related to factors such as the length of the key used for encryp-
tion, the data set, and the algorithm version. Usually, the decryption process
of RC6-plus is similar to the encryption process, but the order of the keys is
reversed. Therefore, the same key and algorithm parameters should be used in
the decryption phase as in the encryption phase. In the decryption process, the
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Fig. 7. Structure diagram of AI model before encryption (partial display)

RC6-plus algorithm will use the same algorithmic process but execute the algo-
rithmic steps opposite to the encryption direction. The wheel keys are applied
opposite to recover the original message. Therefore, the decryption process of the
RC6-plus algorithm takes the same amount of time as the encryption process.

It is important to note that the key length and algorithm parameters used in
the RC6-plus encryption and decryption process must be the same to perform
the decryption correctly. If a different key length or parameters are used in the
decryption phase than in the encryption phase, the decryption process may fail
or get an incorrect message.

In addition, this paper also designs the AI-IoT software decoupling architec-
ture so that the API interface layer is decoupled from the JNI layer. The user
can only see the outer interface call function but does not know the principle of
the internal algorithm [7,9,16], as shown in Fig. 6. The forward inference neural
network of the AI model is rewritten using the miniCaffe C++ language, and
the source code is obfuscated so that even standard model visualization cracking
tools cannot read or write to the model. With the above source code encryption
process, the project source code can be compiled to generate .so files, making
the system more private, as shown in Fig. 7 and Fig. 8.
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Fig. 8. Data of the encrypted AI model file, garbled and unreadable (partial display)

5 Conclusions

In this paper, a model privacy protection solution is proposed to help protect the
privacy of model owners and data owners in complex IoT application environ-
ments. The improved RC6-plus, JNI middleware approach can more effectively
protect model privacy in the IoT environment. Experimental results demonstrate
the reasonableness and effectiveness of the approach. Considering AI model
applications are increasingly used in new smart IoT software, hardware applica-
tion products, and other services, and the arithmetic performance of cloud-based
servers far exceeds the hardware configuration on the IoT side, this research can
be further extended to model encryption and decryption of cloud-based server
applications and data privacy protection during remote data transmission of IoT.
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