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Abstract. In fog computing networks, the discrete deployment of a
large number of fog nodes (FNs) and the frequent information exchange
pose significant risks to user privacy and network security. Federated
Learning (FL), as an emerging distributed machine learning framework,
provides a promising approach to privacy protection. However, non-
independent and identically distributed (Non-IID) data and malicious
attacks inevitably lead to a decrease in the performance of FL. In this
paper, to ensure the security and effectiveness of FL, a Directed Acyclic
Graph (DAG) blockchain-based FL (DAGFL) algorithm is proposed.
Firstly, to reduce the involvement of malicious models in global aggre-
gation, we propose a device selection algorithm based on reputation and
user activity degree, along with an outlier-based malicious model detec-
tion algorithm. Besides, to mitigate the negative impact of Non-IID data,
a weighted FL aggregation algorithm is introduced, which assigns weights
to local models by evaluating their contribution and accuracy. Further-
more, DAG blockchain technology is applied in FL to bolster the security
and efficiency of model sharing among FNs. Finally, simulation results
show the effectiveness of the proposed algorithms.

Keywords: Federated learning · DAG blockchain · Malicious model
identification · Fog computing network

1 Introduction

In fog computing networks, machine learning (ML) is commonly employed for
data analysis, mining, and pattern recognition. However, traditional ML requires
the collection of user data for model training, which poses a significant challenge
to user privacy. To address privacy concerns, B. McMahan et al. proposed fed-
erated learning (FL) [6] trained on decentralized clients, which enables clients
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to train their respective local models on their own local data and then upload
model parameters, instead of raw data, to the central server for generating a
global model.

However, when FL is applied to the real world, many challenges arise in
comparison to centralized learning, including resource limitations for clients and
the randomness and heterogeneity of a large number of devices. In particular,
a lot of research has indicated that non-independent and identically distributed
(Non-IID) or heterogeneous data almost inevitably leads to a degradation in the
accuracy of federated learning [12]. In an effort to address this issue, [3] proposed
a grouping mechanism to reduce the difference in data distribution between each
group and the global. In addition, since model parameters are generated based
on training local data, they can reflect the different degrees of the original data.
It is difficult to evaluate the heterogeneity of model parameters with Euclidean
distance. To address this, Huang et al. proposed to evaluate the distribution
differences of model parameters based on cosine similarity [4].

Furthermore, in FL combined with fog computing network architecture, the
update and storage of the global model completely rely on the central server
and fog nodes (FNs), which may result in single points of failure (SPOF) or tar-
geted attacks. Fortunately, due to the strong compatibility between blockchain
and FL, FL could leverage the decentralized, immutable, and secure nature of
blockchain to protect user data safety and privacy. After Kim et al. [5] first pro-
posed that using blockchain to store model parameters could enhance the secu-
rity of FL, extensive research has been carried out. [8] proposed that combining
blockchain and FL could effectively resist attacks from malicious nodes. In [2],
the authors applied FL and blockchain to 5G-enabled unmanned aerial vehicles
(UAVs) for the purpose of verifying cross-domain UAV identities and eliminating
malicious UAVs. However, current research primarily focuses on integrating FL
with single-chain blockchains, which have limited throughput and cannot pro-
vide low-latency services to Internet of Things devices (IDs) in high-concurrency
business scenarios.

To enhance both the training efficiency of FL and network security, we inte-
grate Directed Acyclic Graph (DAG) blockchain technology into the FL algo-
rithm in this paper. The main contributions of this paper are as follows:

– Firstly, a DAG blockchain-based fog computing system model is proposed for
FL, which consists of the cloud application layer, DAG blockchain layer, edge
layer, and ID layer.

– Secondly, to ensure the global model security, we propose a reputation and
activity degree-based device selection (RADDS) algorithm to select partici-
pating IDs and an outlier-based malicious model identification (OMMI) algo-
rithm to eliminate malicious local models.

– Thirdly, to reduce the negative impact of Non-IID data on FL performance, a
weighted FL aggregation (WFLA) algorithm is proposed, which calculates the
weights of local models by considering both the gradient similarity between
the local and global models, as well as the accuracy of local models.

– Fourthly, a DAG blockchain-based FL (DAGFL) algorithm is proposed to
enhance the security and efficiency of model sharing among FNs.
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– Finally, the experiment results are provided to evaluate the effectiveness of
the proposed algorithms in Non-IID data scenarios with malicious attacks.

The rest of this paper is organized as follows. The system structure is pre-
sented in Sect. 2. In Sect. 3, we propose the WFLA algorithm and the DAGFL
algorithm to ensure secure and efficient services in Non-IID data scenarios. Sim-
ulation results are discussed in Sect. 4. Section 5 draws conclusions.

2 System Structure

2.1 Network Model

The DAG blockchain-based fog computing network is shown in Fig. 1, which
consists of the cloud application layer, DAG blockchain layer, edge layer, and
ID layer. In this network, the integration of FL and DAG blockchain technology
realizes distributed learning, effectively mitigating the challenges of SPOF and
malicious attacks.

Fig. 1. DAG Blockchain-based Fog Computing Network.

ID layer: IDs download the global models from FNs, execute local training
using their local data, and then transmit their local models to the edge layer.
However, certain IDs may be vulnerable to malicious attacks, resulting in the
upload of malicious local models.

Edge layer: It is composed of K FNs, denoted as K = {1, · · · , k, · · · ,K},
which provides abundant computational and communication resources for the
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DAG blockchain layer and the ID layer. Each FN manages M IDs, denoted as
M = {1, · · · ,m, · · · ,M}, and the corresponding local dataset is denoted as D =
{D1, · · · ,Dm, · · · ,DM}. In FL, FNs serve as edge servers and are responsible
for ID selection, malicious model identification, and global aggregation.

DAG blockchain layer: Blockchain nodes are deployed on FNs to ensure the
secure storage of the global models generated by the edge layer.

Cloud application layer: It contains one central cloud of external agents,
which coordinates FL task delivery and provides a global solution. Task publish-
ers broadcast training tasks to FNs through external agents, including informa-
tion such as the initial global model, data types, data sizes, training time, and
desired model accuracy.

2.2 Federated Learning Model

To protect the data privacy of IDs, FL is adopted, which achieves global aggre-
gation based on selected local models. Specifically, to obtain the (t+1)-th round
global model wt+1

g , ID l trains the (t + 1)-th round local model wt+1
l using its

local dataset Dl and the t-th round global model wt
g, then uploads its local

model to the corresponding FN for the global aggregation. Additionally, the loss
function of the local model wt+1

l on a data sample (xj , yj) ∈ Dl is denoted as
fj

(
wt

g, xj , yj

)
. Then, the local loss function Fl(wt+1

l ) and the global loss function
F (wt+1

g ) could be defined as follows:

Fl(wt+1
l ) =

1
|Dl|

∑

j=Dl

fj(wt
g, xj , yj) (1)

F (wt+1
g ) =

∑

l∈L

|Dl|
|D| Fl(wt+1

l ) (2)

Furthermore, the stochastic gradient descent (SGD) algorithm is applied to
the local training to minimize the local loss function, as follows:

wt+1
l = wt

g − η × ∇F (wt
l ) (3)

where η is the learning rate of the SGD algorithm.
Ultimately, the goal of FL is to minimize the global loss function, as follows:

Q(w) = arg min F (wt+1
g ) (4)

3 DAG Blockchain-Based Federated Learning

In this section, the WFLA algorithm is proposed to resist malicious attacks
and address the challenges posed by Non-IID data. Then, we design a DAGFL
algorithm that integrates the DAG blockchain and FL to ensure network security
and training efficiency.
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3.1 Reputation and Activity Degree-Based Device Selection
Algorithm

In FL, after every T rounds of global training, FN k ∈ K uses the RADDS
algorithm to reselect L IDs to participate in FL training. Specifically, the RADDS
algorithm will choose IDs with high reputation values to reduce malicious local
models. Additionally, the user activity degree is considered to address the issue
of model overfitting caused by the excessive selection of high-reputation IDs.
The algorithm mainly includes the following steps.

Firstly, FN k calculates the reputation values of M IDs. Taking ID m as an
example, its reputation value is determined by three components: trust score
bkm, distrust score dkm, and uncertainty score ukm.

⎧
⎪⎨

⎪⎩

bkm = qkm
καkm

καkm+ηβkm

dkm = qkm
ηβkm

καkm+ηβkm

ukm = 1 − qkm

(5)

where qkm denotes the probability of successful data transmission. αkm and βkm

respectively represent the number of normal and malicious local models uploaded
by ID m during T global rounds, satisfying the condition αkm + βkm = T .
Additionally, κ and η respectively represent the weights assigned to normal and
malicious local models.

Therefore, the reputation value of ID m in the (t+1)-th global round, denoted
as Tkm(t + 1), can be calculated as follows:

Tkm = bkm + aukm (6)
Tkm(t + 1) = λTkm(t) + rTkm (7)

where a ∈ [0, 1] denotes the impact on uncertainty, λ is the decay weight of the
historical reputation value, and r is the weight of the current reputation value.

Secondly, set a reputation threshold Tmin to select candidate IDs with rep-
utation values higher than Tmin, which are denoted as N = {1, . . . , n, . . . , N},
and L ≤ N ≤ M .

Thirdly, FN k calculates the activity degree of N candidate IDs. The activity
degree is defined as the number of global rounds in which an ID participates in
the current task.

Fourthly, considering both reputation values and activity degree, FN k cal-
culates the utility values of the N IDs. Taking ID m as an example, its utility
value can be obtained using the following formula:

Ukm = βPTkm(t + 1) − (1 − β)Ckm (8)

where Ckm denotes the activity degree of ID m, the parameter β is used to
balance the importance of the reputation value and activity degree, and the
constant P is used to map the reputation value Tkm to the same range as Ckm.

Finally, FN k selects the top L IDs with the highest utility values to form the
participating ID set denoted as L = {1, . . . , l, . . . , L}, where L ≤ N , maximizing
the total utility value.
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3.2 Outlier-Based Malicious Model Identification Algorithm

The data distributions of IDs could be significantly different since they belong
to different individuals and enterprises, that is, the local data are Non-IID. In
Non-IID data scenarios without malicious attacks, the parameter distributions
of the local and global models have minimal differences. However, when mali-
cious attacks occur, a significant disparity can arise in the parameter distribution
between the local and global models. Based on this, the OMMI algorithm can
identify malicious local models by detecting outliers among the parameter dis-
tances at each layer using the boxplot method.

In each global round, FN k distributes the global model to L participating
IDs, and both the local and global models consist of I neural network layers. In
the (t + 1)-th global round, the OMMI algorithm executes the following specific
steps.

Firstly, FN k collects local models from the L selected IDs, forming a set W =
(wt+1

1 , . . . , wt+1
l , . . . , wt+1

L ). Then, it calculates the parameter distances between
each layer of local models and the corresponding layer of the global model. For
example, the parameter distance of the i-th layer between the local model wt+1

l

and the global model wt
g can be calculated using the following formula:

dil = ||wt
ig − wt+1

il || (9)

Secondly, sort the parameter distances of the i-th layer in ascending order,
and then split them into quartiles to obtain the lower quartile Qi−1, upper
quartile Qi−3, and inter-quartile range IQRi. Subsequently, the minimum and
maximum observed values of the parameter distances can be calculated using
the following formulas:

loweri−thr = Qi−1 − (1.5 × IQRi) (10)
upperi−thr = Qi−3 − (1.5 × IQRi) (11)

Finally, parameter distances beyond the normal range [loweri−thr,
uupperi−thr] are identified as outliers, indicating a malicious local model. Con-
versely, if the parameter distances for each layer of the local model are not
outliers, the model is considered normal. Based on this, the OMMI algorithm
could effectively select normal local models denoted as WPrel = (wt+1

1 , wt+1
2 ,

. . . , wt+1
L′ ), where L′ ≤ L.

3.3 Weighted Federated Learning Aggregation Algorithm

Generally, the difference between the local models trained with the Non-IID
data is greater than with the IID data, leading to a larger edge model difference,
which will decrease the model accuracy and the global model convergence rate
[10]. To address this issue, we propose the WFLA algorithm, which assigns larger
weights to local models with greater contributions. Specifically, the proposed
algorithm quantifies the contribution of each local model by calculating the angle
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between the local model gradient and the global model gradient. Additionally,
it incorporates the accuracy of each local model to determine the aggregation
weight. In the (t+1)-th global round, the algorithm includes the following steps.

Firstly, calculate the angle θl(t + 1) to quantify the contribution of the local
model uploaded by ID l, as follows:

θl(t + 1) = arccos
〈∇F (wt

g),∇F (wt
l )〉∥

∥∇F (wt
g)

∥
∥ ‖∇F (wt

l )‖
(12)

where ∇F (wt
g) denotes the average gradient of the (t+1)-th round global model

and can be obtained by:

∇F (wt
g) =

∑

l∈WP rel

|Dl|
|D| ∇F (wt

l ) (13)

When the angle θl(t+1) is smaller, the local model gradient ∇F (wt
l ) is more

similar to the global model gradient ∇F (wt
g), leading to a greater contribution

to the global aggregation. Conversely, if θl(t + 1) is large, exceeding π/2 for
example, the local model gradient can negatively affect the global aggregation,
as it points in the opposite direction to the global model gradient.

Secondly, in each global round, the randomness of the angle θl(t+1) will lead
to an unstable quantification of the contributions of local models. To eliminate
the impact of randomness, the angle θl(t + 1) is replaced by the average angle
θ̃l(t + 1), which is defined as follows:

θ̃l(t + 1) =

{
θl(t + 1) t = 0

t
t+1 θ̃l(t) + 1

t+1 θ̃l(t + 1) t > 0
(14)

where the value of angle θ̃l(t + 1) depends on the proportion of Non-IID data in
the local dataset Dl. The larger the proportion of Non-IID data, the greater the
value of angle θ̃l(t + 1).

Thirdly, evaluate the accuracy of the local model uploaded by ID l on the
test dataset, and define this accuracy as al. Then, by combining the average
angle θ̃l(t + 1) with the local model accuracy al, the aggregation weight of the
local model can be calculated as follows:

ψ̃l(t + 1) =
ple

f(θ̃l(t+1))

∑
l′∈WP rel pl′ef(θ̃l′ (t+1))

(15)

where f(θ̃l(t + 1)) = α(1 − e−e−α(θ̃l(t+1)−1)
) is the Gompertz function, α is a

constant, and pl is given by:

pl =
al∑

l′∈WP rel al′
(16)

Finally, aggregate all normal local models according to their aggregation
weights to obtain a new global model, as shown in the following formula:

F (wt+1
g ) =

∑

l∈W P rel

ψ̃l(t + 1)F (wt+1
l ) (17)
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To sum up, the details and processes of the WFLA algorithm are shown in
Algorithm 1.

Algorithm 1. WFLA Algorithm
Require: Normal local model set WPrel, learning rate η, test dataset Im, global

model wt
g at global epoch t

Ensure: a new global model wt+1
g

1: Calculate the gradient ∇F (wt
l ) for each normal local model wt+1

l ∈ WPrel using
formula (3)

2: Calculate the average gradient ∇F (wt
g) of the current global model wt

g using for-
mula (13)

3: for wt+1
l ∈ WPrel do

4: Calculate the angle θl(t + 1) of the local model wt+1
l

5: Calculate the average angle θ̃l(t + 1) of the local model wt+1
l

6: FN k obtains the accuracy value al of the local model wt+1
l based on the test

dataset Im.
7: end for
8: Calculate the normalized accuracy value pl for each normal local model wt+1

l ∈
WPrel using formula (16)

9: Calculate the aggregation weight ψ̃l(t + 1) for each normal local model wt+1
l ∈

WPrel using formula (15)
10: Aggregate all normal local models into a new global model wt+1

g using formula (17)

3.4 DAG Blockchain-Based Federated Learning Algorithm

Compared to traditional single-chain blockchains, DAG blockchains can execute
transactions concurrently and add blocks asynchronously, leading to reduced
block confirmation delays and increased network throughput. To ensure secure
and efficient computation, the DAGFL algorithm is proposed, which combines
DAG blockchain technology with the WFLA algorithm. In the DAGFL algo-
rithm, the DAG blockchain stores the global models generated by FNs, and FNs
also store the ledger information of the DAG blockchain network.

As shown in Fig. 2, in the first global round, FN k trains the initial global
model broadcasted by the task publisher. In each subsequent global round, FN
k generates a DAG blockchain-based global model and then trains it to obtain
a new global model. The implementation follows the steps below:

– Step 1: Generate a DAG blockchain-based global model, denoted as wt
g.

Firstly, FN k uses the tip selection algorithm to randomly select α tips from
the local DAG blockchain replica within the aging range, and then veri-
fies the validity of their data. Secondly, FN k extracts global models from
the selected tips and evaluates each global model’s accuracy using the test
dataset. Thirdly, FN k uses the FedAvg algorithm to aggregate the top c
(2 ≤ c ≤ α) global models with the highest accuracy into a DAG blockchain-
based global model.
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– Step 2: Device selection. After every T global rounds, FN k uses the RADDS
algorithm to reselect IDs participating in FL training.

– Step 3: Local training. After FN k broadcasts the DAG blockchain-based
global model wt

g to the selected IDs, the IDs execute local training based on
their local data.

– Step 4: Malicious model identification and global aggregation. FN k collects
the local models uploaded by selected IDs, uses the OMMI algorithm to iden-
tify malicious models, and then aggregates all the normal local models into a
new global model, denoted as wt+1

g , using the WFLA algorithm.
– Step 5: DAG blockchain update. Firstly, FN k packages the new global model

along with its digital signature into a new block and then broadcasts it to
other FNs. Additionally, the verified parent blocks of the new block are the
c selected tips from step 2. Finally, after receiving the new block, other FNs
verify its validity and then add it to their local DAG blockchain replicas.

Repeat the above steps until the accuracy of the global model meets the
requirement, and then return the final target model to the task publisher.

Fig. 2. Flowchart of the DAGFL Algorithm.
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4 Simulation Results

4.1 Simulation Parameters

In the simulation, 5 FNs are randomly deployed, with each FN having 20 asso-
ciated IDs. These FNs share their respective global models through the DAG
blockchain network. Besides, a two-layer convolutional neural network (CNN) is
trained on the MNIST dataset during the model training process.

Additionally, the local datasets of IDs are divided into two types: IID data
and Non-IID data. In the IID scenario, the MNIST dataset is randomly and uni-
formly distributed among IDs, ensuring that each IID dataset contains labels for
all categories. In the Non-IID scenario, each Non-IID dataset randomly includes
4 or 5 different categories of labels from the MNIST dataset.

Finally, the three attack methods employed by malicious IDs include the
label flipping attack [7], the Byzantine attack [9], and the model compression
attack. In the label flipping attack, malicious IDs flip the target labels to other
categories and then use the contaminated dataset to train local models. In the
Byzantine attack, malicious IDs generate local model parameters based on a
standard normal distribution with a mean and a unit standard deviation. In
the model compression attack, malicious IDs randomly prune the parameters of
locally trained models and upload the pruned local models to FNs.

4.2 Baseline Algorithms

To evaluate the performance of the proposed algorithms, several baseline algo-
rithms are also trained under the same malicious attacks.

– Median-based malicious model identification (MMMI) algorithm [11]: It
reduces the negative impact of malicious models on the global model’s per-
formance by updating the global model with the median of all local model
parameters.

– Isolated forest-based anomaly detection (IFAD) algorithm [1]: It detects
anomalous local models based on isolation forests.

– All device selection (ADS) algorithm: In FL, it selects all IDs to participate
in the training process.

– Random device selection (RDS) algorithm: In FL, it randomly selects a subset
of IDs to participate in the training process.

– Full model selection aggregation (FMSA) algorithm: It treats all local mod-
els as trusted normal models, enabling global aggregation based on all local
models.

– Single FN based FL (SFNFL) algorithm: It allows a single FN to indepen-
dently select its associated IDs to conduct FL.

– Centralized FL (CFL) algorithm: It aggregates all local models trained by
the IDs through a central server for FL.
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4.3 Simulation Results and Analysis

By varying the proportion of malicious models, Fig. 3 demonstrates the effective-
ness of the proposed OMMI algorithm in mitigating label flip poisoning attacks.
As the number of malicious IDs increases, the accuracy of the global model grad-
ually decreases. When 10% of IDs are malicious, the performance is similar to the
scenario without malicious IDs. Furthermore, when 24% of IDs are malicious, the
model accuracy and convergence speed are comparable to the scenario with 10%
malicious IDs. However, when 25% of IDs are malicious, the accuracy decreases
and the convergence speed slows down. Therefore, when the proportion of IDs
uploading malicious local models is below 25%, the OMMI algorithm performs
well. Subsequently, in the following simulation experiments, the proportion of
malicious IDs is set to 24%.

Fig. 3. Impact of malicious IDs with different proportions on the global model accuracy.

In Fig. 4, the impact of 24% malicious IDs on the global model accuracy is
presented under three attack models, C1, C2, and C3. In C1 and C2, we consider
the label flipping attack and the byzantine attack, respectively, and in C3, the
model compression attack is involved. It can be seen from the figure that in
both C1 and C2, the OMMI algorithm’s global model achieves higher accuracy,
almost matching the accuracy when there are no malicious IDs. However, in
C3, the accuracy of the OMMI algorithm’s model experiences some fluctuations.
This is because the 24% proportion of malicious IDs is close to the defense upper
bound of the OMMI algorithm. Moreover, in the model compression attack,
the uploaded model parameters, apart from the pruned parameters, are highly
similar to those trained normally. As a result, the malicious model recognition
performance of the OMMI algorithm in C3 is inferior to that in C1 and C2.
Conversely, in C1, C2, and C3, the accuracy of the FMSA algorithm’s model
experiences a significant decline because it lacks malicious model recognition,
with the most severe impact occurring in C3. In conclusion, the proposed OMMI
algorithm demonstrates the capability to recognize all three types of attacks,
excelling notably in identifying Byzantine attacks.
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(a) (b)

(c)

Fig. 4. Performance of the OMMI algorithm under three attack methods, where the
proportion of malicious models is 24% or 0%. (a) C1: the label flipping attack; (b) C2:
the byzantine attack; (c) C3: the model compression attack.

Fig. 5. Performance of different defense algorithms with 24% malicious IDs.
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In Fig. 5, we illustrate the impact of different defense algorithms on the global
model accuracy. The proposed OMMI algorithm outperforms others in Non-IID
data scenarios, that is because it identifies malicious models by detecting outliers
in the parameter distances. In contrast, due to substantial differences in the
parameter distributions of normal local models, the MMMI algorithm performs
worse. Moreover, the IFAD algorithm, a compromise method using the median
of local model parameters, achieves higher global model accuracy compared to
the FMSA algorithm.

The global model accuracy of the three different device selection algorithms
with 24% malicious IDs is shown in Fig. 6. Specifically, the proposed RADDS
algorithm achieves the highest accuracy by considering the reputation and activ-
ity degree of IDs, which effectively reduces the proportion of malicious models
among the selected IDs. However, the ADS algorithm, which selects all malicious
and normal IDs, leads to sharp fluctuations in accuracy. Overall, the OMMI algo-
rithm and the RADDS algorithm can enhance the security and stability of FL.

Fig. 6. Performance of different device selection algorithms with 24% malicious IDs.

To evaluate the performance of the proposed WFLA algorithm, we vary the
proportion of IDs trained with Non-IID data and select the FedAvg algorithm
for comparison, as shown in Fig. 7. Additionally, 10%, 50%, and 90% represent
the proportions of IDs trained with Non-IID data. As this proportion grad-
ually increases, the WFLA algorithm shows better global model convergence
speed compared to the FedAvg algorithm. By evaluating the contribution of
local model parameters to global aggregation and the accuracy of local models,
the WFLA algorithm can effectively mitigate the negative impact of Non-IID
data. Therefore, the proposed WFLA algorithm is more suitable for Non-IID
data scenarios because it assigns larger aggregation weights to high-quality local
models.

Figure 8 shows the performance of different FL algorithms. Among the com-
pared algorithms, the proposed DAGFL algorithm demonstrates superior perfor-
mance, as it combines the security and immutability of blockchain. However, the
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(a) (b)

(c)

Fig. 7. Performance of different aggregation algorithms. (a) 90% of IDs are trained
with Non-IID data; (b) 50% of IDs are trained with Non-IID data; (c) 10% of IDs are
trained with Non-IID data.

Fig. 8. Performance of different FL algorithms.
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CFL algorithm, which collects all local models and centralizes global aggrega-
tion on a single server, faces the SPOF issue. In contrast, the DAGFL algorithm
utilizes the DAG blockchain network to share the global model among FNs,
enabling distributed learning and overcoming the SPOF issue.

5 Conclusion

In this paper, we focused on the DAG blockchain-enabled fog computing network
for secure and effective FL. Firstly, we proposed a RADDS algorithm to reduce
the participation of malicious IDs and introduced an OMMI algorithm to filter
out malicious local models by detecting outliers in the parameter distances. Sec-
ondly, to mitigate the negative impact of Non-IID data, we proposed a WFLA
algorithm that assigns weights to local models based on their contribution. Fur-
thermore, we developed a DAGFL algorithm to enhance the security and training
efficiency of the WFLA algorithm. Finally, the simulation results demonstrated
the superiority of the proposed algorithms in Non-IID data scenarios.
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