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Abstract. Cryptographically Relevant Quantum Computers (CRQC) will likely
compromise the security of current Public-Key Encryption (PKE) mechanisms
and make them unusable in the near future. In view of this, the National Insti-
tute of Standards and Technology (NIST) is currently undertaking the standard-
ization of post-quantum Key Encapsulation Mechanisms (KEM) such that they
canwithstand quantum-capable attackers. One potential standardization candidate
(i.e., BIKE) is based upon Quasi-Cyclic Moderate Density (QC-MDPC) codes
and offers benefits in terms of security and key-size compared with other can-
didates. Since this candidate is highly dependent upon the performance of the
decoder employed in the decapsulation subroutine, we in this paper, present a
dataset for benchmarking the performance of various instantiations of decoders
that may be proposed by the wider research community in future. To the best of
our knowledge, no other dataset exists for researchers to benchmark their decoders
for QC-MDPC-based cryptosystems.
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1 Introduction

KEMs play a critical role in ensuring the security of today’s communication systems.
However, their reliance on public-key infrastructure (e.g., RSA [1]) will make them
vulnerable in the future if CRQCs are ever built. In view of these anticipated problems,
NIST is currently undergoing a standardization process to propose alternate KEMs such
that they are deployable on contemporary devices and will be quantum-safe – i.e., they
will not be compromised if an attacker is leveraging a CRQC (such as nation state actors)
to launch the attacks.

In the previous round of the NIST standardization process (i.e., Round 3), various
schemes for encryptions were shortlisted either as finalists or alternate candidates. These
schemes are largely code-based, lattice-based, or isogeny-based mechanisms proposed
for the post-quantum era [2]. Of these candidates, code-based schemes are receiving
a lot of interest from the wider research community. One attractive code-based KEM
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included in NIST’s Round 3 is referred to as Bit Flipping Key Encapsulation (BIKE
[9]) that is based upon the QC-MDPC variant of the original code-based cryptosystem
proposed by McEliece in 1978 [3]. This variant is interesting because of its smaller key-
sizes compared with other proposal. The security of QC-MDPC-based quantum-safe
cryptosystems (e.g., BIKE) depends on the Decoder Failure Rate (DFR) of the decoder
employed in decapsulation subroutine of the receiver can facilitate some attacks. For
example, prior research has indicated the potential of a particular side-channel attack in
compromising private-keys by leveraging the DFR [4].

Keeping in view the importance of decoder and decoder failures in the facilitation of
side-channel attacks, the research community has proposed various decoders for code-
based cryptosystems. For example, different instantiations of decoders are proposed
in [5–7], all based on the Bit-Flipping decoder proposed in [8]. However, the horizon
scan of related literature identifies no dataset that can be used to benchmark different
instantiations of decoders (i.e., both previously proposed and any future modifications).
Specifically, in decoder DFR evaluations, the decoder needs to be tested with a large
number of ciphertexts.

Therefore, in this paper, we present a brief overview of our software implementation
of QC-MDPC-based cryptosystem (i.e., in MATLAB) and release the resultant dataset
that may help in benchmarking the decoders. Precisely, we release randomly generated
private keys, the corresponding public keys, and ciphertexts generated using the public
keys and random message vectors. The generated keys and ciphertexts have been saved
in ‘*.txt’ files for benchmarking purposes.We believe that this dataset will help the wider
research community to analyze and benchmark the decoders instead of doing an end-to-
end implementation of a cryptosystem that can be both time consuming and inadequate
for comparison purposes. In other words, using our dataset, researchers can focus on
the decryption (or decoder) subroutine without implementing the key generation and
encryption subroutines.

The rest of the paper is organized as follows: Sect. 2 presents a brief overview of the
QC-MDPC-based cryptosystem. Section 3 contains an elaboration on the importance of
decoders. Sections 4 and 5 contain an overview of our implementation and a description
of our dataset, respectively. Finally, our concluding remarks appear in Sect. 6.

2 QC-MDPC-Based Cryptosystem

This section presents a brief overview of the QC-MDPC-based cryptosystem originally
proposed byMisoczki et al. in [10]. The block diagram of the original QC-MDPC-based
cryptosystem is shown in Fig. 1.

As is evident from Fig. 1, the QC-MDPC-based cryptosystem is comprised of two
subroutines – i.e., Encryption and Decryption. However, both subroutines are facilitated
by a third subroutine that generates the private and public keys (i.e., Key-Generation
Subroutine). In a QC-MDPC-based cryptosystem, a public key is a combination of ‘Gen-
erator Matrix (G)’ of the underlying QC-MDPC code and ‘a Number (t)’ representing
the number of errors that need to be inserted in the valid codeword (i.e., the Hamming
weight of the error vector e). On the other hand, a private key is the ‘Parity-CheckMatrix
(H)’ of the QC-MDPC code.
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Fig. 1. Block diagram of the original QC-MDPC cryptosystem

In a nutshell, the plaintext ‘U’ is multiplied by ‘Generator Matrix (G)’ to get a
codeword, inwhich ‘t’ errors (e) are inserted by the sender. This constitutes the ciphertext
that is sent to the receiver. The receiver’s job is to find the error bits (e) and remove them
to obtain the valid codeword (UG) by leveraging the private key (H). It is noteworthy that
this constitutes a syndrome decoding problem proven to be NP-complete for a randomly
chosen parity checkmatrix (H) [11]. Due to the aforementioned reason, these code-based
cryptosystems are envisaged to be quantum-safe.

3 Importance of Decoder

Note that, the decryption process (see in Fig. 1) is mainly reliant upon the decoder (that
utilizes the private key). The relevant decoders (such as those proposed in [5–7]) are
generally based upon the Bit-Flipping algorithm [8]. The performance of the decoder is
highly important in determining the security-level of theQC-MDPC-based cryptosystem
(see details in [12]). For example, the GJS attack presented in [4] demonstrated the
possibility of a particular side-channel attack on QC-MDPC-based cryptosystems that
utilizes the decoder failure rates to fully recover the private key. In addition, a lower
decoder failure rate that is needed for the higher security levels generally leads to a larger
size of circulant blocks that define the size of private key (see details in [10]). Therefore, in
pursuit of low decoder failure rates with relatively smaller key size, researchers continue
to propose various instantiations of the Bit-Flipping algorithm.

Typically, the performance of these decoder(s) is analyzed by computing the decoder
failures for smaller sizes of circulant blocks and then performing the linear extrapolation
to the failures that correspond to the needed level of security (failures of 2−λ for λ− bit
security, see further details in [5]). However, no benchmarking dataset exists that can
facilitate the analysis of such decoders at the smaller sizes of circulant blocks and their
comparison with other proposals for establishing their efficacy in achieving the required
level of security. To fill this gap, we perform an end-to-end implementation of the QC-
MDPC-based cryptosystem in MATLAB and provide a dataset that will help analyze
the decoders and compute the decoder failure rate needed for the target security level
(i.e., by performing linear extrapolation).

Next, we present a brief overview of our implementation that facilitates our data
generation.
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4 Overview of Our Implementation

We implement all three modules of the QC-MDPC-based cryptosystem in MATLAB –
i.e., Key-Generation, Encryption, and Decryption modules. The first two modules –
i.e., Key-Generation and Encryption facilitate the data generation that are needed for
analyzing the decoders and are released as a part of this work. The final module – i.e.,
the Decryption module is used to present a sample analysis to demonstrate how readers
can leverage this dataset. For this demonstration, we present the results obtained through
the Black-Grey Flip decoder implemented in MATLAB (the identical decoder is used
in BIKE [9]).

4.1 Key-Generation Module

The Key-Generation module generates both public and private keys that are used for
codewords generation and decoding, respectively. As pointed out in [13], the gen-
eration of public key from a private key needs polynomial inversion that can be
computationally laborious for the default method for inversion available in MAT-
LAB. To make this process computationally feasible, we implement the Itoh-Tsuji
Algorithm to facilitate efficient inversion through simple cyclic shifts (see details
in [14]). In addition, the public-key generation also involves multiplication oper-
ations. For the efficient implementation of multiplication, we perform multiplica-
tion in a polynomial domain with each coefficient of the product obtained as ci =∑r−1

j=0 ajb(i−j+r) mod rmod2 for i = 1, 2, . . . , r − 1; where ‘a’ and ‘b’ represents two
polynomial and ‘r’ represents the size of the circulant block in the private key.

4.2 Encryption Module

The Encryption module generates the ciphertexts by utilizing the public-key generated
through ‘Key-Generation’ modules. This is accomplished by multiplying plaintext mes-
sage ‘U’ with ‘G’ (again the multiplication operation described above is utilized), that
leads to a codeword. The codeword is transformed into ciphertexts by adding random
errors ‘e’ with weight ‘t’. The addition is simply done by performing ‘XOR’ between
the codeword and the randomly chosen error vector.

4.3 Decryption Modules

The Decryption module leverages a decoder (i.e., any instantiation of the Bit-Flipping
algorithm) that uses a private key (H) to eliminate the errors inserted in the codeword by
the sender. The Decoder provides the position of bits that are erroneous which are then
filliped to obtain the codeword. Once the codeword is obtained, it can be transformed
into plaintext by leveraging the systematic form of the public key – i.e., by just passing
the first ‘K’ bits to output (‘K’ is the size of plaintext).
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5 DU-QS22 Dataset

For analyzing the performance of any instantiation of Bit-Flipping decoder, we need
ciphertexts and associated private-keys (corresponding to the public-keys) with varying
values of sizes of circulant blocks (that define the size of keys, alluded to as ‘r’ hereafter).
In lines with prior works (e.g., [7]), we select the following values of ‘r’: 9461, 9539,
9643, 9817, and 10009 bits, for dataset generation, with parameters ‘t’ and ‘w’ both fixed
134 and 142, respectively (- i.e., same as proposed in BIKE, see the details of parameters
in [10]). Our analysis suggests that these values of ‘r’ are sufficient to capture the overall
trend of decoder failure and apply linear extrapolation to the point that corresponds to
the needed level of security. For each r value, we compute the number of ciphertexts that
suffices for obtaining at least 1000 failures before the confidence in decoder failures is
established (see the rationale for this threshold in [5]). Note that, the number of generated
ciphers is increased since failures are much more difficult to obtain for larger values of
‘r’ (recall our target is to have 1000 failures as in prior works). Overall, our presented
dataset is comprised of public-keys, private-keys, and ciphertext, as listed in Table 1.

Table 1. Size of dataset

‘r’ Private-keys Public-keys No. of ciphers/key Total ciphers

9461 20 20 500 10,000

9539 50 50 500 25,000

9643 50 50 1,000 50,000

9817 60 60 5,000 300,000

10009 75 75 10,000 750,000

Our dataset is made publicly available1,2. Note that, although only private keys
and ciphertexts are needed for analyzing the decoders, we make public-keys publicly
available as well (this can help generate additional ciphertexts if needed). All this data
is contained in separate *.txt files and can be used to perform analysis irrespective of the
platform used for decoding (such as MATLAB that we used for implementing the BGF
decoder).

In addition to the keys and ciphertexts shown in Table 1, we also generated 900,000
ciphertexts using 90 keys for r = 12323, which is the value of ‘r’ recommended in the
BIKE schemewith the 128-bit security level (see [9] for detail).We also include this data
in our repository as these ciphertexts can be used for other purposes such as performance
evaluation of decoders (e.g., modifying number of iterations to improve the efficiency)
and security evaluations (e.g., analysis of different attack models) at the value of ‘r’
(i.e., 12323 as reported in BIKE [9]) appropriate for the 128-bit security (i.e., minimum
requirement of NIST for standardization).

1 Dataset is alluded to as DU-QS22 (i.e., Deakin University-Quantum Safe 2022).
2 Dataset is available https://figshare.com/s/2df4edbbb2eb057e4e30.

https://figshare.com/s/2df4edbbb2eb057e4e30
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Fig. 2. A sample analysis of a decoder (BGF) with our dataset

How to use these data files? For performing the analysis of decoder, one can simply
read the ciphertext files and used the corresponding private keys for decoding. For
example, for r = 10009, we have 0.75 million ciphers generated through 75 keys. This
means that for each key we have 10,000 ciphers. Therefore, for analysis, one can divide
the total number of ciphertexts by the number of keys and decode the ith chunk of
ciphertexts with ith private key. Note that, for private keys, we only saved the indices of
non-zero bits (and thus must be considered accordingly while re-generating the private
keys).We have also provided a detailed ‘description’with a dataset belonging to different
sizes of circulant blocks in our data repository (see the link provided above).

ASampleAnalysiswithBGFDecoder –Toperforma sample analysiswith the dataset
(described in the previous section), we implemented (in MATLAB) the BGF decoder
with the same parameters proposed in BIKE [9]. This decoder is a modification of the
Bit-Flipping decoder proposed in [8]. It basically works by transforming a private key
into aTanner graph and computing syndrome vector that helps in determining the number
of unsatisfied checks. These unsatisfied checks are then compared with a threshold to
find the error bits (see detailed description in [8]). It is noteworthy that, for a constant
time implementation the number of iterations is fixed which makes finding the error bits
difficult (note that additionalmasking operations are performed in the BGF decoder – see
details in [9]).

For each ‘r’ value in Table 1, we computed the average decoder failures (with a target
of at least 1000 failures) and the resultant curve is shownbelow inFig. 2. It is evident from
Fig. 2 that the curve is concave (i.e., decaying) thereby making the application of linear
extrapolation justified to find the value of ‘r’ corresponding to a needed level of security
(e.g., 128 or 192-bits security that translates to decoder failure rates of 2−128 or 2−192, ,
which is difficult to achieve even on powerful computing platforms, thus extrapolation
is the only option). Similarly, one can use this synthetic dataset for analyzing different
decoders and the impact of different parameters such as threshold andmasking operation
as used in the BGF decoder (see details in [9]) and weighting operations (such as those
used in [7]).
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6 Conclusion

This paper presents a dataset for benchmarking and cross-comparing different instan-
tiation of Bit-Flipping decoders whose optimal performance is crucial for ensuring the
needed level of security (e.g., minimum of 128-bits security required for NIST standard-
ization). We also present an overview of our implementation of the QC-MDPC-based
cryptosystem in MATLAB and details on how this dataset can be utilized. Finally, we
present a sample analysis with the BGF decoder proposed for BIKE using the dataset
generated in this work to guide the reader on how to analyze any decoder and apply linear
extrapolation on the obtained curve. We maintain that this dataset can help the wider
research community in benchmarking and comparing their proposed instantiations of
decoders with other proposals and establish their efficacy.
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