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Abstract. The privacy issue limits the Internet of Medical Things. Med-
ical information would enhance new medical studies, formulate new treat-
ments, and deliver new digital health technologies. Solving the sharing
issue will have a triple impact: handling sensitive information easily, con-
tributing to international medical advancements, and enabling person-
alised care. A possible solution could be to decentralise the notion of
privacy, distributing it directly to users. Solutions enabling this vision
are closely linked to Distributed Ledger Technologies. This technology
would allow privacy-compliant solutions in contexts where privacy is the
first need through its characteristics of immutability and transparency.
This work lays the foundations for a system that can provide adequate
security in terms of privacy, allowing the sharing of information between
participants. We introduce an Internet of Medical Things application
use case called “Balance”, networks of trusted peers to manage sensitive
data access called “Halo”, and eventually leverage Smart Contracts to
safeguard third party rights over data. This architecture should enable
the theoretical vision of privacy-based healthcare solutions running in a
decentralised manner.

Keywords: Decentralised Health Data Management - Internet of
Medical Things - Distributed Ledger Technology - Distributed Storage
System

1 Introduction

The Internet of Medical Things (IoMT) devices generate a considerable amount
of valuable data of inestimable value. However, sharing sensitive information
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between devices is limited by privacy regulations with good intentions but def-
initely impacting innovation. Solving the sharing problem could significantly
impact the health of an individual.

Distributed Ledger Technology (DLT) is a promising technology to solve the
sharing issue in IoMT. With the term DLT, we often refer to the technology
that allows the transfer of digital assets in a distributed network. In a DLT,
every transaction is transparent and visible to all the participants that secure
immutability. A specific derivative of DLT is the Blockchain, a well-defined DLT
implementation where the ledger consists of a chain of blocks linked together
by hashes. The first known implementation is Bitcoin [15]. One of the most
significant technology trends during the last ten years is to think of it as general-
purpose, i.e. to use it to transfer data or to use it to track digital and real-world
items. In this sense, immutable ledgers could enable data ownership, linking a
digital asset to an individual. An example of DLT is the IOTA Tangle [19] that
is a scalable DLT whose goal is to establish a solution for the IoT by using
a Distributed Acyclic Graph (DAG) ledger. A proper feature of IOTA is the
ability of being feeless, allowing free transactions. Examples of general-purpose
Blockchains are Ethereum and Cardano. Ethereum 2.0 [2] is a Proof of Stake
(PoS) protocol that represents the solution for the scalability of the Ethereum
blockchain. A similar approach comes from Cardano that is a blockchain platform
based on a peer-reviewed PoS protocol called Ouroboros [8].

Several DLTs integrate Smart Contracts that are a set of promises and proto-
cols specified in digital form within which the parties perform on these promises
[25]. One of the most interesting facts about Smart Contracts is the possibility
to involve them in data sharing. Several general-purpose Blockchain platforms
as the most famous Ethereum, Cardano, and IOTA implement Smart Contracts.
A platform that is basing his workflow on Smart Contracts is Filecoin [6], a dis-
tributed network based on the Blockchain where miners are elected based on the
amount of storage in their possession, allowing both the circulation of cryptocur-
rency in the network and the usage of storages made available by the miners. In
fact, Filecoin is a platform designed to grant easy access to decentralised storage,
such as the InterPlanetary File System (IPFS).

The biggest concerns that justify the deepening of DLTs for data sharing
and decentralisation (potentially Big Data decentralisation) are scalability, since
DLTs are not the best for storing extensive data due to their architecture, and
compatibility with standards, as the Fast Healthcare Interoperability Resources
(FHIR) [1] used to share health data in the healthcare industry. For the scal-
ability issue, it could be convenient to couple DLT with the Distributed File
System (DFS), a file system that allows the storage of files and resources in
storage devices distributed on the network’s nodes. An example of DFS is the
previously cited IPFS,; a peer to peer distributed file system where peer nodes
do not have to trust each other to store and access data on the IPFS network,
which makes it similar to the features offered by DLTs (as it supports decen-
tralisation) but with a throughput higher when dealing with large chunks of
data, which are stored with the cryptographic hash of their content. Moving to
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standards instead, DLTs are promising on boosting their adoption. The FHIR
standard defines how healthcare information can be exchanged abstracting from
how data is stored. So, it allows healthcare information to be more accessible
but, it does not consider the possibility of healthcare systems decentralisation.

While both the DF'S and DLT could be private and restricted to a consortium
of participants, the choice of using them this way goes against decentralisation.
To fix the problem, the usage of cryptography could be essential. The idea is to
encrypt to the point that only those who have the credentials can read the files
and so, the creator (or the authoritative holders).

In this work, we try to give a possible solution based on DLTs and off-chain
storages to decentralise the IoMT and enable a secure data sharing mechanism
across the IoMT network. We will show how this solution could work beside
an IoMT smartphone application called “Balance”, based on the work of E.
Lattanzi et al. [11]. The work is structured as follows: Sect. 1, the introduction;
Sect. 2, the case study; Sect. 3, the proposed solution; Sect. 4, the discussion and
conclusions.

1.1 Related Works

There are many works available on decentralised data management, focusing
attention on the sensitivity of health data and, therefore, on attempting to pro-
duce a shift to the decentralised paradigm. Most of them use multiple tech-
nologies, including decentralised storages such as IPFS, DLTs technologies as
Blockchain or DAG, and sometimes cryptography. The key idea for each work is
to connect patients and any health organisations and enable users to own data
created. One of the most significant research in the field [17] uses the Ethereum
network to save data through links saved on the Blockchain assisted by Smart
Contracts. Moreover, the paper introduces the usage of mobile devices, i.e. the
smartphones. Another interesting approach [13], in addition to IPFS and Smart
Contracts, attempts to introduce a reputation system to encrypt and share data.
An incremental solution to the latter [5] introduces an economic incentive for
those who disseminate their health data since these effectively contribute to a
piece of greater knowledge for personalised medicine. Similar idea on the usage of
IPFS and Smart Contracts also belongs to other researchers [14,24], with some
exception [10,23] which respectively uses IPFS, Blockchain and cloud technolo-
gies. On the other hand, others have focused mainly on monitoring practices,
such as teleconsultation [9] or specific tracking-related problems such as organ
transplantation [21] or more general health data [16]. Other works than look to
the effective compliance of these systems with the healthcare sector [18], or the
possibility of providing an identity to the participants anticipating a Health Dig-
ital Identity System. Finally, more complex works [7,26] use multiple blockchains
intending to give different roles to the different players involved and separate sys-
tems for data management.

Other few solutions are based on the IOTA Tangle, addressing different issues.
The first identified issue focus on the fact that patients and healthcare organ-
isations must communicate and therefore be interoperable [22]. The research
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tries to understand the actual current standards used in health institutions to
provide an approach that can be integrated with these standards already used
in hospitals, including the Fast Healthcare Interoperability Resources (FHIR).
In the paper, they try to use the Tangle with the already existing standards
and, therefore, save the data produced by patients in the EHR systems of health
institutions. The attempt is undoubtedly interesting and demonstrates the possi-
bility of using these standards with DLT technologies. Other researchers instead
focuses on studying the scalability of the blockchain in healthcare institutions [4].
That is, they try to understand if the available DLTs technologies are suitable
for use in the presence of large volumes of transactions. Cardano in the paper is
the best performer of technologies with the least need to use sidechains in order
to speed up transactions. Similar works for data sharing have been investigated
[12]. The idea is based on the Tangle and data owners interact with it through
mobile devices. The Tangle is used for saving data but we think that it is also
not recommended for privacy reasons, since the ledger is basically immutable.
Authors of [3] focused on COVID-19 pandemic monitoring operations. The paper
attempts to focus on emergency and response issues. The idea is to use the Tan-
gle as a data layer used by local authorities and the US government locally
for emergency management. It is unclear how the user can be the data owner
since his interaction does not occur with the ledger but with institution-owned
databases that potentially replicate data.

1.2 Contribution of This Paper

In the future, the possibility for individuals to manage their sensitive informa-
tion could lead to the creation of billions of everlasting clinical histories useful
to enhance new medical studies, formulate new treatments, and deliver new
digital health technologies. Decentralisation could be inevitable, eclipsing cen-
tral authorities as store of sensitive information, being replaced by individuals
responsibility. This work propose an idea on how to decentralise the IoMT by
presenting a case study with the aim of enabling data ownership, and sharing.
Participants avoid revealing data locations on distributed storages and manage
their data through decentralised private networks called Halo. In our solution,
we propose the use of off-chain storages, DLTs, Smart Contracts, mobile devices,
and the introduction of the Halo: networks of participants who secure and man-
age data against remote stakeholders. This will guarantee no direct access to
data locations and that remote users would always be tracked and forced to
accept sharing conditions.

2 The Case Study

Balance is a IoMT smartphone application that records the human postural sta-
bility indices of an individual through the sensors integrated within the smart-
phone. It aims to produce a stabilometric analysis by referencing the biomechan-
ical model of the single inverse pendulum and the available traditional health-
care technology in the field [11]. The stabilometric analysis allows evaluating the
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patient’s stability in the upright position by studying the dynamics of the center
of gravity projection on a plane parallel to the ground. The smartphone appli-
cation carry out the analysis with this scope, since the human sensory system
can be considered at rest (except for the plantar skin receptors), and so, the
body instability is reconducted to endogenous factors. During a static test, the
patient is stationary and standing on a measurement surface with his eyes open
or closed, without the presence of any external perturbation. The body moves
due to the combination of internal correction forces, drawing the deformation
they produce on the underlying plane. The point of force application is called
the center of pressure (COP) since it is the center of the distribution of pressure
on the surface of the foot.

2.1 Architecture

Balance API Server
REST
Sensors OJ . Receiving endpoints
+ Accelerometer @ « Device ID assignment

+ Gyroscope APl
-

Pre-Processing Database
+ Anonymisation + Data storage
« Device ID

Fig. 1. Balance architecture

Balance architecture consists of a mobile application and a backend that resides
in a centralised location (Fig.1). The smartphone application performs all the
pre-processing onboard the smartphone in order to comply with privacy regula-
tions. The data is sent to the backend in a completely anonymous way. A unique
ID generated by the backend and not associated with the user or his device is
sent to the user to always refer to his data correctly.

2.2 Measurement Protocol

In traditional systems, the subject is placed at the center of a force platform for
postural acquisition to perform the required test. In the case study, the Romberg
test that is a test in which the patient performs the analysis with both eyes open
or closed, allowing to understand the influence of the visual system on posture.

Through Balance, the repeatable test is performed through the smartphone in
a few seconds. The test can be carried out with open or closed eyes by choosing
the appropriate mode on the home screen. While performing a test, the user
keeps a straight posture and holds the smartphone with two hands in a vertical
position at the navel level, guided to maintain the correct position. The actual
sensor measurement takes about 30s. For the analysis to be meaningful, the
test must be repeated periodically. In this way, it is possible to compare the past
indices with the most recent ones and monitor the evolution of postural stability.
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2.3 Data Collected

The static analysis generates two main insights: the statokinesigram (SKG), or
sway-path, represents the displacement of the COP in the XY plane and allows
for the extraction of global parameters and structural parameters; the former
relates to the sway-pattern while the latter focus on trajectories applicable to
extracting data from them. The Stabilogram, shows the change in COP over
time expressed as a vector in two dimensions: Antero-Posterior (AP) and Medio-
Lateral (ML).

The user is also asked for some personal information: age, gender, weight, any
postural problems, the presence of postural problems in the family, the use of
medicines that can interfere with posture, any other trauma, visual defects, and
hearing defects. Potentially, it will be possible to extend and use them for several
reasons that go from performing medical studies to personalised medicine.

3 The Proposed Solution

3.1 DLTs Comparison

It is worthwhile to evaluate several DLTs candidates for a decentralised data
management solution. In this section we analyse Ethereum 2.0, Cardano, Filecoin
and, IOTA 2.0 which results are shown in Table 1.

Based on the comparison, Cardano is going to provide the most appreciable
result in terms of long-term objectives, promising the best results both from the
Governance and the tps. A good compromise represents IOTA 2.0, which would
allow greater freedom regarding the reduction of the cost of transactions. A little
in the shadows is Ethereum 2.0, which does not seem to promise a high number of
tps as the other implementations, even if it is good to highlight how it represents
a consolidated Blockchain and it has the best development ecosystem worldwide.
Finally, Filecoin represents an ad-hoc solution to be adopted for specific needs.

Table 1. DLTs Comparison *Highly Speculative

Category Ethereum 2.0 | Cardano | Filecoin I0TA 2.0
DLT Blockchain Blockchain | Blockchain | DAG
General Purpose Yes Yes No Yes
Consensus PoW /PoS PoS PoW No/FPC
Smart Contracts Yes Yes Yes Yes
Dynamic Governance No Yes No No
Feeless No No No Yes
Transactions Per Second | 15/*100k 250/*1m | Not Known | 200/*300k
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Ethereum 2.0. The biggest problems Ethereum 1.0 is suffering are higher
transaction fees and low tps. The upgrade to the second version is to overcome
both the problems, by replacing the Proof Of Work protocol with a PoS pro-
tocol. On the side of Governance, Ethereum is not so dynamic. Users, miners
and developers can submit proposals but, on Github. The biggest obstacle to
this is finding support for that proposal that needs to reach the Core develop-
ers through several channels like social media, conferences, articles. Once the
proposal attracts interest could be taken into consideration. In the future, It is
expected that Ethereum 2.0 could bring more than 100 thousand tps increasing
the actual stage of about 15 tps.

Cardano. Thanks to Ouroboros, Cardano is one of the most scalable
blockchains in the crypto-space with 250 tps on average, basing its success on its
community of stake pools, actively contributing to the security of the network.
Moreover, It has a dynamic governance system based on democratic voting on
upgrade proposals that ensures the platform and its community can continuously
fund and decide upon platform and ecosystem improvements. In the future, the
system will implement a second layer solution under research called Hydra that
is going to bring the tps to more than 1 million, a great achievement for the
overall crypto-space.

IOTA 2.0. Unlike the first version of IOTA, where a centralised entity called
coordinator was validating the transactions milestones (a checkpoint in the Tan-
gle that was validating all the backward transactions), IOTA 2.0 will operate
decentralised by introducing several features summed up in the Coordicide paper
[20], designed to be modular and to ensure long-term success. Note that the sec-
ond version is going to implement a Fast Probabilistic Consensus (FPC). IOTA
governance is centralised but the development team is open to conversations.
Several components have been developed between IOTA and community mem-
bers. By the way, they do not have a voting system in this sense, but at least
it is all transparent. Industry players help guide the development of the system.
In the future, the Tangle is expected to bring more than 300 thousands tps.

Filecoin. Filecoin is a Blockchain with the specific aim to give permanence to
data in a decentralised environment. Even if It is actually not seen as general-
purpose, in addition to allow transactions, the Filecoin ledger implements Smart
Contracts, and it implements a proprietary Virtual Machine (Filecoin VM) that
offers control mechanisms that regulate the operation and acquisition of decen-
tralised storage requested by the users. We could think of Filecoin as the first
attempt to exploit Blockchain technology to achieve persistence of stored data
on decentralised storages through paid agreements exactly as happening with
the cloud technology. The system rewards participants as a mean of incentive
for all who are willing to provide data storage.
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3.2 Architectural View
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Fig. 2. System architecture

The IoMT comprises mobile devices, i.e. smartphones, devices, wearables. The
need for these devices is the ability to perform operations that involve sensitive
information. In the following sections, we try to give a view of the components
and the architecture to achieve this result.

Components. The components of the architecture must reflect all the needs
foreseen in the IoMT. A reference to the architecture is in Fig. 2 and includes:

— The IoMT Device is the location where the user’s data are generated and the
private keys, used for signing data, are stored. Safety issues relating to the
device used are neglected. Through the Wallet, it is possible to access the
Ledger and manage digital assets.

— The Ledger gives the user a potential anonymised criterion of being uniquely
identified in the network.

— Smart Contracts are used to grant access to remote users using Non-Fungible
Tokens (NFTs).

— Remote users represent all those interested parties in accessing sensitive infor-
mation. They can be professionals, general users and healthcare organisations.
The interaction happens through the web interface.

— The proposed Halo is a private network, similar to a oracle network, of
explicitly trusted nodes which is involved in encrypting, decrypting, and
reconstructing user’s off-chain data, guaranteeing availability. Their role is
of redundancy and data security.

— The Distributed Storage is where the data of the user are saved. Decen-
tralised technologies, such as IPFS, are public storages, transparent and pub-
licly accessible. For this reason, the data on the storage are sharded and
anonymised, and the private network needs to reconstruct the data properly.

Workflow. Storing data from the IoMT devices should follow the steps shown
in Fig. 3:
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1. The system is composed of a wallet containing the cryptographic keys for
signing new data. Every time the user generates new data, this is sent to the
Halo.

2. Once data are successfully stored, the links to the decentralised storage could
be sent to the DLT and saved as transactions or kept private into the smart-
phone, creating a recovery-proof mechanism.

3. The Halo eventually ensure data pinning to the store files on decentralised
storage and privacy-compliant operations before storing.

Sharing information with remote users should follow the process in Fig. 4:

1. A remote user asks for health data by accessing the frontend and accepting
conditions.

2. The Halo verifies the access on the public blockchain, ideally with the help
of Smart Contracts, and then forwards the request to the data owner device,
who is required to give consent.

3. If consent is given, the network processes the data and sends the final response
to the user; otherwise, it will just notify the rejection.

4 Discussion and Conclusions

By using the proposed architecture, the health data are created and maintained
by the owners. All remote users are subject to predefined rules, and Smart Con-
tract constitutes a transparent way of managing permissions. Cryptography con-
stitutes an essential tool and it will need advancements in the future. In fact, it
is not a sufficient deterrent for keeping data secure with the advent of quantum
computing, even if coupled with sharding and masking techniques constitutes
a solution. It should be noted that this approach causes a decrease in perfor-
mance by forcing rebuilding before the use. The usage of a two-layer solutions
guarantees both transparency and logging, while the usage of Distributed Stor-
ages could allow for data relocation since data stored are persistent but not
permanent.

In this work, we proposed a solution to decentralise the IoMT, enabling data
sharing. Our solution is blockchain agnostic and demonstrates the role of DLT
technology as an enabler for sharing sensitive data. The overall architecture could
constitute a personal sensitive data portal with which healthcare systems can be
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interfaced directly to individuals. Smart Contracts can be essential in establish-
ing agreements between the owner and remote users, highlighting the need for
a Decentralised Digital Identity. As future work, we plan to develop the imple-
mentation of this solution by using DLTs technologies and IoMT applications
to demonstrate the potentiality of the system in solving the sharing problem
scenario without relying on any intermediary.
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