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Abstract. Aiming at the problem that most of the information embed-
ding carriers of existing information hiding technologies are two-
dimensional images, and most of them are single carriers with limited
embedding information capacity, a multi-carrier information hiding algo-
rithm based on hierarchical compression of 3D point cloud model is pro-
posed. Firstly, the 3D model is pre-standardized, the minimum bounding
box of the model is generated, and the slice of the model is stratified.
Secondly, the ratio of projected area between each layer region and the
minimum bounding box is used as the weight of each layer region and
the model feature vector, and the carrier set is classified by calculating
the similarity of each model feature vector. Finally, each layer area is
compressed according to the secret information to complete the secret
information hiding. The experimental results show that, compared with
the comparison algorithm, the proposed algorithm is robust while main-
taining invisibility in the face of a single attack.

Keywords: Information hiding - Multi carrier + Carrier classification -
Hierarchical compression - Feature extraction

1 Introduction

With the continuous development of 3D modeling technology, more and more
application scenarios need to embed information in 3D models, such as copyright
protection, digital watermarking, data hiding, etc. Multi-carrier 3D model infor-
mation hiding algorithm is a technique that embeds secret information among
multiple 3D models. Compared with traditional single-carrier information hiding
technology, multi-carrier information hiding technology has higher security and
robustness [6,15,19].

At present, the research of information hiding algorithm based on point cloud
3D model has made remarkable progress [3,8,18]. Luo et al. proposed a reversible
information hiding algorithm based on a 3D point cloud model, which embedded
data by creating a cluster of 8 adjacent vertices and using the high correlation
between adjacent vertices [10]. Liu et al. proposed a 3D point cloud model water-
marking algorithm based on ring distribution. In this algorithm, vertices whose
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average curvature is less than zero are selected as the feature vertices embedded
in the watermark, and the remaining vertices are used to establish an invariant
space. The 3D model is divided into several spheres and rings according to the
number of watermark bits to resist geometric attacks. The purpose of informa-
tion hiding is achieved by modifying the radial distance of feature vertices in
different spheres and rings [9].

In order to improve the transmission efficiency of the model, it is usually
necessary to compress the carrier. Kammerl et al. proposed a lossy compression
algorithm for point cloud flow. The algorithm firstly performs spatial decom-
position through octree data structure, then encodes structural differences of
continuous point cloud models, and finally realizes point cloud compression by
using spatial and temporal redundancy in point cloud data [5]. He et al. pro-
posed a point cloud compression algorithm based on spherical projection, which
carried out adaptive partitioning of the original point cloud, established a fit-
ting sphere in each block, converted the 3D point cloud into a set of depth
images through spherical coordinate transformation and spherical projection,
and decomposed the depth images into occupancy images and attribute vectors
for compression [4].

This chapter proposes a multi-carrier information hiding algorithm based on
layered compression of 3D point cloud model, aiming at the limitations of capac-
ity and security of single-carrier information hiding algorithm and point cloud
compression algorithm. Firstly, the 3D model is pre-standardized, the minimum
bounding box of the model is generated [1], and the slice of the model is strat-
ified. Secondly, the ratio of the projected area between each layer region and
the minimum bounding box is used as the weight of each layer region and the
model feature vector, and the carrier set is classified by calculating the similar-
ity of the feature vector of each model. Finally, the model is matched with the
secret information by weighting index of each layer, and the secret information
is hidden by compression of each layer.

2 Basic Principle of Algorithm

2.1 Carrier Model Normalization Preprocessing

In order to avoid the influence of the position, direction and size of the 3D model
on the feature extraction, the model needs to be pre-processed by translation,
normalization and rotation. Suppose the model has n vertices, and the set of
vertices V' = {v1,va, ..., v, }. The specific steps are as follows:

Step 1: Generate the minimum bounding box of the model. Suppose that
the coordinates of any vertex of the model v;(i € 1,2,...,n) in 3D space are
(4,9, 2:), the maximum boundary point vy, and the minimum boundary
point v, are found according to formula (1) and formula (2) respectively.
Then, m boundary points v, are found by formula (3).

vy = (Tar, Yy, 2ar) = (max () , max (y;) , max (z;)) (1)
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Vm = (T, Y, Zm) = (min (z;),min (y;) , min (;)) (2)
— (‘riuyiazi) lvcizcm or ¢c; = cpy,
vb{force{:c,y,z},lgz‘gn (3)

By the distance between the maximum boundary point and the minimum
boundary point, the minimum bounding box can be determined according to
formula (4). Where L, W and H represent the length, width and height of
the minimum bounding box respectively.

Ivar —vmlly = VL2 + W2 + H? (4)

Step 2: Calculate the center of mass O of the minimum bounding box. Formula
(5) calculates the barycentric coordinates v, of the minimum bounding box.

1
Vo = (%7%,%) = i(vavaH) (5)

Step 3: Translation model. The centroid of the model is translated to the
origin of the coordinates, and the new vertices after the translation of the
original vertices of the model are obtained according to formula (6).

v; = (23,95, %) = (T — To,Yi — Yo, Zi — Zo) (6)

2.2 Classification Principle Based on Model Feature Similarity
Calculation

In this paper, Euclidean distance is used to calculate the similarity between
models, which can measure both the actual distance between two points in 3D
space and the natural length of the vector [2]. Let the n-dimensional vectors con-
structed by two models A, B according to the same rule be X = (x1, 22, ..., 2,)7
and Y = (y1,%2,..,Yn)? respectively, then the Euclidean distance d(X,Y)
between the two vectors can be obtained by formula (7).

i=1

The similarity threshold S; is set, and the two models are classified according to
the following rules: 1) If d(X,Y) < S, it indicates that the Euclidian distance
between vector X and Y is relatively close, and the two models A and B are
highly similar, so they are classified as the same carrier models; 2) If d(X,Y") <
St, it means that the Euclidean distance between vector X and Y is far away,
and the similarity between the two models A and B is low, so they are classified
as heterogeneous carrier models.
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2.3 Application of Magic Square Scrambling in Image Encryption
Design Rules

A magic square is a square matrix filled with integers where the sum of every
row, column, and diagonal is equal.

The idea of magic square scrambling is based on the idea of looking up tables
[7,12,20]. In this process, "2" becomes the position of "1" and "3" becomes the
position of "2" as shown in Fig. 1. The magic square scrambling of digital images
can balance the scrambling effect and system overhead by reducing the magic
square scrambling order or by scrambling image blocks.

2 g 4 1 2 3 g 7 2
7 5 3 6 4 2 5 3 1
& 1 8 5 9 7 4 8 &
(a) Original matrix (b) 1st Magic Square (¢) 2nd Magic Square

Fig. 1. 3 x 3 magic square scrambling diagram

3 Multi-carrier Information Hiding Algorithm Based
on Layered Compression of 3D Point Cloud Model

3.1 Multivector Classification

When a plane (clipping plane) is used to cut a 3D model, since the 3D model is
mostly irregular, the cut plane outline is usually inconsistent. Using this property,
different feature vectors are used to represent different models, and the models
are classified by calculating the similarity between the models. The specific steps
are as follows:

Step 1: Cut the plane slice.

Step 2: Determine the layer point cloud thickness. If the point cloud model
is divided into m layers, the thickness § of each layer of point clouds can be
calculated by Eq. (8).

5 — max (z;) —min (z;)

(®)

Step 3: Construct model feature vectors. The projected area S; of slice contour
was calculated by formula (9).

m

S; = // dxdy,D = {(-’E,y) |$mi <z < LM Ym; <y< yJWi} (9)
D



136 S. Ren et al.

where, 4y, , im, represent the minimum coordinate value of the projected
boundary point of the model contour obtained by any hierarchical operation,
and iy, , 157, represent the maximum coordinate value of the boundary point.
The projected area S,,q, of the enclosing box can be calculated by formula
(10).

Smax = L x W (10)

Construct the model feature vector F' and define it as shown in formula (11).
F=(r1,ra, .. Tiy.eyTt) (11)

where, the weight r; = s;/Smax (0 < r; < 1), t is the number of slices.

Step 4: Model similarity calculation. Euclidean distance is used as an evalu-
ation index for the similarity of the two models. As shown in formula (12),
the smaller the calculated value, the higher the similarity of the two models.

Sim = HFI —FQH (12)

The similarity threshold Simry is set [16], and the similar value Sim of the
two models is compared: the model with Sim < Sim(ry is classified as the
same, and the model with Sim > Simr) is classified as the different.

3.2 Feature Point Extraction

After slicing and layering the 3D point cloud model, the Meanshift clustering
analysis method is used to extract the feature points of each layer region [11],
and then the non-critical feature points are compressed for each region [14].

3.3 Information Hiding Rule

In this algorithm, according to the weight r; of each hierarchical region, the
region with greater weight is selected as the robust region, the region with less
weight is selected as the vulnerable region, and other regions are selected as the
information hiding region. The information hiding rules are designed as follows:

Rule 1: Hierarchical compression rule. The algorithm in this chapter realizes
the compression of layered region by deleting some non-critical feature points of
each layer of point cloud model. Assuming that the number of vertices in the
original layering region is ¢ and the number of points in the slice projection region
after compression is ¢/, then the compression ratio R is calculated as shown in
formula (13):

c—c

R= (13)

c
Rule 2: Heterogeneous model secret information embedding rule. If the 3D model
carrier set is divided into class k, because each model has the same number of
layers, then the secret information B is divided into k segments of the same
length, denoted as By, Ba, ..., By. Let’s say By, Bs, ..., B, is arranged in order,
the heterogeneous models are compressed according to the order of point cloud
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compression rate from small to large, and the compression rate of similar models
is the same. Different pieces of secret information are embedded in different types
of carriers. Embed secret information from different fragments into different
types of carriers, and merge the information from different fragments to obtain
complete information B = By + By + ... + B,,.

Rule 3: Secret information embedding rules of the same class model. After
the 3D model slices are layered, the projected area of each layer is calculated
according to the order of weight from large to small, and the secret information is
embedded in turn. The information is represented by whether the layered region
of the model is compressed: if the secret information is 0, the layered region is
not compressed; If the secret information is 1, the layer area is compressed.

3.4 Secret Message Embedding Steps

The overall information embedding process of the algorithm proposed in this
paper is divided into the following six steps:

Step 1: Using the magic square scrambling method in Sect. 2, the secret image
is scrambled to obtain the binary sequence and realize the preliminary encryp-
tion of the secret information.

Step 2: After normalizing the model, find out the maximum and minimum
boundary points of the model, and generate the minimum bounding box of
the 3D model.

Step 3: All the models in the carrier set are cut into the same number of
layers, and the maximum and minimum boundary points and areas of each
layer region are recorded, and entropy coding is carried out to embed them
into the robust region.

Step 4: According to steps 2-3 in Sect. 3.1, the weights of each layered region
are calculated, model feature vectors are constructed, and similarity is calcu-
lated to complete the classification of multiple models.

Step 5: According to “Rule 2", segment the secret information and select
different compression rates in ascending order to compress the heterogeneous
models.

Step 6: According to the preliminary encrypted information obtained in step
1, the layered areas that need to be modified in the model are compressed
through “Rule 3” to complete information matching and embedding.

4 Theoretical Analysis and Experimental Comparison
of Algorithm Performance

4.1 Comparison Between Simulation Algorithm and Experiment

The experimental environment of the algorithm in this paper is MatlabR2018,
pycharm2022 and MeshLab2020. The GA algorithm proposed in literature and
SS algorithm proposed in literature are used as the comparison algorithm of the
experiment [13,17].
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The layering number of the initial 3D point cloud model was set to 217, and
the 3D model in the model carrier library was sliced. According to the result data,
the similarity threshold was selected as 0.36 in this experiment to complete the
classification of the carrier model. Three kinds of models are selected, and three
models from each class are selected for information hiding experiment.

The Invisibility Experiment. The algorithm in this chapter comprehensively
considers HVS features and Hausdorff distance to evaluate the invisibility of
dense carrier models.

HVS Characteristics. Since the embedded information of the algorithm in this
chapter is realized by compressing the non-critical feature points of each layer,
the model is slightly modified. As shown in Fig.2, A;—Aj3 is the original carrier,
and A{—A% is the dense carrier, which is no different from the original model
in the eyes of the human visual system, satisfying the imperceptibility of the
human visual system.
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Fig. 2. Original carrier and dense carrier

Hausdorff Distance The Hausdorff distance is a method used to measure the
distance between two sets, defined as follows: for two sets of points P and @,
the Hausdorff distance from P to @ is shown in the formula (14):

H(P,Q) = max{h(P,Q),hQ, P)} (14)

Among them, h(P,Q) = max(p € P)min(q € Q)|lp — ¢||, »(Q, P) = max(q €
Q)min(p € P)|lq — pl|-

In a 3D model, a model can be represented as a set of points, and the Haus-
dorff distance refers to the longest distance between the two sets of points, that
is, the maximum distance from one point to another. If an attacker modifies a
part of the model in such a way that it is far removed from the Hausdorff of the
original model, then the invisibility of the model is affected. By calculating the
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Hausdorff distance between the algorithm in this chapter and the comparison
algorithm, experimental results are obtained as shown in Fig. 3.
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Fig. 3. Comparison of invisibility experiments based on Hausdorff distance

As can be seen from Fig. 3, when the embedding quantity index k > 11, the
Hausdorff distance of the algorithm in this chapter is obviously always smaller
than that of the comparison algorithm. When k = 17, the Hausdorff distance of
the algorithm in this chapter is 16.15 x 1073, and the Hausdorff distance of the
GA algorithm and SS algorithm is 19.67 x 10~2 and 18.34 x 1072, respectively.
Compared with the comparison algorithm, the Hausdorff distance of the algo-
rithm in this chapter is reduced by 17.90% and 11.94% respectively, indicating
that the algorithm in this chapter can still ensure good invisibility when the
embedding capacity is large.

Robustness Experiment. Correlation (Corr) refers to the correlation between
the extracted secret information and the original secret information after the
watermark extraction algorithm operates the model. The Corr value can measure
the robustness of watermark information. The larger the Corr value is, the closer
the extracted secret information is to the original embedded secret information,
that is, the more robust the density-containing model is.

Single Attack. Taking the densely loaded model A} as an example, a series of
single attack comparison experiments such as cutting, uniform simplification,
random noise and Laplacian smoothing are carried out.

The schematic diagram of different degrees of shear is performed on the dense
model A). The experimental results are shown in Fig. 4.

As can be seen from Fig. 4, when only a small part of the model is cut, the
Corr value of each algorithm has a small difference. When the cut rate reaches
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Fig. 4. Comparison of shear attack experiments

45%, the Corr value of the algorithm in this chapter is 0.721, and the Corr value
of GA algorithm and SS algorithm is 0.611 and 0.643, respectively. Compared
with the comparison algorithm, the performance of the algorithm in this chapter
is improved by 18.00% and 12.13% respectively, indicating that the algorithm in
this chapter can resist the shear attack robustly.

Schematic diagram of different degrees of simplification for the dense model
A’. The experimental results are shown in Fig. 5.
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Fig. 5. Comparison of uniform simplified attack experiments
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As can be seen from Fig. 5, the Corr value of the algorithm in this chapter
is basically higher than that of the comparison algorithm, and when the sim-
plification rate reaches 40%, the Corr value of the algorithm in this chapter is
0.753, and the Corr value of the GA algorithm and SS algorithm is 0.639 and
0.674, respectively. The performance of the algorithm in this chapter is improved
by 17.84% and 11.72% respectively. Since the algorithm in this chapter embeds
secret information by compressing each layer, even if the simplification rate is
high, as long as some non-critical points in each layer are removed, the model
will not cause large visual deformation, and the secret information can still be
extracted more completely.

Noise is randomly added to the dense model A}, and the experimental results
are shown in Fig. 6.
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Fig. 6. Comparison of random noise attack experiments

As can be seen from Fig. 6, the Corr value of the three algorithms decreases
with the increase of noise amplitude, but the overall Corr value of the algorithm
in this chapter is greater than that of the comparison algorithm. When the noise
amplitude reaches 0.6%, the Corr value of the algorithm in this chapter is 0.662,
and the Corr value of the GA algorithm and the SS algorithm is 0.594 and
0.611, respectively. Compared with the comparison algorithm, the performance
of the algorithm in this chapter is improved by 11.45% and 8.35% respectively,
indicating that the algorithm in this chapter has strong robustness in resisting
noise attacks.

Laplace smoothing of different iterations was performed on the dense model

1, and the experimental results are shown in Fig. 7.

As can be seen from Fig.7, the three algorithms all show high robustness
when dealing with Laplacian smoothing attacks, and the Corr value of the algo-
rithm in this chapter is slightly higher than that of the comparison algorithm.
After 20 iterations, the Corr value of the algorithm in this chapter is 0.945,
the Corr value of the GA algorithm and the SS algorithm are 0.889 and 0.919,
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Fig. 7. Comparison of Laplace smoothing attack experiments

respectively. Compared with the comparison algorithm, the performance of the
algorithm in this chapter is improved by 6.30% and 2.83% respectively, indicating
that the algorithm in this chapter has strong robustness against the Laplacian
smoothing attack.

Resistance to Analytical Experiments. Aiming at the general steganogra-
phy algorithms, this paper presents steganography experiments based on Laplace
smoothing statistics. The solid and dashed lines in Fig. 8 represent the absolute
difference of the X component of vertex coordinates of the dense model A}, the
original model A; and its corresponding first-order Laplacian smooth model, and
the distance difference between the vertex and the origin, respectively.

As can be seen from Fig. 8, the difference between the change curves of each
feature of the densified model and the original model is very small, indicating
that the statistical characteristics of the Laplace transform coefficient of the
densified model are very similar to those of the original model, which makes
it difficult for the Laplace statistics to distinguish the difference between the
two, indicating that the algorithm in this chapter is difficult to steganographic
analysis.
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Fig. 8. Experimental results of steganalysis

5 Conclusion

This paper presents a multi-carrier information hiding algorithm based on 3D
point cloud model with layered compression. The minimum bounding box of
the model was generated and the model was stratified. The ratio of projected
area between each layer region and the minimum bounding box was marked as
the weight of each layer region, which was used as the model feature vector.
The carrier set was classified by calculating the similarity of various models,
and the weights of each layer were sorted at the same time. In this way, the
information in the correct order can be extracted according to the weights in the
secret information extraction stage, and the non-critical point compression of
some hierarchical regions can be carried out according to the secret information
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to ensure the invisibility of the algorithm. The experimental results show that
the proposed algorithm can effectively resist many kinds of attacks and has some
ability to resist steganography.
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