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Abstract. With the rapid growth of terminal devices, fog-cloud systems become
promising for solving delays and congestions in task provisioning. When the fog
computing resources are insufficient, task offloading to the remote cloud can be
performed to improve performances. Auctions are considered as a convenient
tool to provide incentives for task offloading, and efficiently allocate resources
in the fog-cloud environment. However, due to virtualization, the cloud segment
in the fog-cloud system is prone to malicious attacks. Security requirements are
often in contrast with performance requirements since the operation of security
mechanisms consumes a part of computation capacities. Therefore, a comprehen-
sive study is needed to address resource allocation with a security assessment.
In this paper, we propose a novel simulation model for resource allocation in
the hierarchical fog-cloud system with task offloading. To improve the experi-
ence and prevent performance deterioration, we introduce task differentiation into
delay-sensitive and delay-tolerant tasks. Resource allocation of the fog and the
cloud layer is based on the truthful double auction. A Vicrey-Clarke-Grove (VCG)
driven resource allocation is established for winner determination. The proposed
simulation model is used to analyze utility functions in the observed fog-cloud
environment depending on the offered security level.
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1 Introduction

The number of Internet of Things (IoT) entities and IoT related services shows ever-
increasing expansion [1]. These devices generate enormous data that need to be pro-
cessed. The majority of IoT entities have limited computation and storage capacities.
Hence, submitted tasks are sent to remote cloud data centers for processing and analysis.
However, numerous tasks running on the cloud have specific deadlines. Furthermore, the
networks’ bandwidth is limited, thus posing an additional challenge for delay-sensitive
and context-aware [oT applications [2]. To overcome these issues, computation offload-
ing can be applied. Tasks from IoT entities are first sent to fog nodes, instead of being
submitted directly to the cloud data center. The fog node executes the submitted task
if there are sufficient computing resources. Otherwise, the task will be offloaded to the
remote cloud. Introduction of fog provides timely-response service with local awareness
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and supports mobility and wireless access. The offloading problem can be analyzed at
three levels, including the IoT entities layer, the fog layer, and the cloud layer. The aim
of offloading is to optimize operations so that total costs are reduced [3]. In general,
offloading depends not only on the single entity decision but also on the interactions
of other entities. It is considered that fog nodes are reluctant to offload tasks to cloud
nodes, thus deteriorating network performances. To solve this issue, fog nodes should
be motivated to participate in offloading operations.

Due to virtualization, the security of a cloud segment in the fog-cloud system is
an important issue to be addressed. In general, cloud resources are organized as pre-
configured Virtual Machines (VMs), individually accessible over the Internet. The major-
ity of cloud-specific attacks occur via compromised VM. There are numerous types of
VM-based attacks with different effects on the VM under attack [4]. Delays and fail-
ures in task provisioning are possible. Depending on the attacks’ severity, the number
of available VMs can be reduced. Implementation of a security mechanism may be a
promising solution to alleviate the performances degradation. However, security mecha-
nisms consume some computation resources and sometimes may extend the processing
time. Therefore, an appropriate security evaluation is needed to support efficient resource
allocation.

Auction-based mechanisms are often recommended as a promising solution to
improve efficiency and support fair distribution in various edge-computing domains,
including mobile-edge computing, content delivery networks, fog computing, and cloud
computing [5-8]. In an auction process, there are three essential participants: buyer,
seller, and auctioneer. The buyer aims at acquiring resources with minimum expenses.
The seller offers its resources with the main goal to maximize revenues by selling
resources to buyers that value them the most. The auctioneer acts as an intermediate
agent that determines the winners. There are numerous types of auction mechanisms
[9], including English auction, Dutch auction, Vickrey auction and its modification to
Vicrey-Clarke-Grove (VCG) auction, combinatorial, double, etc. It is considered that
double auctions can efficiently balance buyers’ and sellers’ benefits. During a double
auction process, buyers place bids (buyers’ willingness to pay), while sellers place asks
(the required price). If the bids are greater than or equal to the ask, an auctioneer settles
the hammer price, and the process terminates. Auctions are also proposed as an efficient
tool to provide incentives for offloading in a fog-cloud environment [3].

The main contributions of this paper are the following: (i) we formulate the system
model that comprises an IoT layer, a fog layer, and a cloud layer; to allocate resources
in both fog and cloud layer, double auction-based mechanisms are performed in the
two stages: between [oT layer and fog layer (I stage), and between fog layer and cloud
layer (II stage); (ii) we set truthful VCG-based double auctions that satisfy individual
rationality and provide incentives for task offloading; (iii) to improve experience and
resource utilization in task provisioning on the fog layer, we distinguish delay-sensitive
and delay-tolerant tasks; the highest priority in task provisioning on fog layer is assigned
to delay-sensitive tasks, thus preventing performance degradation; (iv) a VM security
modeling on the cloud layer in introduces, with the malicious VM-based attack and the
complexity of the security mechanism as critical factors affecting the VMs availability.

The remainder of the paper is organized as follows. Section 2 reviews related works
on the problems of auction-based offloading optimization and resource allocation in a
fog-cloud environment. The system model and problem formulation comprising cloud
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layer security modeling, establishing double VCG-based auction-mechanisms between
the layers, and the utility functions formulations are presented in Sect. 3. In Sect. 4, we
present performance evaluation and discuss simulation results. Finally, Sect. 5 provides
concluding remarks and future research directions.

2 Related Work

Auction-based resource allocation in a fog environment is addressed in various studies.
In [10], a decentralized auction-based fog node allocation that improves the utiliza-
tion of fog resources is proposed. The major advantage of the proposed model is that
allows fog resource providers to participate in more than one auction simultaneously.
Moreover, the model reduces the number of exchanged messages and represents an
application of 5G due to decentralization and requirements in terms of bandwidth. In
[11], the authors propose two types of truthful mechanisms for resource allocation and
pricing in a fog environment, Fixed Price based Fog Node Allocation Mechanism, and
Combinatorial Auction based Fog Service Allocation Mechanism. It shows that a combi-
natorial auction-based mechanism can improve resource allocation with high proficiency
and higher revenues for fog providers. A dynamic resource allocation model based on
the overbooking mechanism is proposed in [12]. The model considers the Quality of
Service (QoS) requirements and provides individual rationality, computation efficiency,
and truthfulness. The results show that the auction achieves the preferred properties, and
the given resource allocation maximizes the profit of nodes with a high degree of QoS
satisfaction.

Cloud resource allocation and pricing strategies using auction-based mechanisms
are widely studied in the literature. In [13], a comprehensive survey on auction-based
mechanisms in a cloud environment is provided. VCG auction mechanism is very often
used since it provides a socially optimal solution [14]. Relations between security and
cloud resource allocation are analyzed in [15, 16]. An auction-based mechanism that
provides incentives for customers to reveal their actual requests and security valuations
is proposed in [15]. The mechanism applies a greedy allocation rule, where customers
are prioritized depending on their valuation of the security. The results show acceptable
performance compared to the offline VCG-based auction mechanism. A truthful VCG-
based auction mechanism addressing revenues, security, and energy consumption in a
cloud environment is proposed in [4]. The VMs security model is proposed to assess the
security level of VMs. The simulation results show that investment in security increases
revenues and reduces rejection rate, but concurrently, increases energy consumption and
the provider’s lost revenue.

Numerous studies addressed the problem of offloading in fog computing. Compre-
hensive surveys on fog-cloud offloading are provided by [17, 18]. Auction mechanisms
are often used to provide incentives for participants in the fog-cloud system to offload
tasks. Thus, an incentive-compatible offloading mechanism in a fog-cloud environment
can be performed by using a second-price sealed-bid auction [3]. The proposed system
considers fog nodes and cloud data centers as bidders and auctioneers, respectively. The
observed auction mechanism provides incentive compatibility and individual rationality.
The problem is formulated using the queuing theory in both the edge layer and the cloud
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layer. The results show that the method proposed in [3] outperforms other state-of-the-art
methods in terms of execution time, energy consumption, and network usage.

An ascending-bid auction mechanism is proposed in [9] to relieve the strict require-
ments of cloud computing on delays, congestion and energy consumption. The fog net-
work is divided into several clusters. In each cluster, a fog controller acts as an auctioneer
and schedules the idle fog nodes for task provisioning. The proposed model guarantees
the QoS requirements of task nodes. The fog controller takes the reward prices as their
strategy, while the fog nodes take task sizes as their strategies. The utility function on
the fog nodes is proposed, with the analysis of the cost of task computation delay and
energy consumption. The results show satisfactory performance and a win-win solution
under the condition of meeting the QoS.

An auction-based optimization method for modeling the offloading interactions in
a fog-cloud environment is proposed in [19]. The interactions between fog nodes and
the cloud entities are modelled with consideration of the specifications and limitations
of the underlying physical infrastructure, with the bandwidth as a commodity.

A multi-attribute combinatorial reverse auction-based model for resource allocation
in a system that includes customer, auctioneer, fog provider, cloud provider, and fog &
cloud provider together as auction participants, is proposed in [20]. The model distin-
guishes three types of resources, local fog, remote fog, and cloud. The proposed auction
model is a truthful, robust, and fair allocation method that considers response time, data
source mobility requirements, and fog resource limitations. To support truthful bidding,
the Vicrey model is extended.

In this paper, the proposed simulation model analyzes resource allocation, security,
and task offloading in the fog-cloud environment. To the best of our knowledge, this
is the first paper addressing the following issues jointly: (i) truthful double auctioning
between all participants in the fog-cloud system; (ii) cloud layer security modeling, where
the complexity of the security mechanism and malicious attacks are used to assess the
security level in various scenarios; (iii) introducing prioritization in the offloading task
process to the remote cloud.

3 System Model and Problem Formulation

As shown in Fig. 1, the hierarchical architecture of the proposed system comprises three
layers: the IoT entities layer, the fog layer, and the cloud layer.

The IoT entities include mobile devices, sensors, or end devices that require
computation resources to run their heavy computation tasks.

The fog layer contains fog nodes. In general, fog nodes can be categorized as Fog
Computational Nodes (FCNs) and Fog Broker Nodes (FBNs). FCNs provide the com-
putation resource to run tasks of IoT entities. Compared to [oT entities, these nodes have
some moderate computation and storage capabilities. FBNs act as mediators between
FCNs and IoT entities [10]. It is assumed that the fog layer provides the highest level of
security.

The cloud layer comprises cloud resources and Cloud Broker Nodes (CBNs). The
resources are organized in the form of pre-configured virtual machines (VMs). VMs
are individually accessible over the network. Hence, they are vulnerable to malicious
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attacks. Attacks may cause delays and failure in tasks’ provisioning, or reduce the number
of available VMs, thus deteriorating performances. These effects may be alleviated by
the implementation of security mechanisms. Depending on the security level provided,
in this paper, we divide all VMs into several Trust Zones (TZs). The term TZ can be
described as a combination of network segmentation and identity access management
controls that define physical, logical, or virtual boundaries in network resources [21].
CBNs act as mediators between the fog layer and the cloud layer.

Cloud layer TZ0 TZ2

wfop &Y $ o

CBN CBN CBN CBN
A
Fog layer
FCN|FBN FBN FBN
IoT entities layer T T T
IoT entity Cloud Broker Node (CBN)
Fog Computional Node (FCN) Trust Zone TZ0
Fog Broker Node (FBN) Trust Zone TZ4

Fig. 1. The architecture of the secure fog-cloud system with task offloading

Resources on the fog and cloud layer are considered as a commodity for a double
auction. IoT entities take the role of the bidders for task provisioning to parenting FCN.
Each task is characterized depending on requirements in terms of delay and security
level. Concurrently, FCNs place asks for fog resources via FBNs. Dedicated FBNs are
auctioneers in the auction process. The role of FBNs is to match values of bids and asks, to
prioritize the arriving tasks and proceed winning delay-sensitive tasks to FCNs for further
processing. If the capacity of the FCN is not exceeded after allocation of the winning
delay-sensitive tasks, the FBN can perform a double auction for delay-tolerant tasks and
allocate those tasks for provisioning in the fog. The remaining delay-tolerant tasks are
offloaded to the remote cloud. It should be emphasized that the fog layer is neutral in
offloading since the offloading costs are considered while delegating tasks for offloading.
Depending on the required security level, tasks are offloaded to the corresponding TZ.
CBNss are auctioneers in auction-based task offloading.
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3.1 Security Modeling in the Cloud Layer

Similar to [22], the term intensity will be used to describe the algorithm complexity or
security level of the implemented security mechanism. TZs facilitate the management
and tasks’ processing in the cloud layer. An example of cloud network segmentation
in TZs is shown in [4]. Similar security interpretation applies in Amazon Web Virtual
Private Clouds (Amazon VPC) [23]. The security of a TZ is built upon an adequate
configuration of domain controllers, firewalls, switches and routers, thus supporting
segmentation and protecting access to cloud resources. Within a TZ, all VMs apply
the unitive security mechanism with the same intensity. Thus, the TZ depicts a certain
security level.

In this paper, we assume that all VMs are of the same computation and storage capa-
bilities. The analysis is performed in N consecutive time slots. There are three assumed
intensities for the corresponding security mechanism: high, middle and low. Higher
intensity of the security mechanism implies higher complexity of the implemented algo-
rithm, and consequently, higher security level. Four TZs can be distinguished depending
on the provided security level, namely, TZ0, TZ1, TZ2 and TZ3. TZ0 provides the
highest security level and all VMs in this TZ apply the security mechanism with high
intensity. Accordingly, VMs in TZ1 and TZ2 use the security mechanism with medium
and low intensity, respectively. TZ3 does not provide guarantees in terms of security,
since VMs in this TZ do not apply a security mechanism.

Itis considered that most attacks are unorganized, spontaneous, with a random arrival
rate [22]. In this paper, the probability that a VM is threatened by a malicious attack is
denoted by p, € (0, 1). The probability that a VM remains available under an attack is
denoted by g; € (0, 1), wherej € {0, 1, 2, 3} denotes the corresponding TZ. There are m;
available VMs in TZ j at the beginning of each time slot. It applies, By > 81 > B2 > fa,
i.e., lower security level causes higher probability of a successful attack on a VM.

3.2 Auction Mechanisms

The dynamic resource allocation and pricing in the analyzed fog-cloud environment is
performed using a two-stage VCG-based double auction mechanism. Thus, the double
auction mechanisms are established between the IoT entities layer and the fog layer, and
between the fog layer and the cloud layer.

VCG-Based Double Auction - I Stage. We assume there are F' fog nodes with the role
of the FCN. A FBN is assigned to each FCN in this architecture. The average number
of IoT entities connecting to its parenting FCN is denoted by E. The number of active
IoT entities generating request in time slot i € [1, N] for task execution on the FCN
f € [1, F]is denoted by E; . Furthermore, we assume that the arrival rate of requests
for task execution follows a Poisson distribution with the average input rate A [3].

All requests generated by IoT entities are computationally independent. To initiate
task execution, an IoT entity creates and submits a bid to the FBN. We assume that each
active IoT entity in a given time slot generates a single request for task execution, and
each task can be executed within a single time slot. Each request that an active [oT entity
generates in a given time slot i, ¢; y € [1, Ei,f] can be described as the following tuple:

e,"f = (Te,-’f, 1/fe,-,f i 98,’_f ) UL’,'_f) (1)
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The parameter 7, , in (1) is introduced to classify the task in terms of sensitivity
to delays. Thus, 7., = 0 if the task can be classified as delay-sensitive. These tasks
have the priority in the execution queue, so FCN primarily allocates its resources for
their execution. If the task is delay-tolerant, it applies 7., , = 1. Delay-tolerant tasks are
executed on FCN if there are enough computing resources on the FCN. Otherwise, these
tasks are offloaded to the cloud. The probability that task is delay-sensitive is denoted
by ps, while the probability that task is delay-tolerant is denoted by p; = 1 — p;.

To indicate preferred security level for task execution, the parameter v, , is used
in (1). Since the fog layer provides the highest security level, as indicated previously, it
applies We,-‘ ;= 0, if the task is delay-sensitive, i.e., T, ;= 0, or the task is delay-tolerant,
ie., T, ;= 1, but intended for execution on FCN f'. If the task is delay-tolerant, and it is
offloaded to the cloud, v, , corresponds to the preferred TZ. Thus, for offloaded tasks
itapplies ¥, , =j € {0, 1, 2, 3}. The probability that task will choose a certain security
level for task provisioning is denoted by 7;, and it applies ) " 7; = 1.

The parameter 6,, , in (1) is used to denote the resourcés that task e; ; occupies. If
the task executes on FCN f, 6,, , is expressed in capacity units. Here, the term capacity
unit refers to the predefined unit of the computation or storage capacity. Moreover, we
assume that each offloaded task requires a single VM for execution. Therefore, in the
case of offloading, 6,, ;= 1 VM.

The bid value is a nonnegative value, expressed by the parameter v,, , in (1), and
represents the true willingness to pay per task for its execution. It should be noted that
an IoT entity is not being charged by the bid value, but the value that is less or equal
to the bid. The value to be paid is defined in an auction process. Bids are independent,
and there is no information on others’ bids. The assumed maximum bid value is the
on-demand price for the given VM with appropriate security level, i.e., v, , € (O, pg,j].

At the beginning of each time slot, each FBN defines FCN f asks per capacity unit for
task provisioning in current time slot, denoted by «; r € (oz,',f,min, a,-’f,max). Minimum
ask represents the FCN f’cost per capacity unit for task provisioning. To prevent FCN
S from posing to high asks per capacity unit, the maximum ask is limited to the @; ¢ max.

Once the bids are submitted by all active IoT entities, FBNs collect those bids and
determine the set of winning bids for corresponding FCNs. At first, a FBN creates
separate queues for delay-sensitive and delay-tolerant tasks for its dedicated FCN. Delay-
sensitive tasks are of the highest priority and are intended for processing in the fog layer.
To determine candidates for the set of winning delay-sensitive tasks, each FBN calculates
the value of the unit bid for each task, i.e., the bid value per capacity unit of the FCN:

Ve, s

2

Ve, =
e,;f

The candidates for the winning set are the tasks with unit bid is greater than or equal to
the FCN f ask, i.e., the candidate is each task e; 7 if it applies v, ;=g Afterwards, the
candidate tasks are sorted in the non-increasing order by the values of the unit bids. Tasks
from the sorted set of candidate tasks are added to the winning set of tasks until there is
enough capacity for task provisioning. The winning set of delay-sensitive tasks for the
FCNf in the time slot i is denoted by Wf Iz Therefore, each winning delay-sensitive task
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a);9 ;€ WiSf satisfies the following:

G Z O Vol Z gy ) O =0 3)
In (3), I denotes the position of the winning task in the Wl.‘? , and Q denotes the
capacity of the FCN expressed in capacity units.
The price to be paid per task provisioning is determined using the VCG-based double
auction. Each winning delay-sensitive task is charged depending on the unit bid value
of the next winning task in the ordered set Wi‘?f and the required resources. Thus, the

price for each winning task in the Wl.Sf can be expressed as:

. S
Vs -0 s, if dw? .
ps =1 “ir s U (4)
@igl vs -605s , otherwise
Wirr  Yifu

As shown in (4), the price per task execution is always less than or equal to the value of
the bid for the given task.

If the capacity of the FCN f is not exceeded by provisioning of delay-sensitive tasks,
> Ow’;/_[ < Q, the dedicated FBN analyses the queue of the delay-tolerant tasks. To

determine candidates for the set of winning delay-tolerant tasks that will be provisioned
by FCN f, the FBN determines the unit bid per each delay-tolerant task using (2). Similar
to the delay-sensitive tasks, the candidates for winning are the tasks with unit bid greater
than or equal to the FCN f’s ask per capacity unit. Afterwards, the candidate tasks are
sorted in the nonincreasing order by the value of the unit bid. Tasks in this sorted list are
added to the set of the winning delay-tolerant tasks by the value of the unit bid, from
the highest to the lowest, until there are unutilized resources on FCN f available for task
provisioning. The set of winning delay-tolerant tasks that are provisioned by FCN f is
denoted by Wi\Tf. For each winning delay-tolerant task wl.Tf € Win applies:

Oifon = Olp it Vol 2y ) O <0, ®)
where m in (5) denotes the position of the winning task in the WI.’Tf.

Similar to the case with the provisioning of delay-sensitive tasks by FCN f, the
price to be paid per task provisioning is determined using the VCG-based auction. Each
winning delay-sensitive task is charged depending on the unit bid value of the next
winning task in the ordered set Wi,Tf and the required resources. Thus, the price for each

winning task in the Wl.Tf can be expressed as:

: T
v, T -0 1 if dw;
pr = Cigmn Cign’ F 301 ma (6)
Cifm v,r 0,1 , otherwise
if.m if,m

If the FCN f’s capacity Q is exceeded, the dedicated FBN collects all remaining
delay-tolerant tasks, including those with unit bid lower than the FCN f ask, and creates
a new queue intended for provisioning in the cloud layer.
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VCG-Based Double Auction - II Stage. At the beginning of each time slot, dedicated
CBNs determine asks per VM in each TZ j, denoted by y;; € (J/i,j,min, )/i,j,max). Min-
imum ask per task provisioning on a VM in the TZ j, y; j min, represents the cost for
task provisioning. To prevent too high asks, the upper bound for cloud asks is set to be
Yijmax = Po,j- Due to the same computation and storage capabilities, we assume that
cloud provider sets the same asks for each VM in the TZ .

Delay-tolerant task in a queue for offloading to the cloud can be expressed as follows:

e = (vgn v ) o

if if

In(7), ¥ ogr denotes the requested security level for task provisioning, i.e., the selected
if
TZj, and v ojf denotes the bid value. These tasks are sorted in the nonincreasing order,

not by the umt bid value, but their actual bid for the given task. The tasks intended for
offloading to the cloud are tasks whose bids are greater than or equal to the FCN f’s
offloading cost per task, i.e., U o > xis- Thus, the fog layer does not incur losses due to

task offloading. Each FBN delegates the tasks to the corresponding CBN, depending on
the selected security level. Hence, each CBN generates the queue of the tasks intended
for cloud processing on the selected TZ.

The set of candidate tasks comprises all tasks intended for offloading, whose bids are
higher than the cloud provider’s ask for given TZ, i.e., Vo = Xif = Viy- The winning

set for each TZ j, W, j, is defined depending on the length of the corresponding set of
the candidate tasks, and the number of the available VMs.

The price to be paid per task provisioned on the cloud VM in the selected TZ is
determined using the VCG-based double auction. Each winning task is charged by the
value of the next highest bid (if the one exists), or the value of its bid, as long as there
are available VMs in the given TZ. Therefore, the price for each winning task in the W;
provisioned on the VM k; € [1, mj] can be expressed as follows:

Dijkgr * Miggs I k< [Wil
Pijks =\ @ijk - Hijks. i k= Wil 3
0, otherwise

In (8), we introduce the parameter j; j 4; to indicate VM availability, and it takes the
value 0, if the VM £; is unavailable due to the malicious attack in the current time slot;
and the value 1, if the is no malicious attack, or the security mechanism prevented the
failure due to the attack.

3.3 Utility Functions

We define utility functions for each layer in the analyzed hierarchical fog-cloud struc-
ture. In this paper, the term utility refers to the difference between the ask/bid for task
provisioning and the revenue/cost. Due to the settings of the VCG-based double auctions
established between the layers, the utility is always a non-negative value.
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IoT Layer Utility. The utility function for the IoT layer comprises the utility for all
provisioned delay-sensitive tasks on FCNs, the utility for all provisioned delay-tolerant
tasks on FCNs, and the utility for tasks offloaded to the cloud:

Uor = Uiy + UL, + UYL 9)

The utility for provisioning of delay-sensitive tasks can be expressed as follows:
S S
Ur = Zzzwi,f,l Py, (10)
i f .
The utility for provisioning delay-tolerant tasks by FCNs can be expressed as:
T T
Uigr =32 @iy m Pl (1D
i f m v
The utility for tasks offloaded to the cloud can be expressed as follows:
Uar = 22222 Vid = Pisi (12)
gk

Fog Layer Utility. The utility for the fog layer comprises utility for all delay-sensitive
and delay-tolerant tasks provisioned by FCNs, as indicated by (13). It should be noted
that the fog layer does not incur costs for tasks offloading to the cloud and obtains zero
utility for offloading. Therefore, it is not included in the fog layer utility function.

Uroc = Upog + Urog (13)

The utility for provisioning delay-sensitive tasks by FCNs can be expressed as:
S
oo = XX S 1, 04
i f
Accordingly, the utility for provisioning delay-tolerant tasks can be expressed as:

Utoe = Z Z Z wlem —Pr (15)
i f m

Cloud Layer Utility. The utility for the cloud layer comprises utilities for tasks pro-
visioned by VMs in each TZ, as indicated by (16). Compared to task provisioning on
the fog layer, where the highest security level is provided, the cloud layer is exposed to
potential malicious attacks, thus affecting the overall utility.

Ulloud = ), Y Y Vij = Pijk; (16)
ik
4 Performance Evaluation

To analyze the proposed system model, we conducted a set of simulation experiments
in the open-source programming language Python 3.7 in 100 iterations.
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4.1 Simulation Setup

To investigate the utilities off all layers in the proposed VCG-based double auctions, and
the effects of the cloud layer security, we set several scenarios. The analysis is performed
in N = 24 time slots of one-hour duration. The number of fog nodes with the role of
FCNss takes values from the set (25, 50, 75, 100). Since each FCN has a dedicated FBN,
it applies the same number of FBNs. The average number of IoT entities connecting to
its parenting FCN takes values from the set (10, 20, 30, 40, 50). There are 1200 available
VMs available at the beginning of each time slot.

IoT Layer Setup. The number of active IoT entities initiating requests for tasks provi-
sioning in each time slot is modeled by the Poisson distribution, with the average input
rate A = 2. The classification into delay-sensitive and delay-tolerant tasks is performed
by the probability p; = p; = 0.5. The preferred security level is selected with the proba-
bility 77; = 0.25. The required FCN’s resources per task are set randomly from the set (1
cu, 20 cu), where cu refers to the capacity unit. The bid value is also assigned randomly,
with upper bound defined as the price for the equivalent on-demand VM instance.

Fog Layer Setup. For simplicity, we assume that all FCNs have the same computation
and storage capabilities, with Q0 = 100 cu. Due to the same characteristics, the costs
per capacity unit are the same for each FCN. Minimum ask for for task provisioning per
capacity unit equals to the costs per capacity unit, and it applies «; £ min = 0.05%/cu. To
prevent seting too high asks in the double auction process, the upper bound for asks is
set as o s max = 0.25 $/cu. The cost of task offloading to the cloud is x; s = 0.25 per
task.

Cloud Layer Setup. Depending on the VM allocation per TZ, we set 4 scenarios, as
shown in Table 1.

Table 1. VMs allocation per TZ

Scenario The number of VMs per TZ

TZ0 TZ1 TZ2 TZ3
The highest security 540 360 180 120
High security 420 280 140 360
Medium security 300 200 100 600
Low security 180 120 60 840

The probability of a VM malicious attack takes values from the set p, =
{0.1, 0.2, 0.3}. Simulation parameters relevant for TZs are listed in Table 2. Selected
prices for equivalent on-demand VM instances are in the range of Amazon EC2 prices
[24].



58 B. Mikavica and A. Kosti¢-Ljubisavljevié

Table 2. Simulation parameters for TZs

Parameter Trust Zones

TZ0 TZ1 TZ2 TZ3
Security mechanism’s intensity High Medium Low -
Probability of VM’s availability, 8; 0.84 0.75 0.66 0.5
VM’s on-demand price per time slot [$/h] 32.576 16.288 8.144 4.072
VM’s minimum ask per time slot [$/h] 9.773 4.886 2.443 1.222

4.2 IoT Entities Layer Utility

IoT entities layer utility mainly depends on the number of active IoT entities that generate
requests for task provisioning. Figure 2. Shows the effects of variations in the number of
connected [oT entities per FCN, for 50 FCNs. Overall utility for an IoT layer increases as
the number of IoT entities per FCN increases. However, the utility significantly increases
as the number of FCNs increases in the observed fog-cloud structure. Figure 3 shows
the effects of variations of the number of FCNs in the given structure containing 30

connected IoT entities per FCN.

Since the large majority of requests are provisioned by FCNs, the utility slightly
decreases for lower security provided. Thus, for the given number of IoT entities, the low-
security scenario with the probability of 0.3 for malicious attack occurrence generates

the lowest utility.

2200
2180
2160
2140
2120

Average IoT layer utility [$]

2100
2080
2060
2040
2020
2000
1980

ToT entities20 30 40 50 20 30 40 50 20 30 40 50 20 30 40 50 20 30 40 50 20 30 40 50 20 30 40 50 20 30 40 50 20 30 40 50 20 30 40 50 20 30 40 50 20 30 40 50
02
2. high

Ppa 0.1 0.2 03 0.1
1. the highest

03

0.1

0.2 03

3. medium

Security scenarios

0.1 02

4. low

Fig. 2. Average utility of an IoT entities layer (50 FCNs)

03




An Auction-Based Mechanism for Task Offloading 59

4000
— 3500
=)
%‘ 3000
T 2500
S
= 2000
=
=
< 1500
80
£
g 1000
<
500
0
B e g R e R T
FCNs - - - - - - - - = - = =
Pa 0.1 0.2 0.3 0.1 0.2 0.3 0.1 0.2 0.3 0.1 0.2 03
1. the highest 2. high 3. medium 4. low

Security scenarios

Fig. 3. Average utility of an IoT layer (30 IoT entities per FCN)

4.3 Fog Layer Utility

The fog layer, in general, is not affected by the security level provided by the cloud layer.
However, the number of FCNs and the number of connected IoT entities induce utility
to the large extent.

Figure 4 shows the average utility of a fog layer with variations in the number of
FCNs in the fog-cloud system and variations in the number of connected IoT entities.
Since overall security on the cloud layer does not affect the fog layer significantly, the
results are shown for the medium-security scenario and the probability of malicious
attack occurrence of 0.2. Notably, utility is directly proportional to the number of FCNs.
As the number of connected IoT entities increases, the utility increases as well, but at a
slower pace compared to the number of FCNs in the system.
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4.4 Cloud Layer Utility

Due to the VMs exposure and easy access over the Internet, the cloud layer is prone
to malicious threats. The VMs vulnerability and effects on utility reduction are notice-
able for both small and large network scenarios. As the probability of malicious attack
occurrence increases, a low-security scenario is an undesirable solution.

Figure 5 shows the average cloud layer utility for 50 FCNs and variations in the
number of connected IoT entities per FCN. A greater number of connected IoT entities
per FCN significantly increases the cloud layer utility, especially for the highest and
high-security scenarios.

Figure 6 shows the average cloud layer utility with 30 IoT entities per FCN and
variations of the number of FCNs on the fog layer. The number of FCNs is the major driver
of cloud layer utility enhancement. The utility is directly proportional to the number of
FCNs in the network. Moreover, the investment in security is highly recommended,
especially for large network scenarios.
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5 Conclusion

In this paper, the problem of task offloading in the fog-cloud environment is jointly
addressed with security assessment and resource allocation. A truthful double VCG-
based auction mechanism that provides individual rationality is established for winning
tasks determination. The auction mechanism is performed in two stages. The first stage
represents an auction between the IoT entities layer and the fog layer, while the second
stage represents the auction process for task offloading to the cloud layer. The winning
tasks in the first stage of the auction are executed in the fog. To improve performances, we
introduce task prioritization on the fog layer depending on the delay requirements. Thus,
winning delay-sensitive tasks are primarily executed. Offloading to the cloud requires
security consideration. VM security modeling is introduced to assess the provided secu-
rity level of VMs. The proposed simulation model is used to analyze the utility function
of all participants in the fog-cloud environment.

Simulation results show that investment into security significantly increases the cloud
layer utility in both small and large network scenarios. Due to task prioritization and
forcing fog resources utilization improvements, the majority of the tasks are provisioned
on the fog layer. Therefore, the utility of the IoT entities layer slightly decreases for
lower security scenarios. The proposed model provides incentives for the fog layer to
participate in task offloading since the operational offloading costs are covered in the
auction process. Furthermore, the model intensifies resource utilization on the fog layer
and offloads tasks to the remote cloud only in the fog resources are exceeded.

There are several future research directions. The proposed model can be extended
to address potential penalties for failures. Also, the buffer size can be introduced in the
fog and cloud layer to analyze effects on the execution time and network utilization.
Another important issue to be solved is energy consumption. Since the operation of the
security mechanism consumes computation resources, delays and energy consumption
increase. Therefore, relations between energy consumption and network performance in
the fog-cloud environment are subjects for future research.
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