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Abstract. The rapid development of blockchain technology has demon-
strated great potential to revolutionize various application domains,
especially in the context of the Internet of Things (IoT). However, the
sheer number and diversity of IoT devices pose significant challenges
to the scalability and security of blockchain systems. To address these
issues, cross-chain technology has emerged as a promising solution. Nev-
ertheless, existing cross-chain solutions suffer from high centralization
and inefficiency. Our approach involves constructing a multi-chain net-
work capable of connecting different types of IoT devices, along with
designing a collaborative cross-chain mechanism engaging multiple par-
ticipating nodes. This collective participation diminishes the centraliza-
tion inherent in the cross-chain process. Specifically, we propose a data
verification method based on BLS signature. It aggregates cross-chain
data signatures across multiple chains, which leads to a reduced stor-
age burden on the blockchain. Furthermore, we introduce a reputation
update algorithm that leverages network latency and cross-chain opera-
tion metrics to automatically update node reputation scores via smart
contracts. Experimental results demonstrate that our solution achieves
better decentralization and efficiency.
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1 Introduction

Blockchain is gradually extending from small-scale applications to multiple fields,
showing a bright development prospect. It has been applied to finance [1], food
traceability [1], smart home [10], ToT, and other industries. In particular, IoT has
a very good application prospect with blockchain due to its own decentralized
features [5]. However, another feature of IoT is the large number and diversity
of devices. With a large number of devices connected to the blockchain system,
higher requirements are placed on the performance of the blockchain system.
Unlike centralized systems, blockchain requires all nodes to reach a consensus
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during the transaction process [15]. So it leads to a significant gap in blockchain
performance compared to centralized systems.

Cross-chain technologies are seen as an effective way to address blockchain
scalability and performance. It can join different devices to separate blockchain
networks and organize multiple blockchains through cross-chain technologies.
The performance of blockchains can be effectively improved. Currently, the main-
stream cross-chain technologies include sidechains/relays [2], notary schemes [9],
and hash-locking [6]. However, all these technologies have shortcomings. Among
them, hash-locking and sidechains/relays are mainly used for asset transfer
rather than information interaction. This poses the problem that they focus more
on security when crossing chains. And reduce the performance requirements. The
notary schemes, on the other hand, suffer from the problem of centralization. In
general, the notary mechanism is only responsible by fixed nodes in the cross-
chain. The trustworthiness of the cross-chain data is completely guaranteed by
the node’s own credit. If the node carries malicious intent or it receives an attack,
the security of the entire cross-chain process cannot be guaranteed.

In this paper, We propose an decentralized and efficient cross-chain scheme
(DECS). First, We construct a multi-chain architecture consisting of multiple
local-chains and a global-chain. And we add IoT devices to the local-chain net-
work. Mutually independent local-chains can perform block transactions in par-
allel. It improves the blockchain and performance. Meanwhile, we propose a
scheme in which multiple nodes jointly participate in cross-chain data verifi-
cation. We design a calculation method for node reputation. It is calculated
based on the network latency and invocation frequency of the nodes so that
the selection of each node is as average as possible. This reduces the degree of
centralization in cross-chain and effectively addresses the shortcomings of the
notary schemes. During the cross-chain process, multiple nodes with the high-
est reputation are selected. They are responsible for verifying the data by using
BLS signatures. Our major contributions in this article are summarized as the
following aspects:

— We propose an Decentralized and Efficient Cross-chain Scheme in IoT sys-
tems. We adopt a multi-chain architecture to adapt the diversity of types of
ToT devices and enhance the scalability of the blockchain.

— We design a cross-chain scheme based on BLS signatures and implement
a smart contract that automatically updates node reputation. The scheme
reduces the degree of centralization of the cross-chain process while guaran-
teeing the accuracy of cross-chain data.

— We implement and evaluate our scheme on the HyperLedger Fabric, and the
results shows that our scheme can effectively improve system performance,
and the selection of nodes is uniform and fair in the cross-chain process.

The rest of this paper is structured as follows. In Sect. 2, we introduce the
related work of blockchain. In Sect. 3, we described the system architecture and
cross-chain interaction mechanisms. And we introduced how to select cross-chain
nodes based on reputation. Furthermore, we provide a detailed introduction to
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the process of using BLS signatures to verify data in Sect.4. The experiment
results are stated in Sect. 5. Finally, Sect. 6 concludes this article.

2 Related Work

In this section, we introduce the research on blockchain in IoT and cross-chain
technology.

2.1 Blockchain in IoT

Existing work applies blockchain to IoT. Blockchain can enhance the security
of IoT systems. With encryption and digital signatures by cryptographic keys
[7], IoT data can be protected through blockchain. And the smart contract car-
ried by the blockchain can automatically update the firmware of IoT devices
and close the vulnerabilities that are susceptible to attacks [4]. Moreover, IoT
data stored on the blockchain data can be identified and verified anywhere and
anytime. For example, the work of Lu et al. [11] develops a blockchain-based
product traceability system that provides traceability to suppliers and retailers.
In this way, the quality and originality of products can be checked and veri-
fied. Boudguiga et al. [3] proposed a decentralized mechanism to push updates
to IoT devices using blockchain. The blockchain is used to record transactions
for software updates pushed to the device to prevent malware updates on the
device. In this case, there is no need for a trusted agent to deliver the updates as
the updates propagated to the device through the blockchain have guaranteed
integrity.

The diversity and heterogeneity of IoT devices pose a huge challenge for
blockchain [12]. Optimization of blockchain networks is one way to address per-
formance. In 2021, Zhou et al. [17]. proposed an optimization mechanism in
resource-constrained IoT systems. They improve the performance of the system
by dynamically adjusting optimal block assignments. Zhang et al. [16]. analyze
the IoT traffic by establishing a blockchain network that matches the scale of
TIoT. And they implement a lightweight Bitcoin-like blockchain based on PoW
to solve the problem of high traffic load and network congestion.

2.2 Cross-Chain Technology

Cross-chain technology was first applied to the exchange of assets. It is mainly
used for the conversion of Bitcoin and Ethereum. In 2014, adam et al. propose
sidechain [2], which is a blockchain system independent of bitcoin. Sidechain can
access the Bitcoin network and interact with the Bitcoin ledger to enable asset
transfers. As a separate blockchain, the technical solutions and consensus mech-
anisms adopted by sidechain are not restricted by the main chain. The notary
schemes [9] is currently the most widely used cross-chain scheme. It set a trusted
node in the blockchain system, which is responsible for completing cross-chain
operations. However, the notary scheme uses a fixed node for cross-chaining,
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which causes it to be more centralized. Once the node itself carries malicious
intent or suffers an attack. It will not be able to guarantee the authenticity and
trustworthiness of the cross-chain data. However, the cross-chain purpose of this
scheme lies in asset transfer, without realizing a universal cross-chain approach.

Sun et al. proposed a decentralized cross-chain scheme [13], which combines a
notary mechanism and hash-locking. By setting up multiple notaries and estab-
lishing an election mechanism, the degree of centralization of the cross-chain
process is reduced. However, the cross-chain purpose of this scheme lies in asset
transfer, without realizing a universal cross-chain approach. Ghosh et al. [8] pro-
posed a decentralized gateway architecture that connects private blockchains to
end users. The gateway employs a collective signature technique [14] to verify
the data. However, this method allows only one-way communication and does
not verify the identity of the requester.

3 System Architecture

In this section, we introduce the architecture and components of the system. As
shown in Fig. 1, we build a multi-chain network structure in HyperLedger Fabric:
including multiple local-chains, a global-chain, and a module that provides cross-
chain functionality. IoT devices join the local-chains according to their different
features and participate in the whole blockchain system. Next, we will introduce
each component of the system in detail.

1. IoT device: IoT devices include all networked devices that have a need to
participate in the blockchain. They upload important data to the blockchain,
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such as identity information of personal computers, user access information
in gateways, etc. Due to the complexity and large number of IoT devices
and the heterogeneous nature of IoT data. Adding all IoT devices to the
same blockchain will be a very difficult behavior. In this regard, we divide
the devices according to their types and organize the IoT devices of the same
type to join their respective local-chains.

2. Local-chain: The local-chain connects all IoT devices with similar features,

such as personal computers and mobile phones that belong to the same
smart device. The whole system will have multiple local-chains. It mainly
accomplishes the information storage function of the system and is responsi-
ble for the data recording, identity granting and world state updating tasks
within the local-chains. Taking the first local-chain in Fig. 1 as an example,
it is responsible for storing user information, personal wallet, and other data
uploaded by cell phones and computers onto the blockchain.
Moreover, it also records the cross-chain requests and reputation scores of the
devices, and these results will be recorded on the local-chain in a summarized
form. IoT devices can selectively add one or more local-chains according to
their geographic locations and device characteristics.

3. Global-chain: There is one and only one global-chain in the system. All
blockchain nodes are to be added to the global-chain. The global-chain has
two main functions. One is to store the local-chain data abstracts and provide
validation function for the local-chain data. When a blockchain node submits
data to the local-chain, it can choose to upload the abstracts to the global-
chain. Unlike the local-chain which stores a large amount of data, the global-
chain only needs to access a small amount of summary information. Second,
it provides information records during cross-chain interaction. During cross-
chain interaction, some parameters and key information of data exchange will
be submitted to the global-chain to ensure security.

4. Cross-chain module: The cross-chain module is an important component

in linking all local-chains. In this module, we propose a decentralized cross-
chain verification scheme. The scheme consists of two parts. The first one is
a reputation-based node selection mechanism. We calculate the reputation
value of a node based on its network latency and the number of times it
has been invoked. Multiple nodes with a good reputation are selected to
participate in cross-chain verification. This solves the centralization problem
under the notary schemes. It can effectively avoid a single point of failure and
improve cross-chain security.
The second is the data verification technology based on BLS signature. In
the cross-chain process, the selected nodes will utilize the BLS signature to
sign and verify the data. After that, the node with the highest reputation
utilizes BLS to aggregate the signatures of each node to jointly complete the
verification of the data. The specific cross-chain process will be introduced in
the next section.



DECS: A Decentralized and Efficient Cross-chain Scheme in IoT System 133

4 Cross-Chain Scheme

In this section, we introduce the cross-chain scheme proposed in this paper.
It includes a cross-chain interaction process based on BLS signatures and a
Reputation-Based Node Selection mechanism.

4.1 Cross-Chain Process Based on BLS Signature

The verification process based on the BLS signature consists of BLS signature
algorithm and Shamir based secret sharing algorithm. BLS signature is used
to avoid excessive storage cost of the final combined uplink signature, while
Shamir secret sharing algorithm is used to achieve a certain number or more node
endorsements for specific cross-chain transactions on the basis of BLS signature,
thereby ensuring security.

As shown in Fig. 2, our cross-chain process consists of 6 stages: Request, Key
Generation, Signature, Aggregation, Response, and Verification. Next, we will
describe the 6 stages in detail.

Request: The request stages consists of 2 steps: main steps. First, node B; of
B initiates a request C'ross — chain.request. Smart contract B.ross receives and
parses the request. It will obtain the address of the other party of the cross-chain.
After that, it forwards the request to A.

Key Generation: This stage also consists of 2 steps: Setup and Generation.

Stepl: Setup()‘) - {Gla GQ; GT7 €, 91,92, D, h}

In the setup step, the smart contract Beoyross first parses the request. Deter-
mine the number of nodes participating in the cross-chain: n. And select the n
nodes with the highest reputation. This includes A;, A;, Ay, and A, where A;
is the node with the highest score. After that, Boross sends the parameters to
the key generation center(KGC).

Then KGC obtains the relevant security parameters p of the algorithm and
the elliptic curve bilinear mapping functions e : G; X G2 — Gp. Multiplicative
Cyclic group G1, G2 and its generator g1, g2, hash function h for mapping points
onto elliptic curves. Specifically, Algorithm Setup(\) inputs security parameters
A, and outputs as Two multiplicative Cyclic groups of a prime p: G1, G5 and a
Bilinear map e : G; X Go — Gr. And g1, g2 as the generator of G1, Go. At the
same time, a hash function is used in the scheme to map the hash digest of the
signature data to the elliptic curve. These parameters are publicly available in
the network:

h:{0,1}* — Gy (1)

step2: Generate(Ga,p,t,n) — {MSK, MPK,SK, PK}
After initialization of the relevant parameters, KGC generates the master
private key M SK, the master public key M PK, the threshold private key set
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Fig. 2. Cross-chain process of DECS.

S K, and the threshold public key set PK. After the generation is complete, the
generation center discloses the master public key M PK and the user group’s
public key PK. The key generation center randomly selects a random integer as
shown in the Eq. (2)

T~ Z, (2)

At the same time, KGC set it as the master private key MSK = =z, and
obtains the master public key according to Eq. (3), where G is a randomly
selected point from the elliptic curve:

v X GEGy (3)

After this, v will be set as the master public key M PK = v. Subsequently,
the key generation center randomly selects t — 1 elements a1, as, as, . .., a;—1(a; €
Z;), and set ag = x, thus constructing a polynomial of order ¢ — 1:

t—1
f@) = a’ (1)
=0

Then, KGC calculates x for each participant ¢ x; = f(i) and set the cor-
responding threshold private key sk; = =z;. Calculate v; also according to
Eq. (3). And set pk; = wv;. It also calculates for n participants to obtain
SK = x1,29,23,...,2, and PK = {v1,v2,03,...,0p}.
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After the computation is completed, KGC sends the threshold encryption
private key to the selected nodes through a secure channel.

Signature: Sign(SK,m,t,h) — o;

Each participant i receives the private key and signs the data m = {0, 1}*.
First, participant ¢ hashes the data and maps the resulting hash digest to G:
h(M) € Gy, and M = m||d, with d equal to 0, 1, 2, ... This is because if the
value obtained by hashing m is mapped directly onto the curve, there is a 50%
probability that it will not map to a particular point. Therefore, the value of d is
increased until the point is successfully mapped. The signature o; of participant
i will be as shown in Eq. (5:)

Aggregation: Aggregate(o) — o

The node A; with the highest reputation score is responsible for aggregating
signatures. It collects signatures from n participants. When it receives a signature
group o generated from the set () combined by t participants. and the individual
signatures within the signature group are verified. A; can obtain the signature
of the master private key MSK on the data based on Lagrange interpolation.

=0 I -2

icQ  jequrid "

=S mom) < [T L

ieQ je@izi? (6)
J
x> w1l 7=
i€Q  JEQ,jFl
=h(M) xx

Response: After signature aggregation, A; packages the cross-chain data and
MSK in Cross-chain.response. Then A; sends the response data to B; via
ACross-

Verification: Verify(MPK,o,h(M),G,e) — true|false

After the B; obtains the complete signature obtained by the endorsement
initiator, the signature can be verified based on the properties of the bilinear
function. The specific principle of verification is shown in the following equation:

e(o,G) = e(x x (M), G)
e(h(M),z x G) (7)
= e(h(M), MPK)
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If the final calibration determines that e(o,G) = e(h(M), MPK) is equal,
then the returned output is true, and the opposite is false.

The above six steps describe the cross-chain process of the BLS-based thresh-
old signature scheme. The scheme utilizes a polynomial to hide the master private
key in the BLS signature method and generates the private keys of the partic-
ipants from it. Then a specific number of individual participant signatures on
the data are integrated using an elliptic curve bilinear mapping function. The
master signature is recovered using Lagrange interpolation. Validation is then
performed to determine the validity of the transaction.

4.2 Reputation-Based Node Selection Mechanism in Cross-Chain

Parameter Settings: Before describing this mechanism, We first define the
following.

Definition 1: Assuming that there are m nodes within a localized chain. One
of the nodes is denoted as v;. where 1 < ¢ < m. Each node maintains a called
coefficient ¢;. And the initial value is ¢ynit, which satisfies the following equation:

1
init = — 8
Cinit m (8)

Definition 2: A node that is not part of the current local-chain is selected
as a cross-chain requester. It records the network latency t¢ for each node in
V = {v1,v2, ..., U }. The time factor r; is then computed for each v;. r; satisfies
the following equation:

t;
> jevi

Definition 3: Knowing the called coefficient ¢; and the time coefficient r; of a
node v;, the cross-chain initiator determines the weight parameter a(a € [0, 1]),
for which it can compute the prestige value p;, which satisfies the following
equation:

9)

r; =

pi =ac + (1 —a)r; (10)

Definition 4: After each cross-chain completion, each selected node v; needs
to be updated with the following equation:

1
i=c+—@eN 11
¢ C—i—mnue ) (11)

And the unselected node v; also needs to update with the following equation:

b
m(m —n)

C; = Cj —

(t€Vandi ¢ N) (12)



DECS: A Decentralized and Efficient Cross-chain Scheme in IoT System 137

0.052 0.9
¥ 0.051 » 0.8
= 0]
£ 0.050 go7
(]
3 0.049 < 0.6
o o
= 0.048 >0.5
= = = = = = g
©0.047 v 0.4
(] >
20.046 go03
[ e
@ 0.045 0.2
0.044 0.1
100 200 300 400 500 600 700 100 200 300 400 500 600 700
Number of cross-chain operation Number of cross-chain operation

(a) Range of all node frequencies vs.  (b) Frequency of the 8 nodes with the
Number of cross-chain lowest latency vs. Number of cross-
chain
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Reputation Update Process: We use smart contracts to automatically
update the reputation scores of nodes. The core idea of this contract is to con-
sider the frequency of participation in cross-chaining and network latency of
each node, achieving a balance between frequency and network latency. After
the node participant in the cross-chain, its called coefficient ¢; is updated. The
smaller the ¢; is, the more likely it is to be selected as a participant for cross-
chain. The specific description is as follows:

1. After the blockchain network is initialized, the smart contract awards cross-
chain participation status to the nodes with high trustworthiness. And ini-
tialize their called coefficients ¢; = c(init).

2. Cross chain initiator s, is for each strong node v; Calculate reputation p;.
And sort the obtained values in ascending order, determine the priority of
the signature, select nodes in order to form a set N, send (t, n) threshold
signature requests, and send unselected messages to nodes outside the set N.

3. After collecting ¢;, t; from these nodes, the smart contract computes the
reputation p; for each node v;. And it sorts the obtained values in ascending
order. And select the nodes in order to combine them into a set N. A (t,n)
threshold signature request is sent to the nodes in the set, and an unselected
message is sent to nodes outside the set V.

4. Node vi(k € N) that receives threshold signature request performs the
reputation update algorithm of the Eq. (11). And the unselected nodes
v(l € Vandl ¢ N) perform the reputation update algorithm of the Eq. (12).

5 Performance Analysis

We tested our scheme on the HyperLedger Fabric, using Intel (R) Xeon (R)
Silver 4214 CPU with 256 GB RAM with 16TB hard drive. We built a blockchain
network with 21 nodes. It includes two local-chains and one global-chain. One of
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the local-chains has 9 nodes and the other has 12 nodes. The two local-chains are
independent of each other. The blockchain network adopts the Raft consensus,
with a maximum blocking time of 7s, a maximum number of 100 transactions,
and a maximum block size of 100M. At the same time, the experiment used the
mainstream testing tool Caliper of the Hyperledger Fabric to test blockchain
performance.

Frequency of Nodes Participating in Cross-chain: The first experiment
targets the Reputation-Based Node Selection Mechanism to test whether the
selection of cross-chain nodes is decentralized. We initiate a cross-chain request
to a local-chain of 12 nodes. And set the number of cross-chain nodes to 8, and the
reputation parameter o = 0.5, to test the frequency of each node participating
in the cross-chain.

The experimental results are shown in Figs.3a and Figs. 3b. Figures3a is
a box plot of the frequency of all nodes participating in cross-chaining. It can
be seen that there is still an obvious gap in the frequency of the nodes when
completing 100 cross-chaining. And as the number of cross-chaining increases.
The gap in frequency gradually decreases. Each node can be selected evenly.
Figures 3b count the 8 nodes with the lowest network latency. And calculate the
sum of their frequencies. It can be seen that at 100 experiments, the frequency
is the highest at 0.76. With the increase in the number of experiments, the value
gradually decreases and reaches a stable value of 0.67. This number is the ratio
of the number of nodes to the number of all nodes. It shows that our scheme is
able to decentralize the selection of nodes participating in cross-chain.

Time and Storage Cost of Cross-chain: We compare the DECS proposed
in this paper with the ECDSA-based notary scheme [9]. Compare the time and
storage cost used to validate cross-chain data for both. First, We performed a
step-by-step test of BLS signatures. The experimental results are shown in the
Table 1. Each step was experimented with 100 times and averaged.
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Table 1. Time cost for each step of the BLS signature.

Notation | Description execution time
T. Take a random number in 7. 0.0183 ms
Ta, Point multiplication in G 0.5482 ms
Ta, Point multiplication in G2 0.6671 ms
T, Point addition in G1 0.3030 ms
T, Polynomial calculation time 0.0053 ms
Th Hashing with SHA256 0.0027 ms
T. Verification of Bilinear Functions in 7%, | 3.9822 ms

Figure 4a shows the time cost required by the two schemes. The experiment
starts with the most basic notary scheme, which means that only 1 node is
involved in the cross-chain. We can see that at this point the ECDSA scheme
significantly outperforms the DECS scheme. However, as the number of cross-
chain nodes increases, the time spent by the ECDSA scheme keeps increasing.
This is because the ECDSA scheme is unable to aggregate signatures. The verifier
needs to verify all the signatures one after another. On the other hand, the DECS
scheme can keep the verification time at 5.53 milliseconds due to the aggregation
of signatures.

Figure 4b illustrates the storage cost required by both schemes. Similar to
the time cost. The ECDSA scheme has increasing storage space as the number
of cross-chain nodes. In contrast, the DECS scheme only has one M PK for
each cross-chain process, regardless of the number of cross-chain nodes. So the
storage cost remains constant. Since this scheme uploads the public key into the
global-chain, the storage size will significantly affect the overall performance of
the blockchain. This gives the DECS scheme a more obvious advantage.

Blockchain Performance: Figure 5a and Fig.5b illustrates the TPS of the
blockchain under both scheme. Where Fig. 5a shows the TPS of the global-chain.
As the number of cross-chain nodes increases. The data size that needs to be
stored on the global-chain increases for the ECDSA scheme. The throughput of
the blockchain also keeps decreasing. The same effect is seen in Fig. 5b. Figure
5b shows the test performed for the entire blockchain network, which includes
two local-chains and one global-chain. As we can be seen from the figure, the
performance of the ECDSA scheme keeps decreasing. While the performance
of the DECS scheme remains stable in both experiments. When the number
of cross-chain nodes reaches 8, the DECS scheme significantly outperforms the
ECDSA scheme.
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6 Conclusion

In this paper, we present a novel decentralized and efficient cross-chain scheme
tailored for IoT systems. Our constructed system demonstrates excellent adapt-
ability to the diverse and intricate nature of IoT environments. Furthermore, our
proposed cross-chain solution effectively addresses the pervasive issue of exces-
sive centralization within current cross-chain technologies. The incorporation
of BLS signature-based data verification alleviates the burden of high storage
requirements associated with the ECDSA scheme. Experimental results show
that our scheme has better decentralization and efficiency, and the blockchain
throughput has a good performance. We hope our scheme can be used as a high-
performance tool for IoT systems to provide efficient, secure protection for IoT
data.
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