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Abstract. Given the considerable amount of data (including sensitive and per-
sonal information) collected, stored, disseminated by mobile devices, there is a
need to ensure that such devices can be securely wiped when they are misplaced,
stolen or disposed. Hence, in this paper we evaluate the effectiveness of three
categories of wiping applications: Factory Reset, Remote Reset, Data Wiping
Applications (apps). Specifically, we study two popular wiping apps (i.e., Shred-
dit – Data Eraser by PalmTronix, and Secure Wipe by Pinellas CodeWorks) and
install both apps on three test devices, namely: Samsung S5 (Android 6.0.1),
Samsung S5 Active (OS version 6.0.1), and an iPhone 6S (iOS 13.2.2). We then
study the extent of data that can be recovered, from the three categories of wiping,
using two popular commercial mobile forensic software, namely: Mobile Phone
Examiner Plus (MPE+) from Accessdata, and MOBILedit from Compelson labs.

Keywords: Remote wiping · NAND memory ·Mobile forensics · Secure data
deletion · Android forensics · iOS forensics

1 Introduction

Advances in mobile device technologies (e.g. processing speeds, and memory capacity)
have partly contributed to significant growth in the sales of mobile devices, particularly
smartphones [1–5]. Contemporary mobile devices are capable of collecting, accessing,
storing and disseminating a broad range of information (e.g. user physiological data, user
credentials, and other personal identifiable information – PII) [6–8]. However, leakage or
unauthorized access to such information can be (ab)used to facilitate criminal activities
such as identity theft [9, 10]. For example, there has been a growing trend of individ-
uals taking compromising or nude photos with their mobile devices, as evidenced by
a number of studies [7], such as the Pew Internet study. The latter study found that an
increasing number of young adults are now using their smartphones to exchange sexual
pictures and sexual conversations (also referred to as sexting) [7]. In 2011, sexting was
identified as one of the top 10 major health concerns for youth [7]. As of 2019, over 27%
of adolescences (aged between 13 and 15) have either sent or received nude pictures
from sexting [11], and according to a Cosmopolitan Magazine poll [12], up to 90% of
the Millennial women admitted to taking nude photos of themselves. Milne’s [13] study
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shows the effects and trauma from loss of sensitive and personal information can resulted
in monetary, social, physical, and psychological harms or damages. Associated conse-
quences also include loss of self-esteem or sense of worth, and in some cases fatality.
The fast pace of users replacing their mobile devices (estimated to be approximately
every two years) reinforce the importance of ensuring users are able to securely wipe
data from such devices, particularly sensitive information.

Newer Android and iOS devices, for example, have built in encryption and factory
reset features. The latter feature is used to wipe a device of user data and return it to a
sanitized state. This feature only works if the individual has direct access to the device,
but with theft and loss, users need the ability to perform a remote initiated wipe of user
data from the device. There are times where a user wishes to only wipe recently deleted
data that can be carried out using third-party mobile apps.

However, there are a number of questions associated with the utility of these third-
party mobile apps. For example, how effective are such third-party apps, have factory
resets improved enough to prevent data recovery, and are remote initiated wipes as good
as a factory reset? This is the focus of this paper. Specifically, in this paper we study two
popular wiping apps namely: Shreddit – Data Eraser by PalmTronix, and Secure Wipe
by Pinellas CodeWorks. Data, programs (apps). We attempt data recovery following a
factory reset, using two popular commercial mobile forensic software, namely: Mobile
Phone Examiner Plus (MPE+) from Accessdata, and MOBILedit from Compelson labs.

In the next section, we will briefly introduce data deletion and the extant literature.

2 Background and Related Work

2.1 Data Deletion

There are two main categories for deleting files on a digital device: namely: deletion and
secure data deletion [3, 5, 14–17]. For most operating systems, when a user “deletes”
a file, just the metadata for that file (e.g. in the Master File Table (MFT) for a NT file
system (NTFS)), is changed, and the drive space the old data bits occupy is marked as
unallocated. Using forensic tools can potentially allow a user to recover the deleted data
[3, 5, 15–17]. A secure data deletion, on the other hand, is designed to compound the
challenge of recovering deleted data.

There are three ways to accomplish a secure data deletion of a smartphone with
no physical impact to the device; providing the device is available to the user. The
first option is to use a third-party software (e.g. app) that focuses on wiping just the
unallocated areas/space on the device. The next option is to perform a factory reset of
the device. The last option is to encrypt the data on the phone (and deleting the decryption
key) [15–32].

Smartphones read and write data slightly different than other computer systems, and
generally store data in three partitions, namely: system data, internal flash data storage,
and external data storage (e.g. SD card) [19]. The internal data is a form of flash media
called NAND. It is designed with multiple blocks filled with tiny memory cells [15, 16,
20].When the device wants to write new data, bits are stored in the empty cells of a block
and a logical address pointer is created and mapped to the file. When a delete command
is made for a file, the logical address pointer for that file is redirected to an empty space
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in a block, making the data available for erasure. With no moving parts NAND memory
is very fast and allows for higher storage capacity [3, 15, 16, 20].

There is one limitation associated with NAND; whereas disk drives can be re-written
on the fly, the data marked for deletion must be erased prior to writing new data in that
cell, [3, 16–20] with NAND the erasure is done on the block level, not bit by bit [15,
20]. The erasing function in NAND memory is hard on the cells creating a limit to how
many times data can be erased and written to it. Yang et al. [15] express that failure is
typically after 104 to 105 cycles, and the block use is balanced through wear levelling.

Prior to transferring ownership of a phone, additional steps should be taken to ensure
all PII is removed. For use with third-party wiping apps, manually locate and delete data,
with PII, and delete any installed apps that may contain PII. Third-party software only
wipes the data blocks that are marked as unallocated; not active data locations. Since
deletion is performed at the block level, fragments of old data may still be present in
un-erased blocks, although these data fragments may not be visible without the use of
appropriate forensic tools. A factory reset is designed to return the phone to a generic
initial state, with all user apps and user data removed. Both iOS and Android devices
have the ability to perform a factory reset.

Prior literature on factory resets has shown that Apple iOS has performed well since
version 4.0, with veryminimal or no data recovered. InAndroid devices running versions
2.3 to 7.0, varying amounts of deleted data could be recovered after factory reset [12, 15,
16, 19, 25–27, 30]. For example, Khramova [12] tested 68 Android phones from nine
different manufacturers, running versions from 2.3 to 7.0, and was able to recover data
from these phones after a factory reset.

2.2 Remote Wiping Apps

When a device is misplaced or stolen, the user will not be able to physically activate the
factory reset option. In circumstances like this, a remote wiping app could be used. Such
an app can be downloaded from the manufacture’s website (Samsung, Apple, Google,
HTC, etc.), the official OS site (Google for Android, Apple for iPhones, etc.), or a third-
party app store. The first two options usually come by default as the phone is activated
and the user sets up their accounts with the OS or manufacture’s website [33].

A number of major anti-malware companies have also put out remote wipe apps like
Norton’s Mobile Security, Avast’s Anti-theft, or Bitdefender’s Anti-Theft. These apps
do require a purchase, but there are free apps available. Such free apps require some
software installed on the phone prior to use. Research has shown there is extensive data
on factory resets of smartphones running OS versions prior to 2014, but limited data is
available on the effectiveness of remote wiping applications [33].

In the next section, we will briefly explain how remote wiping apps work.

3 Remote Wiping Apps and Their Effectiveness

3.1 How Remote Wiping Apps Work

Remote wiping capabilities are commonly available from the mobile device manufac-
turer or through third-party apps that can be enabled by the device’s user or managed
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services with access to the device. The objective of remote wiping is to securely delete
user data stored in the mobile device whether it is stored in the manufacturer’s delivered
applications or third-party apps installed and enabled by the device user.

Fig. 1. Remote wiping process initiated by user (adapted from [34]).

Figure 1 illustrates the general request process for remote wiping of mobile devices.
The user can access management utilities (typically provided by the organization man-
aging the cellular service, or hosting the device such as the case of organizations that
issue mobile devices to employees, or third-party apps) through another device. The user
could select predefined options for the wiping functions such as low-level formatting,
factory reset, data deletion, removal of header only or full clearing of dedicated storage
areas in the device including unallocated areas. Alternatively, the user can contact the
device management organization/facility directly to initiate the wiping process. Once a
secured connection is established between the device and the management organization
or facility the wipe commands are authenticated between the device and the device man-
agement organization/facility [27, 34]. Reply messages confirming the completion of
phases of the wiping process or summary message indicating the full completion of the
process are transmitted to the device management organization/facility. These messages
would be sent back to the user in case (s)he is the origination point and logged-in at the
device management organization.

An example of a manufacturer wiping process is the patented process of Apple [35],
which starts with accessing the remote management account facility. In the process, it
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is assumed that the commands can be initiated from devices connected to a network,
for example a web service. The web service accessing the remote account functions
is able to generate and transmit command messages. Additionally, it is able to receive
transmitted messages from the remote devices to acknowledge the completion or failure
of the original command transmitted. The centralized device management system will
display the mobile devices available to the user for the wiping functions. Once a device
selection is made, the user can select the commands that will execute a specific wiping
command. A remote command message is generated that will instruct the remote device
to execute the wiping function. It should be noted that the remote command is generated
and transfer to a server that will publish it thru the available network and reach the
device selected. Once the wiping command is executed in the remote device, a message
is generated and transmitted back to the management account facility via the available
network and routing server to the web service that originated the initial command. The
message will carry the completion status of the wiping process (success or failure). Once
complete, the user is able to select other remote commands for the same device or select
a different device and start the same process again.

In addition tomanufacturer’s wiping applications, mobile users can install third party
applications in their mobile devices to execute wiping commands [28]. For example, the
process patented by Air Watch LLC [36] establishes connection with the mobile device
and start a two-command process: backup data from the mobile device and issue a wipe
command. Through a centralized management facility, that can be accessed by a web
service, the user can select to back up the data from the remote device and wipe it, back
up the data from the remote device, or just wipe the data without backing it up. Once the
user has made a command selection, based on the network availability, the command is
issued and routed to a server for publishing. If the user selects the backup and wiping
functions, a separatemessage is generated for each command. In this scenario, the backup
command is executed first to ensure that the data is transmitted from the remote device
and backed up by the centralized management facility. Once the backup confirmation
is received; then, the second command to wipe the data is generated and transmitted to
the remote device. Finally, once the data has been wiped out, the remote device generate
and transmit a message confirming that the data wiping has been completed [27].

3.2 Effectiveness of Remote Wiping Apps

In the last two patented processes reviewed, on remote data wipe of devices, the user
relies on messages generated and transmitted by the remote device to verify that data
wiping took place [37]. b However, detailed information on the deletion method is not
readily available from the messages transmitted from the remote device. It is not speci-
fied whether the wiping process performed a physical or logical deletion of the user data,
and whether traces of user data are left behind. Therefore, to verify the wiping process
was effective and to identify user data that might have been left behind on the device,
forensic toolkits are required to perform in depth analysis. Previous research conducted
have determined that in addition to user data, residual network and cloud storage appli-
cation data can still be found and in devices that were remotely wiped. Furthermore,
there could be significant differences among devices and whether the remote wipe was
executed using a manufacture’s wiping process or a third-party application [26]. Other
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considerations in the effectiveness of remote wiping include security of the transmis-
sion of command messages generated to wipe information in remote devices, and the
receiving messages confirming completion of the wiping command. Additionally, the
handling of interrupted messages and capabilities to regenerate, re-transmit command
messages in case of network disruptions or power failures from the mobile device. Sim-
ilarly, capabilities from the mobile device to report on incomplete wiping command
executed [34].

Evaluating the effectiveness remote wiping by using forensic toolkits can help law
enforcement resources manage time used in research when investigating a crime involv-
ing mobile devices. For example, knowing that manufacturer’s-based wiping from a
particular device might have different results from third party applications and what
traces of user data is left behind could help law enforcement identify important forensic
evidence based on device, wiping process or forensic toolkit utilized.

Research on the effectiveness of data recovery after wiping commands are executed
on remote devices is limited. Current research has relied on the availability of forensic
toolkits with limited functionality or non-commercial licenses, and older device releases
used for research. Forensic tools functionality relies on software, hardware tools, or a
combined software/hardware approaches. We observe that most research has been con-
ducted using the software approach only. Available research shows a similar method-
ology with the following steps when evaluating results from different remote wiping
processes utilized: Identify forensic toolkit to be utilized; backup user application data
from the devices to be used for testing; identify the categories of data available on the
device and the number of files associated with each category; identify the wiping pro-
cess to be utilized (manufacturer or third party); select and execute wiping commands;
record and evaluate results; using forensic toolkit to recover, identify and categorize user
data left behind after wiping process; and compare the number of files before and after
executing remote wiping for each category identified [7, 10, 23].

4 Proposed Evaluation and Methodology

Remote wiping capabilities are commonly available from the mobile device manufac-
turer or through third-party apps that can be enabled by the device’s user or managed
services with access to the device. The objective of remote wiping is to securely delete
user data stored in the mobile device whether it is stored in the manufacturer’s delivered
applications or third-party apps installed and enabled by the device user.

Forensic data recovery/retrieval starts with two main focal points, namely: the “Spe-
cialized Tool(s)” used for data recovery, and the “Deletion Process” used to delete or
wipe the data.

Additional points to consider for the effectiveness of data recovery relies on an
understanding of the following: (1) What type of data can be recovered?; (2) Where the
data is stored (e.g. location the data is stored on a device, or if not on the local device
where is the physical location of the data, such as network or cloud based)?; (3) What
is the format of the data stored as (e.g., text, media, standard data exchanging formats
such as Extensible Markup Language (XML), Data Base (DB), and JavaScript Object
Notation (JSON))?; and (4) Whether files are encrypted?.
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Our proposed research focuses on data that can be recovered after a remote
delete/wipe process has completed on a mobile device. The scenario for all mobile
devices used in our research require the following: (1) Smartphone(s) for testing data
recovery; (2) Data objects to attempt recovery of on the smartphone(s): email, images,
different application data, calendar objects, and text messages; (3) Network avail-
ability: Wi-Fi or Cellular; (4) A network-based account to allow for backing up the
smartphone(s); (5) Network-based ability to initiate/execute the remote delete/wipe; (6)
Forensic tool(s) to recover data; and (7) Forensic reports to allow for data analysis.

The equipment used include three smartphones, without sim cards or external SD
cards: Android – Samsung S5, Model # SAMSUNG-SM-G900A, running OS version
6.0.1 (hereafter referred to as Samsung G900 or as G900), Android – Samsung S5
Active, Model # SAMSUNG-SM-G870A, running OS version 6.0.1 (hereafter referred
to as Samsung G870 or as G870), and Apple- iPhone 6S, Model # MN1K2, running iOS
version 13.2.2 (hereafter referred to as iPhone 6S). All three smartphones had a Wi-Fi
access account added to allow for network/Internet access. For both G900 and G870,
a Google account was created and added to allow for backup and remote wipe ability.
For the iPhone 6S, an Apple ID and iTunes account was created to allow for backup and
remote wipe capability.

Data installed included multiple instances of the following: Four (4) contacts, two
(2) emails, three (3) SMS texts, four (4) pictures, four (4) documents, 506 calendar
events, three (3) audio files, one (1) video, four (4) random web pages were opened
and two (2) pictures from those web pages were downloaded. We also installed the
following applications: Shreddit – Data Eraser by PalmTronix, and Secure Wipe by
Pinellas CodeWorks.

We also used Mobile Phone Examiner Plus (MPE+) from Accessdata, and
MOBILedit from Compelson labs, on computers running Windows 10 OS. The evalu-
ation methodology will follow the forensics investigation model of [34], which is also
described below.

Preservation: Smartphones will be selected for research, data baseline will be estab-
lished, and a data backup will be performed. Baselining will consist of sanitiz-
ing/removing any personally identifiable information (PII) currently on the phone and
then installing, or adding, selected data and apps to each phone. Backup will be per-
formed using a manufacturer online account to store a device-initiated backup. There
will also be a logical copy of the baseline imaged device, stored on a laptop; this is only
a failsafe in case the online backup fails.

Acquisition: Forensic tool(s) will be selected that allow for mobile phone examination.
The tool will be used to extract the data from the smartphones at different acquisition
points. Data acquisition reports, if not provided by the forensic tools, will be created after
each of the different analysis tests. There are four proposed different data acquisition
points: After initial baseline of the device; After a factory reset is performed; After
a restore of the device to baseline; After a remote delete/wipe is performed. Prior to
performing the factory reset, a locally installed data wiping app will be used to remove
any prior residual deleted data or data fragments remaining after baselining the device.
Data acquisition tests will be used to validate the effectiveness of the app. This is to
ensure the tests focus on residual data of freshly deleted items.
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Examination Analysis: All of the acquisition reports will be created in the same manner
as to allow for data comparison on two levels. The first comparison will of the all data
recovery reports for each individual device to see how what data could be recovered.
The second comparison will be to look for differences in the data recovery ability of the
three different devices.

Reporting: Explanation and summary of forensic reports findings are included and
written in this paper with a conclusion of our findings and identified areas for further
research.

5 Case Study

5.1 Data Installation and Preservation

The smartphones, selected for this research, were found to still contain the previous
user’s data; not wiped/reset. Each phone was examined and PII that was discovered
was deleted. This included all deleting previous accounts, deleting internet history, and
browser form filling data. Online accounts were created for the phones to allow for
backup, restore, and remote delete/wipe ability. The reason for using new accounts were
to avoid possible data spillage or cross deletion with our personal phones. Both Android
phones, G870 and G900, were able to use a single Google account. An Apple account
was created for the iPhone 6S.

The selection of Apple for the iPhone and Google for the Androids was to create a
condition that the majority of users would find themselves in if needing to remotely wipe
their devices. Third-party apps were available but would require additional steps such as
downloading, installing, and configuring an account. The majority of third-party apps
that allow remote wiping required a cost. The additional data selected was copied onto
the device. The online accounts were used to update all installed apps and to download
the two third-party local data erasing apps: Shreddit-Data Eraser and SecureWipe. These
were selected due to high recommendations in different electronic review sites and high
ratings on the Google Play Store.

The two wiping apps will be used prior to performing the factory reset test. Their
purpose is to remove any of the previously deleted data, or residual data fragments,
remaining after baselining the device. The old deleted data would not be backed up
to the online account or copied to a folder on the laptop being used, unless a physical
image could be obtained. These unallocated data fragments may cause variances in the
expected data acquisitions. A logical copy of the files and folders on the phone were
copied to folder on a laptop as an emergency backup in the event of a crash.

These steps were to ensure and establish repeatable baseline images allowing for
initial data consistency prior to the different analysis tests, or recovery in the event of data
corruption due interrupted forensic scans or device malfunctions. Once all data and apps
were installed and updated, an online backup was initiated through the phones setting
options. Once completed, theWi-Fi was disabled to prevent the data from changing. The
phone was now ready for the acquisition phase.
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5.2 Data Acquisition

This section will describe how the data acquisitions were performed. The first step after
baselining the device, was to create a baseline data acquisition report with the use the
forensic tools. Several varying steps were required based on the type of phone analysed,
Android vs. Apple, and different issues occurred while using the different forensic tools.
Both of the selected forensic tools were full versions and required a paid licence for use.
They were installed in UTSA’s computer lab.

After preparing the phones for examination, the forensic software tool will be started
and the smartphone plugged into the computer or laptop running the software. If the
software tool or operating system (OS) does not recognize the phone, a set of phone
drivers or speciality software may need to be downloaded and installed. It could also
mean additional steps with the phone is needed to be recognized.

Documentation from both tools showed that Android phones need to be placed in the
debuggingmode for them towork.Debugmode is not turned on by default due to security
issues. MPE+ recommends using a third-party tool to root the phone if unable to turn on
debuggingmode.MOBILedit does have some options available to access a locked phone
if access to the phone’s system menu was not available. The software documentation
discussed that using these options will or may overwrite the internal software; based on
the method used to access the phone. To prevent damage to the phones, and since we
had access to the phones interface, we selected the manual way of putting the phones in
to debug mode. For this reason, the phones examined were not rooted, and the screens
were unlocked, during the whole data acquisition process.

To place the phones in debug mode, the hidden Developer Option button must be
unlocked. First, locate the Build Number in Settings, most likely in the About options.
Tap on the Build Number multiple times, most phones take seven times, then go back
into Settings to find the Developer Option button visible. In there, select debug mode,
select stay awake while charging, and deselect verify apps via USB.

The first data recovery tool attempted was MPE+. Due to licensing, the software
could only be installed on select computers in the computer lab and had to be run with
administrator privileges. Multiple attempts were made to use this tool but none were
successful. None of the phones were identified by the software, manual selection of
the phones still did not allow the software to recognize the phones. Going through the
different screen pages displayed, it was obvious that the Androids were being seen but
only as a device in Media Transfer Protocol (MTP) mode. The phone was recognized
in Windows. MTP mode does not allow for data recovery or viewing of all the internal
files. The iPhone was not recognized by MPE+ at all. Due to the multiple issues only
the MOBILedit software was used for data extraction in this research.

Compelson Labs had issued our forensic class a limited number of MOBILedit full
access licences, that would expire after 60 days. This allowed MOBILedit to be loaded
on two personal laptops, eliminating the administrative mode issues. MOBILedit is a
specialized forensic tool for smartphones. The installation was straight forward with
an easy to use interface. The iPhone was recognized right away by the software as an
iPhone, and displayed a menu to allow the user to select which version the iPhone was;
we used the 6S version for all tests. The Android devices did require that the debugmode
be enabled for the software to effectively work. MOBILedit has additional options to
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connect to the phones by Bluetooth or Wi-Fi; these connection methods were not used
during this research. The software allows for different data recovery configurations (such
as full, deleted only, user specified and others) and it has the ability to create different
reports or data backups based on the selections made.

There are four (4) different data acquisition points required for the test data to be
relevant. The first is after the initial baseline of the device is created. This data acquisition
test is needed to create a data acquisition baseline. The results can be used to validate
if the backup restore process worked, and helps identify how much data is restored
from the backup; 100% or less. The second acquisition point is after a factory reset is
performed. This data acquisition test is needed to identify if any previous data or user
PII can be recovered, and establishes a data acquisition reset baseline. The test results
allow for a comparison of the factory reset option vs. a remote reset option. The third
acquisition point is after the device is restored from the back up to the baseline. The
fourth acquisition point is after the remote delete/wipe is performed.

There were six additional tests with the Android phones, and four additional tests
with the iPhone. All proposed tests are as follows: (1) Full content - Baseline (without
debug mode enabled) (Android only); (2) Full content – Baseline; (3) Deleted data only
– Baseline; (4) Deleted data only – After running Shreddit with default settings; (5)
Deleted data only – After running Secure Wipe with default settings; (6) Full content
– After Factory Reset (without debugmode enabled and without a user account); (7) Full
content – After Factory Reset (without a user account); (8) Deleted data only – After
Factory Reset (without a user account) (Android Only); (9) Full content – After phone
restored from backup; and (10) Full content – After Remote Delete/Wipe (without a user
account) (with debug mode enabled).

Android Devices
The Samsung G870 was selected as the first device for data acquisition. The following
is the data, steps, and findings for the Samsung G870 only. The Samsung G900 results
were very similar and the differences will be explained at the end of this section.

Since the Android devices required the extra step of turning on the debug mode,
the first data acquisition test with MOBILedit was performed with the phone in the
same configuration as a normal user; without the debug mode option. The phone was
recognized but only as an MTP device, and little data was discovered during the test;
only 314 files. The debug mode was enabled and the phone was properly recognized.
MOBILedit did request an extra step to allow it to install its software on the phone.
As it installed, it requested access to five areas: device location, contacts, calendar,
photos/media/files, and SMS messages. A full content data acquisition of the baseline
with the debug enabled was conducted. Comparing this report against the no-debug
report of baseline showed a significant increase in data recovered; 3,687 files/data. See
Table 1 for a comparison of the data from the summary reports.

The next three data acquisitions were for deleted data only. Once the baseline data
acquisition was recorded, the next step was to try and wipe the deleted items found
using Shreddit. This application is used directly on the phone to delete unallocated
data on smartphones. It has the ability to perform multiple passes, but was run with
the default setting selected. Once started, Shreddit required access to the smartphones’
photos, media, and files. After it finished, the Android device was restarted and a data
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acquisition test was performed. MOBILedit found the same deleted items as were found
in the full report. There was no change, it was as if Shreddit was ever run.

This same process was performed using the Secure Wipe app. Once again, the same
previously identified deleted data was discovered. It was only after a factory reset was
performed that the deleted data was no longer found. The failure to delete the unallocated
data may be due to the way NANDmemory cells work. Deletion only happens when all
data in the cell is marked for deletion and deletion is done on the cell level, not the file
or bit level. If any data is still relevant in a cell, the unallocated data in that cell will not
be wiped. All three deleted data only acquisitions are found to be redundant since the
deleted data is already displayed in the full report. Table 2 shows an extract of deleted
data found during five consecutive data acquisitions.

Table 1. Comparison of the data from the MOBILedit summary reports

 

FileSystems
No 

Debug Baseline
Factory 
Reset

Internal Filesystem 314 files 17 files 17 files
External Filesystem 419 files 17 files
Application System 2645 files 1447 files

Extra Filesystem 275 files 222 files
Misc Filesystem 0 file 1 file 0 file

System Logs 91 files 90 files
Bluetooth Pairings 0 0
Contact Analysis 0 0
Cookies 169 0
Loactions

GPS Locations 0 0 1
Notifications 2 4

Passwords
Password from 
Chrome (Saved 

Passwords) 1
Passwords 
SAMSUNG-SM-
G870A (Wi-Fi) 1
Screen Unlocking 
History 3 7
User Dictionary 0 0
Wi-Fi-Networks 2 1
Web

Web Browsing History 56 0
Web Search History 5 0

Bookmarks 0 0
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Table 2. Extract of deleted data found during five consecutive data acquisitions

 

Download Manager
Baseline- 

Full Delete Only Shreddit
Secure 
Wipe

Factory 
Reset

Downloaded Files 10 (8 deleted) (8 deleted) (8 deleted) (8 deleted)
Account Kaa80@gmail.com

Contacts  68 (67 deleted) (67 deleted) (67 deleted) (67 deleted)
Circles  27 (25 deleted) (25 deleted) (25 deleted) (25 deleted)

The factory reset was carried out natively within the phone setting options, with the
option to erase all the data on the phone selected. After the factory reset was complete
a data acquisition test was performed. Two data acquisition were performed without
any user account being entered: one data acquisition with no-debug, another with debug
enabled. The Google account was installed and a backup sync was requested from the
phone’s settings. All appswere updated and the two data delete/wipe appswere installed.
When complete the wireless connection was turned off and full content data acquisition
was performed. This was done to validate the restore function worked, and to allow
comparison with the baseline on how much data does not get restored. The last step
was to perform a remote deletion of the phone. The wireless connect function of the
phone was turned back on. Using the laptop, the user Google account was accessed. The
phones for this account were found in the managing your account section, in the security
option. By selecting the G870 phone, and then the find my phone option, a window will
appear which allows the user different options to include remotely erasing the phone’s
data called “Consider erasing your device”.

If the Android device was not connected to a Wi-Fi or cellular network at the time
the remote wipe was requested, the reset request will wait and the next time the device
is connected the process will be carried out. After the phone finishes restarting, a data
acquisition test was performed. This data acquisition was performed without any user
account being entered, and with debug enabled. The Samsung G900 was then selected
and put through the same steps and tests that the G870was put through. There were a few
minor differences in how some of the appswere handled in the report, and howmuch data
was retrieved after the resets. The most significant finding was that the Google account
for this phone, did not provide an option to remotely delete the data on the phone. The
process to find the phone on the web page was the same but the final popup window
displayed different options.

In order to facilitate a remote delete/wipe of the phone, a Samsung account had
to be created. Through the Samsung website the remote delete option was available.
It performed similar to the Google account remote wipe. Figure 2 depicts the process
flow used for the Android smartphones, to prepare the devices, data acquisitions, factory
reset, and remote wiping.

Apple Device
The iPhone 6S was recognized right away by MOBIL edit as an iPhone as it was
plugged in. The difference in howMOBILedit recognized the phone.With the Androids,
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MOBILedit recognized the make and version right away, with the iPhone the version of
iPhone had to be selected from a provided list. The same action and steps taken with the
Androids, were performed with the iPhone except: debug enabling was not required and
the two downloaded delete/wipe apps were not used. A similar delete/wipe app was not
found in the iTunes store. This reduced the number of data acquisitions from ten (10) to
four (4).

The final step of remote delete/wipe was performed slightly different than the
Androids. With the iPhone 6S this task was performed through the iCloud website. Once
the website was accessed, using the Apple account, the proper iPhone was selected. The
website will attempt to locate the iPhone and the option to erase all content and settings
in the iPhone data accessible. Once the phone finishes resetting a full data acquisition
is performed. Figure 3 depicts the process flow followed with the iPhone to prepare the
device and the scanning actions followed by executing the remote wiping functions.

Fig. 2. Samsung devices – Processing and forensic scan process flow

6 Discussion

Data collected, during the data acquisitions tasks, were performed requesting all three
report formats and all four exports available, from the MOBILedit forensic software
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package used. The purpose was to have more options with how to analyse the collected
data. The easiest report format to collect the data from was the pdf reports. Copies of the
first three sections of each report (Screenshots of Report Settings, Summary, andDeleted
Data) were extracted. The final section, Data Extraction Log, was also extracted.

Fig. 3. iPhone – Processing and forensic scan process flow

The extracted data presented in each of the baseline’s data report Summary section,
was used to create an Excel spreadsheet for that specific phone. The data displayed in
the Summary section from each of the 10 Android tests, 4 Apple tests, was transferred
to a corresponding line in that phone’s spreadsheet. The data from each of the Data
Extraction Log sections of the reports, was similarly transferred to a spreadsheet for that
phone.

Each column of the spreadsheets represented the data from one of the 10 acqui-
sition tests, discussed earlier in this report. From here it was easily seen that the four
deleted data only reports were not needed. The data displayed in the “deleted data only”
reports is already listed in the full content reports and the downloaded wiping apps
were unsuccessful; these four columns were hidden. The next redundant report found
was comparing the two data acquisitions where the debug mode was not enabled. Since
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these two reports were identical, the no debug report after the factory reset column
was hidden. The remaining columns, five (5) for the Android phones and four (4) for
the Apple phone, were used for evaluating the data acquired. The extra column for the
Android phones is the data from first acquisition test (no-debug), since this shows a
valid contrast to the other reports. Similarly, the Data Extraction Log section spread-
sheets were adjusted to match the four identical column identifiers for both phones; the
no-debug report was not used when analysing the data from this section.

The bulk of the MOBILedit data acquisition report is detailed breakouts for each
application and the system files. Most have a link to open the corresponding data/file
for a more detailed inspection. These detailed data sections were reviewed to examine if
any relevant, or PII, data remained and was captured in the data acquisition but hidden
from easy visibility.

The baseline amount of data for each phonewas recorded as:G870= 4,207 (Table 3);
G900= 3,338 (Table 4); and the iPhone 6S= 6,188 (Table 5). It is understandable why
the iPhone differed from the Androids, but both Androids should have been closer. This
information shows that even a slight change to the phone (a regular S5 to a S5 Active)
can create a significant data change. This was further demonstrated with examination
of how much data extraction change there was, after each acquisition event, against the
baseline data for each of the phones.

The percent of data change against the baseline was examined next. Comparing of
the baseline data numbers to the amount of data recovered following the factory reset
showed 41–84% reduction of data. Comparison of baseline data to the amount of data
found after a restore action showed a 10–30% reduction in data. Comparison of the
amount of data found after the factory reset to the amount of data found after the remote
wipe showed less than a .2% data reduction change for each phone: G870 = .1% loss,
or 2 data objects; G900 = .2%, or 4 data objects; iPhone 6S 0% with no data reduction
(See Table 6).

The G870 showed the highest reduction in recoverable SQL, XML, and JSON data
following the remotewipe,with 74%reduction of SQLdata, 36%reduction ofXMLdata,
and 100% reduction of JSON data. The iPhone showed the lowest reduction percentage
for these three data types with 64% reduction of SQL data, 19% reduction of XML data,
and 94% reduction of JSON data.

The iPhone also had the highest data restore percentage rate with only 10% loss of
all data after the restore operation,−1% loss for SQL, 1% loss for XML, and 0% loss of
JSON. Unsure why there was a slight SQL increase; this should be examined further in
a later research project. The lower part of the Summery section of the G870 data reports,
show similar reduction percentages with the recovered filesystems data (See Table 7).

The data acquired after both the factory reset and the remote reset, showed all pre-
viously deleted data was sanitized and no longer recoverable with the software. Addi-
tionally, examination of the detailed section and the two summaries (Summary and Data
Extraction sections) for these two acquisition tasks, did not reveal any of the users PII
or any of the user relevant data that was installed on the phones to achieve a baseline.
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Table 3. Data extraction numbers for G870

G870 Base
Factory 
Reset Restored

Remote 
Delete

Phone Books 4 1 4 1
Messages 1 1 2 1
Events 506 0 297 0
Phone call 0 0 0 0
Archive Files 15 1 6 1
Documents 13 3 3 3
Certificates 1 1 1 1
Audio 3 1 1
Image 500 402 407 402
JSON 90 XXX 13 XXX
Sqlite 122 33 89 32
Video 1 0 0 0
XML 683 439 603 437
Other Files 1 1 1 1
All Other files 1937 822 1175 823
Applications 330 321 326 321

Totals 4207 2026 2927 2024

The downloaded third-party apps, for wiping the unallocated data space were, inef-
fective on the phones. They were chosen as highly recommended by review sites and
had a high user feedback rating. They were used with the default settings, which only
completes one wipe pass, but this should have at least reduced the number of recoverable
deleted items.

The failure of the third-partywiping apps,might be discovered examining the amount
of time they spent performing their tasks. The deletion down time with the two third-
party apps was just about 10 s each. The deletion down time for the factory reset and
remote reset was 2–5 min each. Based on the results it appears the two events (factory
reset and remote reset) performed a wipe similar in results to a low-level format of a
hard drive. Justification for this line of thinking is that the previously identified deleted
data was no longer seen in the acquisition reports after these two tasks.
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It is unsure what the two third-party wiping apps did. There are two possibilities for
their failure, the structure of the NAND cells prevents completing a secure wipe of all
unallocated data in an active cell. The other possibility could be that the algorithms in
MOBILedit allows for greater data recoverability.

Table 4. Data extraction numbers for G900

G900 Base
Factory 
Reset Restored

Remote 
Delete

Phone Books 4 1 4 1
Messages 0 0 0 0
Events 506 0 298 0
Phone call 0 0 0 0

Archive Files 7 1 11 1
Documents 4 3 3 3
Certificates 1 1 1 0
Audio 3 1 3 1
Image 405 397 407 397
JSON 85 XXX 67 XXX
Sqlite 92 28 78 27
Video 0 0 0 0
XML 596 425 546 423
Other Files 1 1 1 1
All Other files 1312 792 1228 792
Applications 322 316 326 316

Totals 3338 1966 2973 1962
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Table 5. Data extraction numbers for iPhone 6S

 

iPhone 6S Base
Factory 
Reset Restored

Remote 
Delete

Archive Files 2 XXX 1 XXX
Documents 7 1 7 1
Image Files XXX 104 XXX 104
Auddio 404 0 404 0
Extracted 2491 267 2098 267
JSON 49 3 49 3
plist 967 382 1023 382
sqlite 156 56 158 56
Realm databases 2 1 2 1
Video 186 0 88 0
XML 118 96 117 96
Binary coockies 33 XXX 33 XXX
Other files 1656 0 1469 0
Applications 117 96 116 96

Totals 6188 1006 5565 1006

Table 6. Percentage of data change to the baseline, for each phone

 

Baseline Total Change G870 G900
iPhone 

S6
% Change after FR 52% 41% 84%
% Change after restore 30% 11% 10%
% Change after remote 52% 41% 84%

% Difference between base and restore events 41% 41% N/A
% Difference between base and restore SQL 27% 15% -1%
% Difference between base and restore XML 12% 8% 1%
% Difference between base and restore JSON 86% 21% 0%
% Difference between base and remote SQL 74% 71% 64%
% Difference between base and remote XML 36% 29% 19%
% Difference between base and remote JSON N/A N/A 94%
Count difference between base and restore 1280 365 623
Count difference between FR and remote 2 4 0
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Table 7. G870 spreadsheet data

 

Filesystems No-Debug Baseline
Factory 
Reset Recovery

Remote 
Delete

Internal Filesytem 314 files 17 files 17 files 17 files 17 files
External Filesystem 419 files 17 files 17 files
Applications Filesystem 2645 files 1447 files 2010 files 1445 files
Extra Filesystem 275 files 222 files 271 files 222 files
Misc Filesystem 0 file 1 file 0 file 1 file 0 file
System Logs 91 files 90 files 91 files 90 files

7 Conclusion

Previous studies on recovering data from smartphones, mostly focused on extracting PII
and relevant user data after executing wiping commands from the devices themselves by
using OS available functions or third-party apps. There were multiple studies conducted
using Android phones, but almost all of them were version 5.0 or earlier; very few
studies were found using iPhones and those found used iOS 4.0 and earlier. There were
a few studies found that addressed data recovery after a factory reset, but they were
also conducted with the early version of smartphones just addressed. Their tests also
showed that some of the smartphones, Apple iOS prior to version 4.0 and Android OS
prior to version 7.0, had faulty factory reset ability, allowing varying amounts of data
to be recovered; the amount of data varied with different models. Research showed that
Android OS version 5.0 and Apple iOS version 4.0 allowed for encrypting the device’s
data, but encryption was not turned on by default until 2014. The smartphones displayed
great factory reset ability, although this does not address the problem of deleting data in
the event of a lost or stolen phone. It is acknowledged that encrypted data is not useful
without the key, so in this instance the data is considered sanitized.

The focus of this study was to see the effectiveness of a remote delete/wipe, and if
any relevant or PII data remains on a smartphone after the wipe. Based on the results
found, from the different data acquisition attempts, it appears that the remote wipe and
factory resets on these smartphone devices are effective in sanitizing PII data and other
user data. However, the findings could also be due to the fact that the data acquisition
methods chosen had limited visibility into the devices used. Hence, future research
should include the use of other mobile forensic software. It was also noticed that data
backup/sync functions do not completely restore a phone to its previous state, and may
be a good basis for another research project in the future as to why.

Continued research should be performed using a larger variety of devices from dif-
ferent manufacturers and running different operating systems, to test if the effectiveness
of the remote wiping commands might vary. Additional research should be done to
examine the contents of the XML, SQL, and JSON files. The data size suggests minimal
data is present; many are listed less than 1kb. Due to time and tool restraints, this was
not performed during this research project.

Encryption on by default allows for a quick recovery following a factory or remote
reset since only the encryption token needs to be wiped. Additional research should
be conducted on trying to recover the deleted encryption tokens. This will allow law
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enforcement access to encrypted data. Future tests should review the ability to access
locked phones of newer makes and models without firmware, software, or hardware
damage to the phones.

Acknowledgement. Wewould like to express our gratitude toCompelsonLabs for the support and
making MobilEdit available to our research. We would also like to acknowledge the contributions
of Andrew Mendoza in the research of background and related work, and testing.

References

1. Jones, B.H., Chin, A.: On the efficacy of smartphone security: a critical analysis of modifi-
cations in business students’ practices over time. Int. J. Inf. Manag. 35(5), 561–571 (2015).
https://doi.org/10.1016/j.ijinfomgt.2015.06.003. Accessed 17 Oct 2019

2. Allam, S., Flowerday, S., Flowerday, E.: Smartphone information security awareness: a victim
of operational pressures. Comput. Secur. 42, 56–65 (2014). https://doi.org/10.1016/j.cose.
2014.01.005. Accessed 17 Oct 2019

3. Cardwell, G.: Residual Network Data Structures in Android Devices, Masters, Naval
Postgraduate School (2011)

4. Yao, M., Chuang, M., Hsu, C.: The kano model analysis of features for mobile security
applications.Comput. Secur.78, 336–346 (2018). https://doi.org/10.1016/j.cose.2018.07.008.
Accessed 17 Oct 2019

5. Blancco Technology Group: Analysis of Data Remanence After Factory Reset, and Sophis-
ticated Attacks on Memory Chips. Blancco Technology Group (2019)

6. Bransfield-Garth, S.: Mobile phone calls as a business risk. Network Secur. 2010(9), 4–11
(2010). https://doi.org/10.1016/s1353-4858(10)70114-8. Accessed 17 Oct 2019

7. Korenis, P., Billick, S.: Forensic Implications: adolescent sexting and cyberbullying. Psychi-
atric Quart. 85(1), 97–101 (2013). https://doi.org/10.1007/s11126-013-9277-z. Accessed 17
Oct 2019

8. Ehatisham-ul-Haq, M., Azam, M., Naeem, U., Rèhman, S., Khalid, A.: Identifying smart-
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