l‘)

Check for
updates

Memory-Efficient Encrypted Search
Using Trusted Execution Environment

Viet Vo™

Monash University, Melbourne, Australia
Viet.Vo@monash.edu

Abstract. Dynamic searchable encryption (DSE) is important to enable
dynamic updates (addition/deletion) on an encrypted database main-
tained by an untrusted server hosted on the cloud. It is desired that
such updates should reveal as less as possible the information revealed
to the server. As a result, advanced security notions of forward and
backward privacy have been proposed to categorise the leakage by via
addition and historical deletion, respectively. However, recent backward-
(forward)-private schemes are not efficient enough to support very large
databases. In this paper, we resort to the trusted execution environment,
i.e., Intel SGX, to ease the above bottleneck. In detail, we proposed
Magnus that guarantees Type I~ backward privacy. Our key idea is to
leverage a compressed Bloom filter within the Intel SGX’s enclave to ver-
ify the deletion documents with the search keyword. This optimisation
minimises the communication overhead between the SGX and untrusted
memory. Then, to reduce the enclave’s memory, Magnus further relies on
a position map-free oblivious data structure maintained by the untrusted
server. This improvement is to avoid paging effect in the enclave.

1 Introduction

Dynamic searchable encryption (DSE) [11,18,22] enables users to update/query
encrypted database managed by untrusted servers (i.e., cloud) securely while
preserving search functionalities.

Recent attacks (e.g., file injection attacks) exploiting the leakage in dynamic
operations drive the rapid development of DSE schemes revealing less information
while performing updates (i.e., addition/deletion). They are formalised as back-
ward and forward privacy notions in DSE. Newly added data is no longer linkable
to queries issued before, and deleted data is no longer searchable in queries issued
later. As a result, many backward and forward-private DSE schemes have been
proposed [3,5,15,24]. However, we note that they often reduce the efficiency of
SE, especially in the communication cost between the client and server. Therefore,
recent trusted execution environment-supported schemes have been proposed to
accelerate the update/search operations. For example, Amjad et al. [1] proposed
Fort, the first forward and Type-I backward private SE schemes using SGX. How-
ever, the scheme is still inefficient due to the high I/O complexity between the SGX
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and server. Vo et al. [25] proposed Maiden, the scheme achieves better asymptotic
computation. However, we find that the scheme is not memory efficiency although
it can achieve Type-I backward privacy. To avoid the memory overhead, we pro-
pose Magnus, which can reduce O(N) memory complexity in the SGX enclave,
where N is the database size.

Contributions: Our contributions can be summarised as follows:

— Motivated by the memory bottleneck during Search in Maiden, we design
Magnus to achieve forward and Type-I~ backward-private for supporting real
document insert/addition. Magnus leverages the SGX enclave to carefully
track keyword states and document deletions, in order to minimise the com-
munication overhead between the SGX and untrusted memory. Magnus also
employs a Bloom filter to compress the information of deletions, which speeds
up the search operations. Magnus leverage oblivious data structures to hide
access patterns on the search index and real documents.

— We formalise the security model of our schemes and perform security analysis
accordingly.

2 Related Work

Dynamic Searchable Encryption: The seminal work in the field was pre-
sented by Kamara et al. [18] proposing a DSE scheme with sublinear search
time. Since then, many studies have been proposed to enrich search functional-
ity [28,31] as well as improve the security [4,24].

Forward and Backward Privacy: In dynamic SE, forward privacy blocks the
old query tokens on retrieving newly inserted data. It has been used to mitigate
file-injection attacks [3,23,30]. Backward privacy [5,24] prevents the adversary
from knowing the historial data manipulation of the client (e.g., historical inser-
tion time of deleted data). There are three types of backward privacy, Type-I to
Type-I11, in the descending order of security.

Encrypted Search with Trusted Execution: Another research direction
in the field is to leverage hardware-assisted trusted execution environment
(TEE) [1,8,14,19]. In general, TEE such as Intel SGX can improve the com-
munication between the client and server by letting the SGX’s enclave play the
client’s role in token generation (i.e., update/query). For instance, ObliDB [13]
and Oblix [19] build up Path-ORAM trees to support insertion and deletion on
SQL tables. HardIDX [14], POSUP [17], and BISEN [2] improve the search effi-
ciency in supporting encrypted document search. Note that these work do not
support forward and backward privacy. Hence, they are not relevant to our focus
in this paper. Until recently, Amjad et al. [1] proposed three schemes supporting
Type-I, II and III backward private SE to enable single-keyword query; they are,
Fort, Bunker-B, and Bunker-A, respectively. Then, [26] proposed Type-II SGX-SE1
and SGX-SE2 schemes, which outperform Bunker-B in both search latency and
update computation/communication. Very recently, Vo et al. [25] also proposed
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Table 1. Comparison with Maiden. N denotes the total number of keyword /document
pairs. a, presents the total number of entries of addition and deletion updates per-
formed on w. my, is the number of (current, non-deleted) documents containing w, dq,
denotes the number of deletions performed on w. D and W denote the total number
of documents, and the total number of keywords, respectively.

Type-I scheme | Communication enclave-server Enclave computation Enclave
storage
Add Del Search Add Del Search

Maiden o0(1) o) O(nw) o(1) o01) O(nw) O(WlogD)
+O0(auW)

+O(N)
Magnus O(10g>N) | O(log>N) | O(dwlogN) O(10g>N) | O(log>N) | O(dwlogN) O(WlogD)
+0O(nylog? N) +O(nylog*N) | +O(a, W)

Maiden, Type I backward privacy, that supports very large deletion and achieves
better performance than Fort. However, the scheme is not memory friendly to
enclave’s due to paging overhead.

3 Background

3.1 Trusted Execution Environment

TEE likes Intel SGX [9] is a set of instructions forming a secure and isolated
execution environment. The environment minimises the attack surface to only
the CPU processor. Other components are untrusted. The trusted execution
part of the application is located in a protected memory area with strong pro-
tection enforced by SGX. The untrusted part is executed as a normal process
and can invoke the enclave only through a predefined communication interface
of ecalls/ocalls. We refer readers to [10] for the security guarantee of Intel SGX,
related side-channel attacks [21,29], and recent countermeasures [6,16,20].

3.2 Dynamic Searchable Symmetric Encryption

Here, we briefly overview dynamic SE and the notion of forward and backward
privacy in dynamic SE. We refer readers to [3,5] for formal definition of these
security notions. A dynamic SE scheme X' = (Setup, Search, Update) defines the
client and a server via following protocols:

Setup(1*,DB): The protocol inputs a security parameter A and outputs a secret
key K, a state ST for the client, and an encrypted database EDB to the server.

Search(K,w, ST;EDB): The protocol allows to query w by using (K,ST) to
generate query token ¢ for w. Upon receiving ¢, the server follows the protocol
to retrieve the search result (i.e., matching document) of g.

Update(K, (op,in), ST;EDB): The protocol takes K, ST, an input in associated
with an operation op from the client, and EDB, where op € {add,del} and in
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consists of a document identifier id and a set of keywords in that document.
Then, the protocol inserts or removes in from EDB upon op.

There are two security notions based on the leakage function of dynamic
SE [5]. The forward privacy ensures that addition update prevents using the old
query token to retrieve that new added data. The backward privacy guarantees
that when a keyword-document pair (w,id) is added and then deleted, subse-
quent searches on w do not reveal id. We use the notations in [3,5] to restate
Type-I and Type-II backward privacy as follows. Let @ be the current query list,
and TimeDB(w) be the access pattern on the non-deleted documents currently
matching w and the timestamps of inserting them to the database. We denote
by Updates(w) the time stamps of updates on w. Then, formally,

TimeDB(w) = {(u,id)|(u, add, (w,id)) € Q and V(u’, del, (w,id)) ¢ Q}

Updates(w) = {(u|(u, add, (w,id)) or (v, del, (w,id)) € Q}

Type-1 backward privacy is the most secure [5]. It only reveals what time
the current (non-deleted) documents matching to w added (i.e., TimeDB(w)). In
contrast, Type-II reveals both {DB(w), Updates(w)} to the untrusted server.

4 Our Proposed Scheme
In this section, we present the system design for Magnus, our assumption, and
threat model. Then, we investigate the limitation of previous TEE-supported

Type-1 backward-private scheme (i.e., Maiden), and highlight our design intu-
ition. Afterwards, we detail the protocols of Magnus.

4.1 System Overview

TEE-supported Server

%Remote Attestation

and Key Provision TEE

Document Manager
B Adddoc

[ e
Client & peldoc
; Search

docs

Index Manager

State Keeper

Untrusted Cloud

Fig. 1. System design for Type-1" backward-private SE

In our system (see Fig. 1), the Client can remotely manipulate the database via
Setup, Update (add/del documents), and Search operations. The Server manages
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the encrypted document repository R, and encrypted supporting data structures
of index map M; and counter map M.. We design R and M. using oblivious
data structure maps [27] to support oblivious accesses. The Enclave is inside
the Server, and it contains necessary components of Document Manager (resp.
Index Manager) to perform data (resp. index) queries to the untrusted parts.

In Setup, the Client remotely authenticates the Enclave via attestation pro-
tocol [9]. Then, she establishes a secure channel with the Enclave.

In Update, we design the Client to be storage-free. Giving a document doc
with an unique identifier id, the Client sends a tuple (op = add, in = {doc, id})
to the Fnclave via the established secure channel. Then, Document Manager
parses the doc to generate encrypted data blocks and obliviously insert them
to R. During that step, Document Manager internally updates the local State
Keeper. To support index search, Index Manager generates addition tokens for
V(w,id) in doc and obliviously insert to M; and M,.. If Update is document
deletion, the Client send a tuple of (op = del,in = doc’,id) to the Enclave,
where doc’ is a dummy document to hide the document deletion operation, and
id is the real document identifier of the doc to be deleted. Similarly, Document
Manager and Index Manager perform the same process as in document addition,
except for additionally local updates within the FEnclave.

In Search, the Client sends a query keyword w to the Enclave. Accordingly,
the Indexr Manager executes the Search protocol of Magnus to only retrieve
the currently matching documents of w. Then, Document Manager reconstructs
these docs from querying encrypted data blocks from R. At the end of the Search
operation, the Client receives the docs in a batch manner.

4.2 TEE Assumptions and Threat Model

Our Assumptions with TEE: We assume that TEE like SGX Enclave behaves
correctly, without hardware bugs or backdoors), and the code and data inside the
enclave are protected. Also, we assume the communication between the Client
and the FEnclave relies on the secure channel created during SGX attestation.
Like many other hardware-supported works [12,19], we consider side-channel
attacks [7,21,29] against SGX are out of our scope. In this paper, we only focus
on how the efficiency of forward and backward privacy. Denial-of-service (DoS)
attacks on the Intel Enclave and the server are also out of our focus.

Threat Models: We consider a semi-honest but powerful attacker at the server-
side. She can gain full access over software stack outside of the enclave, OS and
hypervisor, as well as hardware components in the server except for the proces-
sor package and memory bus. In particular, the attacker can observe memory
addresses and timestamps when accessing (encrypted) data on the memory bus,
in- memory, or in EDB to generate data access patterns.

4.3 Design Intuition

In this paper, we focus on the trade-off between the enclave’s memory over-
head and Type-I backward privacy. In this leakage type, we have Fort [1] and
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protected by SGX Enclave unprotected memory

Fig. 2. AVL tree stored in Path-ORAM

Maiden [25], which are TEE-supported Type-1 backward-private SE scheme.
However, we only analyse the practical limitation of Maiden since it is more
efficient than Fort. We note that Maiden requires a large enclave’s storage (i.e.,
OW (logD) + O(a,W) + O(N) to achieve Type-I. In details, the scheme needs
OW (logD) to store keyword state ST, another O(a,, W) for Bloom filter check-
ing, and an important O(N) overhead to store the states of document identifiers,
i.e., (id;, ¢+ 1), mapping to w. In this way, it only needs the Server to store the
index map M;. However, the scheme is not memory efficient since the Enclave’s
memory is limited at 98 MB. Exceeding usage causes paging effect in Intel SGX.
Therefore, we propose Magnus, the scheme only requires OW (logD) + O(a,W)
memory overhead in the enclave. As a trade-off, the scheme only achieves Type-
I~ backward privacy. The reason is that, Magnus additionally introduces a new
leakage that only happens during Search operations. In particular, that is ORAM
accesses to the Server during the operation, leaking the number of deleted doc-
uments of the query keyword w (i.e., dy,) when the Server records the number
of visited ORAM positions.

4.4 Magnus Construction

Underlying Data Structures: Magnus utilises a key/value oblivious data
structure (ODS) to build a state map, namely M., by using an AVL tree [27].
The AVL nodes are stored in a non-recursive Path-ORAM, where each node n;
contains the information of key/value itself and the meta data of its children
nodes, i.e., n; = (key,value, pos, height, |Child, rChild), where key is an evalu-
ation of PRF(ky,d), value = Enc(k.,c) (dedicated keys k,, k. derived by w),
pos indicates the node’s leaf position in the Path-ORAM, height presents the
node’s level, [Child is a map of (IChild.key,lChild.pos), and as similar with
rChild (see Fig.2). With the help of this pointer-based technique, Magnus does
not store he position map pm of OM AP, in the Enclave.

We note that the map lookup for an AVL node in OM AP, is reduced to
O(logN) ORAM accesses with one for each Path-ORAM level. Hence, Magnus
only spends O(d,logN) round trips between the Enclave and the Server to
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Setup(1*) 8: Initialise a keyword map ST and list del-List;
) 9: Initialise a document state map doc_ST;
Client: . s N
: Initialise kx, kpr & {0,1} 10: Init a key M — {0,1}%;

11: Set tree height M..h and a root node M..r Node;
12: Receive (kx,kpr,l,h);
13: Initialise BF « 0' and {H}} e for BF;

1
2: Initialise integers [, h for BF';

3: Launch a remote attestation to Enclave;
4: Establish a secure channel to Enclave;
5: Send (kx,kpr,l, h) to Enclave;

Server:
Enclave: 14: Initialise an index map Mry;
6: Initialise a key Ry 3 {0, 1}/\; 15: Initialise oblivious map R with R.h;
7: Set tree height R.h and a root node R.rNode; 16: Initialise oblivious map M. with M..h;

17: Write root nodes of R.rNode and M..r Node;

Fig. 3. Setup protocol in Magnus where the Client is storage-free

retrieve d,, lookup. (see Search communication in Table 1). Upon retrieving AVL
nodes in buckets from the Server, Magnus employs a negligible stash to cache
AVL (w,id) nodes in the Enclave. We note that the max stash’s size is about
147 blocks (~57KB) for Z = 4 and the failure probability f, < 27128, Then,
the Enclave can make updates to these nodes locally (i.e., insertion and re-
balancing). Before writing them back to the OM AP, fetched nodes are assigned
new random pos, and their parents are also updated correspondingly. We also
note that the OM AP, structure stored at the Server is bounded to Z - 2%(w:id)
blocks, to support X' (w,id) entries of addition Update. We also make use of the
ODS to store the physical blocks of encrypted documents in R. We present the
protocols in Magnus as follows.

In Setup (see Fig.3), the Client performs an attestation protocol with the
Enclave and provisions K = (kyx,kpr) upon an established secure channel,
where k5 is used to generate update/query tokens and kpp is the key for com-
puting the digest of (wl|id), and I presents the vector size of the BF and h is
the number of hash functions. The Enclave initiates Ry to later encrypt docu-
ment data buckets, and set the tree height R.h. Note that, the document root
node R.r Node should always be stored and updated within the Enclave to allow
remotely traversing the R stored in the Server. The Enclave initiates a Bloom
Filter BF based on the provided (I,h). Then, it also maintains the maps ST
and doc ST, and the list del_List, where ST maintains the state of keywords,
doc_ ST keeps track the number of data blocks for each doc with identifier id,
and del_List records the deleted ids during deletion Update. The Server holds
an encrypted index M7, the oblivious maps M. and R.

In Update, the Client sends a tuple (op,in) to the Enclave via the secure
channel, where (op = add, in = (doc, id)) or (op = del,in = (doc’,id))). We note
that doc’ is a dummy document, and it enables the Enclave to perform insertion
in R even when op = del. After that, the Enclave splits the doc to data chunks
B = {b;},Vi € {1,m}, where b; is the value in an AVL node n; (see Fig.4 lines
9-13). There is a multiple round trips O(log?N) between the Enclave and the
Server to insert n;, via R.Access(op’ = update,in’ = (R.rNode, Ri,n;)), as pre-
sented in Fig. 2. In short, the Enclave obliviously traverses from the AVL root
R.rnode to find and insert a matching node n; via the Path-ORAM structure
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Update(op, in) 22: (u,v) — (Hz(kw,c), Enc(kiq, id))
Client: 23: add (Ssu,v) tzi;,
1: if op = add then// in=(doc, id) 24: - pos = (0,27 —1);
2. send (op,in) to Enclave; 25: ne — (key = F(kw,id), value = Enc(k., c),
3: else // op = del pOS,.helgh,t =1, //leaf node
4:  Create dummy doc in doc’; IChild - @,rChild = &);
5:  send (op,in = (doc’,id)) to Enclave; 26: ]\/LAAC/cess(op = update,
6: end if in" = (Mc.rNode, Mcy,n.)) to Server;
27: BF[HJ/(/CBF,U)H id)] < 1 for j € [1,h];
Enclave: 28: STw] « ¢;
7: if op = add then //in = (doc, id) 29: end for
8:  Split doc into chunks B = {b1,...,bm}; 30: send T to Server; // in batch
//create nodes from chunks 31: else: // op = del,in = (doc’, id)
9: for b; € B do 32: r,r" « rand() from doc’;
10: pos 2 (0,270 —1); 33: Create dummy index node n;, Vi € [0,7];
11: n; « (key = F(ks,id||i),value = b;, pos, 34: M..Access(op’ = update,
height = 1,1Child = &, rChild = &); in" = (Mc.rNode, Mcy,n;)) to Server;
12: R.Access(op’ = update, 35: Create dummy data node nj, Vi € [0,7'];
in" = (R.rNode, Ri,ni)) to Server; 36: R.Access(op’ = update,
13: end for in" = (R.rNode, Ri,n})) to Server;
37: add id to del_List;
14: docST[id] < m; 38: del doc_ST/[id];
15: Parse doc to {(w,id)}; 39: set dummy entries in T to Server;
16: T — {0}; 40: end if
17: for (w,id) do
18: (kw || ke) «— F(ks,w); Server:
19: ¢ — STwl; 41: receive T from Enclave;
20: c—c+1; 42: for (u,v) in T' do
21: kia «— Hi(kw,c); 43: Mi[u] < v;

Fig. 4. Update protocol in Magnus

of R. The ORAM accesses from the Enclave are executed via ocalls, and down-
loaded buckets are decrypted by Rj. Visited nodes in the buckets are un-packed
and cached in the stash. During the traverses, the Enclave scans the stash first,
and perform oblivious accesses if the node is not found. To hide the data-
dependent path of the ORAM currently accessing pos, the Enclave also accesses a
dummy ORAM path generated from a random pos’. That is, the Enclave always
retrieves buckets of two ORAM paths, one for real and another one for dummy
path, from the Server, for every AVL node access. Magnus tries to put the node
as deep as possible, i.e., height = 1, as a leaf node. Once the node is inserted, its
parent node is re-balanced, recursively to the root. Finally, all accessed nodes are
mapped to new ORAM positions, and ORAM buckets containing them are re-
encrypted with Ry before being stored again at R. Note that Magnus only need
1 ocall to send all the new buckets to the Server in a batch. After data blocks
in doc inserted, the Enclave will parses the doc to retrieve a list of {(w,id)}
and later update M; and M, (see line 14). To do so, the Enclave utilises the
latest state ¢ «— ST[w] of w, and with (k,||k.) generated by F(kx,w) to gener-
ate an encrypted entry (u,v) « (Ha(kuw, ¢), Enc(k;q,id)) in a temporary list T'.
Note that, H, and Hy denote hash functions and Enc is a symmetric encryption
cipher. The entry holds the mapping between ¢ and id to allow the Enclave to
retrieve ¢d upon u and the known state. Then, the Enclave generates an AVL
state node n. of (w,id) with n..key = F(ky,id) and n..value = (Enc(k,, c))
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Search(w) 18: send Q to Server;

Client:

Server:
1: send w to Enclave;

17: receive @ from Enclave;
18: id_List ; g t], atched ids
Enclave: //retrieve currently matched ids 8 id-List — {w} // currently matched ids
19: for (u, kia) in Q do
2: (ku || ke) = F(ks,w); 20 i Il
3 of 0 ol 20:  id «— Dec(k;q, M1[u]);
Fstw.e) — {04, Q — [0 21: id_List — {id} Uid_List;

4: for id in del_List do . .
22: send id_List to Enclave;
if BE(H, (ke w | id)],cp = 1 then send td_List to Enclave;

5
6: U — F(kw,id);
7 v" « M..Access(op’ = search,
in" = (Mc.rNode, Mcy,u')) in Server;
8: ¢ + Dec(ke,v');
9: St(w,e) — {¢} U st(w,e);
10: end if

Enclave:/ [retrieve currently matched docs
23: for id in id_List do
24:  m « doc_ST[id];
25:  for ¢ in [0,m] do
26: key — F(ks,id||i));

11. end f 27: n; «— R.Access(op’ = search,

12: e:l or 0 ST, " in’ = (R.rNode, R, key)) in Server;
FSh(w,e) {0, ST} \ st(w,o) 28: res < value(Dec(Ry, n;));

13: for c in st(, ) do 29:  end for

W (u, kia) — (Ha(kw, ¢), Hi(kw, €)); 30: Return res to Client; //in batch of docs

15 Q —{(u ki) } U Qs 31: end for

16: end for

Fig. 5. Search protocol in Magnus

(see line 25 in Fig.4). In this way, the Enclave can retrieve the state ¢ of w if
the keyword is in the deleted doc with id in Search. Then, the state node n. is
obliviously inserted to M, via the Access protocol, in a similar way with R. The
enclave also computes a new member of H}(kpr,w || id) to update BF'. After
all, the Fnclave sends a batch of T to the Server within 1 ocall per a document
addition Then, the Server will update M by using T. If Update is deletion, the
Enclave generates dummy AVL nodes and inserts them to both M. and R to
hide the operation. Then, it updates del_List by the deleted id.

In Search for a keyword w, Magnus verifies the mapping between w and
deleted id by testing the membership (w, id) with BF. If it is a case, the Enclave
performs a look-up in the map M, with the key (w,id) via ORAM accesses (see
Fig.5). Note that we can relax M, to write-only ODS, where ORAM accesses in
Search do not require writing new ORAM buckets, similar with Fort. Since the
Path-ORAM of M, is non-recursive and it has O(logN) levels, the communica-
tion round trips to retrieve all state nodes of deleted (w, id) pairs is O(d,,logN)
for d,, deleted ids. The Enclave also performs padding with dummy accesses to
ensure the Server sees a fixed number of ORAM buckets visited per an AVL
node (~1.45logN). Then, Magnus retrieves the deleted state list st,,, = {cd'},
where C?jl is the state used for deleted ids. After that, the Enclave discards
them from the list {0,...,ST[w]} to infer the states of non-deleted documents
(see Fig. 5 line 12). Then, it computes query tokens in @) and send them to the
Server in a batch. Upon receiving currently matched id_List from the Server,
the Enclave can perform the same deterministic ORAM accesses to retrieve data
blocks of docs in id_List based on doc_ST[id] (see lines 23-31).
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5 Security Analysis

The security of Magnus relies on the black-box use of oblivious data structures
(ODS) M. and R, as initiated in [27]. Magnus contains the leakage of Update
and Search operations. We formulate the leakage of Magnus and define Real 4())
and a Ideal4 s(A) game for an adaptive adversary A and a polynomial time
simulator S with the security parameter A as follows.

Let £ be a stateful leakage function £ = (L£S¢tup LUpdt [5Teh) where the
first three functions define the information exposed to the Server in Update,
and Search, respectively. In Setup, Magnus leaks the data structure of M; (i.e.,
the encrypted index), M, (i.e., the OMAP of keyword states), R (i.e., the
OMAP containing encrypted document blocks). In Update(op = {add, del},in),
Magnus leaks the data access pattern T, of encrypted entries to be inserted
in M;, ORAM positions accessed in M, and R, denoted as Ty, and Tg,
respectively. Then, L£YP%(op,in) = {(Tw,,Tum.,Tr)}. In Search(w), Magnus
leaks 1) the accessed ORAM positions on M., named ap,, (w), 2) the leak-
age TimeDB(w) when the Enclave queries n.,,, named ap,;, (w). Then, formally
L57h (w) = apy (w) + TimeDB(w).

Definition 1. Consider Magnus scheme that consists of three protocols Setup,
Update, and Search. Consider the probabilistic experiments Reals()\) and
Ideals s(\), whereas A is a stateful adversary, and S is a stateful simulator
that gets the leakage function L.

Real4()\): A takes (1*) and returns two different computable databases DB
and DB!. Then, the challenger runs the Setup(DB’) upon a chosen bit b €
{0,1}. Then, A makes a polynomial number of Updates (addition/deletion) with
(op,in), where Z is a natural number of documents, and (op = add,in = doc;)
or (op = del,in = id;). Accordingly, the challenger runs those updates with
Update(op,in) and eventually returns the encrypted DB to A. After that, A
adaptively chooses the keyword w (resp., (op,in)) to search (resp., update). In
response, the challenger runs Search(w) (resp., Update(op,in)) and returns the
transcript of each operation. Upon receiving the transcript, 4 outputs a bit b.

Ideal 4 s()\): A chooses a DB = {doc; }icz. By using LUP% and (My, M., R) VP,
S creates a tuple of (M, M., R) and passes it to A. Then, A adaptively
chooses the keyword w (resp., (op,in)) to search (resp., update). The challenger
returns the transcript simulated by S(£57"(w)) (resp., S(LYP%(op,in))) with
(My, M., R)S™". Finally, A returns a bit b.

Theorem 1. Assuming OMAPs M. and R are created with the secure oblivious
map of [27], SGX Enclave are secure, and the communication between the Client
and the Enclave is secure, Magnus is an adaptively-secure SSE scheme with
LY (op,in) = op and L5 (w) = {TimeDB(w), apy; (w)}.

Throughout the operations, the Server observes a sequence of Path-ORAM
positions of M, and R, for each position is chosen uniformly at random. In addi-
tion, the map M; always get entry inserts during the doc addition/deletion.
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During Search, Magnus reveals n,, during the query on Mj. In addition,
dy is revealed during the communication round trips between the FEnclave
and the Server. This shows that Magnus has Type-I~ leakage, i.e., Type-I
backward privacy.

6 Conclusion

In this paper, we leverage the advance of Intel SGX to design a Type-I~ back-
ward private dynamic searchable encryption scheme. We carefully analyse the

limitation of Maiden and propose new design to avoid memory bottleneck of the
SGX enclave.
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