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Abstract. Permissioned distributed ledger technology (DLT), in which
only authenticated entities participate, assumes trust among the partici-
pants and implicit consent for data manipulation. In light of international
regulations such as the GDPR, it is necessary to clarify the access privi-
leges of user data, even for systems that assume the trust of the partici-
pants. In this paper, we propose an access privilege granting method for
service providers that need to access user data in permissioned DLT sys-
tems. The proposed method separates the access privilege for user data
in the distributed ledger from the execution privilege for smart contracts.
By requesting a user to grant the access privilege, the participants can
manipulate user data using smart contracts. The access privilege is rep-
resented by a token issued by OpenID Connect (OIDC). Smart contracts
can directly verify the token without the participant’s interference. In this
way, all the participants in the DLT network can reach a consensus that
data manipulation is based on the user’s consent. We implemented the
prototype system with Keycloak, an OIDC-compliant identity provider,
and Hyperledger Fabric, a permissioned DLT, and then evaluated its per-
formance. Finally, the overhead of access control is 0.21%, from which we
conclude that the load on the system is very small.

Keywords: Distributed ledger technology · Smart contract · Access
control · OpenID Connect · Hyperledger Fabric

1 Introduction

Distributed Ledger Technology (DLT) is known as a technology that can elim-
inate the cost of siloed business processes. In particular, a permissioned DLT
system, which is built using multiple known nodes, fits the business use cases
requiring the collaboration of multiple organizations because the permissioned
DLT system can restrict the organizations that can join a DLT network [7]. In
terms of the managed data handled by a DLT system, they can be classified into
two main types: user data, such as healthcare [6,26], education [8] or energy [9],
and non-user data, such as logistics [4] or the vehicular ad hoc networks [17].
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A smart contract (SC), which is used as an interface to manipulate data in a
distributed ledger, enables secure and flexible data manipulation based on con-
sensus among the organizations. In a permissioned DLT system, the execution of
an SC is implicitly agreed upon because of the assumption of trust among par-
ticipating organizations. In order to guarantee users the right to restrict access
to user data and the right to data portability as required by regulations such as
the General Data Protection Regulation (GDPR) [23], it is necessary to clarify
access privileges to data in a distributed ledger.

Employing the classic method of sharing credentials such as passwords
and passcodes for delegating access to resources often leads to unauthorized
access and misuse of the provided credentials. Sudarsan et al. [21] classify
the delegation-based authorization models into three types: (i) identity delega-
tion at the authentication level, (ii) delegation by access control/authorization
server, and (iii) power-of-attorney (PoA) based authorization, and discuss their
strength and weakness. According to the authors, delegation by access con-
trol/authorization server and PoA-based authorization are similar in allowing
authorization on the user’s behalf. On the contrary, the difference is that dele-
gation by access control/authorization server is performed via an authorization
server, while PoA [20] is performed by the user’s direct signature. In PoA-based
authorization, since the user directly uses the private key, there is less dependence
on third parties, but it is often hard to use private keys flexibly according to
the environment. On the other hand, delegation by access control/authorization
server requires trust in the authorization server but allows delegation from var-
ious devices through authentication via a web browser. Furthermore, security
can be improved by multi-factor authentication [13].

In this paper, we propose an access privilege granting method for service
providers to access user data in a permissioned DLT system. The proposed
method separates the access privilege for user data in the distributed ledger
from the execution privilege for SCs. A data owner gives consent for the service
provider to access data, and the service provider manipulates the data under the
consent. In other words, data owners need to eliminate unauthorized interven-
tion by service providers and ensure that their consent is correctly transmitted
to the DLT system. Our approach uses JSON Web Token (JWT) mechanism to
transmit a claim as the user’s consent. The JWT has a digital signature proving
its claim and is often employed in distributed architectures such as microservices
[5,10,19]. In our approach, the JWT provides the user’s consent to the service
provider, and the service provider uses the JWT to prove access privileges to
the DLT system. By doing this, a data owner does not have to implicitly trust
the service providers for data manipulation and can explicitly allow the service
providers to manipulate data.

The main contributions of the paper are summarized as follows:

– We advocate separating data access privileges from SC execution privileges
and propose an access control method based on user consent in permissioned
DLTs.
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– We designed the proposed method using JWT. In this method, JWT securely
informs the SC about what a user is consenting to. For example, the user can
consent to read or write data.

– We implement a prototype system for the proposed method with Hyperledger
Fabric and evaluate the processing overhead of the proposed access control.

– We present limitations from the perspective of misuse of the privileges through
security analysis and discuss the challenges in applying the proposed method
to permissionless DLTs.

The rest of the paper is organized as follows. Section 2 presents background of
the proposed method. Section 3 shows the access control model of the proposed
method and provides the security requirements in access control using JWT. The
proposed method is presented in Sect. 4, and is shown to satisfy the security
requirements in Sect. 5. We present a prototype implementation and evaluate
the performance in Sect. 6. Section 7 discusses the proposed method, and Sect. 8
concludes this paper.

2 Background and Related Works

2.1 OpenID Connect

OpenID Connect (OIDC) [18] is a mechanism that extends the OAuth 2.0 autho-
rization protocol with the ability to issue ID tokens containing user information
for user authentication. In OIDC, an ID Provider (IdP) issues an authorization
code to an end-user (EU), and the EU passes the authorization code to a Relying
Party (RP). The RP authenticates the EU by exchanging the authorization code
for an ID token and verifying it. By porting RP’s authentication function to the
IdP, the EU does not need to authenticate individual RPs.

IdPs can issue an ID Token as a JSON Web Token (JWT) [14] consisting of
a header part, a payload part, and a signature part. The header part typically
consists of the type of the token and the signature algorithm being used. The
payload part contains arbitrary attribute information called claims (e.g., issuer,
subject, and expiration date). The signature part contains the signature of the
IdP on the data in the header and payload parts.

In this way, a JWT can carry user information whose authenticity is guaran-
teed by an IdP. JWTs are suitable for carrying user authentication in distributed
architectures because they can be verified locally and directly through the public
key [19]. Karim et al. [15] raised a concern regarding rich user authentication in
resource-constrained IoT environments. They proposed an authentication model
based on OIDC for the IoT manufacturer platform, which will enable users to
maintain IoT devices. Their model offloads the user authentication process to an
IoT gateway. The gateway performs rule-based user authentication with JWTs.
Xu et al. [24] raised a concern regarding account management in edge comput-
ing. They proposed a microservice security agent platform that enables edge
computing clients to access the edge computing service with JWT.
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2.2 Distributed Ledger Technology

Distributed ledger technology (DLT) is a technology that synchronizes tamper-
resistant distributed ledgers using a consensus algorithm [1,2]. The distributed
ledger is managed by multiple nodes that construct the DLT network and is
divided into two components: a data store (DS), which stores data, such as
an user, application, and system data, and a smart contract (SC), which is an
interface for manipulating data in a DS. Only agreed-upon data are stored in
the DS through the mutual confirmation of the execution results of the SC by
multiple nodes.

DLT systems can be classified into “permissionless” and “permissioned” sys-
tems based on the participation of nodes [16]. Permissionless DLT systems, con-
sisting of a DLT network with an unspecified number of nodes, are fault-tolerant
because they do not require a central administrator as a single point of trust.
However, even in the case of faults in SCs, a permissionless DLT system can-
not be temporarily suspended. Thus, it is hard to patch vulnerable SCs [11,27].
This allows damage to spread easily. On the other hand, permissioned DLT sys-
tems comprise a consortium consisting of only specific organizations. Thus, a
permissioned DLT system can be suspended for maintenance and to prevent
further damage at the consortium’s discretion, but trust in the consortium is
vital. Ethereum and Bitcoin are known as permissionless DLT systems, and
Hyperledger Fabric and Corda are known as permissioned DLT systems.

Researchers indicate that DLT is improving the GDPR compliance for user
data sharing. Antwi et al. [6] identified key requirements of healthcare appli-
cations and created testing scenarios using Hyperledger Fabric to investigate
the potential for the GDPR compliance with healthcare applications. Delgado-
von-Eitzen et al. [8] proposed a GDPR-compliant academic certification system
based on Hyperledger Fabric. Systems oriented toward GDPR compliance tend
to employ permissioned DLT because it can restrict participants from manipu-
lating data depending on user attributes. In addition to user data, there are also
studies that share information about organizational data, such as cyber attacks
[12]. Truong et al. [22] proposed a design concept with technical mechanisms
for a blockchain-based GDPR-compliant personal data management platform.
The platform manages the data with a database and ports the mechanisms (e.g.,
authentication and authorization, access control, and logging) to a blockchain
network.

3 Access Control and Security Requirements
for Distributed Ledgers

3.1 Access Control for Distributed Ledgers

Models of DLT-based services can be broadly classified into two types: one in
which the DLT system operates at the front end, as shown in Fig. 1-(a), and the
other in which the DLT system operates at the back end, as shown in Fig. 1-
(b). The former model type is suitable for a permissionless DLT system that
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Fig. 1. Comparison of DLT service models and proposed DLT service model.

does not require a central administrator since the service user can execute SCs
directly. There are two drawbacks of the permissionless DLT: one is the difficulty
of implementing complex processing such as business logic or rich user interfaces
due to its non-stoppable nature and the limitation of SCs. The other is that it
forces all users to manage their private keys at their own risk. In contrast to
the former model, in the latter model, core functions and complex processing
can be separated into the DLT system and the web server, respectively. Thus,
this model type is ideal for commercial services. The latter model is suitable
for a permissioned DLT system that can restrict the entities executing SCs.
The service user entrusts SC execution to the service provider (SP). The SP
authenticates the service user, manipulates user data using SCs, and provides
services using SC processing results. This model can achieve a rich DLT-based
service and reduce the private key management cost for the service user, although
the need for implicit trust in the SP arises.

When constructing a system using DLT, it is required to consider the char-
acteristics of both. The systems oriented toward GDPR compliance described in
Sect. 2.2 can be classified into the model shown in Fig. 1-(a). In this model, it is
inevitable that usability will be sacrificed, although data manipulation is guar-
anteed to originate from the service user unless the private key is compromised.
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For usability improvement, a new DLT service model is needed to resolve the
problem with the model shown in Fig. 1-(b). In light of the above, this paper
proposes the new DLT service model shown in Fig. 1-(c), which reduces the need
for implicit trust in the SP.

Figure 1-(c) shows a new DLT service model that explicitly manages the
access privilege for user data. In Fig. 1-(b), implicit trust arises because the
SP controls data access as a single trust point. The proposed method moves
the access control point from the SP to the DLT system, and the service user
grants the access privilege to the SP. The SP has the SC execution privilege and
executes SCs using the SC execution privilege and the access privilege.

In Fig. 1-(b), it is difficult to verify the legitimacy of manipulating data of
users who are not in a service provision relationship because the SP is allowed
to execute SCs that include the access privilege of user data. For example, when
the service user provides user data with the DLT system, the service user expects
that only the SP in use can access their data. However, it is difficult to guarantee
such expectations in an environment where the access privilege is assigned to
multiple organizations, including competitors. On the other hand, in the pro-
posed model, the SP cannot access user data unless the service user grants the
access privilege to the SP. When access to user data is required, the SP requests
the service user to grant the access privilege. The access control point embed-
ded in the SC determines whether data access is allowed or not based on the
access privilege. The data manipulation is explicitly performed because multiple
participants of the DLT network verify the access privilege.

3.2 Security Requirements for Access Control with JWT

In the model focusing on, the service user grants the SC the access privilege via
the SP. For access privileges to be correctly conveyed from the user to the SC,
the SC must be prevented from being interfered with and each node executing
the SC must be able to correctly verify access privileges. In distributed architec-
tures such as microservices, there are some mechanisms to directly authenticate
user-related information asynchronously with the authentication server using the
statelessness of JWT [5,10,19]. Therefore, the proposed model uses JWT, which
can express a variety of claims, as access privileges.

The entity managing an access privilege can issue a JWT that includes the
information necessary to verify access privileges as claims, and thereby the SC
can know the access privilege of the service user simply by verifying the JWT.
However, if the SP misuses the JWT, the access privileges will be violated. In
order to mitigate the risk of misusing a JWT, the following requirements are
required.

– Req. 1: The SC must only accept a JWT issued to legitimate a service user
to use the legitimate service.

– Req. 2: The SC cannot use a JWT that has been used before.
– Req. 3: The SC cannot use a JWT that has been issued in the past.
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Req. 1 is a requirement to prevent the use of access privileges of others or
issued for other services. Req. 2 and Req. 3 are requirements to guarantee that
the SP’s use of access privileges originates from the SU’s consent. If the SP could
reuse a JWT, it would not be possible to guarantee that the execution of the
SC originates from the SU. For the same reason, the act of retaining an unused
JWT for later use by the SP must also be prevented.

4 Proposed Method

This paper proposes an access control method for user data in a distributed
ledger. The proposed method guarantees that a service user accesses the user
data based on user consent. An access token, which is a JWT in OIDC, represents
a user’s consent and is used as a temporary access privilege for the user data.
A service user grants a service provider the access privilege by the access token.
SC verifies the access token so that the user’s consent is agreed upon among the
participants of the DLT network.

4.1 Structure of the Proposed Method

The proposed method contains the following six components. The relationships
with each component are shown in Fig. 2.

– ID Provider (IdP): The IdP is a component that issues ID tokens and
access tokens in JWT format under the OIDC protocol. The IdP manages user
accounts of SUs and issues authorization codes in response to SU requests.
The authorization codes are exchanged by SPs to obtain ID tokens and access
tokens. The IdP issues these tokens in the authorization code flow.

– Service User (SU): The SU is a service user of SPs and owns the rights
to the SU’s data in the DS. By granting the access privilege to the SP, the
SU agrees to allow the SP to access the SU’s data. In the proposed method,
the access privilege is represented by the access token. The SU is the EU in
OIDC.

– Service Provider (SP): The SP is a component that joins the DLT network
according to the permission of the DLSP and provides services to the SU using
SCs. Joining the DLT network gives the SP the privilege to execute the SCs.
The SP trusts the IdP and authenticates the SU with the ID token issued
from the IdP when providing services. If access to SU’s data is required when
providing services, the SP requests the access token from the SU and executes
SCs with the access token.

– Smart Contract (SC): The SC is a part of a distributed ledger and is a set
of code scripts that can process data in the DS. The SC can restrict the data
manipulation by its code, and all SPs agree to the processing written in the
SC. The processing of verifying access tokens is embedded in the SC, and the
SC determines whether or not SU’s data can be read or written according to
access tokens.
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Fig. 2. Relationships with components of the proposed method.

– Data Store (DS): The DS is a part of a distributed ledger and can store any
data. The DS is comprised of multiple instances of ledgers, which are main-
tained by each SP. In the proposed method, the DS stores application data
(e.g., user data and configuration data) and system data (e.g., the identities
of entities, the status of the access privileges, and public key certificates). The
SU owns the rights to the SU’s data, although the DS is managed under the
DLT network.

– Distributed Ledger Service Provider (DLSP): The DLSP is a con-
sortium of multiple organizations responsible for operating and managing a
permissioned DLT network. Moreover, the DLSP is responsible for the DS’s
design, the SC’s implementation, the management of participating SPs in the
DLT network, and operates the IdP. The DLSP has to define access privileges
according to a service design and implements the verification logic of a JWT
in the SC.

4.2 Definition of Access Token and ID Token

The proposed method uses two types of JWTs signed by IdP: access tokens
and ID tokens. The seven types of claims contained in a JWT that are used to
construct the proposed method are listed below.
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– iss (Issuer): The iss claim represents the issuing entity of the JWT. It is an
identifier that represents the IdP in the proposed method. An IdP identifier
is assigned to the IdP in advance by the DLSP.

– aud (Audience): The aud claim represents an RP to which the JWT is
issued. It is an identifier that represents the SC in the proposed method. The
SC identifier is configured to the IdP and SC in advance by the DLSP.

– sub (Subject): The sub claim represents the requesting entity of the JWT.
It is an identifier that represents SUs in the proposed method. The IdP assigns
a unique identifier to each SU when the IdP performs a user registration.

– azp (Authorized Party): The azp claim represents the target of JWT
issuance. It is an identifier that represents SPs in the proposed method. It is
determined when SPs are registered with the IdP.

– iat (Issued At) and exp (Expiration Time): These claims represent the
validity period of the JWT. The iat claim is the date and time the JWT was
issued, and the exp claim is the expiration date of the JWT. Both claims
represent the validity period of access privileges in the proposed method.

– scope: The scope claim represents the range of access to data requested by
RP. It represents the access privileges required by an SP in the proposed
method. The available access privileges are configured in advance to the IdP
by the DLSP.

4.3 Processing Flow

This section describes the four phases of the proposed method: setup phase, SP
registration phase, SU registration phase, and service provision phase. In the
setup phase, the DLSP launches the distributed ledger service by constructing
the DS, the SC, and the IdP. In the SP Registration Phase, the DLSP qualifies
an SP to participate in the DLT network and registers the SP as the RP with
the IdP. In the SU registration phase, the DLSP registers an SU as a user of the
distributed ledger service for the IdP. Finally, in the service provision phase, the
SP provides services to the SU using SP’s SC execution privilege and SU’s DS
access privilege. It is important to note that the DLSP has prepared the IdP,
the SC, and the DS. The DLSP implements the SC to store these information
types in the DS and stores the iss, aud claims, and IdP’s public key pkIdP in the
DS. Moreover, the DLSP has defined scopes and has set the scopes to the IdP.

Setup Phase. Figure 3 shows the processing flow of this phase. The DLSP
generates the iss and aud claims and pkIdP and calls the SC to register these
information types (Step 1-1). The SC writes these information types in the DS
(Step 1-2). After this phase is performed for the first time, it is repeated each
time the registration information is updated, such as following maintenance of
the DLT network.
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SPSU IdP DSSCDLSP

1-1: Register informa�on for verifying access privileges 
(iss, aud, pkIdP)

1-2: Write iss, aud, and pkIdP

Fig. 3. Processing of the setup phase.

SPSU IdP DSSCDLSP
2-1: Apply for par�cipa�on with the SP’s iden�fier IDSP

2-3: Register the SP as the RP with IDSP

2-5: Send SSP

2-8: Send CertSP
and SSP

2-4: Generate secret SSP for the SP

2-6: Create a public key cer�ficate CertSP for the SP

2-2: Check eligibility

2-7: Ini�alize a dedicated space for the SP with IDSP

Fig. 4. SP registration phase.

SP Registration Phase. Figure 4 shows the processing flow of this phase. An
SP applies to the DLSP for participation with its identifier IDSP (Step 2-1). When
receiving the application, the DLSP checks whether the SP meets the criteria for
participation in the DLT network (Step 2-2), and if it does, the DLSP registers
the SP with the IdP as the RP with IDSP (Step 2-3). The IdP generates a secret
SSP for the SP after confirming that IDSP is not already registered and issues SSP
to the DLSP (Steps 2-4, 2-5). The DLSP creates a public key certificate CertSP,
a qualification to participate in the DLT network, and initializes a dedicated
space in the DS for the SP (Steps 2-6, 2-7). Finally, the DLSP issues CertSP and
SSP to the SP (Step 2-8).

The criteria for participating in the DLT network are beyond the scope of
this paper. However, the DLSP can set its criteria, such as verifying the legal
existence of the organization. The public key certificate and the secret generated
in this phase are used to execute an SC and request access privileges in the service
provision phase.

SU Registration Phase. Figure 5 shows the processing flow of this phase.
When receiving a user registration from an SU, the DLSP determines whether
or not the SU meets the criteria for using the distributed ledger (Steps 3-1,
3-2). If it does, the DLSP creates an account for the SU in the IdP (Step 3-
3), and the IdP issues an SU’s identifier IDSU (Steps 3-4, 3-5). Next, the DLSP
creates the SU’s account on the DS using the SC (Step 3-6), and the SC initializes
settings, including the status of the access privilege (Step 3-7). Finally, the DLSP
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SPSU IdP DSSCDLSP
3-1: Apply for user registra�on

3-9: Register SU’s creden�al

3-8: Allow register the account 
with the IdP (Send IDSU)

3-3: Create SU’s account

3-4: Generate SU’s iden�fier IDSU
3-5: Send IDSU

3-6: Create SU’s account with IDSU

3-7: Ini�alize user se�ngs with IDSU

3-2: Check eligibility

Fig. 5. SU registration phase.

allows the SU to register an account with the IdP (Step 3-7), and the SU sets
authentication information in its IdP account (Step 3-8).

The criteria for using the distributed ledger are beyond the scope of this
paper. However, the DLSP can set its criteria, such as confirming possession of
a valid email address [3]. The details will be described at the service provision
phase, but the date and time information of access tokens is stored to detect
misuse. Then, in Step 3-7, the SC initializes that date and time information.

Service Provision Phase. Figure 6 shows the processing flow of this phase.
When receiving a service request from an SU (Step 4-1), the SP decides on an
SC to be executed (Step 4-2) and requests the necessary privileges to the SU
using OIDC (Step 4-3). The SU, the SP, and the IdP execute the authorization
code flow; the SU gives the SP an authorization code, and the SP obtains an
ID token and an access token through the exchange of the authorization code.
After the exchange of the tokens, the SP authenticates the SU using the sub
claim of the ID token (Step 4-4) and executes the SC with arguments and the
access token (Step 4-5).

The SC consists of the three processing: initiating the data manipulation
(Step 4-6), executing the processing with DS read/write (Step 4-7), and finalizing
the data manipulation (Step 4-8). In Step 4-6, the SC checks the validity of access
privileges by checking the access token. The validation of the access privileges is
performed as follows. Let ATt denote the access token at time t, and iatt denote
the iat claim contained in ATt. First, the integrity of ATt is verified to confirm
that a legitimate IdP signs ATt.

Step V1: The SC verifies the signature part of the ATt using the pkIdP registered
in the DS.
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SPSU IdP DSSCDLSP

4-6: Ini�ate the data 
manipula�on

4-5: Execute the SC with arguments and the access token)

4-10: Provide services

4-1: Request services

4-9: Send results

4-3: Execute the authoriza�on code flow 
between the SU, the SP, and the IdP

4-7: Execute the processing 
with DS read/write

4-2: Decide an SC to be executed and the necessary privileges

4-4: Authen�cate the SU by the ID token

4-8: Finalize the data 
manipula�on

Fig. 6. Service provision phase.

Next, it is verified that the ATt is not reused.

Step V2: The SC compares iatt with iatt-1 stored in the DS and verifies
whether iatt is greater than iatt-1, which means that ATt is the
newer access token than the last used access token.

Next, it is verified that the legitimate IdP issues ATt to the legitimate SC, and
the legitimate SP uses ATt.

Step V3: The SC checks the executor of the SC with CertSP and confirms that
it is the same entity listed in the azp claim of ATt.

Step V4: The SC compares the aud claim registered in the DS with the aud
claim in ATt to confirm that the recipient of ATt is the SC itself.

Step V5: The SC compares the iss claim registered in the DS with the iss claim
in ATt to confirm that the issuer of ATt is the legitimate IdP.

Finally, it is checked that ATt contains the necessary privileges for data manip-
ulation.

Step V6: The SC verifies that the sub claim and the owner of the data to be
manipulated match.

Step V7: Using the scope claims, the SC verifies that the access privileges meet
the privileges required by the processing.

If any verification fails, the processing is aborted, and an error is returned to the
SP. Next, in Step 4-7, the SC executes the processing for the DLT service and
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reads/writes the SU’s data. After the processing, the SC overwrites iatt-1 with
iatt (Step 4-8). Finally, the SC returns the results of the processing (Step 4-9),
and the SP provides services using the results (Step 4-10).

5 Evaluating the Security Requirements of the Proposed
Method

We evaluated that the processing flow designed in Sect. 4.3 satisfies the three
security requirements defined in Sect. 3.2.

Evaluation of Req. 1. Req. 1 is the requirement to ensure that an SP and
an SU are not impersonated. There are two possible methods of impersonation:
rewriting the information in the azp claim and the sub claim or theft of a JWT
containing the information to be impersonated.

Rewriting the claim information can be detected by the integrity verification
of a JWT in Step V1. Since the IdP guarantees the claim information, it is secure
as long as the signing key used by the IdP to sign the claim is not compromised.

There are two cases of theft of a JWT: theft from another service domain and
theft within the same service domain. The former can be detected by comparing
the azp claim with an executor of the SC in Step V3 since the executor is iden-
tified by CertSP. Such attacks can be prevented if the signing key corresponding
to the CertSP is not compromised. In the latter case, the subject of CertSP and
the azp claim are equal; thus, there is a risk that an SP impersonates an SU.
However, the risk can be reduced by Req. 2 and Req. 3, which restrict misuse of
an access token.

Evaluation of Req. 2. Req. 2 is required to prevent an SP from reusing a
previously used access token. During the service provision phase, the date and
time information of the iat claim stored in a DS is updated at each time of SC
execution. As a result, the reuse of an access token can be detected by Step V2.

One way to prevent the reuse of an access token can be using the jti claim that
uniquely identifies a JWT. Since the IdP sets a different string in the jti claim
for each JWT, an SP can detect the reuse of the access token if the SP saves the
jti claim used once in the distributed ledger. However, the jti claims of the used
tokens must be stored in the distributed ledger until the access tokens expire.
Hence, the proposed method uses iat claims, which are ordered information.

Evaluation of Req. 3. Req. 3 is required to prevent an SP from retaining
an unused access token for later use. In the proposed method, the date and
time information of the iat claim saved in a DS is updated at each time of SC
execution. As a result, even if the SP tries to use the unused access token later, it
can be detected by Step V2 since the token retained will be invalid when an SU
uses the new access token. To reduce the risk of unauthorized retention by SPs,
the validity period of the access token should be kept to the minimum necessary
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that does not affect service provision. Specifically, the access token must be valid
from Step 4-3 to Step 4-6.

6 Performance Evaluation

In the proposed method, the setup phase and the two registration phases are
executed in advance, but the service provision phase is executed each time an
SU requests a service. Therefore, latency for the service provision phase is a sig-
nificant part of the overhead of the proposed method. In addition, the proposed
method requires additional storage to manage the status of the access privilege.
For this reason, we evaluate the processing time overhead and data size overhead
during the service provision phase.

6.1 Experimental Setup

For this experiment, we implemented a data storage service with a permissioned
DLT system as an experimental system and embedded the proposed access con-
trol mechanism into the experimental system. The experimental system has one
scope Change and an SU can access its data with an access token that contains
an SU’s identity and the LIST scope. The scope regarding data registration is
not defined because the SU’s data are registered in the DS in advance for the
experiment.

Our experiments were conducted on a machine running Linux kernel 4.15.0
on an Intel Core i9-9940X with 32 GB of main memory, Hyperledger Fabric
v2.3.3 as a permissioned DLT system, and Keycloak v15.0.2 as an IdP system.

6.2 Experimental Result

All entities are deployed on a single experimental machine. The SU and the SP
are implemented as the test script, while the two Docker containers in Hyper-
ledger Fabric run the SC and the DS. We executed the test script for 1000 rounds
with the processes from Step 4-1 to Step 4-10 as one round. The authorization
code flow is a process that is generally executed in services that use OIDC; thus,
we measured two kinds of processing times: Step 4-5 to Step 4-9 and Step 4-6 to
Step 4-8, excluding Step 4-7. The former represents the service latency caused
by Hyperledger Fabric, while the latter represents the pure overhead of the pro-
posed method. In addition, because Hyperledger Fabric keeps records of DLT
operations as a series of blocks, we measured the size of that block at the end of
each round. We retrieved blocks using the “peer channel fetch” command.

Figure 7 shows trends in processing time in the experiment. The mean and
variance of the processing times are 2282.7±6.9 ms for requesting the chaincode
and 4.8±0.7 ms for the access control. The SC processing time is stable, with an
overhead of only 0.21%. Figure 8 shows trends in data growth in the experiment.
Both data sizes tend to increase monotonically. The mean and variance of data
growth in each round are 7.884±0.002 KB when the proposed method is applied,
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Fig. 7. Trends in processing time during the service provision phase. The blue line
shows the small variation in the time that users are kept waiting by the smart contract.
The red line indicates that the overhead is very small. (Color figure online)

and 6.118± 0.002 KB when the proposed method is not applied. The additional
data size per processing in the proposed method is 1.766±0.002 KB. Comparing
the result without access control, the proposed method has an overhead 22.40%.

7 Discussion

7.1 Overhead of the Proposed Method

As shown in the experimental results, the overhead of the processing time is
0.21%, and the overhead of the data size is 22.40%. The result indicates that
the proposed method has a negligible impact on the DLT service in terms of the
overhead of the processing time. On the other hand, the result indicates that
the proposed method requires a certain cost in data storage, but the cost can be
estimated from the frequency of SC execution.

In contrast to the cost of the access control, the proposed method requires
the cost to execute SCs in an invoke method. In Hyperledger Fabric, the invoke
method executes a consensus algorithm, and it is known as a more time-
consuming process than the query method that does not require executing the
consensus algorithm. We found that the proposed method is well-suited for DLT
services that change the state of user data as executed by the invoke method.
In contrast, for DLT services that only read user data as executed by the query
method, the proposed method bears the additional costs of executing the con-
sensus algorithm.

7.2 Limitation of the Proposed Method

As shown in Step V2, the updated date and time of the iat claim causes all
access tokens prior to that date and time to be determined as past. However,
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Fig. 8. Trends in data growth during the service provision phase. The graph shows
that the data size increases monotonically with the number of SC executions with (red
line) and without (blue line) the proposed method. (Color figure online)

the SP can obtain the latest unused access token by returning an error to the
SU before the SP performs Step 4-5. Here, the SP can use the access token until
it expires or the same SU requests the service. In order to detect such fraud, it is
considered necessary to devise an auditing method that compares logs of IdPs,
SCs, and SPs.

The work in [25] points out that processing with system clock should be done
with caution because Hyperledger Fabric has non-deterministic risk. Our method
uses system clock to verify the validity period of the access token. However, there
is no problem except when executing a SC at the time of expiration since it is
only used to compare access token expiration dates.

7.3 Access Privileges in Permissionless DLT and Importance
of Separating Access Privileges in Permissioned DLT

When a permissionless DLT system is deployed as the front end, an SU operates
the Web UI provided by an SP and executes an SC using its secret key. In other
words, the SP does not execute the SC on behalf of the SU but supports the
execution of the SC by the SU. Since the SC is executed mainly by the SU,
access privileges are explicit, but the SU is responsible for managing its private
key.

In Ethereum, a permissionless DLT system, private keys are associated with
accounts, so a private key breach is equivalent to losing all assets associated with
the account. On the other hand, in the proposed method, the SU does not need
to manage private keys since it only needs to manage the credentials of IdP. In
IdP authentication, not only password authentication but also FIDO authen-
tication can be used, which is expected to improve user convenience. The IdP
credentials are used to control granting access privileges to SPs, and credential
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breach is equivalent to losing that control. However, since the DLSP manages
the access privileges itself, the DLSP can regain control by reconfiguring the
authentication information of the SU. By separating the access privileges to the
data in the distributed ledger from the execution privileges of SC, the proposed
method can reduce the burden of managing confidential information required
by permissionless DLT systems while achieving a clear operation of the access
privilege.

8 Conclusion

In this paper, we propose a method that separates an access privilege for user
data in a distributed ledger from a privilege to execute smart contracts and
controls access to the data with the user’s consent. In the proposed method, the
access privilege is represented by an access token in the form of JWT in OpenID
Connect, and security requirements for its secure operation are defined. We
implemented the experimental system of the proposed method using Hyperledger
Fabric and Keycloak and evaluated the performance of the proposed method.

Future works include designing and developing the proposed method to sup-
port any smart contract application and devising a method to audit the proposed
method to reduce the risk of fraud in a service provider.
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