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Abstract. The security of social network communication is themost serious prob-
lem at present, because of the error of multiplex transmission, the risk of appli-
cation security and the limited ability of most social network terminals. Based on
this, the abnormal statemonitoring systemof social network informationmultiplex
transmission process is optimized and designed. Through improving the system
hardware and software functions, the accurate detection of multiplex transmission
data is carried out. Finally, the experiment proves that the abnormal state moni-
toring system of social network information multiplex transmission process has
higher monitoring accuracy and fully meets the research requirements.
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1 Introduction

Social network is a kind of new technology energy, which is loved by people all over the
world. With the improvement of information living standard, the challenge of informa-
tion security is increasingly severe. Abnormal state monitoring technology of informa-
tion multiplexing process has become the focus of attention. Communication security in
social network environment is being studied by experts. Themain problem is the security
architecture of social network [1]. In the light of the information transmission process of
social networks and the ability of the whole system to process information, the security
framework is adjusted and constructed through three main ways: information collec-
tion, information processing and information transmission, the types of communication
security threats under the social network environment are predicted, and an agreement
on automatic reply by computers is signed [2]. In reference [3], aiming at the abnormal
state monitoring of multi-sensors, the PCA model is established by using the principal
component analysis adaptive reconstruction technology, and the multi-channel signals
are detected by SPE statistics, thus realizing the fault detection and location. In refer-
ence [4], an abnormal state monitoring system is designed, which collects current and
voltage information, and outputs it to the core chip operation module through the A/D
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conversion module for analysis, and constructs a system of multiplexing data collec-
tion and analysis.At present, there are few research methods on social network security
monitoring, and the applied methods are all transmitted in one way, and the encryption
intensity and authentication process are relatively small, so it has no security perfor-
mance. Therefore, this paper puts forward the method of multiplex transmission, which
has a great guarantee for communication security. By designing the overall hardware
structure of the abnormal state monitoring system in the multiplex transmission process,
the information acquisition module, data storage module and data transmission channel
system are constructed. The hardware configuration and network port optimization were
carried out to reduce the device drivers to achieve rapid response. Using the improved
feature selection method to select abnormal traffic, the abnormal features of massive
network traffic are extracted.

2 Multiplex Transmission Process Abnormal State Monitoring
System

2.1 Hardware Structure of Multiplex Transmission Process Abnormal State
Monitoring System

Amonitoring and analyzing system for abnormal state of multiplex transmission process
in social network is designed. This paper analyzes the main functions of the social
network system and the possible abnormal conditions, designs the overall framework
of the platform for monitoring the abnormal conditions of the multiplex transmission
process, optimizes the hardware structure and interface of the system, and analyzes the
overall technical scheme of the system, the system design specifications and the main
functions of the system [5] The social network is a device module that integrates the
collection of power consumption information, the monitoring of equipment operation
status, intelligent control and communication, and is often installed at an important place
where the collection of information and the monitoring data need to be collected from
the distribution network, including places such as switches, ring network cabinets and
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Fig. 1. Social network multiplex terminal architecture
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feeder switches. According to the location of the distribution terminal, can be divided
into terminal social network in the grid schematic diagram as shown in Fig. 1.

In order to meet the performance requirements of the network information security
audit system, the device is developedbasedonCPUofX86architecture, and the hardware
platformNET-1711VD4N is adopted. The same hardware platform is used for the system
device and the remote management device [6]. The NET-1711VD4N adopts the single
board structure design of Intel 8456 V system chip, is a P4 gigabit network dedicated
motherboard, and the motherboard integrates four Intel 825416 10M/100M/1000 Mbps
gigabit network chip controllers, and directly leads out four RJ45 network interfaces
and one serial interface on the board, which can be used to control the intranet, external
network, ceasefire area, configuration network and control door, and there are also four
network status indicator outputs on the trigger [7]. The Socket478 architecture supports
400/533 Delete Front-End Bus Pentium4/Celeron and Celeron D Series processors,
storage aspects support DDR333/266, with VGA interfaces, PCI slots and CF card slots.
The hardware parameters for this device are as follows (Table 1):

Table 1. List of hardware parameters

Processor Intel pentium 4 2.8G

Memory DDR 256M

CF card 256M

Hard disk 160G

Network interface Four RJ45 network interfaces of Intel 82541

Serial port 1 COM interface

Supply voltage (V) 100–240 V AC, 6A, 50–60 Hz

Power supply (W) 520 W

Size Standard 19 in. IU type, width × depth × height
430 mm × 355 mm × 44 mm

Weight About 5 kg

Social network is the use of networking, information-based means to upgrade the
traditional distribution terminal, its function is also more perfect. It is mainly capable of
realizing the functions of monitoring the abnormal state of the multiplex transmission
process, namely telemetry, telemetry, remote control and remote adjustment; realizing
the short circuit fault detection function, realizing the fault recording and fault reporting,
realizing the function of power quality monitoring, realizing the functions of intelligent
charging, power management and remote communication, and realizing the distributed
intelligent data exchange, etc. [8]. In the process of realizing the above functions, the
key technologies include fault diagnosis and location technology, prejudgment and self-
healing control technology, EMC adaptability under extreme conditions, compatibility
and standardization of network communication protocol and feeder automation. In the
hardware design, we can adopt two schemes: one is to use special embedded processor,
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using X86 structure of Intel processor. However, different options have different impact
on the project, and need to consider the development costs, development cycle and other
aspects.

The overall framework of the monitoring platform for abnormal state of multiplex
transmission process of social networks mainly includes three parts: one is the data
acquisition module composed of sensors, the other is the data storage module composed
of an integrated system with data storage and management functions, and the third is
the data transmission channel system [9]. The principle of the system is as follows:
Firstly, the data in remote and intelligent terminal are collected by sensors, then the data
are classified by data storage module, and the analog signals are converted to digital
signals. Finally, the data are transmitted through multi-channels. The Control Center is
the integrated system responsible for the processing and management of all data [10].
The integrated system can achieve centralized control of the whole platform, and has
high robustness and controllability. The overall hardware configuration of the system is
shown below (Fig. 2):
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Fig. 2. System hardware configuration optimization

The hardware structure of automatic monitoring system for abnormal state of multi-
plex transmission process is composed of PC, switch, router and service. PC is the client
of the system, also called the client. The main network monitors the data of the client
through the access of the client. The monitoring system uses the C+ language, uses the
ASP technology compilation dynamic monitoring code, monitors in the network each
connection component the breakdown question.Switches exchange information between
intranet and extranet, and exchange data between client and Internet database. To ensure
the effectiveness of anomaly detection, the multiplex transmission network ports are
optimized as follows (Fig. 3):
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The system not only covers the normal functions, but also has the external interface
to realize the docking with the external platform. The system needs login authentication,
and can realize remote control. In the event of a state of emergency, an alarm signal
will be issued and fault point information, images and data will be sent to the intelligent
control terminal of the abnormalmonitoring platform [11]. The platform can also provide
historical data comparison and other functions to query and operate the corresponding
control instructions. In addition, the system can also realize the analysis of the abnormal
state inside the social network, that is, it is equipped with the monitoring module of
internal abnormal.

System for network information monitoring applications, the key is to require the
network function is perfect, compiling the kernel should be considered to meet this
need. The key services provided by the standard kernel network subsystem are: data
transmission, consistent device access interface, firewall and INET socket. These ser-
vices are necessary for network applications, so they should be preserved when the
kernel is clipped so that the system can provide complete network services. There are
many network protocols and network hardware devices in the network subsystem. For
the network security application, because it is used in the LAN environment to audit
network information security, it needs the support of Ethernet communication protocol
and Ethernet card device driver from the system kernel, and other network protocols and
network hardware drivers can be simplified. Kernel configuration allows you to reduce
kernel size by removing a large number of unused device drivers and modules from the
kernel.

2.2 Optimization of Software Function of Multiplex Transmission Process
Abnormal State Monitoring System

Aiming at the software function of abnormal state monitoring system in multiplex trans-
mission process, the improved feature selection method is adopted. The aim of anomaly
monitoring is to find the regular anomaly characteristics of network traffic based on the
analysis of traffic data. Although the traditional analysis method is based on the general
knowledge, it is only suitable for a small number of computing features. In the domain
of network security, data mining will produce a large number of invalid data. Multi-
plex transmission process abnormal state monitoring system overall functions include
packet capture, packet analysis and storage, query statistics and management 4 major
modules [12]. The packet capture part includes initial filtering and capture. The data
packet analysis section includes data packet analysis, keyword matching and storage;
the query statistics section includes data query, data extraction analysis and data flow
statistics; the management section includes the management of the keyword database
and the management of account numbers of management personnel. The overall func-
tional structure of the specific network information monitoring system is shown in the
figure (Fig. 4).

Packet capture module can filter the original packet and catch the multiplex trans-
mission model in the social network environment. The principle is that the information
output path can be determined according to the stability of both sides of the commu-
nication network and the processing of the system terminal [13, 14]. Both the key of
multiplexing and the process of multiplexing should follow this principle to select the
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Fig. 4. System software module functional structure

path. The data packet capture module can filter and capture the original data packet.
The module can get all the network adapters on the current monitoring system, set the
preliminary filtering rules, and can capture the packets being transmitted in the current
network. Data analysis module is the core module of the whole network information
monitoring system [15]. Under this module, the administrator can analyze the content
of the captured data, and use the keyword library to match the analyzed content, find out
the information containing the keyword content, and store the captured and analyzed
information for future reference. The management module can add, delete and modify
the keywords in the keyword library, and encode the input keywords. Administrator
account is divided into super administrator and ordinary administrator 2 permissions,
super administrator can add, modify and delete the administrator account operation,
account permissions can also be changed. Multiplex Traffic Monitoring Model in Social
Network Environment is shown in Figure (Fig. 5).
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Fig. 5. Multiplex monitoring model in social network environment

As shown in the figure, x and y are the two terminals of communication. There are
many paths of communication between these two terminals. N1,N2……Ni + 1 is the
intermediate forwarding station on the path [16]. If x, y communicate by using one of
the paths, the attacker can get all the information of x, y communication by attacking any
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intermediate forwarding station on the path. If x, y communicate by using more than one
path, the attacker must attack at least one site on each path to get part of the information
of x, y communication. The system can be divided into three layers: application layer,
data processing layer and data acquisition layer. The system hierarchy diagram is shown
in the figure (Fig. 6).
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Fig. 6. Network state monitoring hierarchy

In the diagram, the data acquisition layer is responsible for the acquisition of the
running state data of the equipment software and hardware (specific service running,
CPU storage state, etc.). The client program deployed on the managed device acquires
the running status of the host monitoring system and the status of the specific software
through NETSNMP open source software and relevant Linux commands, and sends the
collected device information to the monitoring server and stores the information in the
database. In the data processing layer, the anomaly management module is responsible
for analyzing the running state of the host computer monitoring system and the basic
information of the equipment in the database. If any abnormality occurs, the abnormality
information will be fed back to the application layer and alarm [17]. The application
layer realizes the function of interacting with the user. This function will display the
running state of the monitoring system and the running state of the managed devices
to the user. If an exception occurs, the user is fed back the exception information.
In addition, the user should set the operating state threshold of the managed device
through the system management function of the application layer. Anomaly monitoring
information collection is the necessary preparation for the distributed network, including
information collection and processing. By analyzing the abnormal information, we can
judge whether the client has accessed correctly and monitor the performance of the
distributed network, so that the access information can be accurately monitored and
the time consumed in network connection can be counted. During this period of time,
the scope of network adaptation shall be predicted to obtain the information related to
network security; the access mode of distributed network clients shall be selected to
determine whether the information is abnormal. If the information is normal, it can be
directly connected to the network client. Conversely, if the information is abnormal,
it needs to be collected to provide data support for automatic monitoring database of
subsequent access information.
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2.3 Implementation of Abnormal State Monitoring in Multiplex Transmission
Process

The general multiplex transmission process abnormal state monitoring system adopts
the manager-agent model, and the manager-agent communicates with each other by
standard protocol. The manager sends the order to the agent, the agent receives the order
and collects the host status information from the controlled equipment and network
equipment, and then feedback to themanager. Themodel diagramof networkmonitoring
management is as follows (Fig. 7).
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Fig. 7. Network monitoring management model

According to the definition of ISO, the management of abnormal state monitoring
system for multiplex transmission process must include five major functions: anomaly
management, configuration management, cost management, performance management,
and securitymanagement. The collected information shall be pre-processed, and the rela-
tionship between information output and input components shall be analyzed according
to the processing results. The specific calculation formula is as follows:

f (xn, ym) = λ(xn, ym)√
(xn)(ym)

=
1
k

k∑

m=1
xnmym − 1

k2

(
k∑

m=1
xnm

)(
k∑

m=1
ym

)

1
k

√
k∑

m=1
(xnm − xn) ·

k∑

m=1
(ym − ym)2

(1)

Where, λ(xn, ym) represents the covariance between the input information xn and the
output information ym; k represents the total amount of information. According to the
formula, the input informationxn xn and output information ym can be normalized:

x′ = xn − xmin

xmax − xmin
(2)

y′ = yn − ymin

ymax − ymin
(3)
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The formula is weighted to get the input data vector expression, as shown in the formula:

T =
(
f1

(
x′
1, y

′)x′, f2
(
x′
2, y

′)x′
i−1, · · · f1

(
x′
j, y

+)
x′)T (4)

In the formula: T represents a period, from the formula can be obtained after weight-
ing the input information vector. The monitoring system is divided into four modules:
monitoring system state collection module, anomaly management module, database
management module, data query module, the system module structure design as figure
(Fig. 8).
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Fig. 8. System module structure optimization

The state acquisition module of abnormal state monitoring system in multiplex
transmission process includes hardware data acquisition and software data acquisition.
Anomalymanagement includes threshold setting, data analysis and alarm sub-functions.
Data query includes basic information query and log query sub function. There are two
kinds of data collected by monitoring system state acquisition module: fixed data and
original data. Fixed data refers to data that does not need to be processed to determine
whether it is abnormal, such as hardware data. Raw data refers to the data collected can
not directly determine whether abnormal, need to be processed before judging, such as
the number of secure access terminals online and site traffic data. Fixed data sent directly
to the data analysis sub-function processing, if abnormal, then the alarm processing. The
original data is stored in the temporary data table, after analysis and processing, the result
data is obtained and sent to the data analysis sub-function. If there is an abnormality,
alarm. Fixed data and original data are processed and the results are stored in the cor-
responding table in the database. The process of monitoring the abnormal state of the
multiplexing process is shown in the figure (Fig. 9).

According to the schematic diagram of abnormal state monitoring system, the flow
collection module, flow statistics module, anomaly monitoring module, alarm module
and display module are designed. The flow collection module is mainly responsible for
collecting all the flow data flowing through the collection point, and the flow statistics
module is mainly responsible for splitting all captured network data packets and dis-
assembling and storing them in the corresponding linked list structure. The abnormal
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Fig. 9. Abnormal state monitoring process optimization

monitoring module is mainly responsible for monitoring the statistical results of abnor-
mal data, the alarm module is mainly responsible for warning abnormal data, and the
display module is mainly responsible for marking abnormal network information and
displaying themonitoring results. By analyzing all the network traffic characteristics and
selecting abnormal traffic by improved feature selection method, the abnormal traffic
monitoring system of mobile communication network is designed.

3 Analysis of Experimental Results

In order to verify the operation effect of the abnormal state monitoring system in mul-
tiplex transmission process, the system equipment is connected to the internal LAN of
the unit. The parameters of the tested equipment are shown in the table (Table 2).

The scale of the network on which the equipment under test is located is 20 hosts
and the network segment is 192.168.18.0. The device is connected to the network via
bypass mode, and the external Interact interface is connected to the hub, and the switch
of the network shares the network data with the device under test through the hub. In this
way, the device can monitor the Internet access information of all hosts in the network,
and the Internet access information will be stored in the database of the system device.
A host in the network, as the host of the management terminal, runs the management
platform software under the Windows environment and connects to the database of the
remotemanagement terminal. In order to test the performance ofmonitoring technology,
the traditional method is compared with this method, and 100 experiments are carried
out to verify the information monitoring function of system equipment. Network packet
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Table 2. Parameters of equipment under test

Processor Intel Pentium 4 2.8G

Memory DDR 256M

CF card 256M

Hard disk 160G

Network Interface Gigabit network interface based on Intel 82541

Operating System Embedded Linux based on 2.4.30 kernel

capture is the basis of the latter functions, and the results of protocol analysis and alarm
are stored by database storage module to complete the data storage. The performance
curve can be obtained as shown in the figure (Fig. 10).
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Fig. 10. Comparison of experimental results

It can be seen from the figure that, with the continuous improvement of the signal-to-
noise ratio of the transmitted data, the monitoring probability of the traditional method
is low and the response speed is slow, while the method in this paper can quickly reflect
the abnormal data, and the monitoring accuracy of the abnormal data is high and the
overall performance is good. Therefore, under the network delay, the monitoring system
using the improved feature selection method is better than the traditional monitoring
system to monitor the abnormal traffic of mobile communication network.
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4 Conclusion and Outlook

At present, the level of social network technology is still in its infancy, the communica-
tion security design is not perfect, which brings great challenges to the communication
security of social network. The security of communication system is the guarantee of
every user’s information, which has a direct impact on the effective operation of social
network. Therefore, the design of communication security system should be strength-
ened. The design of secure communication system based on multiplex social network
can make the system of computer terminal choose relatively simple decryption program
and complex security performance, which greatly reduces the cost of network secu-
rity prevention and control, and improves the processing capacity of terminal relatively.
However, this paper has not been applied in the actual scene, and needs to analyze the
needs of the actual environment in the future research, and further improve it to improve
the perfection.
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