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Abstract. As the link between the perception layer and the network layer, the
Internet of Things gateway is of great significance to the safe and stable operation
of the healthcare Internet of Things. Once the gateway is abnormal, it will directly
affect the information transmission in health care work. Therefore, an anomaly
detection method for the gateway of the Internet of Things in health care supporting
edge computing is proposed. Several representative gateway status indicators are
selected by using the maximum uncorrelation method, and the gateway anomaly
detection task is unloaded to the edge server by using edge computing. An anomaly
detection model based on SOFM neural network and random forest is constructed
to realize the anomaly detection of the Internet of Things gateway in health care.
The experimental results show that the determination coefficients of the six types
of samples of this method are more than 0.9, which is close to 1, which shows that
this method has better anomaly detection performance of the Internet of Things
gateway in health care.

Keywords: Edge Calculation - Medical Care - Internet Of Things - Gateway Is
Abnormal - Test Method

1 Introduction

What is the Internet of Things? The notes attached to the 2010 Chinese government work
report explained: “The Internet of Things refers to the use of information sensing devices
(radio frequency identification RFID, infrared sensors, global positioning systems, laser
scanners, etc.). According to the agreed protocol, any item is connected to the Internet
for information exchange and communication, so as to realize intelligent identification,
positioning, tracking, monitoring and management. It is a network that extends and
expands on the basis of the Internet.” This explanation may appear in the medical and
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health field in the future: the mobile phone, watch or belt we carry with us suddenly
sends out a signal to remind our health problems; this signal can be sent to the hospital,
and if the situation is urgent, the ambulance will go directly. to your place; If it is not
too serious, community doctors can call and directly view medical files, conduct remote
consultations, and make appointments for medical treatment; They can even deliver
medicines to homes according to prescriptions through pharmaceutical logistics. The
Internet of Things can play an important role in the application of “barcode” patient
identity management, mobile medical orders, electronic entry of symptoms and signs,
mobile drug management, mobile test specimen management, mobile medical record
management, data storage and transfer, infant theft prevention, nursing process, clinical
pathway and other management in the medical and health field [1, 2].

With the rapid development of the Internet of Things in the healthcare industry,
the gateway of the Internet of Things, which connects the sensing network and the
traditional communication network, is playing an important role. As the manager of the
Internet of Things, the gateway controls the operation of the whole Internet of Things,
and its management authority and reliability requirements are the highest. Because the
Internet of Things usually works in a complex environment, and the gateway is the most
important field equipment of the Internet of Things, some inevitable important or urgent
problems will inevitably appear in its work. Many factors will make it difficult for the
gateway to work normally all the time [3]. Once the gateway is abnormal, the whole
network will be paralyzed. All sensor nodes managed by the gateway listen to network
messages for a long time, resend data repeatedly, channel congestion, data collision
and other phenomena, which affect the effectiveness of medical care tasks. In response
to the above situation, anomaly detection of healthcare Internet of Things gateways
has attracted great attention from both academia and engineering. However, due to
the huge amount of gateway status information, and each piece of status information
contains a large number of attributes, it is extremely difficult to label each piece of
information; with the continuous development of network applications, the amount of
data will increase exponentially, and the central the system appears powerless. Faced
with the above situation, a method for anomaly detection of healthcare Internet of Things
gateways supporting edge computing is studied. The overall structure of the method is
as follows:

(1) The maximum uncorrelation method is used to select several representative gateway
status indicators, and edge computing is used to unload the gateway anomaly detec-
tion task to the edge server. An anomaly detection model based on SOFM neural
network and random forest is constructed to realize anomaly detection of healthcare
IoT gateway.

(2) During the experiment, the gateway status indicators are set, and the IoT gateway
anomaly detection experiment is carried out through sample preparation and task
unloading scheme determination. The anomaly detection structure is obtained, and
the performance of this method is verified.

(3) Summarize the full text, analyze the limitations of the anomaly detection method of
the healthcare IoT gateway that supports edge computing, and further explain the
future work.
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2 Research on Anomaly Detection of Internet of Things Gateways
Based on Edge Computing

The ultimate goal of the Internet of Things is to realize the interconnection of all things in
the world and the barrier free information exchange between people, people and things,
and things and things. As an Internet interconnection device in the Internet of Things,
the gateway of the Internet of Things plays a connecting role, realizing the protocol
conversion and data interaction between the sensing network and the communication
network. Gateway is also known as inter network connector and protocol converter. The
default gateway realizes network interconnection at the network layer. It is the most
complex network interconnection device and is only used for the interconnection of two
networks with different high-level protocols. The structure of the gateway is similar to
that of the router, except for the interconnection layer. Gateway can be used for both
wide area network interconnection and LAN interconnection. To go from one room to
another, one must pass through a door. Similarly, sending information from one network
to another must also pass through a “gateway”, which is the gateway. As the name
suggests, a gateway is a “gateway” that connects a network to another network, that
is, a network gate. Once there is a problem with the gateway, it will directly affect the
communication quality of the entire Internet of Things, so it is necessary to perform
accurate status detection on the gateway.

2.1 Determination of Gateway Status Indicators

There are many indicators that can reflect the status of the gateway. In the past, one or
two indicators were selected for anomaly detection, which has great limitations, making
the accuracy of anomaly detection not high. In the face of this situation, the maximum
uncorrelation method is used to select several representative gateway status indicators.

If indicator s; and other indicators s3, s3, .. ., s, are independent, it means that s
cannot be replaced by other indicators, so the reserved indicators should be as small
as possible. Under the guidance of this method, a method of maximum irrelevance is
derived. The maximum irrelevance method mainly selects indicators according to the
relationship between the complex correlation coefficient and the set critical value, where
the complex correlation coefficient refers to the degree of correlation between an indi-
cator and other indicators [4]. The basic principle is as follows: Firstly, the correlation
coefficient matrix Y of the sample is obtained, and then according to the correlation coef-
ficient y;;, the complex correlation coefficient ziz is obtained (the complex correlation
coefficient refers to the degree of correlation between one indicator and other indica-
tors), and the critical value T is defined. Judging the relationship between the complex
correlation coefficient zl.z and the critical value T, if zl.2 > T, the index can be removed.
The specific calculation process is as follows:

Step 1: Find the correlation coefficient matrix Y of the sample, such as:

Y11 Y12 - Yim
y21 Y22 ... )2
Y = i = " 1)
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where, y;; reflects the linear correlation between s; and s;.
Step 2: Calculate the complex correlation coefficient ziz according to y;;. The value

of z; can be calculated by Y. The specific steps are as follows: Y is divided into blocks
in the following way, and Y blocks can be expressed as the following formula:

Y oym
Y = 3
[y,,c 1 } o

At this time, the main diagonal element of Y is 1, so the complex correlation coef-
ficient of each index can be calculated according to formula ziz = y,EY,mym, and
112, z%, R z,zn can be obtained.

Step 3: Determine the relationship between the critical values 7" and zl.z. First deter-
mine the critical value T. The critical value T is generally the F test of z,-z. Ifa=0.1is
taken, if F > F 19, it means that the multiple correlation is significant. Finally, judge
the relationship between T and 212 If zl-2 > T, delete the index.

Finally, due to different dimensions, the indicators cannot be put together for com-
parison and analysis, so it is necessary to standardize each indicator, and the calculation
formula is as follows:

si — (5)

Val"(sj')

“4)

Sij =

In the formula, §; represents the standardized index; s; represents the mean of the j
index; var(sj) represents the mean square error of the j index; s; represents the j index.

2.2 Anomaly Detection Task Offloading Based on Edge Computing

In the face of a large number of anomaly detection tasks of medical and health Internet of
Things gateways with multiple indicators, the traditional central system has been unable
to meet the needs of rapid data processing, and edge computing can effectively solve this
problem by establishing nodes near the data source to reduce the data transmission delay
and divert the tasks of the computing center. Edge computing has the characteristics
of real-time, high bandwidth, heterogeneity, etc. by extending the computing power
closer to the end user, it makes up for the shortcomings of cloud computing and is the
optimization and expansion of cloud computing [5]. With the advent and development
of the Internet of Things, edge computing, as a developing computing paradigm, is
considered to be one of the key architectures of the next generation communication
network. Edge computing architecture is to add edge servers between terminal devices
and cloud servers to expand services at the edge of the network. The system architecture
of edge computing is generally divided into terminal layer, edge layer and cloud layer.

(1) The terminal device layer, including various mobile terminals connected to the edge
network and many Internet of Things devices, such as smartphones, various sensors,
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and smart cars. At the terminal layer, the device is not only a data consumer, but also
a data provider. In order to reduce the terminal service delay, only the perceptual
capabilities of various terminal devices are considered, and the computing capa-
bilities are not considered. Therefore, several devices at the terminal layer collect
various raw data and transmit them to the upper-layer architecture, where data tasks
are stored and calculated.

(2) The edge layer is the core of the three-tier architecture. It is located at the edge of
the network and consists of edge nodes widely distributed between terminal devices
and the cloud. It usually includes base stations, access points, routers, switches and
edge gateways. The edge layer supports the terminal to access downward, store and
calculate the data uploaded by the terminal, connect upward with the cloud, and
upload the processed data to the cloud. Because the edge layer is close to users,
data transmission to the edge layer is more suitable for real-time data analysis and
intelligent processing, which is more efficient and secure than cloud computing.
Among the joint services of edge cloud computing, cloud computing server is still
a very powerful data processing center.

(3) The cloud layer, composed of multiple high-performance servers and storage
devices, has powerful computing and storage capabilities, and can play an important
role in areas where there are many data analysis services such as regular mainte-
nance and business decision support. The cloud computing center has the function
of storing the data uploaded by the edge computing layer for a long time. In addition,
analysis tasks that cannot be processed by the edge layer or other heavy computing
tasks can also be implemented in the cloud. The cloud module can also dynami-
cally adjust the edge computing layer according to the control strategy. Deployment
strategy.

The edge computing system architecture was proposed in the Edge Computing
White Paper 3.0 released in December 2018. The edge computing reference architecture
presents the architectural content from different perspectives in a multi-view manner, as
shown in Fig. 1, and displays each layer through multiple perspectives function.

The bottom device layer of the framework connects the whole framework, includ-
ing management services, data lifecycle services and security services. Management
services provide unified management and monitoring, and provide information to the
management platform. Data lifecycle services provide integrated management for the
preprocessing, analysis and execution of machine data. Security services can flexibly
deploy and optimize data services to meet the real-time needs of business.

Computing offload is performed by migrating the computing tasks on the termi-
nal device to the extended cloud or edge platform. The computing platform assists the
terminal to complete the user’s task request, and returns the computing results to the
specified device. The task unloading technology mainly includes two problems: unload-
ing decision and resource allocation. The main research points of unloading decision are
whether to unload the task, the unloading destination and the unloading amount of the
task. The main research points of resource allocation are how much communication and
computing resources the server needs to allocate to the task. Generally speaking, there
are a series of application tasks with different amounts of data that need to be executed
on the terminal device. Firstly, the device needs to detect whether there is a server in
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Fig. 1. Edge computing system architecture

the environment that can perform the uninstallation operation. Then, considering the
partial uninstallation and binary uninstallation of the task, determine whether the task
can be uninstalled, how to uninstall it, and when to uninstall it. The task on the terminal
device can be executed locally or on the edge server. If the resources on the edge side are
insufficient or cannot meet the demand, the task can be further sent to the cloud server.
For local execution, only the computing power of the device itself needs to be consid-
ered and the calculation results are output. For remote execution, submit the computing
task to the upper-layer server through Wi-Fi and other methods, so that the server will
allocate computing resources, communication resources and storage resources for the
received task, and execute the computing task. The task result is returned to the user and
the occupied resources are released.

After completing task clustering and server resource integration, we need to con-
sider the problem of system resource allocation, that is, which server the task needs to
be allocated to perform the most reasonable. Because the communication and comput-
ing resources of mobile edge computing server are relatively limited, and the terminal
devices are usually heterogeneous, considering the dynamic nature of task unloading
and resource load, the optimization goal of most current research work is to compre-
hensively consider the measurement of delay and load balance when the task does not
exceed the bandwidth, storage and computing capacity of the server [6].
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Load Balancing

In mobile edge computing, there are many load factors that affect task offloading and
resource allocation. We assume that A; represents the CPU utilization of the i server,
B; represents the memory utilization of the i server, and C; represents the bandwidth
utilization of the i server. Assuming that each server can normally receive requests from
resource requesters, the load of each server is defined as follows:

D; = wiA; + waB; +w3C; 5)

Calculate the average load of all servers. The formula is as follows:

=

D;
1
N

G="= (6)
Among them, wy, wa, w3 represent the weight coefficient; G represents the average
load; N represents the number of servers.
Therefore, the load balance degree is expressed as formula (7). The more average
the value of the load balance degree is, the more balanced the load distribution of the
entire edge computing network system is, and the more average the task distribution is.

(7

In the formula, H represents the load balance degree.

Time Delay

The processing speed of the server for different exception detection tasks is different,
and the execution time will affect the user’s quality of service. Therefore, the main
optimization goal is to effectively reduce the completion time of the task. Assuming that
P; represents the amount of data of exception detection task j, the server’s execution
time is defined as:

0ii = & (8)
Ay
In the formula, Q;; represents the time when the i server executes the anomaly
detection task j.
Since the resource requester has requested multiple anomaly detection tasks, the
calculation time of the task execution required for all mobile devices to complete the

task is expressed as follows:

N M
U=y > 0y ©)

i=1 j=1

where, U represents the total execution time of anomaly detection task; M represents
the number of tasks.
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Based on the above description, the task unloading problem in the mobile edge
computing scenario is usually NP problem, which is difficult to solve directly. At present,
most of the research to solve this kind of problem is to consider the use of intelligent
colony algorithm. The intelligent colony algorithm used here is the fireworks algorithm
[7]. Firstly, in the whole feasible solution space, an indefinite number of initial fireworks
populations are randomly generated, each fireworks is equivalent to a feasible solution,
and then the corresponding fitness function value of each fireworks is determined. By
generating different fireworks explosion radius, the fireworks set is updated, and the next
generation of explosion sparks and Gaussian mutation sparks are generated. Whether
the algorithm meets the cycle end condition is judged, and if so, the search is stopped.
Otherwise, select a certain number of individuals in the candidate set as a new fireworks
population to enter the iteration of the next process. From the above process, we can
see that the fireworks algorithm has an adaptive radius adjustment mechanism, and has
certain exploration and mining capabilities. The adaptation of anomaly detection task
unloading and fireworks algorithm parameters is shown in Table 1 below.

Table 1. Anomaly detection task offloading problem and parameter adaptation of fireworks
algorithm

Fireworks algorithm Uninstall problems

Individual dimension Number of user tasks

Individual Single unloading scheme

Population Collection of different
unloading schemes

Fireworks location Unloading schemes for
different user tasks

Fitness value Combined value of load
balancing and task delay

The specific process is as follows:

Step 1: Initialize. Determine the fireworks individual dimension M (number of
anomaly detection tasks) and the value range N (number of servers) of each dimension,
as well as the number of fireworks in each generation and other algorithm parameters.
Through the reverse learning strategy, a certain number of fireworks are generated as the
initial fireworks population.

Step 2: Calculate the fitness value. The location information of fireworks is the
unloading decision variable. Under the current unloading decision, the resource alloca-
tion variable is solved by convex optimization formula (7), and then the total delay cost
value of the task is obtained. As the fitness value of this fireworks individual, the fitness
value of all individuals is solved.

Step 3: Solve the explosion radius » and the explosion number k.

Step 4: Generate offspring fireworks. Within the explosion radius r, k-number
fireworks are generated by random strategy as offspring fireworks.
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Step 5: Generate mutation sparks. Through the mutation operator, the mutant firework
individual is generated.

Step 6: Select the next generation of fireworks individuals and update the optimal
value of the population. The optimal fireworks are selected among the parent fireworks,
offspring fireworks and mutant fireworks to enter the next generation, and other fireworks
are selected as the next generation fireworks through the championship strategy, and the
optimal value of the population is updated.

Step 7: Judge whether the termination conditions are met. That is, if the maximum
number of iterations is reached, the cycle will exit, and the minimum value of the total
delay cost of the task and the corresponding unloading decision and resource allocation
scheme will be searched. Otherwise, repeat steps 2 to 6 until the termination conditions
are met.

Step 8: Output the optimal solution, that is, the anomaly detection task unloading
scheme that can meet both the load balancing requirements and the delay requirements.

2.3 Gateway Anomaly Detection Based on Deep Learning

After the above exception detection task is uninstalled, the exception detection task is
executed on each edge server. The detection algorithm used here is a combination of
SOFM neural network and random forest algorithm. Clustering is carried out through
SOFM neural network, and different clusters are divided. The samples in the cluster
are sampled for data balancing. Finally, the balanced data set is trained with random
forest algorithm to obtain multiple classifiers [8]. Each edge server has a classifier based
on random forest for edge operation, and the prediction category corresponding to the
maximum value of the calculated comprehensive weight is the final detection result.

SOFM Neural Network

SOFM neural network, the full name of self-organizing feature mapping neural network,
is a neural network model proposed by Finnish scholar Kohonen study [9]. The SOFM
network has two layers, namely the input layer and the output layer. The output layer is
usually composed of a one-dimensional or two-dimensional network matrix. In actual
use, the SOFM neural network will learn to map the input data to the corresponding
position of the output layer over a period of time. The neuron areas activated by different
input data are also different. If the data structure is similar, the adjacent areas will be
activated. The difference in the activation area will reasonably distinguish the input data.
This process achieves the purpose of learning by changing the connection weights, and
these processes are done automatically internally, so this method is called self-organizing
feature mapping.

The learning process of SOFM neural network is to input training samples in the
input layer. The network can self-organizing adjust the weight vector between neurons,
so that the weight vector changes with the change of input mode, and finally make the
neurons in the output layer more sensitive to input data. All connection weight vectors
are separated from each other to form a set that can represent the input mode, so as to
achieve the effect of self-organizing clustering [10].

The gateway status indicator sample has a relatively obvious feature in the data
structure, that is, the number of abnormal samples is much smaller than the number of
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normal samples. Generally speaking, when the ratio of positive and negative samples is
greater than 4:1, if these data sets are directly classified and trained, then The prediction
results of the trained classification model in actual use will be heavily biased towards the
sample category with a high proportion, resulting in poor performance of the algorithm
model. In this regard, the state index data of unbalanced gateway is processed based on
SOFM neural network.

For an unbalanced data set, find the g nearest neighbors of each minority sample v;,
and select 4 samples from the g nearest neighbors of the minority sample (ensure that
g > h). These h samples are assumed to be vy, vo, ..., v;, and then interpolate through
the interpolation formula (see Eq. 10) to get new samples. In this way, it is equivalent
to adding 4 new samples to each minority sample.

D=vi +£0, D(wj—vi),j=1,2,....h (10)

Among them, ¥ represents the new sample; v; represents the sample point of the
minority category, u; represents the sample point selected from the g nearest neighbors
of v; £(0, 1) represents the number between (0, 1) randomly generated.

Random Forest Algorithm

Random forest algorithm is actually an improved version of bagging algorithm, which
is equivalent to introducing random attribute selection into bagging algorithm based on
decision tree. Random forest algorithm is easy to implement in practical application,
with good effect and low time cost, which benefits from the two random measures of
random forest, that is, based on the random sample selection of bagging algorithm itself
and the random attribute selection, the generalization performance of random forest
algorithm is further improved [11].

In the iterative process of the random forest algorithm, the self-service sampling
method is used for the selection of samples. By sampling the sample set with replacement,
the samples drawn each time are put into the inBag. In addition, according to the content
of Chapter 2, there are probably 37% of the samples will not be drawn, put them into
the outBag. The data in the inBag is trained by the decision tree algorithm to generate a
classification model, and then the model effect is tested through the given test set. The
evaluation indicators of the model effect generally use the precision rate 1, the recall rate
W, and the F1 value. From the formula (11), the F1 value integrates the precision rate
n and the recall rate w, which can measure and evaluate the performance of the model
more objectively. The confusion matrix is shown in Table 2.

2.n.
Fl=21Hr an
n+u
Among them,
S— (12)
= T+ T3
T,
n (13)

T+ T
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Table 2. Confusion matrix

Project Actual results
Positive Negative
class class

Prediction Positive T1 T2

results class

Negative T3 T4
class

In the formula, F1 represents the harmonic mean between precision 1 and recall .
Assuming that the number of base classifiers in the random forest is 8, the F1 value

of each decision tree calculated by the given test setis ¥y, Y2, ..., ¥, respectively, and
the weights of the decision trees in the random forest are as follows:

B
;ll’i

After giving weight to each decision tree, predict and judge the new sample ¥ through
these decision trees. Assuming that the probability of each decision tree predicting that
the new sample » belongs to a certain category & is & (), then in the final voting
decision, combined with the weight of the decision tree and the prediction probability,
the comprehensive weight of sample ¥ belonging to category ¢ can be obtained as follows
[12]:

B
@ (0) = Y vi x &(9) (15)
i=1

In the formula, @, (fz) sample ¥ belongs to the comprehensive weight of category e.

Combining the above content, the detailed idea of the classifier can be obtained: in
the random forest algorithm [13, 14], multiple sample sets are extracted by the self-help
method, and each sample set is trained to obtain a decision tree mode, and then a given
test sample set is used to pair the the performance of multiple decision tree models is
evaluated, and the evaluation index is the F1 value. According to the principle that the
larger the F1 value, the better the model effect, the ratio of the performance index F1
value of each decision tree to the sum of the F1 values of all decision trees is used to
determine each decision tree. The weight of the decision tree, then for the prediction of
the new sample, first use each decision tree model to judge it, predict the probability that
the sample belongs to a certain class, multiply and sum all the decision tree weights and
the predicted probability, and get a certain class Finally, the maximum comprehensive
weight is calculated by comparison, and the prediction category corresponding to this
value is the final result predicted by the random forest algorithm [15].
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3 Detection Method Application Test

3.1 Gateway Status Indicators

There are 9 gateway status indicators selected based on the maximum uncorrelation
method, as follows:

(1) Throughput: The packet forwarding capability of the device. It usually refers to the
ability of the tested equipment to forward data without packet loss, which is generally
expressed as a percentage of the line speed (or passing rate) that can be achieved.

(2) Latency: The time interval between receiving packets and forwarding packets within
the throughput range of the device.

(3) Packet loss rate: The ratio of the number of discarded packets to the number of
received packets under different loads.

(4) Back to back frame: The maximum number of packets that the device can process
without packet loss when it receives transmission at the minimum packet interval.

(5) System recovery: The time for the equipment to resume normal operation after
overload. If the network equipment has line speed capability, the test is meaningless.

(6) System reset: The time interval from software reset or power off restart to normal
operation of the device. Normal operation refers to the ability to forward data with
throughput.

(7) Maximum number of concurrent connections: the maximum number of connections
that can be established simultaneously between hosts passing through the conversion
gateway or between the host and the conversion gateway.

(8) Breakpoint resume transmission capability: In the event of network interruption, the
gateway continues to accurately collect data, cache the data in non-volatile devices,
and retransmit the cached data to the industrial cloud platform through the forwarding
channel when the network returns to normal. Ability.

(9) Local alarm capability: In the case of network failure, equipment failure, etc., the
gateway should provide local alarm information based on configuration information
and real-time data, and support multiple alarm types such as switch value and analog
value. And when sending monitoring data packets to the device, when the return
speed reaches a certain threshold, the device will give an early warning to remind
the operator to pay attention.

3.2 Sample Preparation

Based on the gateway status index, training samples and test samples are generated with
the help of MATLAB, and the results are shown in Fig. 2 below.

It can be seen from Fig. 2 that there are 6 types of samples, and each type of sample
includes several small samples.

3.3 Task Offloading Scheme

The sample detection tasks in Fig. 2 are evenly distributed to 15 servers, and the number
of tasks allocated to each server is shown in Table 3 below.
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Table 3. Gateway anomaly detection task offloading scheme

:]Training sample - Test sample

Normal ~ Exception Exceptio Exceptio Exceptio  Exception
ntype3 ntype4 type 5

type

type 1 n type 2

Fig. 2. Sample distribution

The Training tasks Test task
SCIVEr | Normal | Abnormal | Normal | Abnormal
sample | sample sample |sample
1 464 355 125 156
2 315 257 144 124
3 235 220 123 144
4 235 325 125 133
5 185 56 120 125
6 174 87 122 158
7 152 145 322 187
8 263 252 214 183
9 241 145 210 32
10 187 102 54 55
11 166 135 87 289
12 254 66 565 188
13 146 283 222 176
14 225 36 345 133
15 255 255 146 165

3.4 Anomaly Detection Results

251

Use the training samples in Fig. 2 to train the anomaly detection model based on SOFM
neural network and random forest, and then input the test samples into the trained model.
Some results are shown in Table 4 below.
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Table 4. Example of anomaly detection results

Small | Type Comprehensive | Detection
sample weight category
1 Normal 6.25 Exception
type type 5
Exception |4.12
type 1
Exception |3.87
type 2
Exception |5.55
type 3
Exception | 5.47
type 4
Exception |7.45
type 5
2 Normal 2.58 Exception
type type 5
Exception |2.47
type 1
Exception | 3.68
type 2
Exception |5.36
type 3
Exception | 5.47
type 4
Exception |2.58
type 5
3 Normal 7.45 Normal
type type
Exception |5.32
type 1
Exception | 3.65
type 2
Exception | 3.22
type 3
Exception |3.20
type 4
Exception | 1.77

type 5
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3.5 Method Performance Test

All abnormal detection results are counted, and then the coefficient of determination,
also known as goodness of fit, is calculated, which can effectively reflect the difference
between the detection results and the actual results. The closer the coefficient of deter-
mination is to 1, the closer the detection result is to the reality, and the result is shown

in Fig. 3 below.

Normal ~Exception Exceptio Exceptio Exceptio  Exception
type typel ntype2 ntype3 ntype4 type S

0.8

0.6

0.4

Determinate coefficient

0.2

Fig. 3. Method performance test results

It can be seen in Fig. 3 that under the application of the studied method, the deter-
minable coefficients of the six types of samples are more than 0.9, which is close to 1,
which illustrates the performance of the studied anomaly detection method.

4 Conclusion

(1) To sum up, once the gateway is abnormal, the entire Internet of Things will be par-
alyzed. Faced with this situation, this paper proposes an anomaly detection method
for healthcare IoT gateway that supports edge computing.

(2) This method assigns the anomaly detection task to the edge server, and implements
gateway anomaly detection through the detection model on the server and the clas-
sifier. Finally, through testing, the determination coefficients of the test results are
all above 0.9, which proves the effectiveness of the method.

(3) However, the SOFM neural network used in this method has some defects, such as
slow learning convergence speed, and the network performance is sensitive to initial
conditions. However, this paper does not propose a solution to overcome the defects
of SOFM neural network, so there are some limitations. In the future, this problem
needs to be studied in depth to optimize the comprehensive performance of SOFM
neural network, so as to maximize the quality of anomaly detection of healthcare
IoT gateway.
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