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Abstract. Due to the scalability limitations, the secure device pairing
of Internet of Things objects cannot be efficiently conducted based on
traditional cryptographic techniques using a pre-shared security knowl-
edge. The use of Out-of-Band (OoB) channels has been proposed as
a way to authenticate the key establishment process but they require
a relatively long time and an extensive user involvement to transfer the
authentication bits. However, the context-based schemes exploit the ran-
domness of the ambient environment to extract a common secret without
an extensive user intervention under the requirement of having a secure
perimeter during the extraction phase, which is considered as a strong
security assumption.

In this paper, we introduce a novel hybrid scheme, called COOB, that
efficiently combines a state-of-the-art fast context-based encoder with our
Out-of-Band based scheme. This protocol exploits a nonce exponentia-
tion to achieve the temporary secrecy goal needed for the authentication.
Our method provides security against an attacker that can violate the
secure perimeter requirement, which is not supported by the existing
contextual schemes. This security improvement has been formally vali-
dated in the symbolic model using the TAMARIN prover. Based on our
implementation of the Out-of-Band channel, COOB enhances the usabil-
ity by reducing the pairing time up to 39% for an 80-bit OoB exchange
while keeping an optimal protocol cost.

Keywords: Internet of Things · Security · Secure device pairing ·
Out-of-band channel · Context-based pairing · Formal methods

1 Introduction

With the growing demand for personal gadgets and sensors, the use of a decen-
tralized device-to-device (D2D) communication system has become a necessity
for numerous applications in the context of Internet of Things (IoT) like Smart-
Homes, Intelligent Transportation Systems (ITS) and Smart Metering and Mon-
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itoring (SMM). This decision is based on the inefficiency of a centralized commu-
nication solution to meet the scalability and the interoperability goals. There-
fore, the protection of this communication channel requires the use of a secure
key establishment protocol between the devices, known as Secure Device Pair-
ing (SDP). This process ensures that the communicating nodes agree on the
same symmetric encryption key, which represents an initial trust establishment
between devices that have no pre-shared knowledge (a certificate, a shared pass-
word or a symmetric key). The no prior secret condition is motivated by two
reasons. The first one is the unfeasibility of exploiting a Public Key Infrastruc-
ture (PKI) due to the growing numbers of heterogeneous IoT devices. The second
reason is the Zero-Trust policy that disapproves of trusting the manufacturer
with delivering the initial pre-shared pairing keys to avoid any vulnerabilities or
breaches related to a third party.

Two main techniques are used to achieve these goals. The first one uses a
pre-authenticated auxiliary channel that is also known as a location limited or a
human assisted channel [3]. However, in this work we will refer to it as an Out-
of-Band (OoB) channel. These channels suffer from low data-rates, which results
in a long pairing time. This drawback can severely affect the user-experience.
Therefore, the optimization of this usability criteria is considered a necessity for
such protocols. The second technique ensures authentication through a proof of
co-presence based on the randomness of the ambient environment. This method
is better known as Context-based Pairing or Zero-Interaction Protocols (ZIP)
[11]. Even though this type of pairing schemes is optimal in terms of usability and
user-friendliness, it demands a safe zone where no attacker is assumed present
to avoid any risks related to facing a well-equipped adversary. This can be quite
hard to guarantee by a regular user and quite easy to take advantage of by an
adversary that can hide a sensor in that, allegedly, safe environment.

In this work, we propose a novel device pairing scheme that is able to effi-
ciently combine an existing fast contextual key agreement protocol with an
authenticated Out-of-Band channel. Our hybrid protocol, called COOB, has two
distinct components. The first one is a contextual module where we take advan-
tage of any fast and reliable contextual key agreement technique. The second
component is a protected OoB channel that guarantees at least the authenticity
and the integrity of the exchanged information. This design provides a security
improvement in comparison with the existing context-based schemes since it is
robust against a powerful contextual attacker. This adversary can sense and
even control the ambient environment surrounding the two legitimate devices.
Furthermore, it provides a usability improvement by reducing the protocol com-
pletion time in comparison with the existing pairing schemes that rely solely on
a low data-rate OoB channel. In addition, COOB maintains a reduced crypto-
graphic cost of only two hash computations for each device. In order to reach
this level of optimality, a nonce exponentiation is exploited while constructing
the Diffie-Hellman public keys to temporarily hide their real values, as described
in Sect. 3.3.
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The main contributions of this paper are summarized as follows:

(I) We design a novel hybrid pairing protocol that efficiently combines a con-
textual based and an Out-of-Band based pairing techniques to enhance the
security and the usability aspects.

(II) We evaluate the security of our scheme by providing a proof estimating
the attack success probabilities under two adversary models. Also, we for-
mally validate the security of our design in the symbolic model using the
TAMARIN prover.

(III) We implement the Out-of-Band protocol on two Raspberry Pi 4B. Then,
we conduct a time efficiency analysis to estimate the usability improvement
provided by the contextual module.

The rest of this paper is organized as follows. Section 2 discusses relevant
work to OoB and context-based pairing schemes and highlights the limitations
of each category. Section 3 describes our protocol along with the assumptions
and the threat model taken into account. Section 4 evaluates the security of
our scheme and formally validates its robustness in the symbolic model using
the TAMARIN prover. Section 5 describes the protocol implementation on the
Raspberry Pi 4B and outlines the results of the time efficiency estimation and,
lastly, Sect. 6 concludes our work.

2 Related Work

Numerous secure device pairing solutions rely on an Out-of-Band channel with
specific security properties to send information that validates what has been
exchanged on the In-Band channel, referred to as the In-Band channel. This is
due to the unfeasibility of performing the authentication based on a single chan-
nel that is controlled by a Dolev-Yao intruder [9], as demonstrated in [7] using
BAN Logic analysis [6]. This powerful adversary is assumed to have a perfect
knowledge of the protocol and he is able to overhear, block, delay, replay and
forge any transmission over that channel. However, he is not able to perform any
computational attacks against the cryptographic functions. As a consequence of
adopting this intruder model, the usage of the In-Band channel without having
pre-shared secrets is not sufficient to provide the desired security guarantees for
the key exchange process. Therefore, there is a need for an auxiliary communica-
tion link on which the authentication of the exchanged keys can happen. These
channels can be constructed based on audio, visual or haptic transmissions. Due
to their special nature and their communication properties, they provide an ini-
tial level of security that is sufficient to primarily guarantee the integrity of the
data and the demonstrative identification [3], which is ensuring that the com-
municating devices on these channels are the intended ones for pairing. Other
security objectives might be provided in some cases such as the confidentiality
and the data origin authenticity. These assumptions on the OoB channel reduce
the attacker capabilities in comparison with his abilities on the In-Band channel.
In this context, we adopt the Out-of-Band security classification in the work of
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Mirzadeh et al. [25] that defines the three following categories: the confidential
channel which eliminates all attacker capabilities, the protected channel that
limits the adversary powers to intercepting, blocking and delaying the messages
which breaks the confidentiality assumption and affects the guarantee of the
message reception. Finally, the authentic channel grants the attacker the addi-
tional capabilities to replay messages that were exchanged in previous sessions
which violates the data freshness guarantee [30].

Some proposals such as Secure Simple Pairing (SSP) [4] and Push Button
Configuration (PBC) [2] exploit the short-range radio communications, such as
the Near Field Communication (NFC), as an Out-of-Band channel. Unfortu-
nately, this technology is not secured against an attacker that is sufficiently
close to the pairing objects as demonstrated in the work of Akter et al. [1].
Thus, we will not consider it as a secure option of an OoB channel. In the work
of Fomichev et al. [10], a selection of pairing proposals that rely on Out-of-band
channels have been thoroughly described based on their nature (radio [2,4],
visual [26,36], acoustic [13,32] or haptic [21,27]), the degree of the user involve-
ment and the application context of the pairing. The latter criteria classes the
pairing use-cases into categories that have related security threats and objec-
tives. The significant limitations of these channels are their low data-rates and
their need for a extensive user intervention. The former drawback is due to the
quality of the interfaces on the commercial IoT products, which makes the trans-
fer of long hashes or keys not possible. Some of the proposed schemes rely on
the human user to setup the devices for the exchange, to relay an information
from one device to another, to compare a short authentication string on both
objects or to simply generate a secret PIN and to enter it in both devices [10].
As an example, the security of the pairing scheme MANA III [12] is based on
the confidentiality of the PIN entered by the user. Even though the confidential
OoB channels are not considered as a reliable option due to the feasibility of
eavesdropping attacks on the acoustic, the visual and the haptic transmissions
using side-channel analysis techniques [14]. Another prominent threat in the pro-
tocol design is the predictable human input. This vulnerability is considered as
a Human-factor error that, if not well designed, might compromise the effective
security of the protocol [17].

Due to the usability challenges related to the use of Out-of-Band channels
such as the long pairing completion time and the extensive human involvement
as shown in [17,20], the research focus has shifted toward a more autonomous
authentication technique based on a proof of co-presence. These protocols use
the randomness of the ambient environment to extract a contextual informa-
tion on both devices within a specific area called the authentication zone. This
parameter represents the area where the legitimate devices are required to be
placed in order to enhance the usability of the protocol by minimizing the errors
when sensing the environment. The contextual information can be either used
to extract a key for encryption later on [23], a fingerprint of the device location
[15] or as a way to encode a secret between the pairing parties [34]. Based on
the close proximity assumption, the two objects are expected to have similar
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measurements of the chosen environmental metrics, which will result in a sim-
ilar contextual security parameters. The choice of the metrics should be based
on aspects such as: the location dependency that explains the changes in the
contextual measurements when we change the position of the sensor, the static
randomness that guarantees the extraction of contextual information with a
sufficient entropy when the devices are static and finally, the unpredictability
aspect that guarantees the unfeasibility of a prediction attack on the contextual
measurements. There are multiple context-based schemes that use the audio as
a source of randomness such as [18,29]. In the work of Schürmann et al. [29],
the authors used an audio fingerprint of the energy fluctuation between the fre-
quency bands coupled with a fuzzy commitment [16] in order to exchange a key
between two co-located devices. Also, the work of Karapanos et al. [18] exploits
the acoustic environment by computing a similarity score using the average of
the maximum cross-correlation of audio samples applied on a set of one-third
octave bands. This result is then compared to a fixed threshold to decide the
co-presence of the devices. This metric is based on the unpredictability of the
acoustic signals received in the dynamic scenarios where these schemes were
tested. Unfortunately, this choice does not satisfy most of the previously men-
tioned criteria such as the location dependency and the static randomness in
quite environments. In the work of Fomichev et al. [11], it has been proven that
the microphones heterogeneity increases drastically the error rates of the con-
textual pairing, which makes the scheme less robust against contextual attacks.
Also, we can never discard the risk of audio amplification, as discussed in [29],
where the adversary uses a directional microphone to amplify the audio signals,
which makes him able to reconstruct the fingerprint and get hold of the shared
secret.

Another variant of contextual protocols relies on a number of metrics from the
ambient radio environment as a proof of physical proximity such as the Receiver
Signal Strength Indicator (RSSI) [23,28] and the Channel State Information
(CSI) [33,34]. These protocols are based on the assumption that devices within
a close range and using a high frequency radio technology perceive the same
unpredictable changes in the signal strength in short periods of time. Therefore,
they are able to extract high entropy contextual information that can be ulti-
mately used in exchanging a secret or deriving an encryption key. This hypothesis
satisfies our three main criteria mentioned above but it has been recently proven
in [31] that the RSSI can be manipulated by the adversary. This attack has been
demonstrated using a fake Wi-Fi access point on which the transmission power is
adapted to the location of the target device so that it computes the wanted sig-
nal strength indicator. On the other hand, the CSI measurements represent the
propagation of the signal in terms of scattering, fading and power decay with
respect to their physical location. This metric becomes rapidly de-correlated
between two devices as the distance between them increases. It is also highly
unpredictable due to its dependency on the ambient environment as shown in
[34]. Such properties of the CSI are used to provide a high random bit genera-
tion rate that can reach hundreds of bits per second. The authenticity and the
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confidentiality of the secret are guaranteed against a passive attacker outside the
safe zone but its resilience in the face of an active adversary is still considered
under investigation since it has been theoretically proven feasible by the work
of Zafer et al. [35]. In this paper, we combine the two types of secure device
pairing protocols in order to benefit from the fast contextual secret agreement
in the context-based schemes to reduce the pairing completion time in compari-
son with the protocols relying solely on the low data-rate Out-of-Band channels.
Also, we exploit the advantages of the Out-of-Band channels in terms of security
under a threat model which deals with an ambient environment controlled by
the attacker. Such strong intruder represents the Achilles’ heel of any existing
contextual scheme, especially without the requirement of human interactions
such as performing some pattern of movement or taping, as suggested in [15].

3 COOB

3.1 System Model

Our protocol is based on two main building blocks: a contextual module and an
Out-of-Band module. These two components are used in an optimal manner to
benefit from the advantages of both types of pairing. Our scheme does not rely
on a specific sensing technology or a precise choice of an Out-of-Band channel.
It takes as an input a reliable and fast contextual key agreement protocol and a
protected OoB channel that guarantees the integrity and the authenticity of the
information transmitted. The human interaction needed is only limited to placing
the devices in close proximity and pushing a button, which is used as a way to
provide user feedback about the correctness of the pairing process. This modular
design gives the protocol two main advantages: an adaptive nature to the recent
enhancements in both research directions and a flexibility toward the existing
interfaces on the constrained objects. In the upcoming protocol description, we
will apply a contextual extractor proposed in [34] due to its fast generation rate
and a visual communication channel for the Out-of-Band module.

3.2 Assumptions and Threat Models

We take into account the scenario where two devices, Alice and Bob, try to
pair by authenticating their public Diffie-Hellman keys exchanged over the In-
Band channel. We assume that the discovery phase, where the two devices gain
knowledge of each other, has been correctly established by the user. The details of
this phase are considered out of the scope of this work. The target devices of our
protocol need, based on the choice of the contextual part, a Bluetooth module to
communicate on the In-Band channel and a Wi-Fi chipset able to extract the CSI
measurements. Also, we need, based on the choice of the Out-of-Band channel, a
LED and a button as interfaces on the initiator device, named Alice, a LED and
a light-sensor as interfaces on the enrollee, named Bob. Additionally, we need
enough computational power to handle the Diffie-Hellman key computations [8].
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We take into account the existence of a powerful Dolev-Yao [9] adversary that
is able to control both the In-Band channel and the ambient environment sur-
rounding the pairing participants such as the audio, the radio (Wi-Fi, Bluetooth
and GPS) and even the physical environment (temperature, humidity, altitude
and their combinations). This capability is not limited to a single target device
since we assume that the attacker can be in the same context as all of the legit-
imate objects for an unlimited period of time. Furthermore, in our analysis we
consider the feasibility of computational attacks that are targeting the crypto-
graphic functions that rely solely on a short secret as the source of randomness.
This assumption makes the security evaluation of our scheme more realistic with
respect to the use of short secrets to perform the ad-hoc pairing. Therefore, we
assume the existence of two kind of attackers in our evaluation: the first one is
an ordinary contextual intruder that is not able to suppress any existing
contextual information and is not allowed inside a pre-defined safe zone fixed by
the pairing scheme assumptions. The second one is a sophisticated contextual
intruder that is able to sense and ultimately control the ambient environment,
which makes him aware of the secret extraction outcome in both devices. The
latter threat model might seem unrealistic but it has been proven in [31] that
such attacks, against co-presence authentication systems, are possible using a
form of a “ghost-and-leech” technique [19]. Due to the close proximity of the
pairing parties, the adversary might use a leech and a ghost at the same place.
The leech plays the role of an eavesdropping device that senses the environment
and send it back to the attacker using a fast digital communication, i.e a micro-
phone or a photo-sensor. On the other hand, the ghost plays the role of a device
that controls the environment, i.e a speaker or a laser.

3.3 Our Proposal

In this section, we present a novel approach that combines an Out-of-Band based
scheme with a context-based protocol to provide a usability improvement in term
of reducing the pairing time in comparison with the previously proposed OoB-
based protocols relying on a low-bandwidth Out-of-Band channel. Furthermore,
our approach presents a security enhancement against a sophisticated contex-
tual attacker without an extensive user involvement, which is not supported by
the previously proposed contextual schemes. Our protocol takes advantage of
a DH exponentiation that temporarily hides the real values of the public keys
in order to reach the optimal security provided by our two hash verifications.
Furthermore, this technique avoids the additional use of cryptographic commit-
ment schemes to minimize the communication and computation costs required,
as detailed in Sect. 3.3.

Our proposal is split into two main steps. First, we will briefly introduce, in
the background Sect. 3.3, the contextual module where we will highlight the key
aspects of the TDS protocol [34] used in our scheme. Then, we will explain our
choice of the Visible Light Communication (VLC) as our Out-of-Band channel.
Secondly, we will present the exchanges of our protocol, COOB, that combines
the two previously mentioned blocks in an optimal manner in terms of time,
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communication and computational efficiency by exploiting the advantages of a
nonce exponentiation technique.

Background

Contextual Module
As mentioned above in Sect. 3.1, we will apply the fuzzy extractor used in the
work of Xi et al. [34] that exploits the channel state readings from a Wi-Fi access
point that is publicly agreed upon. Due to the close proximity of the two legit-
imate devices (within an authentication zone 0.4λ ≈ 5 cm), they receive highly
correlated CSI amplitude measurements as highlighted in Fig. 1. The sensing
of the ambient environment will be initiated by each device respectively at the
beginning of the discovery phase.

Fig. 1. The main steps of TDS [34]

After gathering a sufficient number of samples, Alice will try to synchronize
the sampled data with the other device by sending a sequence of values to Bob
marking the beginning of the valid samples that will be used in the encoding
process. The S-box in our case will represent a (2 × l)-matrix where l is the
bit-length of the secret. Each element of the matrix will include a number m ×
n of CSI samples that uniquely represent a bit value 0 or 1, where m is the
number of sub-carriers used and n is the number of measurements per sub-
carrier. Thus, two consecutive m × n samples need to be distinct in order to
reflect a 0 or a 1 bit. After uniquely identifying each block of the matrix, an
l-bit secret is independently generated by Bob and then, for each bit, he sends
its corresponding block in the S-box. As an example, if the secret starts with
the sequence 0110 then Bob will send the first 0-block, the second 1-block, the
third 1-block and the fourth 0-block as illustrated in Fig. 1. Since Alice has
computed a similar S-box due to the reception of similar CSI samples, she will
decide whether the received ith block represents a 0 or a 1 bit value based on a
comparison with her ith column in her matrix. However, the adversary will not
be able to reconstruct the original message due to his different measurements,
which result in a different matching box. In this design, we will use Reed-Solomon
(RS) codes to ensure that Alice can correct a number of bits fewer than a fixed
limit. This will guarantee the reconstruction of the secret by only a legitimate
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device inside the authentication zone. Readers willing to learn more about the
TDS scheme can consult the original paper [34].

To simplify the protocol description in the upcoming sections, we will model
this technique as a fuzzy-commitment scheme [16] that uses two similar con-
textual bit-values rca and rcb generated respectively by Alice and Bob. These
two variables will represent the S-box process of encoding and decoding based
on the CSI features. The transfer of the blocks Vb by Bob will be modeled as
Vb = rcb ⊕ Encode(rb) where Encode(.) is the Reed-Solomon encoding func-
tion. This message will be decoded on the other side using rca as follows:
rb = Decode(rca ⊕ Vb) where Decode(.) is the Reed-Solomon decoding function.
The feasibility of this modeling is due to the similarity between the concept of
representing a bit by multiple random information and the idea of hiding its
value using a random contextual bit and an XOR operation.

Out-of-Band Module
In our proposal, we need two Out-of-Band channels that limit the attacker capa-
bilities to blocking, delaying and eavesdropping on the transmissions. These
channels will be differentiated based on their nature and their degree of human
interaction as described in Sect. 2. The first Out-of-Band channel will have the
purpose of exchanging an authentication parameter and the second one will
serve as a final validation step of the pairing. Due to the constrained nature
of our target devices, we decided to choose a simple unidirectional visible light
OoB channel based on a LED on the initiator (Alice) and a light sensor on the
enrollee (Bob). This choice is based on the nature of the channel since it is hard
for an attacker to replay or forge a message without being detected by the user.
Also, it is less susceptible to the ambient noise than the acoustic or the haptic
channels and easier to setup due to the close proximity assumption. For the sec-
ond one, we decide to include a very limited user action represented by pushing
a button on Alice after receiving a signal from Bob. This signal can vary between
a vibration, a sound or a simple LED blink. This choice of human-aided channel
will provide the user with an explicit feedback about the state of the pairing
process.

Protocol Description
After the discovery phase, the devices become aware of each other and agree on
the Diffie-Hellman public parameters (the cyclic group G, the generator g and
a big prime p). At the same time, they start sensing the environment in order
to collect a sufficient number of samples to perform the contextual encoding
and decoding operations. They generate their ephemeral DH private keys (a and
b), two secret l-bit nonces (ra and rb) and they dpublic keys (ga−ra mod p
and gb−rb mod p). In addition, Alice generates a hashing key Kh to avoid
any exhaustive search attempts on the nonce ra using a simple hash output
h(IDA, IDB , ga, ra). To simplify the expressions, we will refer to the DH keys as
ga−ra and gb−rb , without the modulus operation. In Fig. 2, we represent the In-
Band exchanges by the black circles 0 , while the blue 0 and the red circles 0

refer, respectively, to the Out-of-Band exchanges that are intended to perform
the verification and the validation of the pairing.
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Alice initiates the pairing process, as depicted in Fig. 2, by sending ga−ra

to Bob along with its identifier IDA and the keyed hash hKh
(IDA, IDB , ga, ra)

in the message 1 on the In-Band channel. Afterwards, she begins the con-
struction of her S-box using the CSI values that come after the sequence
SA, which has been shared with Bob for synchronization purposes. At this
point, the enrollee starts constructing his S-box using the CSI values that
come after SA. This operation is modeled by the construction of a contex-
tual nonce rcb . Then, he transmits the parameters IDB, gb−rb along with the
fuzzy commitment scheme Vb = rcb ⊕ Encode(rb||[ga−ra ]i+l−1

i ) to Alice in the
message 2 on the In-Band channel. The parameter i is computed as follows
i = rb modulus (|ga−ra |− l) where the values |ga−ra | and [ga−ra ]i+l−1

i represent,
respectively, the number of bits and an l-bit truncation of the modified public
key ga−ra starting at the bit number i. At the reception of the previous message,
Alice extracts the secret parameter r̂b using her contextual parameter rca as fol-

lows r̂b|| ̂[ga−ra ]
î+l−1

î = Decode(rca ⊕ ̂Vb). Then, she verifies the correctness of the

reconciliation of r̂b based on the verification of ̂[ga−ra ]
î+l−1

î . The l-bit verification
of ga−ra is used to improve the contextual mismatch detection time, which pro-
vides a way to enhance the usability in the case of an inattentive user placing the
devices far apart. At this point, Alice sends the XOR of the three values r̂b, ra and
̂[gb]

ĵ+l−1

ĵ in the message 3 over the protected OoB channel. The parameter ĵ is
computed as follows ĵ = r̂b modulus (|gb| − l) and the symbol x̂, in our descrip-
tion, represents an expected value x that is suspected to be modified by the

adversary. Subsequently, Bob recomputes r̂a = ra⊕ r̂b⊕̂[gb]
ĵ+l−1

ĵ ⊕rb⊕ [gb]j+l−1
j

and sends to Alice a keyed hash hK(IDA, IDB , ̂ga, gb), using the shared key
K = (ga−ra .gr̂a)b, in the message 4 on the In-Band channel. Then, Alice verifies
the keyed hash received in the previous message and she confirms the verifica-
tion by sending the hashing key Kh to Bob in the message 5 on the In-Band
channel. Finally, Bob verifies the keyed hash received in message 1 . Then, he
provides a signal to the user, in the message 6 , to notify Alice of his validation
by asking him to push a button on the other device.

The reason behind the use of the nonce exponentiation is to temporarily
hide the real values of the legitimate devices DH public keys from the attacker.
This secrecy is needed to guarantee the correctness of the hash verification of
Alice. To better explain this requirement, we will describe an attack scenario.
First, we start by assuming that we use the real DH keys instead of the hidden
ones. The adversary injects his own DH public key gx in the message 2 . At this
point, the adversary has a perfect knowledge of the secret DH key computed by
Alice, KA = gxa. Therefore, he has all the parameters needed to recompute the
keyed hash sent in message 4 which will lead to bypassing the verification on
Alice’s side even when the value of Bob’s nonce in the contextual commitment,
sent in message 2 , has not been revealed by the attacker. As a consequence,
the use of the real values of the DH public keys bounds the protocol security
to a single hash verification instead of two. Thus, we will have only l bits of



COOB: Hybrid Secure Device Pairing Scheme in a Hostile Environment 429

Fig. 2. COOB: Hybrid key agreement scheme (Color figure online)

security when we used 2l bits of authenticated exchanges against an ordinary
contextual intruder which is not optimal. One possible solution to this issue is
to use a commitment scheme, which needs two separate messages to provide
the temporary secrecy property for a single public key. This requirement adds
in a computation and communication cost of 4 exchanges for the two keys.
This complexity can be easily avoided using the DH exponentiation to hide the
public values while relying on a fuzzy commitment scheme that is based on a
random ambient information source. Also, this contextual technique makes the
ordinary contextual attacker unable to reveal the values of the nonces for the
entire protocol run with the exception of a successful random guess. Accordingly,
this provides a permanent confidentiality of these security parameters instead
of a temporary property. This approach makes the protocol optimal in term of
security with less computational cost than the first proposal and, most of all,
without adding a communication cost.

This novel approach combines two pairing techniques using two short nonces
as a way of hiding the legitimate DH public keys from the attacker in order to
prove their authenticity later on based on two hash verifications. The values ra
and rb are protected by the discrete logarithm problem, which makes it hard for
an adversary to retrieve them from the keys ga−ra and gb−rb , especially without
the knowledge of the private keys a and b. To the best of the authors’ knowledge,
COOB is the first scheme that combines the contextual and the OoB based
pairing. This has been made possible using the exponential challenge-response
technique that hides Alice’s DH public key ga. This security measure makes the
adversary unable to recompute the keyed hash and fail to bypass the verification.
Our hybrid protocol relies on a very constrained set of human interactions that
consists of placing the devices in close proximity and pushing a button on the
initiator (Alice) to confirm the pairing.

There are two main advantages with respect to each category of pairing
mechanisms. In comparison with the previously proposed context-based
schemes, we provide an attack success probability of 2−l against a sophisticated
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contextual attacker that is able to violate the safe zone without detection and
to completely control the environment. In comparison with the same OoB-
based protocol structure that only uses the Out-of-Band channel to
transfer 2 × lbits, we provide less pairing completion time due to the fast
generation of the contextual information relying on TDS [34], which takes at
maximum 2 s to agree on a 256-bit key. However, an average time of 8.6 s is
required for a 6-digit numerical comparison, performed by the user, with a 10%
mismatch rate related to human factor errors, as stated in the work of Kumar
et al. [20]. The usage of automated pairing schemes that are highly preferred
by the study participants, such as HAPADEP [32] and Blinking Lights [26],
scores between 10.6 and 28.8 s only for exchanging a 15-bit authentication string.
Therefore, for sending 2l bits on the out-of-Band channel, we would need twice
the time, which is not convenient for the user.

4 Security Analysis

4.1 Security Evaluation

We begin our analysis by assuming, at this moment, that the attacker is out-
side the safe zone, which makes him unable to predict or to collect the same
contextual information measured by the two legitimate devices. Therefore, he is
unable to send his own contextual commitment.

A MitM attack scenario starts by blocking the message of Alice 1 and by
replacing it with the following construction: IDA, ga

′−r′
a , hK′

h
(IDA, IDB , ga

′
, r′

a),
where x′ represents an attacker induced value. Then, the adversary blocks the mes-
sage 2 and sends to Alice his own version: IDB , gb

′−r′
b , Ve. The parameter Ve can

be a legitimate contextual commitment computed by Bob or an old one replayed
by the attacker. Afterwards, Alice retrieves the nonce r̂b = Decode(rca ⊕ Ve) and

sends the message 3 , that contains the value ra ⊕ r̂b ⊕ ̂[gb′−r′
b+r̂b ]

ĵ+l−1

ĵ , over the
protected Out-of-Band channel which guarantees the integrity and the authentic-
ity. Subsequently, Bob retrieves r̂a using the following equation:

r̂a = ra ⊕ r̂b ⊕ ̂[gb′−r′
b+r̂b ]

ĵ+l−1

ĵ ⊕ rb ⊕ [gb]j+l−1
j (1)

Using r̂a, Bob recomputes the public key of Alice ̂ga = ga
′−r′

a+r̂a and the
DH secret key ̂KB = gba

′
. Then, he uses it to compute the second verification

hash h
̂KB

(IDA, IDB , ga
′−r′

a+r̂a , gb) and sends it to Alice in the message 4 . The
initiator verifies the hash using her key KA = ga(b

′−r′
b+r̂b) and sends the hashing

key Kh to Bob in the message 5 , which will be blocked and replaced by K ′
h.

At this moment, Bob is able to verify the keyed hash received in the message 1

using the parameter K ′
h induced by the adversary, the nonce r̂a and the public

key ̂ga = ga
′−r′

a+r̂a .
The easiest way for the attacker to bypass the hash verification of Alice,

hash verification I, is to block the message 4 and recompute the initiator
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key KA = ga(b
′−r′

b+r̂b) but he can only compute KE = gb
′(a−ra+r′

a). This means
that the optimal solution for the attacker is to use the legitimate contextual
information Ve = Vb in order to have the equality r̂b = rb and to satisfy the
equation

r′
b = rb (2)

As for the hash verification of Bob, hash verification II, the attacker needs
to satisfy the following equation when constructing the message 1 :

r′
a = r̂a (3)

To summarize the results of the previous security analysis, the attacker needs
to satisfy two main conditions

{

r′
a = r̂a

r′
b = rb

The parameters r′
a and r̂a are completely independent as shown in Eq. 1,

which means that we have an attack success probability PsB = 2−l. The same
property applies on the values r′

b and rb, which provides an attack success prob-
ability of PsA = 2−l.

The two verifications are sequential, which means that the execution
of the second phase depends on the success of the first one. Therefore, the total
success probability of the whole MitM attack is Ps = PsA × PsB = 2−2l. This
analysis is better highlighted in Table 1 where the assumptions on Eq. 3 and
Eq. 2 are made and the corresponding success probabilities are computed. In
this context, mA = |hK(IDA, IDB , ̂ga, gb)| and mB = |hKh

(IDA, IDB , ga, ra)|
were used to express the probability of a collision on the hash functions. Based
on this analysis, the MitM attack success probability is bounded by 2−2l.

In the case of an ordinary contextual attacker, we will have the same
results as the ones indicated in Table 1. This fact is explained by the confiden-
tiality assumption on the contextual information, which protects the parameters
ra and rb from being revealed by the adversary.

In the case of a sophisticated contextual attacker, he has the capacity
to gain knowledge of Bob’s secret rb based on computing an S-box similar to the

Table 1. MitM attack success probability

Verification phases

r′
a = r̂a r′

a �= r̂a r′
a �= r̂a r′

a = r̂a

& & & &

r′
b �= rb r′

b �= rb r′
b = rb r′

b = rb

Hash verification I ✗ ✗

Hash verification II ✗ ✗ ✗

Upper bound of the successful 2−mA 2−(mA+mB) 2−mB 2−2l

attack probability
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ones constructed by the legitimate devices. Even though he knows Bob’s true DH
public key gb and Alice’s secret based on the message 3 , he still has to satisfy
Eq. 3, which still guarantees the mutual authentication with an attack success
probability Ps = 2−l. To the best of the authors’ knowledge, this property is not
maintained by any context-based protocol relying on the unpredictability aspect
of the ambient environment.

4.2 Formal Validation

To validate the correctness of the protocol in the symbolic model, we perform
a formal verification using the TAMARIN prover [24], a powerful validation
tool for security protocols. In our analysis, we begin with the evaluation of the
confidentiality of the secret keys and nonces of Alice and Bob. Then, we evaluate
an authentication property referred to as injective agreement [22]. This lemma
verifies that the protocol guarantees to Alice that if she completes a protocol
run with Bob to agree on a key K, then Bob has been apparently running the
protocol with Alice and the two devices agreed on the same value. This property
will be tested in both ways to guarantee a mutual authentication as mentioned
in our code1. The multiple-session attack was not considered in our evaluation
since we have no persistent secret during multiple protocol executions. These
assumptions reflect the consequences of a Man-in-the-Middle attack where the
adversary performs the actions described in Sect. 4.1.

This tool adopts the Dolev-Yao intruder model on its public channel, which
grants the attacker with a complete control over it. Thus, it satisfies our attacker
model requirements on the In-Band channel. However, the protected Out-of-
Band channel is modeled in the tool such that it prevents the attacker from
forging or replaying any messages. As for the blocking and the delaying actions,
the adversary is already able to temporarily or permanently stop the process of
sending an information, even on the protected channel. Our sophisticated contex-
tual attacker is represented as a Dolev-Yao intruder that has perfect knowledge
of contextual information of the two devices, rca and rcb , which grants him a
perfect reconstruction of the nonce rb. Even though there is a lack of a modular
exponentiation in the tool, we can model, to a certain degree, these operations
to reach the full capabilities of the intruder. Nonetheless, the XOR properties
were recently modeled in TAMARIN v1.4.1 but the tool does not support mul-
tiple executions of this operation, as required in message 3 on the Out-of-Band
channel. This computational burden is caused by the multiple algebraic proper-
ties of the XOR. To ease the computation, we modeled our own approximation
of the XOR operation using a simpler constructor functions xorc(., .) to apply
the operation on two variable inputs.

To guarantee the correctness of the protocol execution, a set of restrictions
must be indicated in the TAMARIN model. We enforced the use of an initializa-
tion rule that provides all the devices with the same contextual information. We

1 The TAMARIN model of COOB can be found in https://github.com/
samehkhalfaoui/COOB-TAMARIN-model/blob/master/COOB model.spthy.

https://github.com/samehkhalfaoui/COOB-TAMARIN-model/blob/master/COOB_model.spthy
https://github.com/samehkhalfaoui/COOB-TAMARIN-model/blob/master/COOB_model.spthy
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imposed also the uniqueness of the private DH keys and of the authentication
nonces to avoid any multi-session attack. Finally, we apply the hash equality
restriction that stops the protocol run when the hash verification does not hold,
which represents the case of an attack detection.

Table 2. COOB evaluated properties in the symbolic model

Result

Property Ordinary Sophisticated

contextual attacker contextual attacker

Secrecy of rc ✗

Secrecy of ra ✗

Secrecy of rb ✗

Secrecy of Alice’s key

Secrecy of Bob’s key

Alice-to-Bob injective agreement

Bob-to-Alice injective agreement

The results of the lemmas highlighted in Table 2 validate the robustness of our
protocol in the symbolic model even in the presence of a sophisticated contextual
attacker that can break the secrecy of the authentication nonces during the
protocol run. The outcomes are either when the property is validated or ✗
when the property does not hold and an attack trace is provided by the tool.
We use the automated proofs with the default heuristic and the default proof
tree exploration. The validation lasts 84 mins and is conducted on a computer
with an Intel(R) CoreTM i5 − 9400H CPU @ 2.5 GHz × 8 processor, 32 GB of
RAM, running Ubuntu 18.04.4 LTS.

Moreover, this analysis shows that an attacker will not be able to mount an
MitM attack resulting in the agreement on different keys on each device and
guarantees the secrecy of the computed key has been validated for both Alice
and Bob. Therefore, this analysis validates the mutual authentication property
between the legitimate pairing parties chosen by the user and the secrecy of the
communication link established for the post pairing phase. The case of multi-
session attacks has not been addressed in this validation for two reasons. First
of all, it adds significant computation cost due to the unbounded number of
sessions that needs to be considered. Secondly, our scheme regenerates fresh
parameters at the beginning of each session, which makes the assumption of
having persistent security knowledge between two distinct protocol runs invalid.
Therefore, relying on the security parameters from an earlier execution of the
scheme is considered as a MitM attack where the adversary is trying to guess
the appropriate nonce values, as explained in Sect. 4.1.
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5 Implementation

5.1 Experimental Setting

We implement COOB using Python 2 on two Raspberry Pi 4B. This choice of
cards is mainly motivated by the simplicity of the extraction and the manipu-
lation of the CSI measurements for a future implementation of the contextual
module. The first Raspberry Pi is connected to a source of light, for example an
LED, and the second one is connected to a photo-resistor in order to construct a
protected visual OoB channel. We use the Elliptic Curve Diffie-Hellman (ECDH)
key exchange protocol based on a Koblitz curve secp256k1, SHA-256 for hashing
and Bluetooth as our In-Band channel. As for the choice of the elliptic curve
domain parameters, we use by default in our implementation the recommended
specifications provided in [5].

The Out-of-Band module apply an On-Off Keying (OOK) modulation and
it takes 0.2 s to send one bit value. This transmission rate is explained by the
choice of the photo-resistor and the capacitor at the receiving side as shown in
Fig. 3. This RC light detection circuit is used because of the digital nature of
the Raspberry Pi pins and their inability to read analogue inputs. Therefore, the
charging time of the RC circuit is used as a reference when applying an internal
counter to detect the existence of a light pulse when compared with a threshold
computed with regard to the ambient luminosity level at the time of pairing.

Fig. 3. Visual Out-of-Band channel design

The contextual module is assumed to apply a reconstruction threshold that
represents the maximum number of bits that can be corrected by the Reed-
Solomon codes during the secret reconciliation phase. We fixed the value of the
threshold to 20% of the total hidden value bit-length |rb|+ |[gb−rb ]j+l−1

j | = 2× l
to tolerate any encoding errors by the legitimate devices. This fault tolerance
is expected to increase the contextual secret message bit-length |Vb| = �2.4 × l�
while providing a more reliable encoding scheme.

5.2 Preliminary Performance Evaluation

For the moment, we compute an estimation of the time needed by the chosen
contextual module, based on the published results of the TDS protocol perfor-
mance in the work of Xi et al. [34], in order to approximate the pairing time
required by our hybrid protocol COOB. First, we refer to a metric denoted bit
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generation rate that represents the number of secret bits that are agreed upon
by both devices over the whole protocol execution time. This measure includes
the time required for the CSI information extraction, the S-Box computation
and the transfer of the encoded bits. For a distance separating the two devices
ranging between 3 and 4 cm, the TDS secret bit generation rate ranges between
100 to 180 bits per second for multiple scenarios, both static and mobile. In our
analysis, we take the average value of 140 bits per second to approximate the
required time for pairing to estimate the performance COOB in comparison with
an OoB-based pairing protocol that transfers 2l bits. These two scheme provide
the same level of security. In order to clearly evaluate the performance of our
scheme, we compare it to the same protocol design in terms of exchanges, key
manipulation and cryptographic primitives but without the contextual module.
The pairing time of the 2l-bit Out-of-Band scheme was averaged over 10 proto-
col runs that were conducted for a number of bits l varying between 16 and 80
bits. The results were analyzed to provide a time percentage gain that reflects
the added value of our modular hybrid design.

Fig. 4. Pairing time performance comparison: COOB vs 2l-OoB scheme

As highlighted in Fig. 4-(a), the pairing time imposed by a solely OoB-based
scheme that sends 2l bits on the Out-of-Band channel grows rapidly to reach 40
s for a bit-length l = 80 bits. Our implemented OoB-based protocol achieves a
better performance compared to the published usability results in the work of
Kumar et al. [20] that take on average 28.8 s for l = 15 bits on a visual chan-
nel. Therefore, we will be using our OoB pairing protocol performance results
to conduct a more realistic comparative study. Our hybrid scheme takes advan-
tage of the fast contextual agreement module to keep the required association
time within a reasonable limit equal to 25 s. This comparison is better described
using a time percentage gain that reflects COOB pairing time reduction while
maintaining the same level of security. This time optimization ranges between
22 and 39%, as shown in Fig. 4-(b), for a nonce bit-length l between 16 and
80. In a high security level scenario, a higher secret bit-length is required for
both the DH keys and the nonces, which makes the use of a typical OoB-based
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scheme extremely unsuitable. Furthermore, the risk of dealing with a sophisti-
cated contextual attacker prevents the use of a context-based pairing scheme.
These inconveniences can be mitigated using COOB since the time gain can
exceed 50% of the whole pairing time required by the other OoB-based schemes
and a level of security can be assured by the use of an Out-of-Band channel that
only transfers half of the authentication bits.

Our hybrid design guarantees a optimal pairing time in comparison with
the other schemes that rely on low-bandwidth Out-of-Band channels. This time
reduction enhances the usability aspect of the device pairing process without
demanding an extensive user involvement. Also, this can also be handy in the case
of a group device pairing where the time of use of an Out-of-Band channel grows
linearly with the number of paired devices. Thus, applying our pairwise pairing
scheme to this scenario will provide a further time optimization in comparison
with the use of multiple OoB communications.

6 Conclusion

In this paper, we designed a hybrid secure device pairing protocol that efficiently
combines the use of an Out-of-Band channel with an existing fast contextual
encoding scheme. Our protocol exploits a Diffie-Hellman nonce exponentiation
approach, applied in the context of device pairing, that achieves the temporary
secrecy goal desired in the key authentication process. The use of this technique
results in an optimal computation and communication cost in comparison with
the traditional cryptographic commitment schemes. This technique imposes an
optimal computation and communication cost in comparison with the traditional
cryptographic commitment schemes.

COOB provides security against a sophisticated contextual attacker that
completely controls the ambient environment. This adversary model is not sup-
ported by the existing context-based device pairing protocols. In addition, we
formally validated our design in the symbolic model using the TAMARIN prover.
Furthermore, our scheme reduces the pairing time up to 39% compared to the
OoB-based schemes by relying on a state-of-the-art fast contextual pairing pro-
tocol. This optimization enhances the usability and the reliability aspects in
comparison with the existing OoB-based schemes.
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