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Abstract. Existing approaches to defending Use-After-Free (UAF)
exploits are usually done using static or dynamic analysis. However, both
static and dynamic analysis suffer from intrinsic deficiencies. The exist-
ing static analysis is limited in handling loops, optimization of memory
representation. The existing dynamic analysis, which is characterized
by lacking the maintenance of pointer information, may lead to flaws
that the relationships between pointers and memory cannot be precisely
identified.

In this work, we propose a new method called UAF-GUARD with-
out the above barriers, in the aim to defending against UAF exploits
using fine-grained memory permission management. In particular, we
design a key data structure to support the fine-grained memory permis-
sion management, which can maintain more information to capture the
relationship between pointers and memory. Moreover, we design code
instrumentation to enable UAF-GUARD to precisely locate the position
of UAF vulnerabilities to further terminate malicious programs when
anomalies are detected.

We implement UAF-GUARD on a 64-bit Linux system. We carry
out experiments to compare UAF-GUARD with the main existing
approaches. The experimental results demonstrate that UAF-GUARD
is able to effectively and efficiently defend against three types of UAF
exploits with acceptable space overhead and time overhead.
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1 Introduction

As a memory corruption flaw, Use-After-Free (UAF) vulnerability is defined by
Common Weakness Enumeration (CWE) as an attack that “referencing memory
after it has been freed can cause a program to crash, use unexpected values, or
execute code” [1]. A single UAF vulnerability cannot be exploited in isolation,
and it must be exploited along with other heap memory exploitation techniques
(e.g., Heap Spray [2]). As a result, UAF vulnerability exploitation can often be
discovered from most heap vulnerabilities. The exploit of UAF vulnerabilities
may result in horrifying system corruption, such as arbitrary read, write-back,
and malicious code execution. Arbitrary read may lead to information leakage,
including the system information, user sensitive data, and process memory lay-
out. Once attackers get the process information, they can bypass system security
guards, e.g., Canary [3], PIE [4], ASLR [5], and further combine with other vul-
nerabilities to launch attacks to computer systems. Arbitrary write-back and
code execution may make control flow be easily hijacked in such a way that
attackers may execute preset instructions, potentially get shell and obtain all
the permissions of a system.

There have been some proposed techniques in the literature to address the
UAF vulnerability exploit problem.

Static Detection and Defense. The static analysis is defined to work as fol-
lows: a) converting binary programs into an uniform Intermediate Represen-
tation (IR), in which the conversion methods use small instruction sets, e.g.,
REIL IL [6], Bincoa [7] and BAP [8]); b) analyzing the code of IR with sym-
bolic execution [9] and abstract interpretation [10]; c) building the Control Flow
Graph (CFG) to describe the relationships inter and intra functions. Specifically,
using the analysis results of the famous commercial reverse software IDA Pro
[11] to avoid the repeated analysis for a given function; d) extracting the UAF
vulnerabilities from the analysis results.

Traditional dynamic solutions, such as [12–14], choose to nullify the corre-
sponding dangling pointer - a pointer which points to a freed memory - after
freeing an object. However, it may easily imperil the original program logic and
be extremely difficult to detect the vulnerability where the related pointer is
fulfilled by calculating relative offsets.

Memory error detector, such as [15–17], can also be used to capture UAF
vulnerabilities at runtime. By maintaining the allocated memory status, it may
identify if a given memory is used after being freed. However, if attackers can
control the heap memory allocation process, for instance, they make use of Heap
Spray [2] to force the program to reallocate memory on a freed memory, this
approach may be prone to be bypassed.
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Fig. 1. An example of Type I UAF vulnerability.

Fig. 2. An example of Type II and III UAF vulnerabilities.

We make the following contributions:

– We propose an effective Use-After-Free (UAF) vulnerabilities detection and
defense approach called UAF-GUARD. It can prevent pointer abuse and fur-
ther defend the exploits of all types of UAF vulnerabilities (we define in this
work) through checking the permission of the pointer-to-memory at runtime.

– We design a key data structures, which can maintain more information
between pointer and memory, to concisely represent the relationship of them.

– We implement UAF-GUARD and evaluate its performance. The evaluation
result shows that our UAF-GUARD approach can efficiently detect all the
defined vulnerabilities with 5.7% space on average and 22% time overhead,
respectively.

2 Background

In this section, we introduce the principle and exploitation of UAF vulnerabili-
ties, and we define three types of UAF vulnerabilities to describe the character-
istics of UAF and the difficulty of defending.
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2.1 Use-After-Free Exploits

When an operating system allocates dynamically memory to a process through
the brk or mmap system call (in Linux), the memory allocated to the process
should be managed by the memory management mechanism in order to get rid
of memory fragmentation. But we have to state that after being freed by these
mechanisms, the allocated memory will yield UAF exploits if there is a way to
access this memory.

2.2 Three Types of UAF Vulnerabilities

To understand the UAF vulnerability more clearly, we categorize the UAF vul-
nerabilities into three types as shown in Table 1 according to the source of
exploited pointers and the difficulty of exploits.

Table 1. Three types of UAF vulnerability.

UAF
vulnerability Type Attack Means

Type I original allocated pointer
Type II fulfilled by pointer propagation
Type III fulfilled by calculating relative offset

Type I allows attacker to directly leverage the pointer that is allocated with
the corresponding memory space, to run read/write/execute operations. This
type of vulnerability is due to the lack of carrying out the nullifying of the
pointer in time, which results in dangling pointer. We state that Type I is the
most common UAF vulnerability that may be easily exploited, and we show an
example of the vulnerability of this type in Fig. 1.

In Type II, a pointer is obtained by pointer propagation (see ptr2 in line 7 of
Fig. 2). It has to rely on an existing pointer which points to a freed memory. For
example, the pointer variable ptr is returned when memory space is allocated,
but the value of the variable ptr2 is made identical to ptr by assignment. The
UAF vulnerabilities caused by ptr2 should belong to Type II (please refer to an
example in Fig. 2, at line 11).

Type III enables the pointer to be obtained by directly calculating offset,
rather than by using the existing pointer which has already pointed to a freed
memory. Type III vulnerability is typically exploited by combining multiple pro-
cessing logic (please refer to Fig. 2, at line 12). Its exploitation may require the
combination of other vulnerabilities, such as integer overflow and stack segment
overflow.
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3 UAF-GUARD Design

In this section, we present an overview of UAF-GUARD. To improve the per-
formance of defending against the UAF vulnerabilities, we propose two key data
structures before proceeding to the design of UAF-GUARD. We then intro-
duce our technical details w.r.t. static instrumentation and runtime defending.
Finally, we propose a target instruction filtering algorithm to optimize the detec-
tion overhead.

Fig. 3. The overall framework of UAF-GUARD.

3.1 Overview

To detect the UAF vulnerabilities, UAF-GUARD checks the permission of
pointer to memory for each pointer operation at runtime and strictly limits
the usage of pointer in user space.

As described in Sect. 2.1, a successful exploitation over a UAF vulnerability
requires the following needs: a) the memory management mechanism frees the
allocated memory, b) attackers read/write the freed memory or execute code, and
c) proceed to subsequent exploitations, including reallocating the freed memory,
information leakage and control flow hijack.

An overview of our design is illustrated in Fig. 3. The overview is based on
LLVM [18] compiler framework/system. The “UAF-GUARD pass” in Fig. 3 is
realized by the LLVM PASS (which is a module of code optimization in LLVM).
UAF-GUARD participates in the compilation and linking process of the source
code so that it can a) insert the instrumentation code in the compiled target
program, b) link the compiled function library with the binary program during
the linking process, and c) implement the instrumentation function to produce
the protected binary program.
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Fig. 4. Data types of meta-data and ptr-data.

Fig. 5. Data structure of the relationship between memory and pointer.

3.2 Key Data Structures

To verify the permission of pointer-to-memory in a convenient way, we first
design a key data structures: data structure for memory, pointer and their rela-
tionship.

Data Structure for Memory, Pointer and Their Relationship. We here
design “special” data structures to record the information of memory, pointer
and their relationship, which will be used for subsequent maintenance of the
permission of pointer-to-memory.

Figure 4(a) shows the data type of the meta-data which describes the memory
block. The meta-data includes three fields: addr, next-addr, and size|rwx.
addr indicates the starting position of the data in memory chunk. next-addr
represents the next data structure address in the linked list associated with the
memory, which contains two types of address: a) the data structure address
describing the pointer information (which is the permission of the pointer to the
memory), and b) 0xFFFFFFFF (taking 32-bit system for example) indicating
that there is no pointer pointing to the memory. The last field size|rwx consists
of two parts, in which size is the size of the memory. Since the memory block
allocated by ptmalloc2 is 8 byte aligned in 32-bit operation system - i.e. the size
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of this field is a multiple of 8, and thus we can utilize the last three bits of this
field (rwx) to store the permissions (i.e., read/write/execute) of memory. Such
permission information will be checked in our later instrumentation realization
(see Sect. 3.3).

Figure 4(b) illustrates the data type ptr-data which describes the pointer
information. ptr-data has three fields: addr, next-addr, and pre-addr, in which
addr indicates the address of pointer variable, next-addr shares the same defini-
tion as in meta-data, and pre-addr indicates the previous data structure address
in the linked list associated with the pointer. The last field contains two types of
address: a) the data structure type address describing the pointer information
which has permission on the same memory, and b) the address of the memory
meta-data which referred by the pointer, indicating that the pointer has the
permission to the memory.

Figure 5 presents the data structure of the relationship between memory and
pointers. Memory and pointer metadata are stored in a red-black tree structure.
In addition, UAF-GUARD needs a doubly linked list for describing the permis-
sion of pointers to memory. This is done by utilizing the fields including pointer
information in meta-data data type and ptr-data data type. The dotted line
indicates the indirect pointing relationship. The operation in the doubly linked
list is relatively simple through the pointer operations, including inserting and
deleting elements.

The data types proposed in this section can be used to describe the infor-
mation of memory and pointer at bit-level granularity, which means that our
memory permission tracking provides a bit-level granularity. Traditional process
memory permissions are coarse-grained, usually divided by “segment” or further
by “section”, which owns the consistent access permissions. Our UAF-GUARD
divides memory permissions more properly. The minimum unit of memory per-
mission is 64 bit. Bit-level granularity makes more precise and flexible control of
memory permissions, and hence it performs better in preventing pointer abuse.
In addition, the doubly linked list is sufficient to describe the many-to-one rela-
tionship between pointers and memory.

In real-world applications, the number of the pointers linked to the same
memory is relatively small (since m is small), therefore the complexity of the
traversal operation should be acceptable.

3.3 Technical Details

In this section, we introduce the technical details of our UAF-GUARD, including
the mechanism of static instrumentation and the design of the runtime library
for achieving the goal of runtime defenses.

Static Instrumentation. Static instrumentation for our UAF-GUARD is
implemented in the LLVM compiler framework/system, therefore the source code
can be compiled into an intermediate representation based on LLVM IR. The
UAF-GUARD aims to achieve the following goals based on LLVM: a) gener-
ate the corresponding meta-data for each memory allocation, and b) for each
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pointer operations, propagate the associated memory information or updating
the memory permissions of the pointer, so as to protect all the heap memory
blocks.

In the compilation phase, we traverse each instruction in each function, parse
all related instructions with the pointer operations using LLVM IR, and save
the corresponding parameters and opcodes into the preset variables. We classify
the parsed instructions obtained from previous step according to the LLVM IR
instruction set, and insert the corresponding instrumentation functions according
to each instruction.

The handling details for each type of instruction in LLVM IR are described
as follows.

a) Memory allocation, reading and writing instructions.

– Memory allocation/free instructions. Since the call instruction sends request
to the heap for memory space, it should be invoked. Taking C++ in Ubuntu
Linux x86 system as an example, we use call@malloc(k) as the memory
request function that returns is (i8*)ptr, where k is a positive integer. In
the UAF-GUARD, we insert an instrumentation function create(ptr, k)
to record the allocated memory block after this instruction. If the memory
block is successfully allocated, the record is inserted into the data structure.
Freeing the memory, we need to use call@free(ptr), therefore, we should
insert an instrumentation function remove(ptr) to delete the record of the
memory block before the instruction. If the record is successfully deleted, the
instruction will be executed.

– Memory reading instruction. Since the load instruction leverages the pointer
to read process memory, which is equivalent to using the read permission
of the pointer, we insert an instrumentation function check(ptr) before the
load instruction. The load instruction usually uses %val = load i32, i32*
%ptr. If check(ptr) doesn’t throw an exception, the instruction will be exe-
cuted (but not the other way around). We insert an instrumentation function
trace(ptr, val) before the instruction if val is a pointer type. If ptr is a
valid heap memory address after parsing, val will get the permission of the
memory, which is called “permission propagation”. Otherwise, if ptr is an
invalid address, the instruction cannot be executed.

– Memory writing instruction. The write instruction usually uses store i32 3,
i32* %ptr, before which we insert an instrumentation function check(ptr).
Since the instruction uses the pointer to write into the process memory,
which is equivalent to making use of the write permission of the pointer.
If check(ptr) doesn’t throw an exception, the instruction will be executed,
and otherwise, it will not be executed.

b) Arithmetic operation and bit operation instructions, including add/fadd,
sub/fsub, mul/fmul, udiv/sdiv/fdiv, urem/srem/frem, shl, lshr, ashr, an-
d, or, xor. UAF-GUARD focuses on the instructions associated with the heap
memory pointer. When the arithmetic result includes pointer ptr, we insert an
instrumentation function trace(val, ptr) before the instruction (if the instruc-
tion directly assigns the result to the pointer ptr). Namely, the right value val
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calculated by this instruction is assigned to the pointer variable ptr, so as to
change the address pointed by the pointer. If the value is a valid address, the ptr
will get the permission of the memory and be recorded into the UAF-GUARD
data structure.

Runtime Defending. According to the preset instrumentation functions in the
compilation process of the static instructions, we design a runtime library for
UAF-GUARD to fulfil the task of runtime defending. There are four main instru-
mentation functions, known as create(), trace(), check(), and remove().

create(). The instrumentation function create(ptr, k) is to build the per-
mission relationship between pointer and memory. The ptr is a pointer storing
the address of the memory that is allocated by the heap memory management
mechanism, and k is the size of the heap memory space that requested by users.
The design of create() is described as follows.

a) If the value of ptr is null, which means that malloc() has not successfully
allocated the memory, then we stop building the permission relationship.
b) Otherwise, we build the meta-data of memory block and ptr-data of point-
ers according to the value of ptr and k, and establish the relationship of
meta-data and ptr-data in doubly linked list. Moreover, we insert the meta-
data and ptr-data into the enhanced red-black tree to accelerate the querying
process. We use the memory address and pointer address as the keys of meta-
data and ptr-data, respectively.

check(). The instrumentation function check(ptr) is to check the permission
of pointer to memory, where the ptr is the pointer to be checked. The process
of check() is described as follows.

a) Get the address and value of the pointer from ptr.
b) Search the information of the pointer in the structure. If the ptr-data of this
pointer cannot be found, it indicates that the pointer is abused. Otherwise, if
we get the information of the ptr-data, we can further trace the meta-data of
the memory associated by the pointer in the doubly linked list, and calculate
the scope of the memory block to determine if 1) the value of ptr is within the
scope so as to prevent the pointer being obtained by assigning or calculating
offsets; and 2) the pointer has the corresponding permissions in memory read,
write, and execute. If the ptr can satisfy the above two conditions, the ptr
will pass the detection.

trace(). The instrumentation function trace(ptr1, ptr2) is to transfer the
memory permission between pointers, where the ptr1 is a heap memory address
or a pointer that points to a heap memory block, the ptr2 is the pointer to be
assigned, and trace() is an overloaded function to handle different parameters.
The process of trace() works as follows.
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a) If ptr1 is a pointer, we determine if ptr1 is legal by checking its address
and value (that is, if the memory which ptr1 points to is an allocated available
memory).
b) If ptr1 is a heap memory address, we determine if the address is a valid
and allocated heap memory address.
c) If ptr1 is illegal, the status information will be recorded and the program
will throw an exception.
d) If ptr1 is legal, we check if the information of ptr2 has been built. If not,
we build the ptr-data of ptr2, which will be inserted into the tree structure.
Lastly, the permission transferring is accomplished after the ptr2 is inserted
into the doubly linked list of ptr1.

remove(). The instrumentation function remove(ptr) is to remove the permis-
sion of pointer to memory. The process of remove() works as follows.

a) If ptr is a heap memory address, we check if the address is valid. If not,
it indicates that the memory to be freed is the pointer’s unprivileged mem-
ory, unallocated memory or freed memory. Otherwise, we maintain the data
structure to find the pointer information ptr-data of all associated pointers
and meta-data of the corresponding memory block. After that, these elements
from the tree structure are removed.
b) If ptr is pointer, removing the permission indicates the end of the pointer
life cycle. We further decide if the ptr exists in the tree structure. If yes,
delete them from the doubly linked list and the tree structure. Otherwise, it
indicates that the pointer is not pointing to a memory block.

4 Experimental

To verify the effectiveness and efficiency of our design, we present a prototype
implemented for our UAF-GUARD and compare it with the related ones. Our
experiments include the security and performance tests. Note that the source
code of our UAF-GUARD is publicly accessible: https://github.com/UAF-
GUARD/sourcecode.

4.1 Experimental Environment

First, we evaluate the defending effectiveness of the UAF-GUARD over all types
of UAF vulnerabilities, and further test the well-known CVE vulnerabilities in
multiple versions of programs including Chrome, Wireshark, and OpenSSL. We
further calculate the runtime overhead of the UAF-GUARD in the compiling
phase. To bring simplicity and fairness in the comparison, we use the same
pending programs across the related works, e.g., bzip2, and gcc. Finally, we
analyze the runtime overhead of the UAF-GUARD based on the compilation
results, and prove that UAF-GUARD can ensure the security of program at
runtime.

All the experiments in this paper are accomplished on a PC with the con-
figuration: eight-core Intel Core i7-6700HQ CPU @ 2.60 GHz, 16 GB RAM and
500 GB SSD, with 64-bit Ubuntu 16.04 (Linux Kernel 4.16).

https://github.com/UAF-GUARD/sourcecode
https://github.com/UAF-GUARD/sourcecode
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Table 2. Comparison between UAF-GUARD and DANGNULL.

Vulnerabilities Incidence
Position Of

Vulnerabilities
Type

Detection Result

UAF-GUARD DANGNULL

CVE-2010-2939
OpenSSL 1.0.0a,

0.9.8,0.9.7
0x800000000

22ba510 II SIGSEGV SIGSEGV

CVE-2016-4077
Wireshark 2.0.0-

2.0.3 - II SIGSEGV SIGSEGV

CVE-2013-2909
Google Chrome

30.0.1599.66 0x1bfc9901ece1 II SIGSEGV NORMAL

CVE-2013-2909
Google Chrome

30.0.1599.66 0x7f2f57260968 II SIGSEGV NORMAL

CVE-2013-2918
Google Chrome

30.0.1599.66 0x490341400000 III SIGSEGV TRIGGER

CVE-2013-2922
Google Chrome

30.0.1599.66 0x60b000006da4 II SIGSEGV NORMAL

CVE-2013-6625
Google Chrome

31.0.1650.48 0x897ccce6951 II SIGSEGV SIGSEGV

CVE-2012-5137
Google Chrome

23.0.1271.95 0x612000046c18 II SIGSEGV ASSERTION

4.2 Effectiveness of Detection

Our experiment uses the same vulnerabilities included in the three vulnerable
Chromium versions in DANGNULL. To make the experimental results convinc-
ing, we leverage two mainstream software, known as OpenSSL and Wireshark,
to exam their open vulnerabilities.

Table 2 is the comparison results between UAF-GUARD and DANGNULL.
By “SIGSEGV”, “TRIGGER”, “NORMAL” and “ASSERTION” we mean
“throw a exception”, “trigger the vulnerability”, “run in a normal way”, and “the
security assertion of Chrome”, respectively. Compared to DANGNULL, UAF-
GUARD is able to detect and terminate the execution of instruction in time. It
is worth mentioning that DANGNULL does not throw SIGSEGV exception in
some cases, such as CVE-2013-2909, and CVE-2013-2922. The reason behind is
that the program can enter other execution paths through the branch structure
after nullifying the pointer, and hence the program can re-execute normally. As
a result, the position of the vulnerabilities cannot be reported as UAF-GUARD
does. The ASSERTION result for CVE-2012-5137 is caused by the security asser-
tions in Chrome, rather than by DANGNULL itself.

Through the above analysis based on real-world vulnerabilities, we can con-
clude that UAF-GUARD is highly competitive with the other runtime detection
methods. Although DANGNULL is slightly more lightweight, the insufficient
pointer information makes it suffer from the potential risk of bypassing.
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4.3 Performance

In the performance tests we test the changes of the program at the static com-
piling and linking, which may include both the file size and the instrumentation
functions, and we further test the extra overhead generated by UAF-GUARD
at runtime.

Overhead at Compiling and Linking Process. We measure the changes of
the programs by counting the difference between the file size before and after
compiling and linking, and gathering statistics for the instrumentation functions.
The experiment counts the related information at compiling-linking process for
16 programs, including 11 C programs and 5 C++ programs. We implement the
test for UAF-GUARD based on the LLVM Compiler project, and the experi-
mental results are shown in Table 3.

Table 3. The space overhead of UAF-GUARD in compiling and linking. Note Before
Compilation represents the size of program before compiling, Increase indicates the
increased size of program for detection after compiling and linking, Percentage shows
the size of fixed dynamic library without calculation, and Instrumentation Function
represents the number of instrumentation functions inserted in detection.

Name Language
File Size

Before
Increase

DANGNULL Percentage UAF-GUARD Percentage

gcc C 8380KB 768KB 4.7% 618KB 2.7%
soplex C++ 4292KB 453KB 1.9% 428KB 0.9%
povray C++ 3383KB 513KB 4.2% 479KB 2.6%
h264ref C 1225KB 420KB 4.1% 423KB 2.7%
gobmk C 5594KB 416KB 0.8% 426KB 0.6%
chromium C++ 1858MB 10MB 0.5% 7M B 0.3%
sjeng C 276KB 386KB 5.8% 396KB 2.2%
namd C++ 1182KB 382KB 1.1% 417KB 2.3%
hmmer C 814KB 396KB 3.2% 420KB 3.7%
sphinx3 C 541KB 389KB 3.5% 422KB 5.9%
milc C 351KB 386KB 4.6% 419KB 8.3%
astar C++ 195KB 378KB 4.1% 410KB 10.2%
bzip C 172KB 378KB 4.7% 399KB 5.2%
mcf C 53KB 376KB 11.3% 404KB 26.4%
libquantum C 106KB 378KB 7.5% 400KB 9.4%
lbm C 37KB 374KB 10.8% 393KB 8.1%

Average 117.7MB 1.1MB 4.55% 0.8MB 5.7%

Table 3 shows that for the small programs, the space overhead of UAF-
GUARD is quite close to that of DANGNULL, but for the larger programs,
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the space overhead of the program is less than that of DANGNULL, with a
decrease from 0.2% to 2% (the first 6 rows in Table 3).

Since the size of the different programs differs, the amount of instrumentation
function should be different accordingly. This leads to a fact that the changes
of the file size are also inconsistent. UAF-GUARD requires the support from
the runtime library with a size of about 390KB. But we state that this extra
overhead is necessary for recording the pointer status so that we can guarantee
the precise detection and defense over the UAF vulnerability exploits.

Runtime Overhead. We design and implement a chrome plug-in for UAF-
GUARD, which records the results of accessing the Alexa top 100 websites. The
average increased time overhead is 22%. Due to space limit, we here only list the
results for the top 8 (out of the 100) websites in Table 4. Each group of the results
represents the average time taken by the website from the loading to finishing
rendering of the web pages in the 1000 repeated experiments. In this way, we
try to precisely reflect the user’s experience after deploying UAF-GUARD.

Table 4. The rendering time of accessing web pages by the chromium. Note that
Requests and DOM Nodes represent the number of requests and the number of DOM
Nodes from loading to finishing rendering the pages, respectively. Rendering Time
shows the rendering time after the chromium protected by UAF-GUARD and DAN-
GNULL, in which the time is the mean of the results from one thousand experiments.

Website
Complexity of Page Rendering Time

Requests
DOM
Nodes

Original
Time(s)

DANG-
NULL(s) Increase(%)

UAF-
GUARD(s) Increase(%)

qq.com 92 2604 0.53 0.75 41.5 0.69 30.2
youtube.com 54 2397 3.11 4.13 32.8 3.90 25.4
baidu.com 21 142 0.21 0.25 19.0 0.25 19.0
taobao.com 80 1069 0.31 0.38 22.6 0.38 22.6
google.com 24 360 1.11 1.35 21.6 1.36 22.5
amazon.com 216 1508 2.28 2.66 16.7 2.67 17.1
gmail.com 52 240 1.82 2.23 22.5 2.24 23.1
twitter.com 18 668 3.45 3.81 10.4 3.97 15.1

Average 80 1124 1.73 1.95 21.7 1.94 21.9

In Table 4, the average time overheads of UAF-GUARD and DANGNULL
are increased by 21.9% and 21.7% respectively, which shows that both methods
share similar performance w.r.t. the average time overhead. The rendering time
of a normal website is within about 2 s, and the extra time overhead is about 0.5
s, which is almost “imperceptible” to website clients. With the increase of DOM
node number, our UAF-GUARD performs better than DANGNULL (please refer
to the first 2 rows in Table 4).
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5 Conclusion

In this work, we have proposed a novel approach called UAF-GUARD, based
on a design over fine-grained memory permission management, with the aim to
identify and locate UAF vulnerabilities. We have also conducted experiments
in which we implement UAF-GUARD on a 64-bit Linux system and employ
it to transform a program into a practical version. The experimental results
demonstrate that our UAF-GUARD outperforms other existing approaches in
terms of detection accuracy and overhead. It also shows that our UAF-GUARD
is able to effectively and efficiently defend all the three types of UAF exploits.

In future work, we plan to design an automated UAF vulnerability discovery
system for defending exploiting heap memory vulnerabilities with more descrip-
tion information of pointers.
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