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The quick response (QR) codes [1] were invented by Japanese company Denso
Wave in 1994 for tracking components in vehicle manufacturing. These barcodes
now are widely applied in location, printing, online advertising, mobile payment
and Internet commerce, etc. With the popularity of smartphones, QR codes
have become a fast and efficient URL connector, known as the “entrance” of the
mobile Internet. They are convenient, easy to convey information. Meanwhile,
smartphones can quickly and easily use built-in cameras or decoders downloaded
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Abstract. With the wide application of quick response (QR) codes,
its security has been paid more and more attention. There are many
steganography schemes to embed the secret message into QR codes,
which can be used in terrorist activities, spread viruses, etc. However,
there is currently no effective scheme for detecting stego QR code. This
paper divides the spatial QR code-based steganography schemes into
three categories and then proposes a steganalysis method for QR codes.
The method includes detecting stegao codes and recovering pure QR
codes, which is realized by the code regeneration, module comparison,
and embedded information filtering operations. Our method can per-
fectly distinguish the stego code and block the transmission of embed-
ded information for the spatial QR code-based steganography schemes.
Theoretical analysis and experiments show that the proposed method is
feasible, universal, and robust.
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from the Internet to decode QR codes.
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With the widespread usage and promotion of QR codes, its security issues
have attracted more and more attention. In 2010, Kaspersky Lab captured the
first attempt to use malicious QR codes for cybercrime, linking the QR codes to
malware for Android (OS) and J2ME (Java). A malicious QR code is usually a
malicious link embedded in a normal QR code. When users scan it, they jump
to malware or a designated website. Recently, vicious crimes based on QR codes
have increased, and the common QR code scam are clickjacking, phishing links,
and Trojan horse viruses, etc. [2].

Data hiding [3,4] and secret sharing [5,6] are common data protection tech-
niques. However, steganography can also be used to embed malicious informa-
tion into a QR code. In recent years, more and more researchers have studied
QR code-based steganography schemes. Some redesigned the QR code module
to embed the secret message, such as [7—11]. The most common method is to
implement steganography based on the error correction capability of the QR code
[12-17]. There is also a scheme of embedding secret information into padding
bits [18]. These QR code-based steganography schemes may be used for terrorist
activities, cybercrime, and so on.

Faced with the security issues of QR codes caused by data hiding technology,
a steganalysis scheme for QR codes is urgently needed to identify the stego code.
The QR code is not only a typical two-dimensional barcode, but also a standard
image. Currently, there are many image steganalysis schemes. Early schemes
used statistical features for steganalysis [19,20]. Avcibas et al. [21] proposed
a scheme to detect the stego image with the aid of image quality features and
multivariate regression analysis. Later, some researchers proposed more complex
feature sets with high dimension to improve the detection performance of ste-
ganalysis, such as subtractive pixel adjacency model (SPAM) [22], Spatial Rich
Models (SRM) [23], and Discrete Cosine Transform Residual (DCTR) [24], etc.
Meanwhile, some feature selection algorithms have also been proposed, such as
the Genetic Algorithm (GA) [25], Binary Bat Algorithm (BBA) [26] and so on.
Recently, many image steganalysis schemes tend to be implemented based on
deep learning [27,28]and convolution neural network [29-31].

However, the above steganalysis schemes are not effective when applied to
QR codes, and many of them require considerable samples to train the model.
Moreover, there is currently no scheme specifically designed to detect stego QR
codes. Meanwhile, the special structure of the black and white blocks of the
barcode does not have general image statistics and texture features, etc. To solve
the increasingly serious security issues of QR codes, and overcome the difficulty
that QR code-based steganography schemes are not easy to detect, this paper
proposes a general steganalysis method of QR codes. The code regeneration and
module comparison operation are used to detect stego codes, and the secret
message is filtered to recover pure QR codes. The contributions of this paper are
summarized as follows.

1. We review the QR code-based steganography schemes and divide them into
three categories according to implementation principles.
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2. We design a steganalysis method for QR codes, which contains detecting
stegao codes and recovering pure QR codes.

3. Experiments verify the feasibility and robustness of the proposed method,
and the robustness is consistent with the robustness of the steganography
scheme.

The rest of this paper is organized as follows. In Sect.2, we briefly intro-
duce the features of the QR code, and review the QR code-based steganography
schemes. The proposed method and the theoretical analyses are described in
Sect. 3. Section4 gives experimental results. Finally, conclusions are drawn in
Sect. 5.

2 Preliminaries

2.1 QR Code Features

A QR code consists of black and white squares (called modules). Each module
represents 1 bit of data, where black (white) modules represent 1 (0), respec-
tively. According to the QR code standard, there are a total of 40 different
versions of QR codes. The number of modules in a QR code is determined
by the version number v. For a version-v QR code, the number of modules is
(17 4+ 4v) x (17 4 4v). In addition, the Reed-Solomon code is applied to achieve
the error-correction capability of QR codes. Four error-correction levels (L, M, @,
and H) are available, and corresponding error-correction capabilities are about
7%,15%, 25%, and 30%, respectively.

Figure 1 shows the structure of a standard version-7 QR code. All modules
of a QR code can be divided into two parts: the function pattern and data
region. The function pattern contains the quiet zone, finder patterns, separators,
timing patterns, and alignment patterns, and is applied to locate and identify the
QR code parameters. The data region includes the format information, version
information, and data and error-correction codewords. In general, the function
pattern of the same version QR code is the same, and the data region determines
the essence of the QR code. Through the encoding and decoding phase of the QR
code as shown in Algorithm 1, we analyzed that the same content can generate
the same QR code with the same version and format information.

2.2 Steganography Based on QR Codes

According to the implementation principles of these schemes and the encoding
and decoding characteristics of QR codes, we divide the steganography schemes
based on QR codes into three categories:

1. Redesign the modules of the cover QR code to embed secret information [7—
11]. A module is a pixel block composed of some pixels. Usually, a module is
designed into a 3 x 3 or 5 x 5 pixel block. The key pixels remain unchanged,
and the secret information is embedded in other pixels.
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Fig. 1. Structure of a version-7 QR code.

Algorithm 1. The encoding and decoding phase of the QR code.

The encoding phase

Step 1. Analyze the input data stream to determine the type of characters to be
encoded. And select the required error correction level.

Step 2. Encode the data into a bitstream with every eight bits as a codeword, and
adding padding codewords if necessary.

Step 3. Encode the bitstream with the RS code.

Step 4. Construct the final information and place function patterns in the matrix.
Step 5. Masking the data and error-correction codewords of the symbol.

Step 6. Generate the the format and version information, and then obtain the final
matrix.

The encoding phase

Step 1. Identifie all black and white modules.

Step 2. Decode the format and version information.

Step 3. Remove the mask pattern.

Step 4. Recover the data and error correction codewords.
Step 5. Check the error with error-correcting codewords.
Step 6. Decode the data codewords.

2. Utilize error correction mechanism of the QR code [12-17]. The secret infor-
mation is embedded by modifying the QR code modules within the scope of
fault tolerance. During decoding, the RS code can correct data errors and
recover the correct information.

3. Take advantage of the redundancy of the QR code. The padding bits are added
in each data block if there are insufficient data bits. When constructing the
final information, remainder bits are filled if needed. The secret information
is embedded utilizing these redundant and meaningless bits [18].
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3 The Proposed Method

3.1 The Steganalysis Method for QR Codes

In the proposed method, we first detect the stego code, and then recover the
pure QR code. Among the three types of QR code-based steganography schemes
summarized above, the embedding method based on the redesigned cover mod-
ule is easy to see the difference from the standard QR code. So the embedded
information is directly filtered to recover the pure QR code. For the remaining
two categories, the QR code cannot be determined from the appearance to be
abnormal. Therefore, it is necessary to judge the stego code first, and then filter
out the embedded information. The flow chart of the proposed method is shown
in Fig. 2.

The detailed steps of the proposed method are described in Algorithm 2.
Given a cover QR code, first identify whether it is stego code. If the QR code
is abnormal in appearance, we directly filter out embedded information by code
regeneration. The so-called code regeneration operation, specifically, decodes the
QR code to obtain the cover content, version, and format information, and then
regenerates a pure QR code (called re-code) based on these information. The
original QR code becomes a stego code after embedding secret information. The
re-code is the same as the original QR code in the module distribution. As a
result, the re-code blocks the transmission of secret information to protect the
QR code.

In proposed method, we detect the stego QR codes using the code regenera-
tion and module difference rate (M DR), if the stego code cannot be determined
directly. First, perform the code generation operation to obtain the re-code. Then
compare the re-code with all modules of the cover code to calculate the M DR.
Finally, set the threshold ¢, and the stego code is distinguished based on M DR
and t. If this code is a stego code, output the pure re-code to filter the embedded
information. Otherwise, this code can be used directly without security issues.

3.2 Theoretical Analysis

Feasibility. Filtering embedded information is based on code regeneration oper-
ation, and the detection process also depends on the code regeneration opera-
tion. Therefore, the key to the feasibility of the proposed method lies in whether
the code regeneration operation can be realized. According to the encoding and
decoding processes of the QR code as shown in Algorithm 1, the generation of
QR code is related to cover content, version, error correction capability, and
mask. Given the same cover content, then select the same version and error cor-
rection capability. Eight kinds of mask patterns are fixed, and an optimal one is
selected based on the evaluation. Therefore, when the content, version, and for-
mat information are the same, the QR code is unique. Based on the uniqueness
of QR codes, we can implement the proposed method.
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Fig. 2. The flowchart of the protection for QR codes.

Algorithm 2. The process of protection method for QR codes.

Input: A cover QR code.
Output: A secure QR code.

Step 1. Decode the cover QR code to obtain the cover content, version, and format
information.

Step 2. Regenerate the re-code based on the decoded information.

Step 3. Determine whether the cover code is a stego code. If it can be determined
directly, go to Step 6; otherwise, go to Step 4.

Step 4. Compare the re-code with all modules of the cover code to calculate the
MDR, and set the threshold t.

Step 5. If MDR > t, go to Step 6; otherwise, go to Step 7.

Step 6. Output the re-code.

Step 7. Output the cover QR code.

Universality. The QR code-based steganography schemes are divided into three
categories according to the implementation principles. Our proposed method is
applicable to all three types of stego QR codes. On the one hand, the code
regeneration operation is carried out directly to recover a standard pure QR
code for the abnormal code. On the other hand, the detection of the stego code
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depends on our steganalysis scheme for codes without obvious abnormalities.
The embedded secret information will cause changes in QR code module. As
long as the module changes, it will be successfully captured by our steganalysis
scheme. Therefore, the proposed method can be applied to the protection of all
QR codes. In addition, the idea of our proposed method can also be used to
protect all barcodes.

Robustness. The robustness of our proposed method depends on the robust-
ness of decoding. As long as a standard decoder can decode a QR code, we can
perform steganalysis and protection. Generally, the QR code-based steganogra-
phy schemes will ensure that the QR code can be decoded normally to reduce the
probability of being discovered. So the stego code has good robustness and can
resist various noise and other attacks. In our proposed method, the robustness
of steganography determines the robustness of steganalysis. As long as the stego
code can be decoded normally, our scheme is effective.

Threshold Estimation. Embedding secret information will cause changes to
the QR code cover module, but this change will be within the error correction
capability to ensure correct decoding. So based on the number of modules used
for error correction, we can roughly estimate the upper limit of the threshold
t as shown in 1. Where n represents the total number of modules, and ecc
denotes each error correction level provides error-correction capabilities (L ~ 7%,
M ~ 15%, H ~ 25%, Q ~ 30%).

b |n-eccx8/2] |4 xn-ecc] ()
PTTF w) (A7 +40) (17 + 40)(17 + 4v)

Generally, there are no error modules for electronically printed QR codes.
That is, the error rate is 0. In addition, our proposed method adopts the module
difference rate instead of the pixel difference rate, which can also overcome the
interference caused by noise, blur, printing, etc. Because the change of a pixel
will not affect the recognition of the module. Therefore, we set the lower limit of
the threshold #; = 0.01. In summary, if 0.01 < MDR < %, it means
that the QR code is embedded with secret information.

4 Experimental Results and Comparison

In this section, to verify the effectiveness of the proposed method, experiments
are given for each type of stego code in Python and executed on a PC with
a 3.40 GHz CPU and 16.0 GB of RAM running the Windows 7 operating sys-
tem. Since some steganographic algorithms based on QR codes are not open
source, the test sample codes used in the experiment are screenshots from the
corresponding papers.
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Figure 3 shows the experimental results of the proposed protection method
for stego codes based on module redesign. Figure 3 (a) is a nested QR code cap-
tured from [9]. The outer QR code encodes the URL “https://www.yzu.edu.tw”,
and the inner QR code is the URL “https://www.youtube.com/watch?v=9i_
UQC4znvu”. Figure3 (c) is the re-code based on the outer QR code. Figure 3
(e) shows a two-level QR code taken from [10]. Figure 3 (g) is the re-code accord-
ing the public-level message “cover Response Code 1”. Figure 3 (a) and (e) are
obviously abnormal QR codes. Figure 3 (¢) and (g) are re-code which remove the
embedded content. Figure3 (b), (d), (f) and (h) are the decoding of Fig. 3 (a),
(¢), (e) and (g), respectively. From the decoding result, the re-code and cover
code can carry the same information and achieve the same function.

Figure4 shows the experimental results for stego QR codes based on error
correction mechanism and encoding redundancy. Figure4 (a) is a version 1-L
stego code based on error correction mechanism captured from [14]. Its public
message is the URL “fcu.edu.tw”, and the embedded secret is the number “297,
which requires a specific decoder to decode it. Figure4 (b) shows a secure QR
code generated based on public message. Figure 4 (¢) shows the different modules
marked in red modules between the cover code and re-code, and M DR = 7.710%.
Figure4 (d) is a version 40-M QR code embedded with secret message. Its pub-
lic message is “guofangkejidaxuedianziduikangxueyuan”, and the secret message
“This the a secret.0000...” is embedded in the padding bits of the QR code.
Figure4 (e) shows the re-code. Figure4 (f) displays the different modules with
5.471%.

Experiments for robustness verification were conducted. The cover QR codes
of the steganalysis samples are all derived from QR code-based steganography
schemes related papers of. Experiments show that our method can accurately
distinguish stego codes from all samples, and the embedded messages can be
filtered through code regeneration. The robustness of the proposed protection
method is consistent with the robustness of the corresponding steganography
scheme. As long as the stego QR code can be decoded by a standard decoder,
our proposed method can work successfully.

Table 1 compares the properties of classic image steganalysis schemes with
our method. The schemes in [21,23,27,29] are classic image steganalysis methods
and require many samples to train the model. However, when they are applied to
QR code detection, the effect of steganalysis is not ideal. Our scheme adopts code
regeneration operation, only one cover QR code is needed to realize real-time
protection, and the detection effect is perfect.


https://www.yzu.edu.tw
https://www.youtube.com/watch?v=9i_UQC4znvu
https://www.youtube.com/watch?v=9i_UQC4znvu

480

J. Chen et al.

Position:(8.5,4.61437.6.4. 818 3,426 11437 4 428 3) E

Color Normal, Direct
Version: 2 I
Ermor level:M, Mask:2
Content:
hitps:/fwww.yzu.edu tw

(b)

Position:(10.6,8.9(351.4,9.01{10.6,346.51{351.9, 347 1)
Color Normal, Direct

Version: 3 -
Eror level:M, Mask:1
Content

cover Response Code 1

()

[=]C

[=]:

E Position:(10.0,10.01{260.0,10.01{10.0,260.0260.0,260.0)

Color Normal, Direct
Version: 2

Enor level:M, Mask:2
Confent:
hitps:/fwww.yzu.edu v

(c) (d)

[=] o =]

Color Normal, Direct
Version: 3

Enor level:M, Mask:1
Content

= cover Response Code 1

(8) (h)

- :I Position{10.0,10.01300.0,10.0110.0 300.01300.0.300.0)

Fig. 3. The proposed protection method for stego codes based on module redesign. (a)
shows the nested code taken from [9]. (b) is the result of decoding (a). (c) is the re-code.
(d) presents the decoding result of (c). (e) is the stego code taken from [10]. (f) shows
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Fig. 4. The proposed protection method for stego codes. (a) — (c¢) are based on error
correction mechanism, and (d) — (f) are based on the padding code. (a) shows the
cover code taken from [14]. (b) is the re-code. (c) displays the differences between (a)
and (b) with MDR = 7.710%. (d) is the cover code from [18]. (e) is the re-code. (f)
shows the differences between (d) and (e) with MDR = 5.471%.
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Table 1. Comparisons of the proposed method and classic image steganalysis schemes.

Based method Main Detection The steganalysis effect | Number of samples
Object for QR codes required
[21] | Image quality Image Not ideal Many
metrics
(23] | Rich models Image Not ideal Many
[27] | Deep learning Image Not ideal Many
[29] | Convolutional Image Not ideal Many
Neural Network
Our | Code regeneration | Barcodes Perfect One

5 Conclusion

This paper proposes a general steganalysis method of QR codes. We apply the
code regeneration and module comparison operation to distinguish the stego
QR codes. Furthermore, the embedded message can be filtered out by code
regeneration to recover the pure QR code. The proposed method can effectively
determine the stego QR code and block the transmission of secret messages.
The accuracy of steganalysis is almost 100%, and the proposed method has a
perfect effect on QR code protection. In future work, researchers could attempt
to extend this method to other barcode protection, design a model to protect
all barcodes, and further focus on studying steganalysis methods based on deep
learning for QR codes.
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