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Abstract. Fraudulent activities are a complex problem, and still evolve
in a continual basis in all company sectors. These activities are considered
as one of the major difficulties the insurance companies have to deal with
on a daily basis. Thus, insurers are looking for ways to effectively manage,
control, and mitigate fraud. In addition, improving profits by minimizing
fraud is the main goal. The exponential amount of information collected,
and the technology evolvement has been a strategy to address frauds.
The Internet of Everything enables organizations to access diverse infor-
mation’s resources through the interconnection of people-to-machines,
which involves machines, data and people, contributing to increase their
knowledge and intelligence. In the world of technology, Machine Learning
has been widely implemented in multiple contexts. The insurers compa-
nies start using Machine Learning to support the detection of fraudulent
complaints through the application of algorithms aimed to find patterns
in a database, which are hidden through a large amount of data. This
paper intends to present the use of Machine Learning technology to sup-
port the insurers companies to detect fraudulent activities and further
analyze the impacts of technology in people and thus enable to achieve
a more rapid and accurate information.
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1 Introduction

The core of a company’s mission revolves around its people, as they are essential
to its growth. The Internet of Everything (IoE) refers to the interconnectedness
of people, processes, data, and things, which enabling real-time data extraction
and analysis, with a focus on automating processes for the benefit of individuals
and organizations. Previously separate entities are now connected to the internet,
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including machine-to-machine (M2M), person-to-machine (P2M), and person-to-
person (P2P) systems. The convergence of these elements through the IoE allows
businesses to leverage their benefits and accomplish their objectives [17].

Technology is clearly an important factor in the IoE. Langley et al. [13] divide
the IoE into 4 areas:

— IoT - is a subset of IoE, which connects things to provide new possibilities
for enhancing the level of intelligence of things;

— Data - is considered the key, enabling technological development, driving the
growth of smart things;

— Artificial Intelligence - where “intelligent” things are understood as objects
that are sensing, reasoning and performing actions based on input data to
achieve a certain predefined goal;

— Semantic Interoperability - the ability of heterogeneous devices to understand
each other.

Insurers companies encounter a significant challenge in identifying and
detecting fraud committed by policyholders. Given the severity of this issue and
the substantial financial losses it can incur for insurers, this work aims to present
a solution to mitigate or minimize the impact of fraud in these organizations.

The aim of this study is to explore a solution that can aid in identifying fraud-
ulent claims, thereby minimizing the harm caused to organizations. Additionally,
the study presented seeks to address the main research question: how do models
inherent to Machine Learning assist and enhance fraud detection measures in
insurance companies?

This paper is organized as follows: Sect. 2 provides an overview of the insur-
ance industry, with a specific focus on auto insurance. This section will also pro-
vide information on fraud and its detection; Sect. 3 deepens the study in a more
specific manner, exploring the use of Artificial Intelligence and Machine Learn-
ing technologies in detecting fraud, and presenting possible solutions; lastly, in
Sects. 4 and 5 are presented conclusions and outlines future work, respectively.

2 Insurance Business Area Overview and Fraud

In 2020, the insurance penetration rate in OECD (Organization for Economic
Co-operation and Development) countries was 9.4 %. This suggests that the
insurance industry plays a significant role as a key component of the global
economy [12]. Why is insurance so important? Insurance plays a critical role in
a company’s growth by protecting its financial well-being. Insurance companies
provide information about potential risks and the likelihood of loss, thereby min-
imizing investment risk. As a result, insurers can motivate companies to take a
long-term view and increase their risk tolerance. Insurance companies also make
a significant contribution to the growth of the capital market in the global econ-
omy by managing substantial assets, enabling them to mobilize national savings
and bridge the investment gap in emerging markets [7].
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2.1 Fraud

Fraudulent activities, such as malicious acts, pose different financial and legal
problems in different markets. Within the insurance industry, a significant num-
ber of fraud cases are identified each year when, according to the report on
insurance fraud presented by FRISS in 2022, 18 % of claims in 2020 were fraud-
ulent and in 2021 this figure rose to 20 % [8], and it is estimated that fraudulent
claims account for 10 % of claims costs in Europe [19].

A study has identified a generic fraud control model that an insurer goes
through when it receives a new claim, as shown in Fig. 1. This model consists of
three distinct phases. The first phase, focuses on determining the nature of the
complaint. It can be resolved quickly and at minimal costs if it is determined to
be non-suspicious.

However, if the complaint is considered suspicious, it requires a human inves-
tigation, resulting in higher costs and resource utilization.
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Fig. 1. Fraud control model, source [21]

The second phase, known as the investigation, involves the use of specialized
investigators who conduct a rigorous and meticulous investigation to uncover the
true nature of the complaint, whether it is fraudulent or not. Finally, in the last
phase, the fraudulent claim is dealt with either through negotiation or litigation
[21].

The costs associated with investigating and resolving fraudulent claims can be
a significant financial burden for insurers, which ultimately impacts honest cus-
tomers through higher premiums. Furthermore, such fraudulent activities create
intense competitive pressure within the insurance market, compelling insurers
to enhance the attractiveness of their products to customers [9].
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While investigating suspicious claims can be a valuable exercise, it is impor-
tant to note that it comes with an additional cost to the insurer. The costs of
investigating fraudulent claims often exceeds the amount recovered, resulting in
financial loss to the insurer. Consequently, the costs of fraudulent claims affects
the profitability of the insurer and can lead to higher premiums for honest cus-
tomers.

2.2 Car Insurance

Regarding the products that insurers provide is auto insurance, which has been
found to be significantly impacted by fraudulent activity, according to several
research studies [20]. Car insurance is mandatory in the European Union, and
covers bodily injury and property damage incurred by third parties and pas-
sengers. When it comes to this type of insurance, there are many factors that
affect customers and their insurance premiums. Some of these factors include
the driver’s experience, age, and vehicle specifications, as well as the expected
repair costs in the event of an accident [4].

2.3 Fraud Detection

Although there are several approaches to mitigating fraud in the insurance indus-
try. There is no definitive solution that is both completely effective and efficient.
One possible measure is the sharing of relevant information among insurers to
facilitate the detection of potential fraud. Border cooperation, the creation of
a dedicated fraud investigation team, partnerships with law enforcement agen-
cies in different countries, and training for insurers’ employees can also help in
reducing fraudulent activity [19].

The ways in which fraud is reduced and detected have been evolving with the
emergence of new technology. Increasingly, researchers are exploring potential
solutions that involve Machine Learning and Artificial Intelligence to develop
predictive techniques that can improve the detection of fraudulent activity. The
following section, introduces Artificial Intelligence approaches to reducing fraud.

3 Artificial Intelligence Approach in Insurance Fraud
Detection

As technology evolves, insurances exploit the potential of those technologies
developing applications to detect and mitigate fraud. Increasingly, potential solu-
tions using Machine Learning and Artificial Intelligence are being explored to
implement predictive fraud detection techniques.

Artificial Intelligence and Machine Learning can be a valuable starting point
to address part of this problem: Artificial Intelligence automatically learns from
data, enabling to make predictions and estimate actions. Additionally, Machine
Learning techniques can further extend the potential for prediction-making by
uncovering implicit or concealed correlations [6].
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Benedek and Ldszlé [4] suggested using data mining algorithms to address
fraud detection. These are designed to search for patterns in a database that
may be difficult to identify due to the large amount of data involved. This study
aimed to determine the most effective of three methods: Decision Tree, Neural
Networks, and Naive Bayes. The researchers identified key factors in analyzing
the data, including vehicle make, accident location, policyholder age and marital
status, policy type, and the vehicle category and price. After analysing the data,
the researchers concluded that the Decision Tree algorithm outperformed the
other methods and was therefore the best choice.

Alternatively, some studies approach fraud detection as a classification issue
and propose methods such as Logistic Regression, Decision Tree, K-Nearest
Neighbor, Bayesian Neural Networks, among others [9]. While there are numer-
ous studies detailing strategies to reduce fraudulent activity, most of them rely
on the implementation of Machine Learning techniques and their corresponding
algorithms.

3.1 Machine Learning

Machine Learning is a type of Artificial Intelligence that enables machines to
effectively interpret data through data learning. It uses mathematical models
called algorithms to collect and analyze data to make a final decision that
matches the user’s request. This technology has the ability to perform tasks
automatically and to learn from the data that is provided to it [15].

Machine Learning offers several types of analysis, two of which are classifi-
cation and regression analysis. Classification analysis uses algorithms to make
decisions or predict behavior, making it relevant to fraud detection. Regression
analysis, on the other hand, attempts to predict the outcome of a continuous
variable based on one or more values. These two analyses differ in their pre-
dictive content, with classification predicting variables from different classes and
regression providing continuous prediction. Since the goal of this study is to iden-
tify suspected fraudulent claims, classification analysis is the most appropriate.
Using algorithms such as the Decision Tree, Naive Bayes and other classification
algorithms, suspicious requests are flagged based on the results of this analysis,
since this type of algorithm tries to predict a certain behavior using variables
from different classes.

3.2 Technologies Solutions

Today, there are solutions that can identify cases of fraud. FRISS is as an exam-
ple of an organization that provides such solutions. Among the products offered,
by this organization is one dedicated to detecting fraudulent activity. This spe-
cific product uses Artificial Intelligence and transparent predictive models to
prevent fraud in real-time. This creates a scenario where the insurer can avoid
paying the customer’s claim. [10]. SAS provides cutting-edge technologies pow-
ered by Artificial Intelligence that enable faster, more efficient analysis. Among
the software solutions that SAS offers, it focus on fraud detection and prevention.
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SAS Detection and Investigation for Insurance is an advanced software program
designed to identify, prevent and monitor fraudulent behavior associated with
insurance claims. This software leverages a range of analytical techniques and
Artificial Intelligence technologies, such as Machine Learning and deep learning,
to improve its detection capabilities. [18].

SHIFT is a company that provides decision-making solutions based on Arti-
ficial Intelligence. The company is focused on providing solutions that enable
insurance companies to automate and streamline their decision-making pro-
cesses, resulting to increased operational efficiency and reduced costs. One of
the many solutions provided by SHIFT is the Shift Claims Fraud Detection
tool. This tool is capable of detecting fraud in claims in real-time and provides
all the relevant information about the claim, along with a detailed explanation
of the conclusion reached [11].

Linkurious is a company that specializes in graph intelligence solutions that
help to easily connect complex data to enable faster more informed business
decisions. Its anti-fraud solution combines Machine Learning with graph analytic
to create a network of customers and their connections in a matter of seconds. By
doing so, it provides the ability to see the full context of a customer or suspicious
claim, filter the data, explore other relationships, and ultimately dismantle fraud
networks [14].

The Table 1 provides a clearer overview of the characteristics of the solutions
offered by the companies.

Table 1. Solution’s Comparison.

FRISS SAS Shift Linkurious
Velocity of — - 3x faster Increase up to
investigations 10x
Number of Over 200 Almost 150 | More than 25 | 2000 companies
insurers and insurers in countries countries
countries more than 40
involved countries
Implementation | 4 months - 4 months -
Time
Number of risk |26 million - Hundreds of |-
assessments per millions
year
Reduce case - 40% - -
alert volume
Expose fraud - 35% - Up to 20%

The data presented in the table indicates that the average implementation
time for each solution is four months, a reasonable and typical duration that can
yield significant benefits to the implementing company. The table shows several
metrics that support the argument, such as the millions of annual assessments,
the reduction in alert cases, and the expedited investigations. These indicators
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ultimately lead to the primary issue addressed in the table, which is the mitiga-
tion of fraud exposure. Typically, increasing the speed of investigations allows
companies to handle cases more efficiently, resulting in greater customer satisfac-
tion with the promptness of the process. In addition, as noted above, minimizing
the risk of fraud provides benefits to organizations, such as reduced costs and
improved financial stability.

4 Adapting Data and Using Machine Learning

Analyzing the insurance company’s data is a crucial step in applying Machine
Learning models. Studying the variables individually, taking into account the
description of each column, the values it aggregates, the type of data, in order
to help clean the data and make any necessary changes, are some steps required
to clean the data. Once the data has been cleaned and the necessary changes
have been made, the relationships between the various attributes are assessed
using a correlation matrix, i.e., Pearson Correlation, Spearman, Kendall, among
others. These matrix’s have different objectives, Pearson’s correlation focuses on
the strength of the linear relationship between two vectors of data, while Spear-
man’s correlation only describes the monotonic degree [22]. Kendall’s correlation
assesses the similarity between two sets of classifications on the same data [1].
Among these correlations, the one that is most appropriate and the one that
will be applied is Pearson’s correlation, since it obtains linear correlations of
quantitative variables.

The Pearson correlation matrix provides values between 0 and 1 (absolute)
where the higher the value, the greater the relationship between the attributes,
known as coefficients. Correlation coefficients are generally used as a first tool to
quantify, visualize and interpret relationships between different attributes. Once
the correlations have been assessed, it is possible to differentiate between certain
attributes and remove those with a very weak correlation, in order to obtain a
dataset with a set of specific attributes.

Azure offers various services and tools for applying DevOps practices that
focus on automating and optimizing processes using this technology, including
continuous integration and continuous delivery (CI/CD) [5]. Azure Pipelines is
one example. This allows CI/CD to be implemented to create, test and deploy
continuously, on any platform and in any cloud [2]. Azure currently offers the
ability to study the best Machine Learning model for a given data set and train
it continuously. In this way, any insurance company can apply Machine Learning
models to its data without requiring much effort or knowledge on the subject.
Despite this Azure offering, each insurance company also has the opportunity to
choose its own model and apply it.

However, it is necessary to mention the need to carry out tests in order to
detect flaws and possible improvements, where the effectiveness of a Machine
Learning model in identifying fraudulent cases as correct or incorrect can be
related to various causes, including: the quality of the data, limitations of the
algorithm and also the complexity of the problem.
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5 Conclusion and Future Work

In conclusion, the impact of fraudulent claims on the insurance market cannot
be overstated, as it can destabilize economies and affect people’s cost of living
[3]. These consequences highlight the critical need for organizations to invest
in advanced technologies to prevent fraud and protect their reputations and
financial stability, since traditional methods such as hiring companies focused
on assessing claims can be rather time-consuming and may not even result in
a reliable response. In this context, methods involving Machine Learning are
increasingly considered the best alternative, as they allow insurers to analyze
the relationships between various data automatically, leading to a shortening of
investigation time.

Artificial Intelligence and Machine Learning, in particular, offer promising
solutions to address this issue. The potential for these technologies to transform
the insurance industry was recognized by Forbes Magazine, which named Arti-
ficial Intelligence as one of the top technology trends for 2022 [16]. As Artificial
Intelligence continues to advance, it is likely to become an increasingly important
investment for businesses to ensure their continued success.

With this in mind, Machine Learning is poised to become a prudent invest-
ment for companies in the near future, especially in the area of fraud detection.
It is important the use of classification algorithms, such as Decision Tree, Bayer
Naive and Neural Net to speed up fraud investigations and identify larger fraud
schemes. These algorithms have shown promising results in generating positive
financial outcomes for both companies and their customers.

It’s also important to focus on some future work, to obtain some results
based on the research presented in this paper. Is intended to put the analysis
into practice by using a dataset related to auto insurance fraud. Then apply
Machine Learning models, such as Decision Tree, Bayesian Classifiers, and Neu-
ral Networks. These models are well suited for pattern recognition in complex
datasets and are effective in fraud detection.

However, the development of an application that can efficiently and effectively
detect fraud claims using the Machine Learning is expected. Such an application
would be a valuable tool for insurance companies, allowing them to detect and
prevent fraud, potentially saving them millions of dollars.

Overall, companies must remain vigilant and stay aligned with the of tech-
nological advancements in order to protect themselves from fraudulent activi-
ties. By investing in emerging technologies, such as Artificial Intelligence and
Machine Learning, companies can identify patterns in large data sets that are
usually difficult to detect, be more efficient, provide a faster response, safeguard
their reputation, protect their customers and above all preventing fraud and
maintain their financial stability in the market.
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