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Abstract. Various population-based optimization methods have been
proposed following the development of evolutionary computation. Opti-
mization is achieved through the interactions of many individuals in
these systems. However, reliability becomes an issue when the system
is implemented in a distributed environment. It may not be possible to
trust others in such an environment. Many factors, such as malfunction
of distributed parts or failure to synchronize, will break the trust. There-
fore, there must be some mechanism that can build trust between dis-
tributed individuals. The record of past actions is usually a good source
for trust building. This paper utilizes the blockchain mechanism for the
population-based optimization system to make a trust management sys-
tem. By using blockchain, we can implement trust without a central
authority. In the system, all interactions are reviewed and get feedback,
and the feedback is used to calculate the trust score.
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1 Introduction

Numerous population-based optimization methods have been devised since the
1950s. For example, Genetic Algorithm [1], Genetic Programming [2], Evolu-
tionary Strategies [3], and Evolutionary Programming [4] are the pioneers in
this field. Following the success of evolutionary computation, a lot of other
population-based algorithms have been devised, such as Particle Swarm Opti-
mization [5], Ant Colony Optimization [6], and Artificial Immune Systems [7]. In
these systems, optimization is achieved through the interactions of many solu-
tion candidates. They are called individuals, particles, or agents. In this paper,
we use the word “individuals” to refer to a solution candidate.

Reliability becomes an issue when the system is implemented in a distributed
computational environment. In such an environment, it may not be possible to
trust others such as Byzantine generals problem [8]. There are many cases in
which we cannot guarantee trust in individuals, such as malfunction of dis-
tributed components, failure to synchronize the information, or injection of
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malicious individuals. Therefore, there must be some mechanism that can build
trust between distributed individuals. In these cases, the record of past actions
is usually a good tool for generating trust.

Moreover, the fitness information will be vague even in a single machine
when the system uses a surrogate mechanism [9]. Surrogate-assisted evolution-
ary computation often is used for reducing the computational time of evalua-
tion of individuals’ fitness value. When the target of the application is real, we
need complex computer simulations or real experiments to calculate a fitness
value. Table 1 shows the relationship between the evaluation method, resource
efficiency, and the fidelity of fitness.

Table 1. The relationship between the evaluation method, resource efficiency, and the
fidelity of fitness.

Evaluation Method Resource Efficiency Fidelity of Fitness

Experiment Low High

Simluation Middle Middle

Model High Low

This paper utilizes the blockchain mechanism for the population-based opti-
mization system to make a trust management system. We adopt evolutionary
computation as a reference model. By using blockchain, we can implement it
without a central authority. In the system, all interactions are reviewed and get
feedback, and the feedback is used to calculate the trust score.

2 Usecases of Blockchain in Evolutionary Computation

A blockchain [10] is a list of records, called blocks, linked together using cryptog-
raphy. Each block contains a cryptographic hash of the previous block, a times-
tamp, and transaction data. Figure 1 and Fig. 2 show examples of the usage of
blockchain in evolutionary computation.

When blockchains are used as a distributed ledger, they are usually managed
by a peer-to-peer network and conform to protocols for inter-node communi-
cation and verification of new blocks. Once a block’s data has been recorded,
it cannot be changed retroactively without changing all subsequent blocks. For
this reason, blockchain is considered secure by design and is an example of a
decentralized computing system with high Byzantine fault tolerance. These make
decentralized consensus a key concept in the blockchain. We use blockchain as a
tool of maintaining trust.

Bitcoin [10] and Ethereum [11] are two of the most popular blockchains.
While Bitcoin is a book of currency, Ethereum is a book of programs. In
Ethereum, any computer program can be put on the ledger, which has attracted
worldwide attention as it enables smart contracts, decentralized finance, and
decentralized exchanges. Therefore, this paper proposes utilizing blockchain tech-
nologies but is not specific to Ethereum.



146 H. Sato and M. Kubo

Fig. 1. The usage of blockchain in evolutionary computation (1).

Fig. 2. The usage of blockchain in evolutionary computation (2).

Ethereum is a platform for building decentralized applications and smart
contracts and is the generic name of a related open-source software project
being developed by the Ethereum Project. Ether is used as the internal currency
required to use Ethereum. Ethereum is designed as a general-purpose computer
and can run a virtual machine.

There are two consensus algorithms for Ethereum: one is for Proof of Work
(POW), called “Ethash,” and the other is for Proof of Stake (POS), called
“Casper”.
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3 Trust in Evolutionary Computation with Blockchain

This paper concerns the reliability of each individual’s information in distributed
evolutionary computation. As noted in Sect. 1, the information may not be reli-
able in a distributed environment for some reason. For example, when the com-
putation is carried over the distributed machines, some machines may work
differently from the rest by failure or malicious action. Moreover, the fitness
information will be vague even in a single machine when the system uses a sur-
rogate mechanism. Therefore, we have to estimate how the other individual can
be trusted.

Let us assume individuals in evolutionary computation. An individual wants
to know the fitness value of other individuals to produce good offspring. In usual
evolutionary computation, the fitness value is assumed to be correct. However,
we assume distributed environment. In this case, the individual has to estimate
the fitness through the record of other individuals’ actions. The individual has
to decide which individual to trust. The fitness value provided by different indi-
viduals may differ. For instance, one may offer a quick answer at a lower quality,
while another may be slow but accurate.

While the individual will be confident of the validity of their previous inter-
actions with other individuals, they cannot rely on their knowledge to provide
certainty in other individuals’ interactions. We can solve this problem by storing
the verified feedback of the record of interaction on the blockchain. Such feed-
back can be accessed by any trust provider, which offers trust scores as a service.
When we use blockchain, the information is available to all parties. This means
that the information and trust scoring mechanisms have the following properties:
Universal, Transparent, and Verifiable. As an added benefit, the integration of
blockchain into the system enables payment for resource access, including trust
score estimation.

We take a quantitative approach to reason about trust, using the informa-
tion which is built from the feedback of interaction between individuals. The
trust calculation is done by direct experiences by aggregating individual feed-
back scores to form an overall individual opinion about the quality of interaction
or reliability of other individuals. Sometimes, direct experience may not be pos-
sible when no interaction may have occurred between individuals. In this case,
the individual would rely on third-person’s information to infer information from
other individuals.

4 System Architecture

Figure 3 shows the architecture of our proposed system for evolutionary compu-
tation. This system is inspired by Pal’s work [12].
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Fig. 3. The system architecture for evolutionary computation incorporating trust in
uncertain environments.

This architecture has three main components: individuals, trust providers,
and smart contracts. In the system, individuals can be both information
providers and consumers. Individuals can store information, access a resource,
deploy smart contracts, and communicate with one another. Trust providers
maintain trust scores. Smart contacts are collections of code and data used to
execute agreements between two individuals and stored on a blockchain. We use
three types of smart contracts:

– Resource smart contract: that handles access to a resource,
– Feedback smart contract: that handles the reviews submitted by the individ-

uals,
– Trust provider’s smart contract: that helps the trust providers maintain trust

scores.

The system is composed of a public blockchain that keeps track of all dele-
gated access rights, consumer interactions, and consumer feedback directly linked
to one consumer interaction.

The smart contract handles reviews submitted by individuals in the system.
It receives a review rating and ensures that the review is linked to interaction.
It ensures that a submitted review has the following parts:

– Address of the individual that submits the review,
– Details of the interaction reviewed, and
– A review rating.

The correctness of the system can be verified by all individuals interacting
with the public blockchain.
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The trust provider is responsible for the trust scoring functions and making
the output available to the individuals for some access fee. The trust provider
complements its soundness by choosing a scoring mechanism and an evidence
selection to implement. Figure 4 shows the relationship between interactions,
feedbacks, and evidence.

Fig. 4. The relationship between interactions, feedbacks, and evidences.

The communication between the components of the system proceeds as fol-
lows:

1. When an individual wants to check the information of other individuals, he
asks the trust provider.

2. The trust provider retrieves a pre-computed score or performs an on-demand
trust score calculation.

3. Once the resource has been used an event will be generated on the blockchain.
4. The trust provider will be notified of the new resource access since the event

is broadcast on the public chain.
5. The trust providers will then update the feedback smart contract on the

blockchain to update the feedback state.
6. If the individual is willing, they can leave feedback for that resource.

We can calculate the trust score by the following equation:

σ(A) =
∑

l

μ(αl)
∏

k

ω(ik, xkl) (1)

where, A is a set of interactions, μ is a scoring mechanism, and ω is evidence
selection.

5 Conclusion

This paper proposed a framework for trust systems for evolutionary computation
where the record of interactions backs up evidence. The blockchain mechanism is
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utilized in the population-based optimization system to introduce a trust man-
agement system. By using blockchain, we can implement it without a central
authority. In the system, all interactions are reviewed and get feedback, and the
feedback is used to calculate the trust score. We consider several scoring methods
for this type of system, and averaging approach is simple yet powerful. In future
works, we will implement the framework using Ethereum, and a feasibility study
should be conducted.
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