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Abstract. Nowadays, Federated Learning (FL) is widely applied in the
Internet of Things (IoT). However, when a large number of devices par-
ticipate in FL, they still face the challenge of low communication effi-
ciency. In addition, how to reasonably allocate FL trained models to
third parties (e.g. task publishers) is also a problem that needs to be
solved. In this article, we propose a hierarchical FL (HFL) framework
based on incentive mechanisms, where task publishers mobilize users for
collaborative computing through edge servers. At the lower layer, evo-
lutionary game is used to model the dynamic decision-making process
of users with bounded rationality, and users select user groups (UGs) to
participate in training by considering model accuracy and training costs.
At the upper layer, an iterative double auction mechanism is adopted to
allocate the model reasonably to multiple task publishers, maximizing
the total social welfare. Finally, the effectiveness of the proposed scheme
is verified through experiments.

Keywords: Federated Learning - Evolutionary Game - Double
Auction - Internet of Things - Hierarchical

1 Introduction

In recent years, Artificial Intelligence (AI) based model training methods mainly
use the traditional cloud-based centralized learning framework [1-3]. However,
this method of transmitting training data to the cloud server for processing has
a series of problems, including transmission quality, data privacy and high con-
sumption. Therefore, edge computing [4] is proposed to improve these problems,
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and data processing and other tasks are placed on the edge server closer to the
device. Federated Learning (FL) [5], as a distributed framework, promotes the
development of edge computing. Users are allowed to save data locally, and only
upload training model parameters to the edge server. At present, FL has been
widely used in the Internet of Things (IoT), such as intelligent object detection
[6], data sharing [7] and autonomous vehicle (AV) [8].

Service providers with cloud servers need to act as task publishers to mobi-
lize users to participate in FL to jointly train an Al model, and provide users
with services such as target recognition and content recommendation[9]. Due
to distance limitations, task publishers are unable to directly mobilize users, so
they need to collaborate with edge servers close to the user end for training.
However, participants in FL are selfish and unwilling to contribute their pri-
vate data and resources to participate in training. Paper [10] uses evolutionary
game to consider data size and privacy costs to motivate users to participate and
optimize resource allocation. However, in the case of a large number of users par-
ticipating in FL, parameter interaction between users and edge servers can easily
lead to communication congestion, and reducing the number of users can reduce
the performance of the training model. How to balance model performance with
communication load faces challenges. In addition, how to reasonably allocate the
AT model trained on edge servers to numerous task publishers is also an urgent
problem to be solved.

In response to the above issues, we propose a hierarchical federated learning
(HFL) framework based on incentive mechanisms, which incentivizes users to
efficiently collaborate and allocate Al models reasonably. Specifically, the con-
tributions of this article can be summarized as follows: 1) An HFL framework
based on incentive mechanism is proposed. In the lower layer, evolutionary game
is used to model the process of users’ autonomous selection of edge servers. The
replicator dynamic depicts the dynamic nature and bounded rationality of user
decisions, so as to achieve the goal of balancing the accuracy of the model and the
cost of communication and computing, and further proves the uniqueness and
stability of the evolutionary game to achieve equilibrium. 2) In the upper layer,
we use the iterative double auction mechanism to reasonably allocate the model
to the task publisher. Double auction achieves a many-to-many competitive sit-
uation and maximizes social welfare. 3) The experiment verifies the performance
of evolutionary game in a large number of user scenarios and the effectiveness
of iterative double auction mechanisms.

2 System Model

We consider an HFL architecture, which is composed of the task publisher (TP)
layer, the edge layer and the user layer, as shown in Fig. 1. TPs may be individ-
uals or enterprises. The set of TPs is denoted by P = {1,...,p, ..., P}.

The user layer is composed of U devices with certain computing power, rep-
resented by the set U = {1,...,u,...,U}. Each device, as a user, can use private
data to train the local model. The edge layer includes K edge servers, such as
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Fig. 1. Incentive mechanism based HFL framework for user collaborative computing

base stations, which receive and aggregate local models from the user layer, rep-
resented by the set L = {1,...,k, ..., K'}. Users can choose to associate with any
edge server and form a user group (UG) by selecting users from the same edge
server. The edge server further distributes the aggregated model to each user of
the corresponding UG.

Repeat the FL training process above until the maximum number of itera-
tions T is reached. Assuming FL trains a classification model, the user updates
the model parameters through the stochastic gradient descent (SGD) method,
and uses the cross entropy loss function as follows:

1 H M
F = *E Z Z Yhm IOg(Shm), (1)

h=1m=1

where H is the total number of training samples, M is the number of categories.
Ynm 18 the true value, yn,, € 0,1, and when the true categories of sample h is
m, Ypm = 1, otherwise yp,, = 0. Spy, is the prediction probability that sample h
belongs to category m.

The lower layer is an evolutionary game process. In the user layer, users
randomly select edge servers to form initial UGs. Edge servers need to mobilize
more users to join their UGs collaborative training model to improve model
accuracy. However, a large number of users choosing the same edge server can
easily lead to communication congestion. In order to motivate users, balance
model accuracy and communication and computing costs, we model the process
of users’ dynamic selection of UG to join as an evolutionary game. Users tend to
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join UG that can obtain higher returns. After each round of FL training, users
adjust their strategies.

The upper layer is a double auction process. The lower layer provides the
trained model for the upper level, and the TPs select the model based on their
quality. Considering the competition among TPs, an iterative double auction
mechanism is adopted, in which P TPs bid for K models of the edge servers.
Facilitate iterative interaction between multiple buyers and multiple sellers and
adjust bids and pricing through the broker.

3 Lower-Layer Evolutionary Game

3.1 Evolutionary Game Formulation

In this section, we model the dynamic process of users’ selecting UG participating
in training as the evolutionary game. Evolutionary game includes four basic
elements: population, pay off function, dynamics and equilibrium.

Population. We consider modeling evolutionary game among individuals of a
single population. All users sets U participating in FL training are participants
in evolutionary game. We divide all users in the population into multiple UGs,
and the UG set is expressed as J = {1,...,J,...,J}, a total of J. Among them,
the number of users in UG j € J is n/ = 27U, 27 € [0,1] and ijl ¥ =1. 27
is the proportion of the users in UG j in the whole population. In other words,
users of all UGs form a complete population.

Pay Off Function. The pay off function refers to the expected profit obtained
by the users choosing to join a UG, that is, the fitness function. It is related to
the UG selected by the users and the proportion distribution of current different
UGs. We define the fitness function as the difference between the benefits of
joining the UG and the communication and computing costs of participating in
the training. Relevant contents are further discussed in Sect. 3.2

Dynamics. The learning and imitation process of users is dynamic, and the
game is iterative. In each iteration, the user dynamically chooses to exit a UG
and join other UGs or stay in the current UG to maximize its profit. The users’
strategy is to select a certain UG to join.

Equilibrium. The result of evolutionary game is to reach a convergent stable
state, that is, the UG proportion converges to a point, which is unique and
stable. The final UGs state is expressed as vector x* = [xl’ﬂ ez ac‘]*}, and
x7* refers to the proportion of users who choose UG j.
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3.2 Dynamic Process Modeling

In this section, the fitness function we defined will be described in detail.

The proportion of UG j in the whole population changes with the user adjust-
ment strategy of each iteration, expressed as z7(t). The fitness of users after
joining UG j and participating in FL training at time ¢ is:

A (1) = £ (R (27(8)) = By (27(4)) ) (2)

where we assume £(-) to be a linear utility function. It is a function related to
x(t). RI (27(t)) is the accuracy function of FL training model, which is used
to express the benefits obtained by users participating in UG j. Etjomz (x](t)) is
the communication and computing costs generated in training.

In the FL scenario of this article, the more users, the more data they con-
tribute, and the higher the accuracy of the model. According to [11], the rela-
tionship between the number of users and accuracy can be expressed as follows:

R (27(t)) = plog (U’ (1)) +q. (3)

We use the total size of parameters that users in the UG j need to transmit
to the edge server after each iteration as the communication cost to represent the
communication congestion level of the UG j. The communication cost required
for the t-th iteration of UG j is defined as follows:

Clom (27 (1)) = [w|U2" (1), (4)

where |w] is the size of the model parameter. In the computation phase of FL,
each user trains the local model on local data D;. The computing energy con-
sumption, i.e. the computing cost, for all users in the UG j is represented as

i€y

The number of CPU cycles of the user i needed to execute one unit of data
is denoted as &;, and the CPU cycle frequency is denoted as f;. Therefore, the
total cost F7 (27 (t)) is defined as follows:

Ejorar (#7(1)) = Clon (27 (1)) + Cliny (6)

Further, we can get the average fitness of all UGs for the t-th iteration as
follows:

J
AW W) =5 D4 (#0). (7)

In the game, users can exchange the fitness value that can be obtained by
choosing different UGs, that is, the information of profit, so as to compare with
the current UG. By comparison, users will be more inclined to join UG with
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higher profit. Due to the replicator dynamics being applicable to a large pop-
ulation of members with slow learning speeds for random selection in iterative
games, we define replicator dynamics to capture and model the dynamic process
of user’s selecting UG, as follows:

i (t) = f7 (x(t)) = aa? (t) (47 (27(t)) — A (27(¢))) . (8)

where « is the positive learning rate of UG, which controls the speed of user
adaptation strategy. When the population size is large, the user needs more
time to transfer and obtain the status and information between UGs, and the
learning speed is often slow.

Considering the reality, when users are large, they cannot learn global infor-
mation in a short time (the number of every UG’s users and the self conditions of
other users, etc.). Therefore, the user is an individual with finite rationality, they
play the game repeatedly with only limited information (its own conditions, the
fitness of the current UG and the average fitness of all UGs). Specifically, when
the fitness of the current UG is lower than the average fitness, the probability of
users in the current UG joining other UGs will be increased. At a specific time
t, #7(t) = 0, Vj € J, and then it reaches evolutionary equilibrium, that is, all
users get the same pay off, and there is no need to adjust the strategy.

The game among users will eventually evolve to a unique and stable equi-
librium point. Stability refers to keeping 47(¢) = 0 in all time periods after a
specific time t. Uniqueness refers to the evolution from any initial proportion to
the same equilibrium point. Due to the difference of users conditions and the
uncertainty of adjusting strategy based on probability, ©7(t) will fluctuate in a
small range around 0. Therefore, we define the threshold v. When 7 (t) is less
than v, we consider that the evolutionary game reaches equilibrium.

3.3 Proof of Evolutionary Equilibrium

In this section, we prove the existence, uniqueness and stability of evolutionary
equilibrium solution.

Existence. Firstly, we prove the boundedness of (8) in Lemma 1.

Lemma 1. The first order derivatives of f7 (x(t)) with respect to x9(t) is
bounded for ¥q € J.

Proof. For ease of presentation, we omit the notations of ¢ in the proof. The first
order derivative of f7(x) with respect to x4, Vg € J, is given by

dfi(x) _ [da? 5 o (dAT  dA
Y d <A A)—i—x ded  dx1 )|’ (9)

And then, the Z;‘Z is as follows:




Users Collaborative Computing for Hierarchical Federated Learning 245

dAI p dal da?
do = v den g 10
Obviously, Cfl‘;‘j and ggﬁ are bounded Vg € J, which represents that |df () |

is bounded. This proof also applies to all time periods.

Uniqueness. Secondly, we prove the uniqueness of (8) in Theorem 1.

Theorem 1. For any initial condition x(0), there exists a unique evolutionary
equilibrium to the dynamics defined in (8).

Proof. According to Lemma 1, we have proven that the f7 (x(¢)) is bounded
and continuously differentiable. Thus, the maximum absolute value of its partial
derivative is a Lipschitz constant. According to the Mean Value Theorem, there
exists a constant ¢ between z1(¢) and x2(t) such that Fid (81(’8; i:gf)z)(tm = d];;(qc).

So that we can define the relation

7 (21 (1) = f7 (@2(t) | < Tlaa(t) — 22(t)] (11)

where I' = max { dj;i(qc)} and Any z1(t), z2(t) belongs to vector x for Vt. Fol-

lowing the Lipschitz condition, it shows that for any initial value x(0), (8) has
a unique solution x7*.

Stability. Thirdly, we prove the stability of (8) in Theorem 2.

Theorem 2. For any initial condition x(0), the evolutionary equilibrium to the
dynamics in (8) is stable.

Proof. We define the Lyapunov function

> (12)

which is positive definite since:

=0, ifx(t)=0

. (13)
> 0, otherwise.

Q (x(t)) {

Taking the first-order derivative with of Q(x(¢)) with respect to ¢,

J
6@7—2 ij t) Za’cj(t) . (14)
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Because that at any point of time ijl 27(t) = 1, the replicator dynamics

have to equate to zero for this to make (14) equate to zero. Specifically,
J .
> @l (t) =0,vt. (15)
j=1

%’z(t)) = 0 satisfies the Lyapunov conditions required for stability, as defined
in the Lyapunov’s second method for stability [12].

From above, we prove the uniqueness and stability of evolutionary equilib-
rium. In Algorithm 1, we show the whole process of users selecting UGs to
participate in FL training.

Algorithm 1. Users Dynamic Evolutionary Game

Require: Users and the UGs set J = {1, ..., 7, ..., J};

Ensure: Evolutionary equilibrium solution x*;

1: Each user select a UG;

2: fort=1,2,...,T do

3: Pay Off Computation

for j € J do
Derive A7(a7 (1)) = R (2 (1)) — B2,y (0 (1))

end for

User Strategy Adjustment

for j € J do
Derive &7 (t) = f7(x(t)) = az? (t)(A? (7 (t))—
A(t)) and z(t)

10: end for

11: end for

12: Derive x* = [m1*7...7:c7*7...7x

J*]

4 Upper-Layer Double Auction

In the upper layer, a double auction mechanism is designed to encourage edge
servers to actively response to the task publishers’ requests and find out the
balanced solution.

Specifically, the task requester, edge servers, and broker can be seen as an
auction market, where the task requesters act as buyers who expect that the edge
servers can contribute models with lower loss values. The model is provided by
the lower layer, and the model loss value is calculated by (1). The loss that
requester expects can be expressed as a loss vector F, = {F,1,Fp2,...., Fp k}).
The edge servers act as sellers who prefer to consume less resources to train mod-
els and the loss of models that the edge servers are willing to contribute can be
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represented as Fy, = {F 1, Fk 2, ..., F p}. We use a strictly concave and decreas-
ing utility function U,(F},) to measure the task publishers’ received revenue with
respect to its request loss F), in (16).

P
1
U,(F,) = apz::llog(bm +1) (16)

where log can catch the concave nature, and a indicates the level of the buyers’
purchasing intention.

Similarly, a strictly convex utility function Cy(Fy) is used to measure edge
servers’ total cost, which indicates the sum of communication and computation
energy consumption required to achieve model loss F} for all users under the
edge servers.

The task publishers and edge servers cannot independently decide the request
loss and accept loss to reach an agreement because of their contradictory inten-
tions. There is a need for a broker to help determine the equilibrium solution.
From a social perspective, the optimal solution is when trading maximizes social
welfare. The Social Welfare Optimization (SWO) problem is expressed as (17):

max i U,(F,) — f: Cr(Fy) (17)
F, F, .= k=1
st.0 < F, < F™*peP (17a)
0< B, < F™e vk e K (17b)
F,=F,VpeP,Vke K (17¢)

Constraints (17a) and (17b) indicate that the loss value has to satisfy the
tolerate value. (17¢) indicates the requested loss should equal to the accepted
loss when the deal is completed.

However, the optimal solutions Fj; and Fj’ of the SWO problem cannot be
solved directly because the utility functions of the task publishers and edge
servers are confidential. An iterative double auction mechanism is designed to
tackle the asymmetric information problem. The broker manages them to itera-
tively interact and adjust their bidding strategy. Assume the bids of buyers are
b, and the bids of sellers are by, then the SWO problem can be converted to the
form in (18) according to the BAP problem in paper [13]:

P K
1
max § § b,log F, — b, F? 18
FF_,(pgp 2kk) (18)
pr L'k p=1k=1

st.0< F, < F™*pecP (18a)
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0< Fp < F™= ke K (18b)

F,=F,,VpeP,Vkek (18¢)

where constraints of (18) are the same as (17a)-(17c). The log F,, and F{ are
used to capture the concave nature of publishers’ utility and convex nature of
servers’ utility.

According to (18), the relationship between the bids and the optimal loss solu-
tion can be obtained. If buyers and sellers can submit bids as above, the broker
can get an optimal solution. The complete solution process is not described in
detail here. We have referred to the classic iterative double auction paper [13].

5 Performance Evaluation

In this section, the performance of evolutionary game and double auction algo-
rithms is mainly demonstrated. We assume that each user is assigned a computing
task, and each user trains a CNN model on the local MNIST image dataset. In
order to obtain the specific values of p and ¢ in (3), we fitted the relationship
between the number of users and model accuracy in the experimental scenario
of this article. Each user is assigned 600 different images as a training set, and
1000 different images as a test set. The fitting process is shown in Fig. 2. The
data for each point is the average obtained after 100 repeated experiments.
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Fig. 2. Accuracy fitting

The fitting correlation coefficient R? = 0.9153, which is highly consistent.
The relationship is as follows:

RI (27(t)) = 0.05711log (Uz’(t)) + 0.7468. (19)
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Table 1. Simulation parameters

CPU Cycle (&) 5
Total number of users (U)|[50,75,100,125,150]
Parameters Size (w;) 0.02 M
Local Data Size(D;) 3.76 M
Threshold () 0.001
Epoch 30
Batch Size (B) 128

All parameter settings in the experiment are shown in Table 1.

The comparison algorithm selects K-means[14] and spectral clustering algo-
rithm [15]. Using the two clustering algorithms, users are divided into two groups
based on their location, and their locations are randomly generated.

5.1 Performance of Evolutionary Game

The experiment sets all users to be divided into two UGs for dynamic evolution-
ary game, with strategy A selecting UG 1 and strategy B selecting UG 2.

Figure 3 shows the process of the evolution of strategy A proportion ulti-
mately converging to the Nash equilibrium point under different initial strategy
distributions. The initial proportion of selecting strategy B for a given popu-
lation is 0.8, 0.7, and 0.8, respectively. The users in the population constantly
change their own strategy choice, and eventually tend to be stable, and choose
the strategy that is most beneficial to them. From the figure, it can be seen that
under different initial ratios, the final convergence is x* = [0.56, 0.44].
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Fig. 3. Strategy proportion equilibrium with different initial proportion
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Figure 4 analyzes the changes in strategy proportion under different user
densities. Simulate scenarios with 50, 75, and 100 users at the same initial pro-
portion. It can be seen that the more users involved, the slower the convergence
speed. This is because the more users there are, the more time they need to
adapt to the strategy. It can be seen that evolutionary games are suitable for a
large number of user scenarios, and can reach stable states in different population
sizes, and individuals can learn the optimal strategy.
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s * —— B: 50 users
2,
2 0.4 f
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= 0.6 1 22 —— A: 75 users
‘-g . + —— B: 75 users
o
g 0.47 K/.’W
(=™

0 20 40 60 80 100
= 0.6 - 53 —— A: 100 users
s —— B: 100 users
2,
s-‘o_‘ 0-47 //-—\M_M_V~
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Fig. 4. Strategy proportion equilibrium with different number of users
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Figure 5 shows the probability changes of users choosing different strategies
when different learning rate « are set under the same initial conditions. As can
be seen, the larger « is, the faster the probability of choosing strategies A and
B converges, that is, the faster the population adapts to the strategy, and the
final convergence value is 0 or 1.

Figure 6 shows the changes in profit, accuracy, and cost corresponding to
user choices A and B under different user densities. Among them, the profit is
calculated by (2). It can be seen that as the number of users increases, both
cost and accuracy are on the rise. The profit is gradually decreasing because as
the number of users increases, the speed of accuracy increase is slower than the
speed of cost increase. Therefore, in practical applications, the number of users
participating in training should be selected based on the demand for accuracy
and tolerance for cost.

Figure 7 shows a comparison of the total profits of different algorithms under
different user numbers. Sum the benefits of different strategies to obtain the total
population benefits. It can be seen that using the evolutionary game algorithm
yields the highest total profits, and the more users there are, the more significant
the effect, proving the effectiveness of the proposed evolutionary game algorithm.
The K-means and spectral clustering algorithms can not balance the accuracy
and cost when clustering, so as to maximize the interests of users and the whole.
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Fig. 6. Changes in profit, accuracy, and cost with different number of users
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5.2 Performance of Double Auction

In this part, we evaluate social welfare with the different numbers of buyer-seller
matches (2 buyers-2 sellers, 3 buyers-2 sellers and 4 buyers-2 sellers). The buyers’
purchasing intention factor a is set to 2. Fig. 8 shows that the total social welfare
converges as the iteration number increases, and the welfare increases with the
buyers increasing. This is because more members can contribute more external
utility. The trend of the social welfare proves that the designed iterative double
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auction mechanism can effectively incentivize transactions between publishers
and edge servers and converge total market utility to the maximum value.

6 Conclusion

In this paper, we propose an HFL framework based on incentive mechanism
consisting of multiple TPs, edge servers and users. We use the evolutionary game
to assist users to make decisions by balancing model accuracy and training cost,
avoiding communication congestion. Design iterative double auction algorithm
between TPs and edge servers, allocate models reasonably, and achieve maximum
social welfare. The simulation demonstrates the effectiveness of the proposed
framework. In the future, we will consider more factors that affect user choices
in our algorithms.
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