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Abstract. In this paper, we propose and analyze the security perfor-
mance of cooperative power-domain non-orthogonal multiple access sys-
tems (NOMA) for multiple users with the assistance of UAV over Rice
fading channels. In the proposed system, multi-destination users are allo-
cated various powers and communicate with the transmitter (Tx) via the
UAV relaying node. UAV acts as an intermediate node that transmits
the signal to the user through the amplification and forward (AF) pro-
tocol. A friendly jammer node interferes with the received signals at
eavesdroppers to enhance the system’s security. In addition, in order to
increase the security quality of the system through both secrecy capac-
ity, in this paper, a multi-objective optimization technique NSGA-II is
applied to maximize the secrecy capacity at the valid users and minimize
the received signal’s quality at the eavesdropping node. Finally, we ana-
lyze the influence of critical system parameters on secrecy performance,
such as transmit power, distance of UAV from the ground, and distance
between friendly jammer and base station.

Keywords: Power-domain NOMA - rice fading - multi-objective
optimization + NSGA-IT

1 Introduction

With the rapid development of wireless techniques, communication with the
assistance of drones or unmanned aerial vehicles (UAVs) has been seen as a
promising solution for current and future network infrastructure deployments
[1,2]. With high mobility, flexible deployment, and low cost, UAVs can be
deployed as relaying stations or aerial base stations to help establish temporary
communication infrastructure in emergencies. For example, UAV communication
can be set up for disaster-affected areas, reducing the load on areas with dense
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equipment density. Besides, the NOMA technique is also considered a potential
candidate for future mobile networks because of its high spectrum efficiency,
low latency, and serving many users [3,4]. Recently, due to the benefits of the
NOMA technique and UAV communication, the combination of NOMA-UAV
has been an interesting topic. Some publications [5-7] have studied the NOMA
cooperative communication network with the help of UAVs.

Security is a critical aspect of future wireless networks that the research
community focuses on now. Developing techniques for enhancing secure trans-
mission in the wireless medium is an intricate problem that needs to be focused
on research. Because of the principle of broadcasting radio communication, sig-
nals on wireless channels can be overheard by eavesdroppers. One of the methods
against eavesdropping attract is exploiting jamming signals [8,9]. Some publica-
tions investigated the secrecy performance of NOMA and UAV communication
[10-12]. However, no studies have been published on improving the security
of NOMA/UAV systems using multi-objective optimization techniques, apply-
ing variations of genetic algorithms such as the Non-dominated Sorting Genetic
Algorithm (NSGA-II) [13]. Thus, in this paper, we propose a new power-domain
NOMA network with the help of a UAV relaying station and apply NSGA-II to
improve the secrecy capacity and reduce the effect of the eavesdropper.

2 Communication Model and Phases

2.1 Communication Model

Figure 1 presents our proposed communication scheme of multi-NOMA users and
a base station with the assistance of an intermediate node as a UAV applying
AF protocol in the presence of an eavesdropper and a friendly jammer. Because
of the working principle of PD-NOMA, the node operating on the poor channel
is allocated higher power; conversely, the node undergoing the better link is
assigned lower power. In our model, the first user (U;)is assumed to be furthest
from the base station, followed by the second user (Uz), and the user closest to
the source node is the L' user (Uy). Thus, (U;) is allocated the highest level of
transmitted power, and a second power level is assigned to (Us), and the lowest
power is assigned to (Up). The source signal (z) is a superimposed signal of L
users i, Ts,..., and xy. Moreover, the UAV relaying node forwards the received
signal from the ground source node to NOMA users. The ground-air link is a BS-
UAV connection, and air-ground links are UAV-user connections that undergo
Rice fading channels. NOMA-user applies the successive interference cancellation
(SIC) to detect the desired user signal.

In this design, we denote ho, h; with | = 1,2,...,L, hg, and hyav,y,JE
are the channel coefficients of the ground-air link BS-UAV, the air-ground links
UAV-U;, the air-ground link UAV-Eavesdropper, and friendly jammer - UAV,
jammer-users, jammer-eavesdropper links respectively. The distances of B.S-
UAV, UAV-U;, UAV-Jammer, UAV-E and Jammer-U;, Jammer-E links are dy,
d;, dy, dg, and dj; respectively.
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The ground-air links are communications connections from the BS and
friendly jammer to the UAV, and air-ground links are from the UAV to the users
and eavesdroppers. These links are Rician fading channels which include two
components that are line-of-sight propagation (direct path) and non-line-of-sight

propagation (NLoS), and can be expressed as h = 4/ Kljil hLoS 4/ ﬁhNLOS.

With h € H = {gkm,9m;},7 = {1,2} where K, ht°S and hVE°S are the
Rician factor, Los components, and NLoS components of channel h, respectively.
The NLoS parts hNLoS are i.i.d. complex Gaussian distributed with zero mean
and unit variance.

Eavesdropper

»/
e

R

Fig. 1. The proposed network model

In addition, we assume that (1) the ground-air and air-ground connections
of BS-UAV, J-UAV, and UAV-users, UAV-E suffer Rician fading channels; (2)
there is no direct path between BS and NOMA users, BS and Eavesdropper,
BS and jammer; (3) the local channel state information (CSI) is assumed at the
relay, and the global CSI is presumed at BS and the users.

2.2 The First Communication Phase

BS transmits the source signal of multiple NOMA-users to the intermediate node
UAV. This signal is represented mathematically as follows:

L
T = Z\/Pzazsl, (1)
=1

where z; (1=1,2,..., L) is denoted as the signal to user [, and P, is denoted as the
power allocation level corresponding to the I** user which satisfies the condition

L
ZPl:PSandPIEP2ZZHZZPL
=1
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Then, the received signal at UAV relaying node is composed of the signal
from BS and the friendly Jammer. Thus, the received signal at UAV can be
expressed ass

L
yuav = »_\/Pisihg + \/Prsshy + Ny (2)
=1

Here, the channel coefficients of the link BS - UAV, friendly jammer-UAV are

denoted by hg, and h; respectively; and ng]AV ~ CN (O7 JgR) is antenna white
Gaussian noise (AWGN).

2.3 The Second Communication Phase

After receiving the superimposed signal from the BS, the UAV will apply
the AF protocol to amplify this signal before forwarding it to the destination
users. Denoting G as an amplified factor of AF protocol, G is calculated as

L
= <Z VP ko> + Pylhy|? + O’%AV> . Moreover, in this phase, a friendly
=1

jammer also transmits the jamming signal to all destination users and eaves-
droppers.

Because of the propagation characteristics of the wireless environment, the
signals from UAV and Jammer will broadcast to legitimate NOMA users and
eavesdroppers. Hence, the received signals at L. destinations users and the eaves-
dropper can be written as follows:

L
= > VGP,Pisihohi + VGP.nyavhi + ny,
=1
GP.Pjysjhihy+\/Prsjhy . (3)

Totaljammingsignals

and,

L
YE = Z mslhOhE + anAth +ng
=1
4
++VGP.Pysjhphy ++/Prsjhjg (4)

Totaljammingsignals

Here, ny, and ng are the AWGN at U; and E respectively; P, is transmitted
power at UAV relaying node.

Because the legitimate users can eliminate the jamming signals from the
Friendly Jammer and due to the SIC at the NOMA receiver of each user, the
SINRs at any user (User 1) can be expressed as,

ho|? |2
—_— o ©)

PJG'Ul

2
< l 9 2 Z 2 o2 o?
l;il|h0| || + UUAV hi | + P P1 |h0| + A hal” + UIIDTIZ’;W
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2 2
We can see that o, 074y << P.Py, thus %1’;:7;1‘“/ — 0, then Eq.(5) can be
rewritten as

hol?|hu)?
= ol I )

P 2 0
=—1hol"[h|™ + =¥ [l

> P Pro2

=1 2 1%, 2
+ PP |h0| + PP, |hJ|
Similarly, we have:

hol?h|?
ot = — |hol”| | )

P, Z
- 2|, 12
S holP il + 0?4yl + P15|h0‘UUl+'P15|hﬂ ot

ho|? |2
=3 ol | |L (8)
.
= |h0| ‘hl| PlJUAV|hl| | UUZ
ho 2| |?
Yot = | L‘ i (9)
2 U2U ZPZ P 0.2
a[;:)iv‘hl|2+ I;:I:;L ‘h0‘2+ PJ;P(il‘hJ|2

At Eavesdropper, in this paper, we consider the worst-case scenario: applying
the parallel interference cancellation to guarantee the capacity of best decoding
[14]. This means E can eliminate the interference of x,..., 1, when decoding 1,
similar to other cases. Moreover, E cannot eliminate the jamming signal from
the friendly jammer. Thus, the SINRs of user signals at E can be expressed as
follows:

|hol* s
NME = L
P; 2 2 O’UAV Pnglr
el |hl” + |h|? “ﬁ““wh0||hJE|‘+
Z VPog 2
p P 2
PP1|hJ| |hJE| J1§[1]3?V|hJE| Prp1 |h0‘ + Pi;fmJ'

(10)
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_ |’10|2V“LE|2
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Frlhel"hs]” + =B he| +p7\ of*|hsml®
2 Z\/E (e}
o | Plhasl? + D gl + Sy |hol? + 5 hl?
(11)
_ |h0|2\hE|2
YLE =
Lo 2Ry |* + 2| P(,l;rh h
rlhel"ha]” + bl Pi‘ of’| JE|
P L P
PPL|h‘J| hel” + }U%‘;‘V|hJE| 7\’10\ Pp2lhl

(12)

3 Secrecy Performance Analysis

In this part, we investigate the secrecy performance of our PD-NOMA /UAV
model. To enhance the secrecy capacity of this system and interference with
the eavesdropping links, we apply the multi-objective optimization technique
as NSGA-II. Remarkably, the problem is the maximization of the sum of the
secrecy capacity of NOMA users and the minimization of the capacity of the
eavesdropper.
The secrecy capacity at any node is defined as follows
Cl. = [RY — RE]. (13)
Here, according to Shannon capacity, Rgl = log, (1 4+ ;) as data rate at user
It withl=1,2,...,L, and Rfl = log, (1 + v;g) as data rate at the eavesdropper.
Due to the NOMA principle, user [** has to decode the successfully stronger
signals and then detect its desired signal. The data rate at user I** can be

expressed as Rgl = log, <1 —l—l HllinL {m }) Thus, secrecy capacity at user I*"
can be formulated as follows

+
Clec = [togs (1 min, ) = logs (14 21e) (14)

The sum of the secrecy capacity (SSC) of our proposed system can be
expressed as

:aec Z sec (15)
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The problem is defined as how to maximize the SSC and minimize the capacity
at Eavesdropper. And this problem can be formulated as follows

L

+
P B Py Crec = ; {lo& (1 + z:Hme {%l}) —logy (1 + )| and
: E
p fin Ry =log, (1+ye) (16)
subjectto : Vit > Y (16.1)
Gl={1,2,...,L}
L
> P < Py (16.2)
1=1
P> P, > .. > P >..> Prinvestigatesthein fluenceP, > eg (16.3)

Here v is a threshold at which the user signal can be decoded, and eg is the
threshold power, which means the minimum power to transmit the signal from
the relaying UAV node.

To solve the problem of two objectives in Eq.16 under multiple constraint
conditions (16.1), (16.2), (16.3) and (16.4), we apply Non-Dominated Sorting
Genetic Algorithm IT (NSGA-IT). NSGA II is a well-known application to solve
multi-objective optimization problems [15]. It is an elitist non-dominated sort-
ing genetic algorithm. To put it another way, the best solutions of the previ-
ous iteration are kept unchanged in the current one. In addition, it adopts an
elite preservation strategy and uses an explicit diversity preservation technique.
Firstly, the offspring population is created from the parent population, which is
initialized. Before using non-dominated to classify, both populations are com-
bined. Then, the assignment of rank 1 for the best non-dominated font is to
obtain a new filled population. This continues for successive fronts with the
assignment of ranks. The crowding distance sorting is also utilized to obtain
the greater diversity of the Pareto front. The crowding distance sorting is also
utilized to obtain the greater diversity of the Pareto front. Crowding distance
implies the closeness of a solution to its neighbors, so the greater the distance,
the better the diversity of the Pareto front. It means a more suitable solution
for the problem. The offspring population is created from the parent population
using crowded tournament selection, crossover, and mutation operators. This
whole operation iterates until it meets a termination criterion. Fig. 2 show the
flow-chart of NSGA-II procedure.
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Fig. 2. The flow-chart of the NGSA-II procedure

4 Simulation Results and Discussions

In this section, we present simulation results for problems in Eq.(16) to investi-
gate the secrecy capacity sum of our proposed PD-NOMA /UAV network in the
presence of an eavesdropper. Without loss of general, we do experiments for two
NOMA users. All of the simulation results are performed in Python language.

To be more detail, the parameters used in this model are the UAV’s coverage
radius = 30m, height from ground to UAV as hyq, = 50m, the transmitted
power from the UAV as P. = 30dBm, the target secrecy rate R; and Ry in
range [0, 3.5] (bits/s/Hz), the signal-decoded threshold at users 7y belongs to
[0,4] (dB), path-loss exponent m = 3, and Rice coefficient K = 13. By applying
NSGA-IT to address the problem (16), we set up the NSGA-II multi-objective
Python program, including maximizing the function of the secrecy capacity sum
of the system and minimizing the function of the user’s data rate at the eaves-
dropper.
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Fig. 3. NSGA-II Convergence behavior
Figure 3 shows the NSGA-II algorithm’s convergence behavior of our pro-

posed system model for two objectives: maximization of the secrecy capacity
(Fig. 3a) and minimization of user signal at E (Fig.3b). These figures illustrate
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Fig. 4. Sum Secrecy Capacity with different BS’s Transmit Powers

three cases of particle size (40,50,60) and two considered-functions for NSGA-
IT in which all the cases of particle size, the convergence algorithm is archived
around iteration 30*". Thus, the convergence of the NSGA-II algorithm in this
model system is satisfied.

Then, we investigate the secrecy capacity of the whole proposed system with
different BS’s transmit power levels and the simulation result in Fig.4. It is
detailed that the increasing value of power level at BS enhances the SSC of the
system. In particular, at Ps = 40dBm SSC is better than that of Pg = 30dBm.

In Fig. 5, the SSCs are examined with the changes of the heights of UAV (40,
50, 60) m versus the threshold value of users’ decoded-signal (o in the range
[0,4] dB ). It can be seen that from Fig.5, the trends of SSC curves are alike
in that SSC descends to zero at around g = 4dB means that if the data rate
at users increases the SSC also decreases. Moreover, the SSC of the proposed
system model is decreased when the height of the UAV rises.

Figure 6 presents the effect of the strength of the jamming signal from the
jammer on the user’s data rate at Eavesdropper. Three power levels of Jammer
are Py = (0, 0.5 *Pg, Ps) and Ps = 40dBm. As shown in Fig.6, when Pj
increases, the user’s data rate at E declines. It means that the information of
legal users is more secure.

Finally, Fig.7 investigates the influence of weights of making decisions with
data rate minima function at illegal users. The parameters in these simulations
are set up as data rate is in the range [0,3.5] bit/s, the transmit power at BS
Ps = 40dBm, weights for data rate minima function (0.2, 0.6, 0.8). Overall,
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Fig. 6. Effect of Power levels at Jammer on data rate minima function at E
Fig. 6 shows that the trends of SSC lines for all cases are similar. Specifically, It

can be seen that the weights of that function slightly increase users’ data rate
at eavesdroppers.
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Fig. 7. Weights of Making Decision with data rate minima function at E

5 Conclusion

In this paper, we examined the secrecy capacity sum of the PD-NOMA model
system in the UAV-relaying network in the Eavesdropper’s occurrence and the
assistance of a friendly jammer. In this proposed system design, BTS commu-
nicates to multi-NOMA users via the help of a UAV intermediate node. Then,
ground-air and air-ground links undergo Rice channels. A friendly jammer broad-
casts the jamming signals to interfere with transmitting the Eavesdropper - UAV
link. Additionally, to increase the secrecy capacity of our proposed system and
decrease the signal at the Eavesdropper, a multi-objective optimization tech-
nique - NSGA-II is applied. Finally, the effects of essential system parameters
on secrecy capacity are investigated including the transmitted power level, the
height of the UAV, the strength of the jamming signal, and the weights of making
decisions.
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