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Abstract. The Internet of Things (IoT) is a worldwide information network that
connects thousands of technological gadgets. We incorporate the SDN network
architecture into IoT networks and investigate the characteristics of SDN-based
IoT networks in order to make the IoT more flexible and extendable. SDN (Soft-
ware Defined Networking) is a logical control center with a centralized control
plane that makes network management more flexible and efficient. For IoT net-
work management, fine-grained and reliable traffic information is critical. Then,
in SDN-based IoT networks, we construct a network traffic model by analyzing
the self-similarity of network traffic in IoT network. Then, we collect some traffic
statistics in OpenFlow-based switches as the source data and use it to train the
proposed network traffic estimation model. Using the measured network traffic in
the IoT network, we use the Kalman Filtering to measure and estimate each flow,
this scheme just increases a little overhead. Then, we propose to an algorithm to
search the more accuracy of traffic. Finally, we run additional simulations to ensure
that the suggested measuring system is accurate. Simulation findings suggest that
using intelligent optimization approaches, we can improve the granularity and
accuracy of traffic data.

Keywords: Internet of Things - Software Defined Network - Optimization
algorithm - Network measurement

1 Introduction

The Internet of Things (IoT) is a widely used communication technology thathas changed
people’s lifestyles. It has been widely used in smart homes, intelligent transportation,
intelligent logistics, smart medical, smart factories, intelligent agriculture, and other
areas to create a more convenient life for citizens [1]. Cloud computing is at the heart
of the IoT, processing and storing data. Hundreds of thousands of computers make up
the cloud computing center, which allows customers to access application services from
any location via a variety of terminals. Cloud computing is a general-purpose computing
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platform with significant computing and storage capabilities that allows multiple pro-
grams to run concurrently [2]. Cloud resources can be sold based on consumer demand,
and their scale can be dynamically adjusted to meet the needs of rising applications
and users. In cloud computing, there is a lot of data to process and exchange, therefore
accurate network traffic statistics is critical for network management.

The network architecture of the legacy IoT network is not scalable and does not meet
the requirements of the increasing devices. The goal of Software Defined Networking
(SDN) is to make network management easier and the IoT more flexible. To simplify
network management policies and dynamically configure network rules, SDN isolates
the control plane from the underlying forwarding device and incorporates it into the
logically centralized controller [3—5]. Because the controller in SDN has a global view
of the networks, it may build global traffic dispatching optimization rules. However,
the applications process associated to cloud computing for requesting specific services,
such as long-term data storage, applications requests, and resource requests, is suscep-
tible to latency and bandwidth constraints. As a result, most cloud computing services
are primarily concerned about latency and bandwidth. In a cloud computing network,
fine-grained network traffic information acquisition is critical for traffic control. The
importance of traffic engineering for cloud computing architecture cannot be overstated.
Hardware support and remote monitoring agent software are required for each of them.
SDN offers a revolutionary flow-based statistical measuring method that is both versatile
and convenient for collecting traffic statistics from switches.

Through the OpenFlow protocol, SDN provides two techniques for collecting flow
statistics: pull-based and push-based [6]. A pull-based technique is an active method of
gathering statistical data that does not require any additional hardware or software. All
that is required is for the controller to deliver commands to the OpenFlow-based switch.
Programs for controlling devices to collect flow statistics or port statistics information,
read-state messages and deliver them to OpenFlow-based switches [7]. Jiang et al. [8,
9] investigated network traffic aspects in a communications access network.

We discuss pull-based and flow-based network traffic measurement in cloud com-
puting architecture based on the aforesaid analysis. In this research, we present a low-
overhead traffic information acquisition scheme and build a unique cloud computing
network measurement architecture. We directly measure some network traffic metrics
and forecast fine-grained network traffic. Then, to reduce the fine-grained measurement
error inferred, we propose an intelligent optimization model and a heuristic approach
to find the model’s optimal solution. We offer a model to forecast network traffic and
use an optimization approach to achieve fine-grained network traffic in this system. The
following are the primary contributions we make in this paper:

e We present a framework for measuring network traffic in IoT networks. We collect
statistics of flow traffic to construct a traffic matrix and clean them as the training set
of the proposed model.

e We proposed the NEKF algorithm to measure and estimate the network traffic in the
IoT network.

e Finally, we run additional simulations to test the suggested measuring scheme’s
performance.
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The following is how the rest of the paper is structured: The key security challenges
of SDN are discussed in Sect. 2, after which we present a fine-grained measurement
method and describe fine-grained measurement prediction and optimization in the IoT
paradigm. The performance of fine-grained measurement with the scheme is simulated
in Sect. 3. Finally, Sect. 4 brings our works to a conclusion.

2 Problem Statement

In the IoT network, there are huge amount of devices that connect into the network,
and network architecture is dynamic, to measure and manage the network effectively,
we think about the IoT network architecture based on SDN, and proposed the active
network traffic measurement scheme in the SDN-based IoT network.

2.1 The Self-similarity of IoT Network Traffic

In the Internet, the network traffic obeys the Poisson distribution, then we can construct
a mathematic model of Internet with Poisson distribution function. However, the traffic
in SDN-based IoT network is different from the traffic in Internet, although the packet
of devices in IoT network is relatively small, and the data volume is relatively large, so
we need to analyze the flow traffic characteristic in IoT network.

The discovery of the self-similarity of flow traffic has led people to find the theoretical
reasons for the actual network performance and the theoretical performance using the
traditional Poisson model. First, analyze the causes of self-similarity. Aiming at the
propagation characteristics of self-similar business between sensor nodes in the Internet
of Things, the self-similarity analysis of the business after the network researches self-
similar traffic entering the Internet of Things network through the access point, etc.
Through these analyses, to comprehensively describe the business characteristics of the
Internet of Things. Finally, analyze and study the impact of business self-similarity on
the derived performance of network nodes and on the quality of network service.

The scale of networks has grown as the telecommunications business has grown,
and user data needs have emerged; different sorts of services, such as voice data, video,
and formal streaming media, have distinct features. IP addresses are used in a variety
of business streams on the Internet. The expected result is quite different from the real
situation when the Poisson service model of the data service flow in the network is
utilized in the data transmission network. The enormity of the network and the intricacy
of the service in this situation can no longer be evaluated through the lens of a single
call. The establishment cannot be determined by making multiple calls; rather, it must
be determined from a broad perspective, depending on the data flow method and rate.
Data on Internet communication, video, and VBR traffic was thoroughly examined, and
the following key results were reached:

(1) Business flow can be self-similar at any moment and in any network environment.

(2) Self-similarity is common in the IP network environment, whether at the network
layer, transport layer, or application layer, and it is linked to certain applications
and protocol networks.
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(3) Network performance is influenced by self-similarity. The notion of business self-
similarity, as well as an examination of the sources of similarity, as well as an exam-
ination of network performance based on self-similarity, estimation, optimization,
necessity, and possibility.

The local features of the curve seem to have the same similar performance on different
space or time scales. Self-similarity refers to network traffic that has the same burstiness
and similarity in different time scales and different locations. When the business flow
in the network is increasing rapidly, the suddenness of the flow growth is easy to be
noticed. The larger the number of samples, the more it can reflect the characteristics of
the network traffic, and there are many similarities.

The flow traffic in IoT network is a generalized stationary random process X =
{Xn,,n=1,2,3, ..}, where X,, represents the k-th network traffic entities (such as data
packets, bytes, bits). N[¢] is the number of the network traffic arrived between the time
period [0, t], and can be written as

t
N@) = / N )
0

where dN 7 is the process of each packets arrived.
The mathematical expectation and variance of a stationary time series X,, are

n = E[(Xp)] )

o = E[(Xy — 1)*] 3)

The autocorrelation function is

E[(Xy — 1) Xk — )]

r(k) = : @)

o

The random process obtained after time aggregation with a block size of m has
the same autocorrelation function as the original random process. When the condition
k — 00, so

klim r(k) = HQH — 1)k*1—2 (5)

where H € (0.5, 1) is the Hurst parameter [10]. The actual network traffic is positively
correlated, so the value range of H is in the range (0.5, 1). The larger the H value, the
higher the degree of self-similarity of the process, the slower the variance reduction
rate of the random process after time averaging, and the stronger the correlation of
the business flow. When H = 0.5, the self-similar process degenerates into a Poisson
process. The transmission of the flow in the IoT network has short correlation, that is,
the data volume of the packet in the arrival time interval is self-similar.

As we all know that the network traffic is the rate of packets/bytes/bites arrived, so
it has the rate change and can be regarded as the acceleration of the flow. So, we use
the Nosie Estimation Kalman Filtering (NEKF) to predict the network traffic. NEKF
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overcomes the limitation that the state transition matrix in the classic Kalman filter
model needs to be reversible, and expands the application range of the Kalman filter.
Using the statistical characteristics of noise estimation, open source to achieve higher
prediction accuracy. The core function of Kalman filter is that

Xi =Ki - Zy + (1 = Ky) - Xy (6)

where K is the k-th Kalman Gain. Z is the measurement results and X _ is the (k —
1)-th estimation results. The state equation and observation equation of Kalman filter
can be written as follows

Xi =Fp - Xp_1+wi_g @)

Y, = HX} + v (3

where Eq. (7) represents the state equation, Xy is the M x 1 dimensional state vector,
which is unobservable; F; is the M x M dimensional state transition matrix, which is used
Describe the transition of the system from the state at time k — 1 to the state at time k; Wy _;
is the M x 1 dimensional process error vector. Equation (8) represents the observation
equation, Yy is an N x 1 dimensional observation vector; His an N x M dimensional
observation matrix, and the unobservable state vector X; undergoes the action of H, It
becomes the observation vector Yy ; v is the N x 1 dimensional observation error vector.

Assuming that the observation time interval is T, the problem of concern is to predict
the traffic arrival volume in the next T based on the current and previous observations.
Let x;. denote the amount of traffic arriving at time n, and use x]/ﬁl to denote the first-order
differential of x;. When the observation time interval T is not too large, the relationship
can be obtained using the first-order difference equation:

X = Xk—1 + Tx,’{_l )

where x;( is the rate of flow change, namely the flow rate. In the same way, we can get
that

X =%+ T (10)

where x; _, is the rate of flow change.

There are many reasons can lead to changes in the rate of flow traffic at the node, such
as the randomness of channel status, the uncertainty of terminal access, the distribution of
service duration, the role of protocols, and various interferences. Consider these factors
as “noise”” with unknown statistical characteristics that cause the flow velocity change,
and set it as wy, so we can get that

X = we (11)

Then, we combine Egs. (8)—(10) into a vector, then

X = | x, (12)
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The Eq. (6) can be written as
X = Fie X1 + wy (13)
where Fy, is the state transition matrix (as F), namely

1TO
F,=F=|01T (14)
000

wy is the state noise vector, and it can be expressed as

0
wi=|0 5)
Wi
The observation equation can be expressed as

v = HXg + v (16)

where H is the observation matrix, H = [100]; v represents the observation noise.
Note that His 1 x 3-dimensional, and X} is 3 x 1-dimensional, so the matrix form Yy
in Eq. (7) becomes the scalar form yy.

2.2 Estimation Model

The traffic noise in IoT network obeys Gaussian distribution with zero mean, namely
G(0, 0). In multi-dimensional network traffic forecasting, to comprehensively consider
the degree of deviation of each dimension from its mean, it is necessary to introduce a
covariance matrix. w; and v; are the noise variables. The means of w; and v, are both
0, and the covariance matrix of wy and v are Qi and Ry, respectivley. The covariance
matrix estimation Py x_1 at k-th can be expressed at that

Pii—1 = FePp_y 1 F] +Qy (a7

Then, the Kalman Gain can be written as that

P HY
K; = R (18)
Ry + Hy Py 1 H;,
The estimation results can be written as that
Xy = Fr - Xy 1 +Ki[Yr — Hi Xy—1] (19)
The updated minimum mean square error matrix is that
Pix = [1 — KeHg Py -1 8 (20)

Base on the above analysis, we proposed an algorithm (NEKF) to measure and
estimate network traffic in [oT network, the process of the algorithm as follows:
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Step 1: Measuring the network traffic in the IoT network, and construct the traffic matrix
X Initialing the noise error wg, v; and §; construct the transfer matrix Fy and observation
matrix H.

Step 2: Calculate the covariance matrix Q and Ry ; Then, with the Eq. (16) to calculate
the covariance matrix estimation Py x_1;

Step 3: Based on the Eq. (17), calculating the Kalman Gain Ky;

Step 4: With the Egs. (17) and (18) to calculate the estimation results X; and update the
minimum mean square error matrix Py i ;

Step 5: Go back to step 2 until the maximum repeat times.

3 Simulation Result and Analysis

3.1 Simulation and the Simulation Metrics

In order to verify the algorithm proposed in this article, we built an SDN test platform
based on the Ryu controller and Mininet network simulation tool, and wrote the network
traffic measurement and prediction module in the Ryu controller with python language.
Absolute error (AE) and relative error (RE) are two commonly used indicators to measure
network traffic estimation errors. The AE of the flow rate reflects the deviation between
the actual flow rate and the measurement result. RE is the ratio of AE to the actual traffic
value, which reflects the reliability of the measurement. AE and RE can be expressed as

AE; = |x; — & (1)
RE; = |xi — %] /x; (22)
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Fig. 1. The network traffic of actual flow and three traffic estimation results. (Color figure online)
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3.2 Simulation Evaluation

We use Iperf to simulate network traffic in the network and randomly select a business
flow for analysis. Traffic in the network. In this article, we use the traffic model (NEKF)
mentioned in this article to estimate and optimize network traffic, and compare and
analyze it with real network traffic, ARMA and PCA and other network traffic estimation
methods.

Figure 1 shows the results of network traffic measurement and estimation with a
sampling interval of 1 s in 10 min. The red line uses the real traffic value generated by
the simulation tool, while the blue line, pink line and green line represent the results of
network traffic measurement and estimation by NEKF, ARMA, and PCA, respectively.
From the figure, we can see that the three network traffic measurement and estimation
methods can basically reflect the trend of traffic changes in the network as a whole. It
can be seen from the whole that our proposed algorithm can still more accurately reflect
the changes in network traffic compared with the other two methods.

To reflect the accuracy of network traffic estimation more accurately, we use absolute
error and relative error to further analyze the network traffic. Figure 2 shows the absolute
error of the network flow estimation error of several different network flow estimation
methods. We also find that the error of our proposed method is relatively small compared
with the other two network traffic estimation methods, and the average is less than
500 Mbps.

Figure 3 shows the CDF distribution diagram of the absolute error of network traffic.
From the figure, it can be seen that 80% of the network traffic error of our proposed
algorithm is less than 720 Mbps, while the other two algorithms are less than 1080 Mbps
and 1470 Mbps, respectively, which fully demonstrates the stability and the accuracy
of network traffic estimation of our proposed methods. In Fig. 3, we also find that the
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Fig. 2. The AE of three network traffic estimation results.
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slope of NEKF is the largest, that is, the probability distribution of absolute error of
NEKEF is very concentrated, which shows that the performance of our proposed method
is relatively stable.

Figure 4 shows the distribution of the relative error of network traffic with the boxplot.
T The red line in the box represents the median value of RE ranking, while the upper
and lower edge distributions of the blue box represent the distribution points of RE at
75% and 25%. Then, compare with the other two methods, the median value of RE of

NEKF
———ARMA | |
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Fig. 3. The CDF of absolute errors of three network traffic estimation results.
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Fig. 4. The mean and variance of relative errors. (Color figure online)
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our proposed method is the smallest, and the value is 0.118, namely the RE of traffic
estimation results is about 11.8%, and the RE of the traffic estimation results is about
17.3% and 23.6%, respectively. The black line represents the distribution area of most
of the measured values. It can be seen from the figure that the black interval of our
proposed algorithm is smaller than that of the other two methods, which fully illustrates
the stability of our proposed algorithm. It can be seen that our proposed algorithm is
not only stable, but also has high network traffic estimation accuracy. The RE of traffic
results is about 11%, which has strong usability.

4 Conclusions

As the basic network for information collection, the Internet of Things allows millions
of electronic devices to be connected to the network. The traditional architecture of
the SDN-based Internet of Things network has strong flexibility and strong scalabil-
ity, and can allocate resources to users in a personalized manner and perform network
management and scheduling according to user needs. In order to better manage the
network, the measurement and estimation of network traffic is the basis to ensure the
efficient prototype of the network. In order to overcome the high cost of traditional mea-
surement methods and poor deployment flexibility, we propose a novel network traffic
measurement and measurement method in this article.

By measuring the network traffic, the network traffic is estimated, so as to obtain the
dynamic change trend of the network traffic, and provide data support for the efficient
management of the network. Finally, we built a network simulation verification platform
to analyze the performance of the algorithm proposed in this paper. The simulation results
show that our proposed measurement approach is feasible and effective.
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