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Abstract. The secure sharing of mobile education resources in vocational col-
leges refers to sharing student learning materials or other academic materials
who have received vocational education in a secure and authorized manner to
meet students’ learning resource needs. Against the background ofmobile internet
and information-based society, vocational education needs to pay more attention
to the sharing of educational resources to improve students’ academic abilities
and comprehensive qualities and enhance the quality of education and teaching.
Secure sharing addresses the security issues of shared information. Therefore, a
blockchain-basedmethod for sharingdata onvocationalmobile education has been
proposed. A compound chaotic password was constructed using the wavelet com-
pound chaotic password matrix. Combined with blockchain technology, a secure
model for sharing vocational mobile education teaching resource data was estab-
lished. Experimental results showed that the computation time of this method was
less than 150 s and can effectively increase operational efficiency. Furthermore,
this system has low time and space overheads and high throughput, indicating that
the proposed method can ensure secure sharing of educational resources.
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1 Introduction

Vocational mobile education is one of the current development trends and future key
directions, and has become a hot field of education development and teaching reform.
Faced with the rapid development of vocational mobile education and the rapid updating
of teaching resources, educational resource sharing has become an important solution
[1, 2]. However, achieving the goal of sharing teaching resources in vocational mobile
education still faces various challenges and difficulties. Due to the centralized operation
and management method requiring the use of third-party platforms for data exchange,
there is also a risk of data being copied or resold by third parties in the data sharing of
vocational mobile education teaching resources. Education resources cannot be effec-
tively protected, and the risk of leakage is relatively high. In order to effectively address
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the above issues, relevant experts have conducted extensive research on the security
sharing of teaching resources in vocational mobile education.

For example,Miao et al. [3] proposed a secure data sharingmethod for the Internet of
Things based on joint deep reinforcement learning, using sensitive task decomposition
and a layered asynchronous joint learning framework to achieve efficient and secure data
sharing. At the same time, using deep reinforcement learning technology, select partic-
ipants with sufficient computing power and high-quality data sets, and share local data
models to achieve reliable data sharing, while protecting data privacy. Zhang et al. [4]
proposed a cloud trust driven hierarchical sharing method for IoT information resources,
which utilizes complementary judgment matrices and minimum non negative deviation
values to obtain the optimal weight vector. At the same time, information security is
considered and the information resource acquisition process is designed to ensure data
reliability. By preprocessing the heterogeneous data collected byRFIDdevices and using
trust based adaptive detection algorithms, evaluate the credibility of trust driven algo-
rithms in limited resources and heterogeneous network environments, and achieve the
sharing of data resources.Manogaran et al. [5] proposed a blockchain assisted secure data
sharing model for the intelligent industry based on the Internet of Things, which man-
ages the security of data collection and dissemination, including inbound and outbound.
Identify bad data sequences through recursive learning techniques. Outbound security
measures use blockchain information based on reputation and sequence differentiation
for end-to-end authentication, in order to achieve resource information sharing.

Combining the above research methods, a blockchain based data sharing method
for vocational mobile education teaching resources is proposed. In the wavelet trans-
form space, the wavelet coefficients of plaintext information are encrypted by compound
chaos, and the securitymodel of educational resource data sharing is established by com-
bining blockchain technology and hash function. The hash function is used to verify the
data integrity, and the digital signature and hash value are uploaded to the blockchain for
storage, so as to realize the safe sharing of teaching resource data of higher vocational
mobile education. The experimental results show that this method completes the calcula-
tion in a relatively short time and effectively improves the system’s operational efficiency.
In addition, the proposed method has small time and space costs, high throughput, and
can ensure the safe sharing of educational resources.

2 Safe Sharing Methods for Teaching Resources in Vocational
Mobile Education

2.1 Information Resource Encryption

In order to effectively ensure the safe sharing of teaching resources in higher voca-
tional mobile education, two one-dimensional chaotic systems are selected to estab-
lish a complex chaotic system. In order to improve the encryption performance of the
chaotic system, the correlation coefficient and uniformity index are selected to estab-
lish a comprehensive objective function, and the adaptive chaos immune particle swarm
optimization algorithm is introduced to optimize the control parameters in the system.
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Logistic mapping is a one-dimensional discrete dynamical system, and the analytical
equation corresponding to Logistic mapping is shown in formula (1):

zn+1 = βz(1 − zn) (1)

In the equation, z represents a chaotic variable; β represents chaotic parameters; n
represents a constant.

After determining the control parameters, select corresponding time series for differ-
ent initial values z0. For different control parameters, the system exhibits different char-
acteristics, and after continuous bifurcation operations, the system ultimately reaches a
chaotic state.

The analytical equation corresponding to Cubic mapping is shown in formula (2):

zn+1 = xz3n − yzn (2)

In the equation, x and y represent control parameters.
By establishing a complex chaotic system, information resources can be encrypted.

Analyze the independence and convenience of chaotic systems, and effectively ensure
the diversity and convenience of the initial particle swarm through chaotic initialization
operations. The fitness value ω of different particles is calculated as follows:

ω = ωmin

(ωmax − ωmin)
(3)

where, ωmax and ωmin are the maximum and minimum fitness values respectively.
After obtaining the value of fitness, it is necessary to adaptively adjust the inertia

weight coefficient in the evolution process to ensure that the convergence speed and
convergence accuracy of the algorithm are effectively improved and find a better global
optimal solution. Chaotic mutation operation can effectively screen out inert particles
and remove them all, avoiding the algorithm from falling into local optima. The control
parameter coordination optimization process ψ1 is given through formula (4):

ψ1 = Doef ω(x1, y1) + u1(x) + u2(x) (4)

In the formula, Doef represents the correlation coefficient; u1(x) and u2(x) repre-
sent different uniformity indicators; (x1, y1) represents the degree of concealment of
ciphertext.

After completing the above operations, effectively combine it with wavelet com-
posite chaotic encryption to encrypt teaching resource information [6–8]. The detailed
operation steps are as follows:

The basic wavelet function �(n) in Fourier wavelet transform is transformed into a
function cluster �e,τ (n) by scaling and translation:

�e,τ (n) = ψ1√
φ

α

(
t − α

φ

)
(5)

In the formula, φ represents the stretching parameter; α represents the translation
parameter; t represents the operating cycle.



Research on Blockchain Based Data Sharing 113

The Fourier wavelet transform satisfies the constraint condition Iψ in formula (6):

Iψ =
∫
R

|�(n)|2
ω

dω (6)

where,�(n) represents the basic wavelet function; R represents a constant; d represents
the wavelet coefficient.

Put function s(t) in the two-dimensional real space into the wavelet transform space,
and obtain the corresponding basic wavelet function through a series of operations to
realize the wavelet transform. Combining the cryptography of wavelet transform and
composite chaotic sequences to form awavelet composite chaotic cryptosystem. Expand
and optimize all system parameters to obtain 2 initial keys and 1 composite chaotic block
key corresponding to the system. The corresponding calculation formula is:

⎧⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎩

∂1 = �e,τ (n)(c1 + c2) · c3
smin

∂2 = �e,τ (n)(c1 + c2 + c3)

smax

∂3 = (smax − smin)

�e,τ (n)(c1 + c2 − c3)

(7)

In the formula, ∂1 and ∂2 represent different initial keys; ∂3 represents amixed chaotic
block key; c1. ∂2 and c3 represent different ciphertext information, respectively; smax
and smin represent the maximum and minimum approximate entropy.

Two initial keys of the system are iteratively operated to obtain a brand new discrete
chaotic sequence, and related operations such as displacement transformation are carried
out to obtain a composite chaotic cryptographic sequence Z(c), as shown in formula (8):

Z(c) = ∂1p(n − Em1)Im1 ⊗ ∂2p(n − Em2)Im2 (8)

where, p represents step function; Em1 and Em2 represent different time delays; Im1 and
Im2 represent different composite parameters.

By using a block key to perform bandpass filtering on the composite chaotic crypto-
graphic sequence, a composite chaotic encryption sequence with the same length as the
wavelet transform sequence is obtained [9–11]. At the same time, binary or encryption
operations are performed on it to obtain the ciphertext sequence Z(ci):

Z(ci) = ∂3
[
p(n − Em1) − p(n − Em2 − Im1)

]
Z(c) ⊗ Z(swt) (9)

In the formula, Z(swt) represents a wavelet transform sequence.
After performing wavelet transform on plaintext sequence Z(I), continue to perform

proportional transform on it to obtain wavelet transform sequence Z(swt) as shown in
formula (10):

Z(swt) = Bc · �(n) (10)

In the equation, Bc represents the scaling factor.
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By calculating the fitness value corresponding to the ciphertext sequence, determine
whether the fitness value meets the set constraints, and if so, encrypt it; On the contrary,
it is necessary to modify the control parameters of the composite chaotic system, re
constrain it, and then encrypt the teaching resource information. Assuming completion,
directly output the results to achieve encryption of teaching information resources for
vocationalmobile education. Otherwise, the fitness value corresponding to the ciphertext
sequence needs to be recalculated.

2.2 Construction of a Security Sharing Model for Teaching Information
Resources

Due to the random distribution of shared information in the network environment, the
process of information sharing is more complex and cumbersome, which affects the
security of information sharing. Blockchain has the characteristics of decentralization,
tamper resistance, traceability, and high security, enabling efficient and secure sharing of
data. Storing encrypted data on the blockchain can ensure the integrity and authenticity of
the data, prevent data from being tampered with, and eliminate the intervention of inter-
mediate institutions to achieve point-to-point data sharing. This not only improves the
efficiency of data sharing, but also reduces risks in the data sharing process and enhances
data security. In order to improve the security of information sharing, blockchain tech-
nology is introduced to construct a teaching information resource security sharingmodel
[12–14].

The blockchain architecture is divided into five levels, namely application layer,
contract layer, data layer, blockchain layer, and logical layer. The blockchain architecture
is shown in Fig. 1, and each level is defined and its specific functions are as follows:

(1) Logic layer

It is mainly responsible for abstraction and analyzing various functions correspond-
ing to intelligent cooperation, and providing users with simple and clear function calls.
The work of related modules is mainly communicated by the Restful interface.

(2) Blockchain layer

This level ismainly responsible for completing relatedoperations such as data sharing
and permission interaction. Considering the needs of actual business scenarios, it is
necessary to choose private chain as the blockchain network P(x, y, z) of the original
system, and the corresponding calculation formula is as follows:

P(x, y, z) = {u, t, β, δ} (11)

In the formula, u represents the blockchain unit; t represents the sampling period; β
represents the incentive mechanism on the blockchain; δ represents the total number of
public chains.
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2

Fig. 1. Blockchain Architecture Diagram

This level also undertakes the task of defining content related to blockchain tech-
nology, such as block structure, digital signatures, information transmission, consensus
mechanisms, etc. Information sharing involves multiple aspects of information data, and
there are significant differences in information and different requirements for security.
Through the processing of the blockchain layer, normalization processing of different
information can be achieved [15, 16]. The normalization processing formula for shared
information is:

Yi = Xi − Xmin

Xmax − Xmin
(12)

In Eq. (12), Xi and Yi respectively represent the shared information before and after
normalization processing; Xmin and Xmax represent the minimum and maximum values
of shared information, respectively.

(3) Data layer

The main purpose of the data layer is to achieve different types of data transactions,
encapsulating the processed data into blocks, and then directly transmitting them to the
corresponding blockchain database. The transaction order is composed of timestamp
and hash values.

(4) Contract layer

In the model, it plays a logical control role. As different functions are coordinated
by different contracts, corresponding contracts need to be constructed based on actual
needs;
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(5) Application layer

After receiving the requirements from the demand side, this level confirms and ana-
lyzes the shared information requirements, extracts corresponding shared information
based on the requirements content, and integrates it.

In blockchain, each node needs to synchronize the entire chain information, as the
storage capacity of eachblockdata is limited. If the transaction iterationvolume is large, it
will affect the efficiencyof consensus. In order to effectively improve resource utilization,
it is necessary to store all critical information resources on the chain, determine the
correlation between data on and off the chain, and establish a corresponding teaching
information resource security sharing model I(p), as shown in formula (13):

I(p) = Yi
{
t1 × Z(ci) + t2 × Z(ci)

} × N(r) (13)

In the formula, t1 and t2 respectively represent different sampling stages; N(r)

represents a random number generator.
The application layer also incorporates a data integrity verification mechanism. In

the verification process, the hash function is used to verify the data integrity [17–19],
and SHA-256 is used to obtain the corresponding digital signature; Upload all encrypted
data to the private network, store it in the IPFS distributed file manager, and generate a
blockchain hash value H(a,b,c), corresponding to the calculation formula:

YD = {
MD,KD,Z(ci), fP

}
(14)

H(a,b,c) = P(x, y, z) − N(r) × I(p)
Z(ci)

(15)

where, YD represents the meta Information set storing data; Formula (15) represents
the process of storing data in IPFS to generate a blockchain contract hash value. KD

represents the keyword of the data; fP is the unique access policy for encrypted data;
MD indicates the name of the data element.

Upload all digital signatures and generated hash values onto the blockchain. Assum-
ing that the owner of teaching information resources agrees to share securely, the data
requester will obtain the address corresponding to the data file, and at the same time
expand the digital signature calculation through the hash function to compare the digital
signature obtained by the calculation with the digital signature of the data owner, thus
realizing the verification of data integrity [20–23]. The specific verification rules are as
follows:

{
ϑi ≥ ξ legal
ϑi < ξ Illegal

(16)

In the formula, ϑi represents the digital signature of the i-th party requesting shared
information; ξ represents the threshold for setting digital signatures for authentication.

In summary, complete the secure sharing of teaching information resources in
vocational mobile education.
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3 Experimental Analysis

In order to verify the effectiveness of the proposed blockchain based teaching resource
data sharing method for vocational mobile education, the experiment used reference [3]
on the blockchain basedmodel for sharing cultural relics information resources (referred
to as the “reference [3] method”) and reference [4] on the decentralized ciphertext data
security sharing method with anti-attribute tampering (referred to as the “reference [4]
method”) as comparative methods. The experiment was conducted in the Windows
10 system environment using IDEA programming software for simulation testing, and
experimental analysis was conducted from the following aspects.

3.1 Result Analysis

The experiment uses system operating efficiency, operating expenses, and throughput as
evaluation indicators to verify the security sharing performance of teaching information
resources in vocational mobile education.

Operational efficiency refers to the time and computing resources required for a
data sharing method to actually run. For the data sharing method of mobile education
teaching resources, the operating efficiency directly affects the user experience and the
response speed of the system. If the operation efficiency of the data sharing method is
low, the delay of data transmission and processing may be increased, which will affect
the real-time performance of teaching resources and user experience.

The operating overhead includes resources such as hardware devices, software plat-
forms and network bandwidth required by the data sharing method. The data sharing
method of mobile education teaching resources needs to take into account the comput-
ing power, storage capacity and network connection stability of mobile devices. The
data sharing method with low operating cost can improve the utilization efficiency of
resources, reduce the cost and adapt to the environment requirements of various mobile
devices.

Throughput refers to the volume of requests or data traffic that a data sharing method
can handle. For the data sharing method of mobile education teaching resources, high
throughput means that more users can access and share resources at the same time, and
improve the scalability and capacity of the system. Therefore, the data sharing method
with higher throughput can meet the needs of large-scale users and provide stable and
efficient teaching resource sharing service.

Operation efficiency, operation cost and throughput are the key indicators to evaluate
the performance of mobile education teaching resource data sharing method, which
directly affect the practical application and user experience of the system.

(1) System operational efficiency testing

System operational efficiency is one of the indicators for evaluating system opera-
tional performance. Usually refers to the amount of tasks processed by the system under
a specific workload. The higher the operational efficiency, the greater the workload and
task volume that the system can handle, and the better the system performance. A higher
value indicates that the system is processing more tasks. If the operational efficiency of
the system decreases, it indicates potential faults or other safety issues in the system. The
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experiment mainly measures the operational efficiency of different methods by calcu-
lating time. The experimental results of the operational efficiency of different methods
are shown in Fig. 2.

From Fig. 2, it can be seen that in the initial stage of the experiment, the calculation
time of differentmethods is less than 100 s. However, as the sample continues to increase,
the calculation time of the methods in reference [3] and [4] significantly increases,
especially when the sample size is large, the maximum calculation time exceeds 150 s.
The overall calculation time of the proposedmethod is less than 150 s and is less affected
by the number of samples. Through comparison, it can be seen that the proposed method
has the shortest calculation time, fully demonstrating its advantages in improving system
operation efficiency.

(2) System running cost testing

Running cost refers to the cost of resources and time consumed by a computer when
executing a specific program. This typically includes system hardware resource con-
sumption (such as CPU usage, memory consumption, etc.) and time consumption (such
as response time and processing time, etc.). The lower the running cost, the better the
system performance. A larger value indicates that the system consumes more resources
and time, resulting in higher operating costs. Meanwhile, if the operating cost of the
system increases, it indicates that the system faces more security risks, as some security
measures can increase the operating cost of the system. The experimental results of
comparing overhead in time and space using different methods are shown in Fig. 3.

Further analysis of (a) in Fig. 3 shows that as the amount of shared data during system
operation increases, there is a significant difference in the time cost of the system. The
overall time cost of the proposed method system is less than 5 s. The system time cost
of the methods in reference [3] and [4] is higher than that of the proposed methods. This
indicates that the proposedmethod canprocess data quickly and efficiently in data sharing
scenarios, thereby improving the system’s running speed and service quality. Analyzing
Fig. 3 (b), it can be seen that under the same amount of data sharing, the spatial overhead
of the proposed method system is smaller than the methods in reference [3] and [4].
The smaller the spatial overhead of a data sharing system, the higher the likelihood that
the system can support larger scale data sharing in the future. It can be seen from the
comparison that the system operation of the proposed method provides less space for
data sharing services, which can effectively reduce overhead and improve the system
operation speed.

In summary, the proposed method has excellent performance in data sharing and can
provide efficient data sharing services for the system.

(3) Throughput testing

Throughput is an indicator that measures the number of tasks a system can complete
per unit of time. Usually refers to the amount of data that a computer can process per unit
of time. The higher the throughput, the stronger the system’s concurrency and efficiency.
The larger the value, the more concurrent tasks the system can handle. It also reflects
the efficiency of information sharing. The higher the value, the higher the efficiency
of information sharing. If shared resources are attacked by hackers or abused by some
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(b) Reference [3] Method 
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(c) Reference [4] Method

Fig. 2. Comparison of experimental results on operational efficiency of different methods
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(a) System Time Cost Comparison

(b) System Space Cost Comparison

Fig. 3. Comparison of operating costs of data sharing systems

malicious users, it can lead to a decrease in the system’s throughput. The experimental
results of information sharing throughput using different methods are shown in Fig. 4:

From the experimental results in Fig. 4, it can be seen that the throughput of the
proposed method has been continuously increasing in a straight line, with a clear upward
trend. However, the throughput of the methods in reference [3] and [4] is significantly
lower than that of the proposed method. This shows that the proposed method can more
effectively utilize system resources and achieve more efficient data sharing, indicating
that the teaching information sharing efficiency of the proposed method is high and
can effectively reduce hacker attacks, Ensure the secure sharing of teaching information
resources.
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(a) Proposed method

(b) Reference [3] Method

(c) Reference [4] Method

Fig. 4. Comparison of experimental results of information sharing throughput using different
methods

4 Conclusion

In order to ensure the safe sharing of teaching resource data ofmobile education in higher
vocational colleges, a method based on blockchain technology is proposed. In this study,
a method of data security sharing of vocational mobile education teaching resources
based on blockchain technology is designed. Chaotic sequences are used to initialize the
fitness values of different particles, which can increase the randomness and security of
cryptosystems. A more complex and secure cryptosystem is constructed by combining
wavelet transform with chaotic cryptosystem. Wavelet transform can improve the data
concealment and anti-interference ability, while chaotic cryptosystem can increase the
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randomness and unpredictability of cryptography. By combining the two, stronger data
encryption and decryption capabilities can be achieved. Blockchain technology can
provide a reliable data verification mechanism, by hashing the data and recording the
hash value on the blockchain, you can verify whether the data has been tampered with.
At the same time, blockchain can also be used to generate and verify digital signatures,
ensuring the authenticity of data and trusted sources.
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