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Abstract. Family malware classification is becoming progressively
urgent because of the increasing diversity of family malware and the
different hazards it causes. There is a growing concern that classifica-
tion is at a disadvantage owing to its problems. For one thing, obtaining
the crucial features of innumerable families is arduous. For another, con-
structing a classification model that fully learns multi-class samples is
intricate. To solve these problems, it proposes a precise classification for
Android family malware called CAFM in this paper. It profoundly ana-
lyzes the relationship between the information implicit in features and
the degree of differentiation among families. We select the features con-
taining context information as feature representations. In addition, it
employs a specially designed deep neural network model with upgraded
learning capability for grasping the continuous features of family mal-
ware utterly. Experimental verification on a real-world dataset shows
that the CAFM can effectively implement family classification, and the
classification accuracy reaches 97.73% when the length of the opcode
sequence is 700. Compared with other classifiers, the Kappa coefficient
of the comprehensive evaluation indicator also reached 0.9725 and is at
least 0.1225 higher than comparison classifiers.
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1 Introduction

Recent developments in the diversity of family malware have heightened the
desideratum for Android mobile phone’s security [1]. Users are at increased risk,
which puts greater demands on anti-virus organizations and security researchers.
For example, Kaspersky’s mobile threat types announced in 2021, Adware, and
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Risktool accounted for 57.26% and 21.34% respectively, ranking first and sec-
ond [2]. Worm, which is at the end of the list, accounts for 0.01%. From a quanti-
tative standpoint, it indicates that the Adware and Risktool types require more
attention than Worm from anti-virus organizations and security researchers.
Anti-virus organizations must not only implement benign and malicious clas-
sifications for malware but also further classify family malware. Research on
family-level malware can concentrate more on widely spread and highly threat-
ened families, rather than individual samples or families with less risk. Therefore,
it is necessary to propose a precise classification method for family malware.

Family malware classification is to classify a group of malware with common
peculiarities and behaviors together, and the members of the group share some
unique peculiarities within the family [3]. It is a multi-classification problem. The
central purpose is to construct a mapping model that reflects the idiosyncrasies
and classes within the family. The model can predict the new sample and procure
its family label. Given innumerable families and masses of software candidate
features, family classification faces two technical challenges.

Challenge 1: Difficulty in obtaining features that contain enough family rep-
resentative peculiarity information. Family malware is innumerable and varies
in its features. It is necessary to select the feature subset that can represent
innumerable families’ behavior characteristics. Existing features analysis can be
divided into runtime features and unpacking features in the light of different
acquisition methods. Runtime features require actual or simulated running pro-
grams to obtain feature information, which consumes numerous time and com-
puting resources [4–6]. It is inapposite for anti-virus organizations. Among the
unpacking features, a single feature such as permission cannot truly represent
the behavior of malware because of excessive permission requests [7]. The n-
gram opcode feature will cause the feature subset to increase exponentially as
the value of n increases, causing the explosion of the feature space [8]. Therefore,
choosing the appropriate features is the first technical problem.

Challenge 2: Difficulty in constructing a classification model that adequately
learns the peculiarities of each family. The diversity of families leads to differ-
ent calling relationships to implement malicious behavior. The crucial malicious
instructions or code of each family are not the same on the same feature. The
signature method needs to match the signature library and cannot recognize
malware that is not in the signature library [9]. Shallow machine learning meth-
ods are more suitable for processing a limited number of samples rather than
large-scale datasets [10,11]. It can only learn shallow exhibitions but can not
acquire high-level abstract features. Therefore, building a classification model
that utterly memorizes the features of multi-class samples is the second techni-
cal challenge.

Aiming at these challenges, a precise family malware classification method
is proposed in this paper. The behavioral idiosyncrasies of each family and the
correlation between the features are analyzed, and the features containing as
much information as possible are utilized to acquire more accurate depictions. In
addition, to construct a classification model with sufficient learning samples and
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consider the requirements of anti-virus organizations, a one-dimensional deep
neural network (1d-CNN) is adopted with automatically procuring the internal
patterns of features. It can not only reduce the information loss of feature data
conversion but also retain the pivotal information to the maximum extent.

The main contributions presented in this work are summarized as follows:

(1) To obtain representative features, the feature expressions in different families
are analyzed, and the feature heterogeneity in diverse families is mined.

(2) A precise deep network classification model for automatic learning of inter-
nal patterns is constructed. The effective automatic extraction of the input
features is realized.

(3) Experimental results show that the proposed CAFM performs well on a
real-world dataset, with an accuracy of 95.45% or above when the length of
opcode sequence are 700 and 5000, which is at least 5.56% higher than the
comparative classifiers.

The remainder of this paper is structured as follows. Section 2 is an intro-
duction to the feature extraction process and an explanation of the problem
statement. Section 3 describes the overall framework of the proposed CAFM, the
composition of each component, and the corresponding functions. Section 4 is the
analysis of experimental results, which verifies the classification performance of
the CAFM. Section 5 is to sort out and summarize the related literature. The
conclusion is in Sect. 6.

2 Feature Extraction and Problem Statement

This section introduces the process of feature extraction, defines the family mal-
ware classification problem, and gives the formal expression of the problem.

2.1 Feature Extraction

The feature extraction is to obtain candidate features that can represent family
behavior from the representable forms of a striking number of applications. It is
extracted in a specific form for further processing.

The Android package is a specific packaging form of the Android application.
The malicious behavior is realized by the function developed by the attacker,
which needs to call the application programming interface (API). Therefore, the
unpacking feature analysis can be realized by decomposing the source package
to obtain specific features. The implementation of malware needs to call specific
APIs to complete. For example, malicious billing software will call the API for
sending SMS, and privacy stealing software will call the API for accessing the
address book. Dalvik is a virtual machine designed by Google for the Android
platform, and the dalvik instruction set contains operational information about
the application and can be detected by analyzing dalvik opcode information.



CAFM: Precise Classification for Android Family Malware 385

Classes in the program code will generate smali files in the appropriate directo-
ries. Each smali file contains a format statement, and the statements in smali fol-
low a set of grammar specifications. In the decompiled smali file is a dalvik com-
mand. In reality, the smali file is an explanation for the dalvik virtual machine.
It has more than 200 dalvik instructions, each of which points to the operation
of the register. The opcode feature is derived from the dalvik instruction in the
smali file. The preprocessing process of acquiring APIs and opcode sequences
consists of three important steps:

(1) Decompile the .apk file to get the smali file.
(2) Extract the dalvik opcodes and API from the smali file.
(3) Obtain opcode sequence according to the Android opcode constant list and

API list.

2.2 Problem Statement

The opcode sequences and APIs obtained after feature extraction are the features
to be analyzed. The family malware classification is represented by learning the
features of the opcode sequences and APIs to obtain the predicted results. It
will explain by problem definition and problem decomposition.

Problem Definition. The family malware classification is to classify the
unknown attribute samples into the class of the family, that is, to give the
class label of the family of the detected samples. Through the training set
{(x1, y1), (x2, y2), · · · , (xn, yn)}, a mapping f from the input space X to the
output space Y is established, where Y > 2.

f : X → Y (1)

Problem Decomposition. The classification problem is to firstly build a clas-
sification model and then utilize it to make predictions. Therefore, the family
malware classification can decompose into two subproblems.

Subproblem 1: Feature depiction. After feature extraction, it requires to trans-
form into a data form that the classification model can recognize. It should not
only contain as much information as possible but also facilitate model processing.

Subproblem 2: Feature memorizing and sample prediction. The classification
model is constructed to obtain the internal abstract representation of features.
The opcode sequences and APIs containing context and sequence information
are directly input into the model for feature learning without other redundant
data transformations. With the continuous iteration and parameter update of
the model, new samples can be predicted after the feature learning is completed.

In summary, subproblem 1 is to process the acquired original features to get
a more appropriate representation to express more information. Subproblem 2
is the construction of the classification model, which can thoroughly learn the
abstract representation of multiple families and obtain the high-level expression
of the features.
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3 CAFM

This section describes the overall framework of CAFM, the assembly modules,
and the corresponding functions of each module. It includes the method of
obtaining the representation of representative features and the construction of
the family classification model.

3.1 Overall Framework

Given the problems faced by the family classification, the CAFM proposes.
Figure 1 illustrates its overall framework, which consists of two major modules.
One is feature depiction, and the other is feature memorizing and sample pre-
diction.

Fig. 1. The overall framework of the CAFM.

Feature Depiction. This module is to optimally represent the extracted opcode
sequences and APIs features. It allows the opcode and API information to be
included as much as possible while forming a corresponding data format for the
input of the classification model.

Feature Memorizing and Sample Prediction. This module is utilized for
training features and predicting unknown samples. Training is the stage of learn-
ing and memorizing features. The model obtains the high-level feature repre-
sentation of features. The completion of training represents the formation of a
classification model, which can predict the label of unknown samples.
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3.2 Feature Depiction

Feature depiction is to select the pivotal elements of the extracted features and
represent them in a format that can be recognized by the classification model.
On one hand, it is to reduce the computation and resource consumption caused
by the dimensionality of features. On the other hand, it is to reduce redundant
information and obtain crucial features.

The extracted opcode sequences and APIs can not be directly sent to the
model for training; consequencely, the crucial sub-features need to be repre-
sented, and the appropriate data format needs to be selected. The opcode
sequences include consecutive opcode information and relative position infor-
mation. API features are selected based on their frequency of occurrence in the
data set, from high to low. The steps for feature depiction are as follows:

Acquire original features. The original opcode sequence is opcode 1, opcode
2, opcode 3,· · · . The APIs are API 1, API 2, API 3,· · · .

Coding. It will encode each opcode by that total number to get its fixed
sequence number in the opcode dictionary. APIs have a fixed number in the API
dictionary in descending order of frequency.

Representation. The extracted opcode sequence and the location correspond-
ing to the API are used for data form representation. The range of each opcode
is 0–256, which is a decimal number. The value of the API is 0 or 1, and the
position of the API is set to 1 when this call occurs for the sample; otherwise,
it is 0.

3.3 Feature Memorizing and Sample Prediction

Feature memorizing is the learning process of the classification model for feature
knowledge, and sample prediction is the label prediction using the learned clas-
sification model. Both are momentous steps in the realization of classification
for family malware.

To learn the internal patterns of the features more accurately, this paper
chooses the 1d-CNN with two channels as the network for automatically learning
the high-level abstract features [12]. This choice is based on two considerations.
The first is to improve the ability of the network to obtain information. Two
channels can input different features to obtain feature information from differ-
ent angles in the family, providing more information. The second is to obtain
the original feature information to a greater extent. The opcode sequence itself
contains the sequence of the called opcodes, which includes context informa-
tion and relative location characteristics. This is closer to the data format of a
one-dimensional signal. The 1d-CNN is essentially the same as the convolutional
neural network (CNN). It also has the advantages of CNN’s translation invari-
ance for feature recognition, and the one-dimensional large convolution kernel
will not bring too many parameters and calculations. The eigenvalues of the
sequence can be obtained more comprehensively while suppressing overfitting.
The structure of the two-channel 1d-CNN includes two identical series of convo-
lutional layers and pooling layers, and finally, the result is output through the
fully connected layer. The main steps are as follows:
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Feature Memorizing Stage. Convolutional operation: The convolutional layer
is an important part of the CNN, which can extract highly abstract features
through the convolutional operation. The equation for the convolutional opera-
tion is as follows:

Cov(x, y) =
w∑

a=0

F (a) × G(x − a) (2)

Pooling operation: The feature with spatial invariance is obtained by reducing
the resolution of the feature map. When it faces the sparse feature, it can reduce
the mean shift of the estimation caused by the parameter error of the convolution
layer. The equation is as follows:

P = max
w

{Al} (3)

Integration: Each neuron in the fully connected layer is fully connected to all
neurons in the previous layer. The goal is to integrate features from convolutional
and pooling operations.

C = PO
⊕

PA (4)

where PO and PA are outputs of opcode channels and API channels, respec-
tively. The above equation indicates that the output C of the integration layer is
obtained by connecting the results of the two channels. The output C is utilized
as the input of the classification layer, and the loss of this training is output
through the classifier.

Sample Prediction Stage. All parameters have been obtained in the previous
stage. This stage only needs to input the vectorized data from the input layer
to realize predictions.

4 Experiment Studies

To verify the performance of the proposed CAFM, this section verifies it by the
real-world dataset. The reliability and classification performance of the proposed
CAFM is verified from different perspectives.

4.1 Experiment Setup

The experiment setup is expanded from two parts, including the description of
the dataset involved in the experiment and the evaluation indicators adopted for
multi-classification.

Evaluation Indicators. The evaluation indicator is a multi-classification stan-
dard, mainly including confusion matrix, F1-micro, F1-macro, Kappa, accuracy,
and hamming distance.
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Dataset Description. The dataset adopted in this paper includes benign soft-
ware and malicious software, a total of 8791 samples from the Chinese appli-
cation market and AMD datasets respectively [13]. These samples are divided
into seven families, a benign comprehensive family (called pos family) and six
malware families. The pos family is a collection of randomly selected benign
samples, which is set as a family here regardless of type. The number of varieties
contained in each family is also presented in Table 1.

Table 1. Dataset information.

Family Varieties Numbers

BankBot 8 637

DroidKungFu 6 546

FakeInst 5 2156

Fusob 2 1203

Kuguo 1 1189

Mecor 1 1820

Pos − 1240

4.2 Results Analysis

To verify the classification performance of the proposed CAFM, the experimental
results are presented and analyzed in this section. It is mainly developed from
two aspects, one is the elaboration of the multi-classification performance of the
family malware, and the other is the comparison and analysis of the classification
results of CAFM and other classifiers.

Performance of Malware Familial Classification. The family classification
performance of the proposed CAFM is mainly demonstrated from two perspec-
tives: confusion matrix and the distribution of opcode sequence lengths for dif-
ferent malware families. In the experiment, the ratio of the training set, test set,
and verification set is 8:1:1, respectively.

As shown in Fig. 2, the classification results of CAFM with an opcode length
of 700 and 5000 are displayed. The correct classification samples in the confusion
matrix are distributed diagonally from the top left to the bottom right. The
smaller the value outside the diagonal, the better the classification result. It can
be seen that the classification of most families is correct despite the uneven data
sample. Only a few families with a large number of variants showed a small
number of misclassified samples. When the length of the opcode sequence is
700, the classification effect is better, and only a few samples are misclassified
in the face of the family with the highest similarity in the eight variants. The
F1-micro and Kappa coefficients reach 0.9773 and 0.9725, respectively, which
shows a favorable family classification effect.
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Fig. 2. The confusion matrix of CAFM on different opcode sequences length.

In addition, to further explore the relationship between opcodes and samples,
the length of the opcodes sequence is statistically analyzed. The distribution of
opcode length of different families is obtained. The similarity between families in
the length of opcode sequences is verified. As shown in Fig. 3, the distribution of
opcode sequence length is given by taking Fusob and FakeInst families as exam-
ples. The abscissa axis is the length of the opcode sequence, and the ordinate is
the number of samples. It can be seen that the same family presents a certain
regularity in the distribution of opcodes numbers. The length of the Fusob fam-
ily opcode sequence is shorter than other families, and the basic length is less
than 5000. The FakeInst family, which includes five varieties, has a wide range of
length variations, with some samples appearing at 20,000. These all demonstrate
similarities in the length of opcode sequences within the same family or within
the same variety, reflecting similar malevolent behavior that might be possible.

Length

N
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r

(a) The Fusob family.
Length

N
um
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r

(b) The FakeInst family.

Fig. 3. The opcode sequences length distribution of malware family.

Performance Comparison with Different Classifiers. To further verify the
classification effect of the proposed CAFM, this paper utilizes more abundant
and multi-angle classification model evaluation indicators to illustrate the exper-
imental data. We adopt the feature of n-gram as the contrast feature and employ
different classifiers to carry out a multi-indicator comparison.
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Since n-gram opcode is a widely utilized analysis method based on opcode
features, this paper chooses opcode analysis methods with different n values as
the main comparison feature. Here we take the 2-gram opcode as an example
because research shows that the increase of n may cause an explosion in the
data space. Meanwhile, the classification performance does not increase with
the increase of excessive n value. Many studies show that the effect is better
when the value of n is 2. The classifiers are implemented by combining 2-gram
opcode features with 1d-CNN, support vector machine (SVM), random forest
(RF), decision tree (DT), naive Bayes (NB), and k-nearest neighbor (KNN) [14].

Figure 4 and Fig. 5 show the results of each classifier on different classification
indicators. In terms of the Kappa coefficient in Fig. 4, CAFM reaches 0.9449,
which is 0.0665 higher than 0.8784 of the highest RF among other classifiers.
On the F1-micro, the RF reaches 0.8989 and performs well, but it is still 0.0556
lower than CAFM. On F1-macro, CAFM is 0.0615 higher than the optimal
RF. Figure 5 shows the classification effect of each classifier on the hamming
distance indicator. The smaller the value, the better the classification effect.
Similarly, CAFM reached the smallest value of 0.0455, and the NB with the worst
classification effect reached 0.4625, proving the obvious advantage of CAFM on
this indicator. In short, superior results are achieved with the proposed CAFM
in various indicators. The comprehensive classification indicators F1-micro, F1-
macro, and Kappa have all achieved more than 0.9317, which is an ideal multi-
classification effect.

1dCNN SVM RF DT NB KNN CAFM
0.0
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accuracy F1-micro F1-macro Kappa

Fig. 4. The results of each classifier on different classification indicators.
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Fig. 5. The results of each classifier on hamming indicators.

5 Related Literature

Family malware classification is mainly divided into run-time feature-based and
unpacking feature-based analysis methods in conformity with different feature
extraction modes. This section describes the related literature from these two
perspectives for illustration.

Run-Time Feature-Based Analysis. For example, Martin, A. et al. [6] pro-
posed a classification tool that combines the form of state sequences of run-time
features with Markov chains. Feng, P. et al. [5] proposed to implement malware
detection based on multiple types of run-time behavior features. The feature
selection algorithm was employed to remove noise or irrelevant features and
extract key behavior features. Dhalaria, M. [4] and Cavli, O.F.T. et al. [15] pro-
posed a method to combine unpacking and run-time malware analysis features.
It provided an effective way to solve malware detection. D’Angelo, G. et al. [16]
utilized unpacking and run-time features, including hash fingerprints, permis-
sions, application info, network flows, and dynamic API calls, to describe the
behavior peculiarities of the software. These methods are expensive in terms of
computation and resource consumption. It is not befitting for the user require-
ments of anti-virus organizations.

Unpacking Feature-Based Analysis. For instance, the authors constructed
the fingerprint of the malware families using n-grams analysis and features hash-
ing [9]. In [17], the authors generated a fingerprint for each family. This analysis
method relies on a signature library and cannot identify samples that are not
in the library. Yuan, H. et al. [11] proposed an unpacking feature-based detec-
tion method based on tf-idf and machine learning, using the tf-idf algorithm to
calculate the number of permissions used. Turker, S. et al. [10] proposed a frame-
work that extracts requested permissions and API calls from Android malware
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samples and used them as features to train a large number of machine learning
classifiers. This analysis method cannot learn deep features in view of its limi-
tations. Alswaina, F. et al. [7] implemented a reduced permission set and fed it
into a machine learning algorithm for classification. This analysis method may be
subject to abuse of permission requests. Opcode feature analysis methods such
as Gaviria de la Puerta, J. et al. [8] and Kang, B. et al. [18] used n-gram features
combined with machine learning. This analysis method causes the data space to
explode when the value of n is too large. Accordingly, these unpacking-based
feature analysis methods are not considered.

Unlike the above methods, the feature representation method proposed in
this paper can effectively express the diversity and behavior characteristics of
software families. The two channels 1d-CNN adopted by CAFM can more fully
acquire the input features and utterly learn the high-level abstract expression of
the features.

6 Conclusion

This paper proposes a precise classification method for family malware. Through
in-depth analysis of features, feature subsets are obtained, which can represent
family diversity. The 1d-CNN with two channels is designed, which can not only
utilize the original feature data format to a greater extent but also preserve the
information of the source features. The design of two channels fully learns the
internal abstract pattern of fusion features and provides a more accurate model
for family classification.
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