®

Check for
updates

The Maestro Attack: Orchestrating
Malicious Flows with BGP

Tyler McDaniel ™), Jared M. Smith, and Max Schuchard

University of Tennessee, Knoxville, USA
{bmcdan16, jms,mschucha}@utk.edu

Abstract. We present Maestro, a novel Distributed Denial of Service
(DDoS) attack that leverages control plane traffic engineering techniques
to concentrate botnet flows on transit links. Executed from a compro-
mised or malicious Autonomous System (AS), Maestro advertises routes
poisoned for selected ASes to collapse inbound traffic paths onto a sin-
gle target link. A greedy heuristic fed by bot traceroute data iteratively
builds the set of ASes to poison. Given a compromised router with advan-
tageous positioning in the AS-level Internet topology, an adversary can
expect to bring an additional 30% of the entire botnet against vulnera-
ble links. Interestingly, the size of the adversary-controlled AS plays lit-
tle role in this amplification effect; core links can be degraded by small,
resource-limited ASes. To understand the scope of the attack, we eval-
uate widespread Internet link vulnerability via simulation across several
metrics, including BGP betweenness and botnet flow density, and assess
the topological requirements for successful attacks. We supplement sim-
ulation results with ethically conducted “attacks” on real Internet links.
Finally, we present effective defenses for network operators seeking to
mitigate this attack.
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1 Introduction

Distributed denial of service (DDoS) attacks direct traffic from many distinct
sources on the Internet to overwhelm the capacity of links or end hosts. These
attacks proliferate despite extensive academic and economic investment in miti-
gation, and intensify with the Internet’s expansion to new devices and services.
A reflection attack fueled by unprotected memcached servers, for example, tem-
porarily disabled Github [35]. Link Flooding Attacks or LFAs are DDoS attacks
against infrastructure links rather than end hosts. Prominent examples in the
literature include the Coremelt [52], Crossfire [26], and CXPST [46] attacks.
Worryingly, LFAs could be moving from proposed attacks to present threat.
In 2016, a Mirai botnet-sourced attack directed over 500 Gbps of traffic to a
Liberian infrastructure provider in a real-world LFA [47].
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In order for an LFA adversary to successfully target a link, the adversary
must be able to direct traffic from bots to destinations such that the traffic
traverses the target link. However, while end hosts control their traffic’s destina-
tion, they cannot control the path taken by that traffic. Network operators for
the Autonomous System (AS) that bots reside within chose outbound paths for
their flows. This means that links have varied exposure to LFAs due to routing
choices. For some targets, an attacker may find destinations for individual bots
such that the entire botnet sends traffic over some target link; for others, bots
may have no such paths.

Prior academic work fails to deeply address this topological constraint. For
example, Coremelt [52] only quantified if an adversary could flood at least one
link of the ten largest ASes by degree, but did not quantify how many links
were impacted for those ASes. CXPST [46] targeted links based on control plane
properties, and recognized in their results that many likely target links are out
of the attacker’s reach. Most recently, Crossfire [26] explored the ability of LFAs
to disconnect geographic regions. However, their experiments used paths from
PlanetLab nodes both as their model for botnet traffic propagation and overall
topology, meaning that by definition the only links considered in their model were
those their “botnet” could reach.

In Sect. 3, we quantify the vulnerability of Internet links to LFAs with simu-
lations that join CAIDA’s inferred Internet topology with botnet models backed
by real-world bot distributions. For one of our link sample sets, we found that
just 18% to 23% of links are traversable by the majority of bots in three major
botnets, and fewer than 10% of sampled links were vulnerable to >75% of bots.
Even if we restrict our set of targets to the 10% most traversed links, the majority
are reachable by <20% of the botnet.

In Sect. 4, we investigate how routing-capable adversaries can expose poten-
tial LFA targets inadvertently shielded by routing choices. The result is a novel
attack, Maestro, that orchestrates remote AS path selection and malicious bot
flows to degrade links outside the reach of traditional LFAs. Our attack requires
an adversary to have two tools: a botnet and limited control of a Border Gate-
way Protocol (BGP) speaker. The Maestro attack utilizes a traffic engineering
technique called BGP poisoning to adjust bots’ inbound path to the compro-
mised BGP speaker’s network so they include a target link. The attacker then
launches a traditional DDoS attack against the compromised BGP speaker’s
network, resulting in attack flows funneled over the target link.

We demonstrate Maestro’s ability to both amplify LFAs for already-
vulnerable links and extend a botmaster’s reach to previously unexposed targets
in simulation. After executing the Maestro attack from a well-positioned adver-
sary, more than 90% of sampled links are exposed to a majority of bots across
each botnet, and 85% to 87% of links are exposed to 75% or more bots. Our
analysis explores a number of different target link/compromised BGP speaker
selection methods to discover how these properties factor into attack success. The
results of these evaluations are explored in depth in Sect. 6, where we analyze
two Maestro adversary types.
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We validate Maestro’s underlying mechanisms with experimental “attacks”
on the live Internet in Sect. 5. From two different “compromised” routers, we
achieved 2x or greater flow density improvement against target Internet links.
Following our experiments, we consider defenses to mitigate Maestro, explor-
ing the relative effectiveness of each via simulation, with in-depth discussion of
results. Our goal is to give a first look into mitigation techniques network opera-
tors can individually deploy to protect their own links from the Maestro attack.
Feedback from outreach to the network operator community is also presented.

2 Background

2.1 Border Gateway Protocol

The Border Gateway Protocol (BGP) [43] is the Internet’s de facto routing pro-
tocol. BGP enables 68,000 Autonomous Systems (ASes) to exchange routing
information and connect disparate parts of the Internet’s infrastructure. BGP
routes are defined by a destination IP prefix and a collection of attributes, includ-
ing the AS PATH, or list of AS-level hops to the route destination. ASes originate
routes to hosted IP prefixes via BGP advertisements to neighboring ASes. Each
AS chooses its path to a prefix based on attributes of stored paths, most notably
LOCAL PREF and AS PATH length. LOCAL PREF represents the AS opera-
tor’s local policy choices regarding path qualities, and holds precedence over AS
PATH length in the decision process. The longest prefix matching rule dictates
that the stored path with the longest (most specific) IP prefix match is used to
forward received packets.

Because the BGP decision process draws on path and policy attributes in
route selection, BGP is a path-vector algorithm with policies. These policies
are informed by business relationships between ASes. ASes can have peers,
customers, and providers. Peers exchange traffic for free, while customers pay
providers to transit traffic. These economic partnerships shape the Internet
topology according to the valley-free routing model [18]. In simple terms, the
model states that BGP routes will not transit from a customer to a provider
after transiting from a provider to a customer, which ensures ASes do not incur
monetary costs whenever possible. One important abstraction related to this
model is the customer cone, defined as an AS and all of its direct/indirect cus-
tomers. More formally, an AS’s customer cone is the set of all ASes that can be
reached from the AS transiting only provider to customer links [33].

2.2 BGP Poisoning

The BGP decision process gives local operators control over outbound paths,
but operators have little influence over inbound traffic paths. Techniques do
exist for next-hop inbound path control, including the MULTI EXIT DISC (exit
discriminator) attribute [37] and BGP communities [16], but both are subject to
remote AS’s policies. This means inbound path control cannot be exerted by a
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Fig. 1. BGP poisoning. AS 1 advertises a specific prefix (thicker arrow). AS 4’s traffic
to AS 1 (blue) is moved to the more specific route. AS 2 is said to have been poisoned.
(Color figure online)

destination AS arbitrarily on the broader Internet. Fortunately, BGP poisoning,
a traffic engineering technique found in prior work [1,28,48,49,54], allows for
inbound route manipulation without coordination from other ASes. Recent work
demonstrates poisons of non-Tier 1 networks are rarely filtered [48].

BGP poisoning relies on two characteristics of BGP: loop detection and
longest-prefix matching. Loop detection is a specified BGP behavior that dic-
tates ASes drop paths that already contain their own AS number (ASN). This
prevents loops, but it also enables BGP poisoning (see Fig. 1 for an illustration).
An AS that wishes to adjust inbound paths off certain links can falsely include
the ASes to be avoided in an advertised path. As a result of being included on
the path, the poisoned ASes will drop the incoming update, and routes will prop-
agate around links involving the poisoned ASes. In practice, the poisoned ASes
are sandwiched between copies of the originator’s ASN to avoid issues with RPKI
(see Sect. 2.2 below). Connectivity between poisoner and poisoned ASes can be
maintained by using two sets of advertisements: a non-poisoned advertisement
for the IP prefix, and poisoned advertisements for more specific (longer) prefixes
that cover the original block of IP addresses. Since packets are forwarded on the
most specific address match, any AS which has access to the poisoned path will
always install it.

RPKI, Path Aggregation, and Poisoning: The Resource Public Key Infras-
tructure (RPKI) [34] is a feature in partial deployment [6,20] that ties ASNs
to their allocated prefixes via Route Origin Authorizations (ROAs). ROAs are
designed to prevent prefix hijacking [39] and do not affect BGP poisoning as
described above. BGPsec [30] extends BGP with cryptographic hardening of AS
PATHSs. If fully deployed, BGPsec would prevent BGP poisoning entirely. How-
ever, no commercial BGPsec implementations exist [50], and BGPsec is largely
ineffective unless widely implemented [21].

AS PATH aggregation as described in [43] allows ASes to aggregate down-
stream routes for multiple specific prefixes (e.g., many consecutive/24s) into a
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single, more general prefix (e.g., a/16) originated by the aggregator. Operators
can apply an AS SET attribute with ASNs of aggregated routes; this step pre-
serves poisons on aggregated routes. The Potaroo project’s 2020 routing table
analysis found that nearly 40% of aggregate address spans are covered by more
specific routes, suggesting that aggregators often allow more specifics to propa-
gate alongside aggregates [19].

2.3 Link Flooding Attacks

Volumetric Distributed Denial of Service (DDoS) describes a coordinated avail-
ability attack on a target link or end host with overwhelming traffic from multiple
sources. A common flow source for these attacks are botnets: networks of com-
promised end hosts (bots) under an attacker’s control. Link Flooding Attacks
(LFAS) refer to DDoS against network infrastructure rather than end hosts. One
of the first such attacks in the literature is Coremelt [52]. Coremelt specifies
that a botmaster 1) map which links are present on bot-to-bot paths, 2) target a
specific link used between many bots, and 3) direct bot traffic between bots over
the link. The resulting n? flows (for n bots with paths over the link) exhausts
target link capacity. The Crossfire attack [26] strategically targets multiple Inter-
net links to isolate an entire region (military installation, university, geographic
region, etc.). Rather than directing traffic to one another, bots map paths to
publicly available web services (decoys) that transit target links. Bots then send
sustained, low-intensity flows to decoys to execute the attack.

3 Can Botnets Target Any Link?

Link Flooding Attacks (see Sect. 2.3 earlier) hinge on the botmaster’s ability to
drive traffic over a target link. First, the botmaster must find paths from bots
to remote destinations that cross the target link. Next, they must direct flows
over these paths to aggregate traffic at the target and exhaust its capacity. If the
attacker’s flows overwhelm the link, “drowning out” benign traffic, the attack is
successful. Bots without a path to some destination that includes the target link
cannot participate in the attack.

This path requirement is largely unaddressed by prior work on LFAs.
Researchers often 1) do not perform their measurements with distribution data
from a real botnet, notably Kang et al.’s Crossfire [26], 2) assume botnets can
direct significant flows over arbitrary links on the Internet without evidence, as in
Tran et al.’s examination of the feasibility of re-routing based LFA defenses [54],
and/or 3) target links most accessible to botnet flows, as in Coremelt [52],
CXPST [46], and Crossfire. In fact, both target selection and attack success for
Crossfire is measured via a degradation ratio that only considers links exposed to
bots. These limitations raise questions about how well LFAs can target arbitrary
links in the Internet topology. Here we explore those questions with Internet-
scale BGP simulation.
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3.1 Simulation Methodology

Our experiments are performed by extending the Chaos BGP simulator
from prior work [45,46,49,54] with new modules. Chaos builds the Internet’s
BGP topology based on publicly available inferred AS relationship data from
CAIDA [56]. In the simulator, ASes perform a simplified BGP decision process
for path selection that includes longest prefix matching, path selection based on
LOCAL PREF and AS PATH, and route export based on local policy. As true
local AS policies are private, this is the most accurate simulation of AS behavior
we can devise. We model our simulator’s poison mechanics on the live Internet’s
treatment of BGP poisoning [1,28,48|.

For each attack, we use three botnet models based on Mirai, Conficker, and
Blackenergy botnet IP measurements. Our botnet models are built from passive
and active measurements of infected hosts from a variety of sources. The Mira:
botnet model includes 2.29 million IP addresses in 11,633 ASes. These addresses
were recorded by a Chinese CDN as they spread the malware, a process with a
unique signature [38]. Our Conficker model contains 2.28 million bot IPs from
12,095 ASes found by detecting bot rendezvous points and monitoring traffic
to these points [53]. The Blackenergy model is a SCADA-focused botnet devel-
oped from similar techniques as presented in [5] with a total of 310,943 bot IPs
across 4,291 ASes. Note these IP counts may not represent true botnet size given
DHCP churn and other factors; in this work, we are primarily concerned with
AS distribution of bots rather than counting infected hosts.

3.2 Vulnerability Experiments

Our initial experiments in the simulator measure the vulnerability of Internet
links to LFAs. We build the AS-level topology as described above and classify
links in two ways - relative usage and vulnerability. We quantify link usage with
betweenness, defined as the number of times a link appears on paths between
any pair of ASes in the simulator. Figure 2a shows the cumulative distribution
of betweenness for simulated Internet links. Most links appear on 100 or fewer
AS paths. Select links, however, have a betweenness of more than 1 million.
Attacks on these critical links would wreak havoc with upstream and downstream
networks, and cause widespread disruption in Internet services. We quantify link
vulnerability with flow density: the percentage of a botnet’s infected hosts with
simulated paths over the target link to either 1) another bot-hosting AS, called
bot-to-bot flow density, or 2) any destination AS, called bot-to-any flow density.
The bot-to-bot flow density models the effectiveness of a Coremelt-style attack;
the bot-to-any flow density roughly follows the Crossfire attack.

To show how link vulnerability and usage are related, Fig. 2b plots bot-to-bot
flow density on the x-axis against betweenness on the y-axis. Not unexpectedly,
some low betweenness (peripheral) links are wholly outside an LFA attacker’s
reach. We note that relaxing our attack technique by allowing bots to send
traffic to any AS destination does not significantly alleviate these limitations, as
shown in Fig. 2¢. Critically, some moderate to high betweenness (core)
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links are also partially or completely devoid of paths between bots.
This experiment provides evidence that botnet-sourced LFAs can be limited by
topological factors. While low betweenness links are most difficult to reach from
the botnet families in our study, even highly trafficked links are not always fully
exposed to botnet flows.
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Fig. 2. LFA vulnerability as function of betweenness

4 The Maestro Attack

The prior section demonstrates that most links, including many likely LFA tar-
gets, are shielded from the full force of major botnets. This condition arises
from the lack of end host control over traffic routes; bots cannot always find a
destination for their flows that cross a target link. In this section, we introduce
the Maestro attack, the first combination of traffic engineering techniques with
LFAs. Maestro alters the control plane to increase target flow density and extend
a botmaster’s reach to previously shielded links.

Threat Model: To execute the attack, an adversary requires 1) command of
a botnet and 2) control of a BGP speaker, i.e., an AS’s edge router. The first
item is trivially obtainable, as botmasters routinely monetize their networks by
renting them out in an attack-as-a-service model on the dark web [41]. Recent
events demonstrate that multiple feasible avenues exist for adversaries
to gain routing capability. The 3ve fraud operation [22] demonstrated the
most straightforward route - simply registering a new AS. Insider attacks from
disgruntled network operators, e.g. the Canadian bitcoin hijack [32], are another
path to adversarial routing capability. Note that edge routers themselves need
not be compromised to launch the attack - it is sufficient to compromise router
configuration systems, as may have occurred in the XLHost ISP breach [17].
However, recent Cisco router vulnerability disclosures show that remote attacks
on edge routers are also a realistic attack vector [7-10]. Finally, BGP has pre-
viously been weaponized for intelligence gathering [15] and censorship [14] by
nation states.
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Maestro Concept: Since bots are located in disparate ASes, an adversary who
seeks to control bot traffic paths must adjust the best path at each bot-containing
remote network. Obviously, if the adversary compromised all these ASes, they
could change paths directly, but such an adversary is far more powerful than
the one in our threat model. Maestro’s central insight is that an adversary who
controls one edge router in a single AS can influence remote networks’ paths
to that AS. If an adversary first directs bot traffic to an AS/prefix they control
(the compromised AS or adversary AS), the adversary can orchestrate those
flows onto a target link with poisoned BGP advertisements (like a conductor,
or maestro). We call the origin endpoint of the target link the From AS and
destination endpoint of the target link the To AS. In effect, Maestro also executes
a traditional DDoS against the adversary AS. This is of little concern to an
adversary who compromises another entity’s AS. Figure 3 shows the attack in
abstract, with link 5 — 8 as the target. Before the attack, traffic from bot-
hosting ASes (ASes 0-3) to the adversary (AS 10) flows around (and not over)
the target link. Our adversary compromises AS 10, and issues specific prefix
advertisements with ASes 4 and 6 poisoned. This causes inbound flows from
the bot-hosting ASes to the adversary to concentrate over the target link. After
altering these paths, the adversary AS (AS 10) directs bot traffic to itself. The
result is a channeled DDoS flowing over 5 — 8.
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Fig. 3. Maestro: BGP poisons collapse botnet traffic onto a target link.

4.1 Poison Selection Algorithm

BGP poisoning is a primitive that moves inbound traffic off a chosen link as
seen in prior related work [28,49]. Our adversary’s core challenge is different -
they want to find a set of poisons (the poison set) that focuses traffic onto a
target link. Finding a poison set that successfully steers bot traffic is non-trivial,
because poisons can conflict - successfully steering one AS can block others
from traversing the target link. Additionally, each poison extends the poisoning
advertisement’s AS PATH, and excessively long paths are often filtered [54]. The
adversary uses traceroutes [57] to determine bot paths as in [26,52].
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The following iterative poison choice heuristic represents the core of
the Maestro attack. This algorithm finds a poison set for some adversary/target
pairing, after which the adversary needs only to issue the poisoned advertisement
and direct bot traffic to the poisoned prefix to complete the attack. Our algorithm
works by iteratively partitioning ASes into four sets:

Algorithm: Poison Choice Heuristic

function ChoosePoisons (From,To, Adv, Sources,n)
Input : From AS From, To AS To, adversary AS Adwv, source ASes Sources,
poison limit n
Output: poison set Poisons
Poisons =)
while Sources # 0) and |Poisons| < n do
B ={b|bis abgp path To+— Adv}
Sacred = {From,To, Adv} + ﬂllill B;
Success += {s | s € Sources and {From,To} € s — Adv}
Disconn += {s | s € Sources and no specific-prefix path s+ Adv})
Sources —= {Sacred U Success U Disconn}
Score = [0] * |Sources|
foreach s; € Sources do
foreach s; € s; — Adv do
| Score; +=1
end

end

Poisons += {max(Score)}

Adv sends advertisement to poison Poisons
end

Sacred ASes are those the adversary cannot poison, as doing so would dis-
connect the target link from the adversary AS. It is initialized with the From AS,
the To AS, and the adversary AS. It is updated at each iteration with every AS
that appears on all paths from the To AS to the adversary AS, as determined by
traceroutes from bots to the adversary AS. Naturally, we must have a path for
traffic from the target link to the poisoning prefix, so these ASes should never be
poisoned. Disconnected ASes include poisoned ASes and those without a route
to the advertising prefix that does not transit a poisoned AS. Successful ASes
are those hosting bots whose traceroutes transit the target link to the adversary.
Lastly, Source ASes are those hosting bots that are not yet assigned to another
set.

After these sets are updated, we select an AS to poison from the source ASes
and add it to the poison set. To accomplish this, we select the AS with the highest
vertex betweenness on the directed graph formed by traceroutes from remaining
source ASes to the adversary. This is the poison that invalidates the maximum
number of source paths that avoid the target link. While no guarantee exists
that source ASes will then select a path that contains the target link, we at least
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remove a common hop that avoids the link. We update ASes’ set membership
based on their current traceroutes to the adversary after receiving the update
poisoned for all poison set members. Finally, we move to the next iteration. We
will terminate iteration once the source set is empty, or if the poison set (which
is included in the AS PATH as described in Sect. 2.2) causes the AS PATH to
exceed the size AS operators will almost certainly filter in practice: around 254
hops [23,54]. We show in Sect. 7 that this condition is rarely met.

4.2 Evaluation

To evaluate Maestro’s impact, we choose thousands of target link/adversary AS
pairings for simulated botnet attacks in the framework described in Sect. 3.1.
We aim to understand link vulnerability characteristics, and to show how tar-
get /adversary topological positions affect flow density. For each attack, we mea-
sure pre-attack flow density for the target, which represents the target’s present
vulnerability to LFAs. Next, we execute the Maestro attack to concentrate bot
traffic. Finally, we measure post-attack flow density to quantify our success in
steering bot-hosting ASes onto the target link. For most experiments, we make
bot-to-bot (Coremelt-style) flow density measurements; when using bot-to-any
based target link sampling, we will instead measure bot-to-any flow density.

Attacking From the Customer Cone: We initially simulated Maestro on
2,000 randomly selected links with adversaries randomly selected from nearby
(1-3 AS-level hops) ASes to illuminate our attack’s limits. The attack was gener-
ally unsuccessful, but two common success conditions emerged. First, successful
attackers were almost universally located in the customer cone of the target link
destination (the To AS). This is because path export rules are most generous for
customers, as ASes provide their customers with all known best paths in hopes
of transiting their traffic. So, we expect customer ASes will find the maximum
number of attack paths - valley-free paths from flow sources to adversary AS
that cross the target - among all potential attackers. Second, we observe that
flow density improvement for successful attacks varied inversely with attacker
distance from the target link. This is an intuitive result; distance increases the
number of alternate inbound paths that avoid the target link.

With this knowledge, we next sample 100 links each with relatively low,
intermediate, and high betweenness/flow-density. For each target link, we sample
three adversaries at each depth from 1-3 in the To AS customer cone. This
results in about 1800 adversary/link pairings per link sample set, and about
5400 total simulated attacks. The results are shown in Figs. 5a and 5b. Because
we observed similar patterns in success across botnet models, we present only
Mirai results here. For direct customers of high betweenness links, on average
an additional 30% of the total bots in the botnet can target the link (Fig. 5b).
For low betweenness links, attack impact is negligible, but these links are not
likely targets for LFAs.

A deeper examination of the data yields insights on successful Maestro sce-
narios. First, target link relationship is critical to attack success. For an adversary
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in the To AS customer cone, attack paths are most prevalent when the To AS is
a customer of the From AS; that is, the target link is a provider to customer link.
This is an intuitive finding; any bot AS that must transit a provider to customer
link to reach the target link cannot then transit a customer to provider link
and remain valley-free. Like locating the adversary in the To AS customer cone,
targeting a provider to customer link removes a potential valley from attack
paths, but at rather than after the target link. The importance of this dynamic
is shown in the relative distribution of flow density gains by link relationship
in Fig. 5c. Virtually all successful cases for this experiment were on provider to
customer links.

Figure 5a displays pre vs. post attack flow density for the same betweenness
link sample in Fig. 4a, filtered to include only provider to customer links. Here
we see results for the ideal case for the attack: an adversary AS located in the
customer cone of the To AS, when the target link is a provider to customer link.
The region between the curves in this figure represents the attacker’s gain from
executing Maestro. Before the attack, most sampled links have flow densities
below 10% - that is, most link targets are vulnerable to 10% or fewer bots in a
Coremelt LFA. After Maestro execution, roughly half of sampled links
have >50% flow density.
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Customer to Provider Link Attacks: Our previous experiment highlights
the roles that target link relationship and adversary position play in attack path
prevalence. Since most Internet services require bidirectional communication,
the simplest method for attacking customer to provider links is to attack the
opposite direction; i.e., target the associated provider to customer link. To con-
firm this method’s viability, we reverse the target link direction for all customer
to provider links from our betweenness link sample set with <1% post-attack
flow density in the prior experiment. We then sample adversaries from the new
To AS customer cones and simulate attacks. Figure 6 shows the results of these
reversed attacks. Clearly, link relationship was the primary culprit preventing
attack success, as attacking the reversed direction yields drastically improved
flow density. For most links, we see 50% or greater post-attack flow density,
meaning that we expect to engineer most bot traffic onto the target.

However, if an adversary has already compromised an AS in the To AS
customer cone of a customer to provider link, the adversary cannot always attack
the reversed direction; this requires compromising a different AS. So, we ask now
under what conditions the customer to provider direction can be successfully
attacked. The only attack paths available in this case originate from within the
From AS customer cone, because any flow sources not located there must transit
a peering or provider to customer link before reaching the target link. This means
that potential targets are limited to those with significantly bot-infected From
AS customer cones. To test our ability to steer bot traffic in these scenarios, we
randomly sample 300 links from above the 9th deciles for From AS customer cone
infection rate from the set of all customer to provider links, simulate attacks,
and measured flow density improvement. We find that we can exert significant
steering influence on bots in the From AS customer cone as shown in Fig. 7.

While the Maestro attack is most effective for attacking links between cus-
tomers and providers, the concept of leveraging routing capability to expose
links to attack could be extended to peer links, as well. While the details of such
an attack fall outside the scope of our paper, we will briefly sketch one pos-
sible technique. Peer links (like customer to provider links) are generally only
exported within the peers’ customer cones, so an adversary wishing to expose
such a link would require routing capability at an AS located within the link
endpoints’ cones. From that position, an adversary could trigger an intentional
route leak to a destination that crosses the peering link to expose it to attack;
this is analogous to the role of poisoned advertisements in the Maestro attack.
Further work could explore the effectiveness of this technique.

5 Internet Experiments

We built an experimental Maestro implementation with the PEERING BGP
testbed [44] and the RIPE Atlas framework [51] to 1) validate the basic steer-
ing mechanisms behind Maestro and 2) explore what real-world dynamics could
affect the attack. PEERING allows us to originate routes from its points of pres-
ence (PoPs) worldwide hosting BGP edge routers. RIPE Atlas provides a dis-
tributed probe network for data plane measurements including ping, traceroute,
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DNS, SSL/TLS and NTP. A subset of these probes, called anchors, periodically
form a publicly accessible “mesh” measurement of all-to-all traceroutes.

A single PEERING PoP serves as the adversary’s compromised AS. All
responsive RIPE Atlas anchors (n & 580) across roughly 470 ASes function
as the experimental “botnet”. To measure flow density, we combine anchor mesh
measurements with traceroutes from anchors to the compromised AS, mapping
IP-level hops to AS-level ones using Team Cymru’s mapping service [13]. Total
flow density includes all anchors with paths to one another or the compromised
AS that transit the target.

We conduct the “attack” by first selecting a target from links within three
AS-level hops of the compromised AS. Next, we originate an unpoisoned/24
advertisement from the compromised AS and measure pre-attack flow density.
Finally, we iteratively select poisons and issue poisoned advertisements for the /24
as described in Sect. 4 to steer traffic over the target link. After the attack,
we issue new traceroutes to compare achieved flow density with the original
measurement. We perform this procedure on two target links/PEERING PoP
pairings.

Ethics: All control plane advertisements are protocol compliant, and all data
plane measurements target PEERING prefixes that host only our experimental
workstation, so no Internet traffic was affected except our own. Measurements
were made with Paris traceroutes [2] using 3 packets of 48 bytes each originating
from fewer than 600 RIPE Atlas anchors. The total additional network traffic
on any affected link is less than 100KB per measurement. Measurements are
spaced by at least one minute. We assess that the potential for our experiments
to disrupt normal network operation is minimal, and we did not receive any
complaints from operators.
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Clemson Results: The Clemson University PoP is the compromised AS for
our first experiment. We select 209 — 2722, a link from the Tier 1 clique to the
compromised AS’s upstream provider AS2722, as our target. This link is two
topological hops from the compromised AS. Zero bots transit this link to one
another or to the compromised AS prior to the attack; we identified the link
from CAIDA’s topology [56]. So, the pre-attack bot-to-bot flow density was 0%.
This does not indicate the link is unused, only that it is not used to transit traffic
between bots and the compromised AS.

AS174 is the most common AS on inbound bot paths and would be our first
poison choice, but poisoning this AS disconnects the majority of bot ASes. We
observe this behavior in both Internet experiments when attempting to poison
Tier 1 ASes, so we suspect that defensive filtering of Tier 1 poisons [24] is to
blame. Because AS2722’s direct connections are still able to reach the compro-
mised AS, we suspect that filtering occurred at Tier 1 providers. To avoid such
disconnections, we skip AS174 and continue the algorithm. After finding 2 poi-
sons, nearly all (533/576 bots) transit the target 209 — 2722. The remaining
bots either directly connect to AS2722 (20 bots in AS15169 Google) or were dis-
connected from the compromised AS (13 bots). Maestro execution enhances
flow density from 0% pre-attack to over 90% after.

Utah Results: The PEERING PoP behind Utah Education Network (AS210)
is our second compromised AS. We selected a Tier 1 to Tier 1 link 3 hops from
the compromised AS, 174 — 209, as the target. The original flow density on this
link is about 7% - 45/576 bots had bot-to-bot paths that transited this target
link before the attack, and none used it to reach the compromised AS.

Our first poison choice would be AS1299, but poisoning this Tier 1 AS triggers
the disconnection of most bot ASes as in the Clemson experiment. We again
suspect Tier 1 ASes filtering Tier 1 poisons is to blame, so we continue the
algorithm without poisoning AS1299 or other Tier 1 providers. The attack finds
3 poisons that steer roughly 16% (91/576) of bots over the target link to the
compromised AS. 106 bots transited the target link to reach either another probe
or the compromised AS. Overall, the attack modifies probe flow density
from 7% to above 18%, a greater than 2x improvement in flow density.

Discussion: We find substantial evidence of Tier 1 filtering of Tier 1 poi-
sons during our experiments consistent with a recent BGP interception study,
SICO [4]. We note that SICO’s path export communities could provide a mech-
anism to further concentrate traffic when Maestro is limited by Tier 1 poison
filtering. We explore filtering in greater detail in Sects. 7 and 9.

6 Attack Scope and Vulnerability

As shown in Sect. 4.2, Maestro adversary is most successful when they 1) target
a provider to customer link and 2) compromise a direct/indirect customer of the



Maestro Attack 111

To AS. In this section, we explore the Internet’s vulnerability to two Maestro
attacker types: strategic and opportunistic. The opportunistic adversary achieves
routing capability at some arbitrary AS, and exploits their position to attack
upstream links, e.g. as part of a ransom DDoS. For this attacker, a key question
is how many more critical links the adversary can attack with Maestro. The
strategic adversary targets a specific link or links for broader strategic purposes,
e.g. disrupting key services. For this attacker, we want to quantify the pool size
of potential attacking ASes given some target link.

Opportunistic Adversary: To answer how Maestro enables the opportunis-
tic adversary, we compare the number of links the adversary can attack with
Maestro to the number that can be attacked with a Crossfire LFA. For every
AS z in CAIDA’s inferred topology [56], we classified upstream links as vul-
nerable to Maestro if they were provider to customer links where the To AS
is 1) a direct/indirect provider of AS z and 2) within 3 topological hops of
AS x. We counted links as vulnerable to Crossfire if their simulated pre-attack
bot-to-any flow density was over 10%. We call this targeted flow density level
the vulnerability threshold. We averaged the results by the compromised AS’s
UCLA classification [40]: stub AS, small ISP, large ISP. Note Tier 1 networks
are excluded from these results, as they are not customers of any AS and thus
cannot meaningfully execute Maestro. For this analysis, we restrict our focus to
core (above 7th decile betweenness) vulnerable links.

The results are displayed in Table 1. In the Maestro columns, we display the
average and standard deviation number of Maestro-vulnerable links for each AS
classification. The Crossfire columns show the same metrics for links with 10%
flow densities without Maestro. We find that in all AS classes, Maestro
increases the pool of potential LFA targets by at least 2x on average.
Small ISPs have the greatest average number of Maestro-vulnerable upstream
links (40). This is consistent with our understanding of position-driven vulnera-
bility - small ISPs have, on average, more direct providers than stub ASes and a
greater number of provider hops to the Tier 1 clique than large ISPs. This means
they have the highest number of provider to customer links within 3 upstream
hops, and thus the largest pool of potential Maestro targets.

Table 1. Opportunistic Maestro: key links exposed to Maestro vs. Crossfire.

Maestro Vuln. Crossfire Vuln.

Avg Stddev Avg Stddev

Stub AS 29 35 14 16
Small ISP 40 49 19 23
Large ISP 35 41 16 18
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Strategic Adversary: The strategic adversary is motivated to attack specific
links in the topology. For this attacker, Maestro’s key capability is its ability
to focus traffic on specific upstream targets, including those isolated from LFA
flows by topological constraints. Because this attacker seeks to attack a specific
link, we want to understand both the number of ASes positioned to attack the
target and the attack’s potency relative to existing LFAs.

For this analysis, we consider all links in the betweenness link sample set
described in Sect. 4.2, which contains randomly selected high, intermediate, and
low betweenness links. We analyze the results of the Maestro attack simulations
from Sect. 4.2 and determine the proportion of links over a given vulnerability
threshold before and after attack execution. The results are presented in Table 2.
Less than 50% of these links have 25% or greater pre-attack flow
density across all botnet models; after the attack, greater than 95%
of these links are above this threshold.

In addition to the attack effect, we also want to know how many ASes are
positioned to attack each link. The adversary sample set columns in Table 2
display, for each vulnerability threshold, the average set size of potential ASes
that an adversary could compromise to perform the attack. To calculate this
number, we first note that adversary AS size is not a significant determinant of
attack success - the absolute value of the correlation coefficient of CAIDA AS
rank [55] and flow density gain for these attacks was always smaller than .01.
Success for adversaries in the customer cone is instead dominated by relative
topological position. For this reason, if an AS two AS-level hops into the To AS
customer cone successfully executes Maestro at some threshold, we expect every
other AS at the same or closer depth to likewise succeed at that threshold.

Out of about 600 provider to customer attacks in this sample set, we found
that fewer than 3% violated this expectation for any botnet model. So, we esti-
mate the potential adversary pool as the To AS customer cone to the depth of
the deepest successful adversary. The standard deviation is also presented for
these adversarial sets. Note that the high variance in set size expressed by these
statistics illustrates that the potential adversary pool size varies greatly. For
target links with large ISPs as the To AS (like core Internet links), the To AS
customer cone can include thousands of potential adversaries. For many smaller
targets, only a handful of ASes are well-positioned for the attack.

Table 2. Strategic Adversary: Maestro result summary, provider to customer between-
ness link selection, customer-only attack

Vuln. Before Vuln. After Avg Adversaries Stddev Adversaries

Vuln. Threshold 25% 50% 75% 25% 50% 75% 25% 50% 75% 25% 50% 75%

Mirai 0.44 0.18 0.09 0.97 0.91 0.87 135.45 114.64 91.22 349.69 312.94 215.85
Conficker 0.44 0.21 0.08 0.96 0.91 0.85 151.25 100.01 92.35 360.26 226.39 216.06
Blackenergy 0.38 0.23 0.10 1.00 0.94 0.87 130.61 103.98 92.48 335.06 273.92 217.14
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7 Towards Defenses

Two broad categories exist for defense against this attack: general LFA defense
solutions and solutions targeting poisoned announcements. Unfortunately, many
state-of-the-art LFA defense options are not widely available to network oper-
ators, as they require collaboration across ASes [29], deployment of next-
generation architectures [12], or additional hardware [25,31,42]. Nyx, a re-
routing system [49] could only partially mitigate Maestro by moving traffic
between some critical AS and the Nyx deployer AS off the congested target.
Here we consider the more relevant mitigations that target Maestro’s poisoned
advertisements.

Achieved Flow Density by Poisons Required Poison Limiting Defense Effectiveness Poison Filtering Defense Effectiveness
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Fig. 8. Evaluation of Maestro defenses

The path length defense - rejecting advertisements above some limit - is one
easy-to-implement response to this attack. Unfortunately, as shown in Fig. 8a,
nearly all of the attack effect is achieved with 5 or fewer poisons; this is partially
an artifact of relatively dense botnet distributions as discussed in the next mit-
igation. Tran et al. [54] observed AS PATH lengths commonly reach 30 hops in
legitimate advertisements, indicating that adding 5 hops to the AS PATH is likely
insufficient to distinguish attack advertisements. Figure 8b shows the impact if
all ASes limited advertisement AS PATH length at various levels, including those
observed by prior work (30 and 75) [54] and implemented in common routing
hardware (254) [23]. These limits do not decrease achieved flow density.

An alternative defense involves detecting and suppressing poisoned BGP
advertisements. The current and potential effects of RPKI and BGPSec filter-
ing is discussed in Sect. 2.2. Alternatively, ASes could prevent Meastro with by
filtering all poisoned advertisements. This is a feasible approach, because poi-
soned advertisements have a clear signature. However, as previously discussed,
this would prevent benign traffic engineering poisons. ASes are also under unique
administrative control, so uniform filter deployment is a challenge.

Figure 8c shows how our betweenness-based link selection/customer only
adversary selection experiment responds to different sets of filtering ASes. For
this mitigation trial, we ran our attack against four filtering sets. The first two
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sets place poison filters at 25% and 50% of all transit ASes (those with one
or more customers) filtering all poisoned advertisements. The next two sets are
smaller but more strategically targeted: filters at all 20 Tier 1 ASes (Hurricane
Electric included) to explore how the best-provisioned networks can protect the
Internet as a whole, and botnet-specific defenses. The botnet-specific defense
springs from the observation that all three botnets in our study are highly con-
centrated. In the Mirai model, for example, 64% of bots are hosted in just 30
ASes. So, for our final filtering set, we include all providers (58) for these 30
ASes to cordon the botnet. While this filtering pattern is botnet-specific, it
illustrates the efficient protection that few well-positioned filterers provide rel-
ative to many randomly distributed ones. Both the 50% transit and Mirai
cordon filtering sets eliminate virtually all Maestro effect. Interestingly,
filtering at Tier 1s (20 ASes) provides greater overall protection than filtering at
25% of transit providers (2441 ASes). While prior work suggests short (<50 poi-
sons) poisoned announcement filtering is rare [48], Tier 1 filtering is encountered
in [4].

8 Related Work

The Coremelt [52] and Crossfire [26] attacks are discussed in detail in the back-
ground, Sect. 2.3. Bellovin’s link cutting attack [3] discussed strategically cutting
topological links to route traffic through colluding ASes. While the purpose of
that attack - interception in the presence of path security - is different, the
concept of severing links to re-route traffic is similar. Classifying links by BGP
betweenness is a technique employed in Schuchard et al.’s Coordinated Cross
Plane Session Termination (CXPST) control plane attack [46]. Select LFA miti-
gation work is presented in Sect. 7. Other uses of BGP poisoning include LIFE-
GUARD from Katz-Bassett et al. [27,28] as well as Colitti et al. and Anwar et
al.’s policy exploration studies [1,11]. Nyx [49] from Smith et al. employs BGP
poisoning for DDoS mitigation. The propagation of poisoned advertisements
throughout the Internet is actively measured in [48].

9 Conclusion

In this work we explored both LFA limitations and how adversaries can over-
come those limitations. Our experiments show that contrary to assumptions in
previous literature, botnet-sourced LFAs cannot target arbitrary links with full
force in practice. In fact, many core Internet links can be reached by just a frac-
tion of infected hosts in all three of our botnet models. Our simulations show the
Maestro attack can partially overcome topological reach restrictions. Most trou-
blingly, high betweenness links are most vulnerable to this attack, and the rank
of AS adversaries plays little role in attack success. Provider to customer targets
are most vulnerable to Maestro, but other links with significantly infected From
AS customer cones can be affected by the attack. Our mitigation experiments
suggest strategic poison filtering drastically reduces vulnerability.
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Operator Engagement: We submitted a preprint of this work to the NANOG
(North American Network Operators Group) mailing list to solicit feedback on
the attack and disseminate mitigations. Responses indicated that operators had
not seen any similar attack executed in practice. Some operators suggested that
defensive filtering (a “peer lock” mechanism) could provide some protection from
the attack [24]. Peer locking validates advertisements against known relation-
ships, an intuitive step in averting path manipulations like those used in Mae-
stro. However, this requires periodic out-of-band information exchange between
ASes, and there is little evidence that this feature has penetrated beyond Tier 1
ASes [36]. We encountered some evidence of Tier 1 peer locking in Sect. 5, as did
Smith et al. [48] in their measurement study. Our Tier 1 filtering examination
from Fig. 8c provides a window into the effect of full Tier 1 peer locking.
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