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Abstract. With the growing number of counterfeits in food supplier chains, one
of the most important subjects to a final consumer is the assurance of product
legitimacy and safety to consume. In this paper, we develop an approach towards
wine traceability, with main objectives on combating counterfeit and increasing
brand reputation by assuring the origin of wine to the final consumer. We build
an architecture for a blockchain-based system to track and record all the main
transactions between the supply chain participants from the moment the grapes
are harvested until the moment when the final consumer is making a decision to
purchase the wine. This application shows the enormous potential of blockchain
technology to reduce counterfeiting levels and assure the final consumer with the
origin of the wine, potentially avoiding health risks that counterfeit wine can cause,
and thus increasing the wine brand reputation.
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1 Introduction

In recent years, major organizations such as technology firms and financial entities
have made significant investments in blockchain-based technologies with the goal of
fundamentally transforming business applications and move towards decentralization of
processes. Blockchain technology (BCT) can be characterized as a distributed ledger,
where all the historical transactions are tamper-proof and transparent to all the network
participants; at the same time all the information within the ledger is immutable, which
makes it secure [1]. BCT is based on a decentralized nature, which implies a high level
of transparency [2], and can be implemented to facilitate the execution of safe corporate
procedures and the automation of inter-company transactions.

Additionally, BCT represents a significant potential for small and medium-sized
businesses who lack the resources necessary to engage in new technologies and are
often left behind when a technological leap happens. Various sectors were studied as
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possible examples for BCT implementation starting from healthcare [3, 4], e-government
[5, 6] and food traceability [7, 8], to fashionable products [9], diamond authentication
[10, 11] and property rights tokenization [12].

Unique features of BCT bring an enormous potential to modern supply chains (SCs),
allowing to build well established business processes that bring innovativeness in terms
of transparency and enhanced trust between stakeholders [13]. Small and medium busi-
nesses may innovate and gain an advantage via blockchain transformation by using
BCT-based services and developing their own applications, such as decentralized appli-
cations, or DApps. Some examples of application cases may include marketplaces for
renting or selling properties on BCT-based peer-to-peer platforms (real estate); manag-
ing claims (insurance); monitoring and tracking freight movement (logistics); addressing
security (IoT); and ensuring food safety via IBM’s Food Trust Network, which connects
distributors, retailers, producers, and regulators in the food industry [14].

Regarding enhanced transparency of business processes, BCT poses a great potential
to reduce counterfeit in various sectors for different types of products, such as drugs
[15], luxury products [16], food fraud [17] etc. One of the products that is facing a high
volume of counterfeit and fraud scams is wine. For instance, European Union is facing
with nearly 1.3 billion Euros of counterfeit wine trade per year, which makes 3.3% of
the whole industry and is causing such consequences as economic level damage, brand
reputation loss and potential health issues of final consumers [18]. Thus, this study is
focused on a wine industry and the potential benefits that BCT-based application can
bring to it.

Thus, the purpose of this paper is to investigate the ability of a BCT-based solution
in providing a safe and veritable wine to the final consumer. The goal of this study is
therefore to explore the potential counterfeit reduction and traceability enhancement
enabled by BCT application throughout the SC by proposing an architecture of a smart
contract for a wine distribution SC. This paper is built as following: Sect. 2 reviews the
current literature and identifies current state of the art — SC principles for BCT and the
types of BCT existing. Section 3 is dedicated to the wine production and counterfeiting; it
also shows the current architecture of a wine SC and defines the quality and traceability
standards for food industry. Section 4 talks about methodology applied, and Sect. 5
introduces the implementation itself. Section 6 provides the conclusion and future gaps
that can be addressed.

2 Literature Review

BCT s a Distributed Ledger Technology (DLT), which is an immutable database of infor-
mation about each transaction that is shared across a network of participants [19]. This
technology is based on the concepts of decentralization and disintermediation, which
means that data may be collected, stored, and updated in a dispersed way by all network
participants [20]. This kind of architecture enables actors to store and exchange data in a
synchronized manner, at the same time guaranteeing their integrity via consensus-based
validation procedures and cryptographic signatures [21]. The governance is based on a
broad and dispersed system of mutual trust in which no actor may assert dominance and
in which decision-making is consensus-based [22].
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2.1 Supply Chain Principles Based on Blockchain

BCT is an integrative technology designed to defragment SCs by synchronizing the data
captured along it. More precisely, each product is defined by a processing cycle involving
many actors. Each actor is assigned a unique digital identity (supplied by an accreditation
provider) and is responsible for documenting (tracking) critical information about the
product’s (or service’s) development procedures and status throughout the network. Each
product is given a unique digital identity via the use of a unique tag (a barcode, RFID
or QR Code). This tag is a one-of-a-kind digital cryptographic identification that links
the physical product to its network-based virtual identity, allowing any actor to access
all or any related information. To safeguard the process against theft and counterfeiting,
BCT entails the generation of a digital token linked with the digital identity whenever
the product/service is manufactured or transferred amongst SC actors [23]. As a result,
the ultimate product recipient (e.g. a final consumer) may verify the token and trace the
item’s history back to its inception [24].

When transferring (or selling) a product to another actor, both parties have to sign a
digital contract to verify the transaction [25]. Once all parties have signed the contract,
the transaction’s information will be kept. The actors’ privacy may be adjusted according
to the subject’s preferences: they can stay anonymous, but their identity must be verified
by the trust-building certifiers [23]. Thus, BCT’s fundamental features that are essential
for the business processes improvement of SC’s are as follows:

e Transparency: Any network participant may see all recorded transactions at any time
[26], that is why BCT is considered as a trustworthy technology.

e Immutability: BCT guarantees that all data is completely unalterable and uncorrupt-
ible. The sole exception is when a node’s control exceeds 51% [27].

e Decentralization: By its nature, BCT eliminates a need in a central entity, who is
usually responsible for transaction verifications [28].

e Autonomy: BCT is a consensus-based system that is available to all networks par-
ticipants and guarantees same information access and visibility throughout all the
participants [29] and may be changed only with the agreement of all members.

e Anonymity: Both the data transmission and the individual transaction may be
anonymous, as long as the person’s blockchain address is known [30].

e Security: Data security in terms of information sharing is guaranteed for BCT-based
applications [31] as it is a tamper-proof technology.

o Authenticity: BCT enables access to verified information and data about transac-
tions[32] and protects SCs from counterfeiting and fake assets [33].

Although the principles of transparency, fair trade, and sustainability are increasingly
important in customers’ purchasing decisions, most companies still deal with complex,
non-integrated SCs with high exposure to risks towards, but not limited to counterfeit,
human rights abuses, and other illegal practices. Implementation of BCT in SC cases
enables organizations to manage business processes is a more active and efficient way
[34], guaranteeing the truthfulness of the transaction data and a possibility to trace
backwards the production of a particular product [35].
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2.2 Types of Governance in Blockchain and Smart Contracts

BCT architecture may be permissioned or permissionless from a governance perspec-
tive. The permissioned (private or authorized), chain is an alternate development to the
unauthorized chain (the one where anybody may join) [36] with Bitcoin and Ethereum
serving as examples. Transparency is limited to authorized participants in this instance,
making it impossible to handle data that need some level of privacy [37]. There are two
kinds of roles in this sense: (1) participants - who are restricted to using the system (2)
validators - who have access to the system and a copy of the current ledger. Validators
are in charge of the distributed consensus process [38].

Permissionless BCT systems (public or unauthorized), vice versa, do not need owners
and allow for the ownership of a copy of the updated ledger to be shared among all
participants. Participants may also act as validators in this scenario, and are therefore
accountable for both the distributed consensus process and the system’s integrity [39].

From an immutability standpoint, public blockchain transactions are much more
difficult to manipulate due to the increased number of participants who keep the records.

The primary distinction between the three blockchain types is that the public
blockchain is fully decentralized, while the consortium blockchain is partly decentral-
ized. The private blockchain, on the other hand, is wholly centralized and managed by
a single node.

One of the biggest innovations that BCT brings is the automation. Transactions can
be automatically triggered between the nodes, when predefined criteria are met; this is
enabled with the use of smart contracts, which can be described as digital protocols
that automatically execute contract terms [40]. The use of smart contracts eliminates
the need in third-parties, that usually execute transactions and, as a result, improves SC
efficiency [41]. Like this, smart contracts provide transparency, thus improving trust
among stakeholders [42].

3 Wine Production and Counterfeiting

Wine production includes all kinds of activities that allow the transformation of grapes
into wine. There are five basic stages when making wine: (1) Harvesting; (2) Crushing;
(3) Fermentation; (4) Pressing; (5) Aging; and finally (6) Bottling. It all starts at the “raw
material” stage, which is the grape harvesting, then it goes throughout all the necessary
procedures in order to produce wine and give it to the bulk wine distributor. This is only
the wine production flow, but after that more stakeholders are involved in processes like
bottling, transportation, warehouse and retailing points distribution etc.

The current architecture of a wine SC is based on a barcode system (GS1) and
according to the Standards defined by GS1, stakeholders have to fill in some mandatory
information throughout each stage of the SC flow, which includes the following [43]:

Grape Grower - Name and address of the vineyard, plot map reference, size of
plot/number of wines, wine variety, contract details.

Wine Producer - Identification of the wine producer, product identification, shipping
container identification, quality of wine dispatched, batch number of each product.

Bulk Distributor -wine container Serial Shipping Container Code (SSCC).
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Transit Cellar - identification of the transit cellar; identification of a container;
product identification; quality of the wine dispatched; batch number of each product.

Distribution - SSCC of the inbound pallet, SSCC of the outbound pallet, links
between the SSCC of the created pallet and the SSCC of the pallets used in its creation,
Global Location Number (GLN) of the retail location to which the pallet is dispatched.

Retail - Global trade item number; lot number; packaging date; batch/lot number
[43].

3.1 Wine Counterfeit

Wine counterfeiting itself has many edges, from production fraud to wine investment
fraud; when talking about production fraud/counterfeit, final consumers have an impres-
sion of buying a specific good quality wine, when in reality the drink can be harmful and
dangerous to health [44]. This counterfeiting poses very serious problems for society,
implying not only into financial losses but also human losses.

Human losses —Earlier this year, 26 people died and 80 had a heavy poisoning after
consuming counterfeit alcohol in Dominican Republic [45]. In Turkey, due to a rise on
alcohol taxes, homebrewing became popular and in the end of 2020, 44 people died after
consuming counterfeit bootleg liquor with ethyl alcohol [46]. More than 700 people died
in Iran in 2020 due to a deadly methyl poisoning of a counterfeit alcohol [47].

Financial losses: There is around €2.8 billion sales losses every year across EU
because of counterfeit wine and other spirits [48], which leads not only in sales loss per
se, but to consequences such as workplace reductions for registered manufacturers.

Under these circumstances, BCT as a transparent and tamper-proof technology with
an ability to address and reduce counterfeiting levels, is inducing growing interest from
the side of wine producers and wine related SCs.

3.2 Quality and Traceability

In general, defining the quality of a product is difficult since it is dependent on a variety
of variables and may take on a variety of meanings based on the perspective of the SC
players. While the term “quality” is often linked with goods, it really refers to processes
and material flows. Indeed, according to [49]. Quality refers to both the physical char-
acteristics of the meal and the methods by which those properties were obtained. The
capacity to trace the whole route used to get the final result is critical for ensuring its
quality, for example, by detecting mistakes in real time and halting the process if it does
not comply with criteria.

[49] established a list of categories for formalizing the quality standards or quality
control systems used in agri-food production. We accept the fundamental definition
given by the International Standards Organization (ISO), specifically ISO 8402:1994
[50], which defines quality as “the sum of a product’s or service’s features and qualities
that affect its ability to fulfill expressed or inferred customer requirements.” In simpler
terms, a product is considered to be of high quality if it meets a variety of criteria and
meets the user’s specifications.

Quality is also associated with maintaining provenance, or information about the
area in which the product was produced. Typically, knowledge regarding the origins
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and producers of the product is lost as the commodity travels downstream from the
farmer [51]. As a result, a product may be difficult to track in future. [52] found in
their research that both quality and safety may contribute to customer trust, and both
are related to traceability. The findings, particularly in Italy, demonstrated significant
correlations between traceability as a tool for food safety by offering recall and food
quality mechanisms. Another fundamental issue that must be addressed is the traceability
of a product. Numerous definitions of traceability and traceability system may be found
in the literature [53-56] and [57]. [53] offer a generic definition for traceability that
may possibly be applied to any product: “the capacity to obtain any or all information
related to that which is being considered, across its full life cycle, through documented
identifications.”

Given the International Organization for Standardization’s definition of traceability
in ISO 22005:2007, a specific standard for traceability in the food and feed chain, as “the
ability to follow the movement of a feed or food through specified stages of production,
processing, and distribution”[58], a traceability system based on product labeling must
conform to this definition. According to [53], traceability of food items is the ability to
ensure that goods traveling through the food supply chain meet specified criteria.

The installation of traceability systems is essential for wine SCs, as current systems
are not able to fully protect final consumers from fraud. Typically, the food and bever-
ages SCs are less digitalized, and are mainly built on paper documentation and private
databases, which may be easily altered and counterfeited. Innovation and innovative
techniques for product-based traceability systems are required.

4 Methodology

In order to meet the goal of this study a collaborative environment, which includes
SC scholars and technical specialists, was built. First of all, literature was reviewed to
understand the current state of BCT applications and the acuteness of the anticounterfeit
solution for alcohol. Based on the state of the art, the need in a traceable and trusted
solution for wine production and distribution was highlighted.

Thus, in order to start, the architecture of a SC and definition of the main participants
of wine SC need to be performed by identifying each stakeholder and its role. Our
proposal to the implementation of the traceability of the wine is the use of smart contracts
that were programmed in DAML [59], that represents an open-source smart contract
language and in terms of the virtual shared ledger, it identifies who may write what
events, and to whom these events would be distributed.; hence, the next step is the
smart contract flow architecture creation and adaptation to the wine application. The
goal is to enhance the transparency and traceability levels of wine SCs, at the same time
reducing counterfeit chances and improving the brand reputation, which would allow
final consumers to gain more trust in wine by tracing its origins.

5 Implementation

The global structure of the SC for this application is represented in the Fig. 1, we
identified four main stakeholders of wine production and distribution process that will
take part in the BCT network, which are:
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Manufacturer — the party that is responsible for the wine processing and bottling of the
ready wines.

Warehouser — the party that keeps packed bottles of wines until retailing points request
a new consignment of wine.

Transporter —the party that is responsible for the wine transportation from manufacturer
further to next parties.

Retailer — this party includes various retailing points where wine will be further sold
straight to the final consumer.

It is very important to note, that as can be seen in Fig. 1 these are just the central
stakeholders, but not the only ones. In practice, wine changes ownership more times dur-
ing the production and distribution process, including stakeholders that are responsible
for: grape harvesting and collection, packing, transitioning, wholesaleing, etc. It is also
crucial to understand, that the final consumer is not a participant of a BCT network in
terms of creating a new block, here the final consumer will only be able to trace back-
wards all the records of the production and distribution process, thus gaining confidence
in the origins of the wine. We decided to focus on the four main stakeholders for this
application in order to show a comprehensive implementation of a smart contract and
its architecture.

As presented in Fig. 1, the main goal is to track all the records and stages through
which wine goes until it gets to the final consumer, this is done based on BCT-enabled
hash system, where each consecutive hash of a new block contains the hash of a previous
one. Like this, for every transaction that is taking place throughout the SC, a new hash
in the new block is created, allowing tracking wine at any stage and moment of the
cycle. In our application, the traceability starts at the level of the manufacturer, where

WAREHOUSER TRANSPORTER CONSUMER
Block 0 Block1 Block 2 Block3
INDEX INDEX INDEX INDEX
DATE & TIME DATE & TIME DATE & TIME DATE & TIME
TIMESTAMP TIMESTAMP TIMESTAMP TIMESTAMP
PREVIOUS PREVIOUS PREVIOUS PREVIOUS
HASH HASH HASH HASH
HASH OF HASH OF HASH OF HASH OF
BLOCK 0 BLOCK 1 BLOCK 2 BLOCK 3
TRANSACTION TRANSACTION TRANSACTION TRANSACTION
DATA DATA DATA DATA

Fig. 1. Wine supply chain using blockchain
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wine is processed and bottled and can be traced backwards at the moment when the final
consumer is making a decision of purchasing ready bottle of wine in the retail point.

For the smart contract implementation, we built a DAML language template with
the following parties: Manufacturer, Transporter and Owner. The owner role can be
explained as any consecutive party in the SC, and if the application has more than four
stakeholders, any party that is going to take the ownership of the wine at its own stage,
can be considered as an owner and the logic of Fig. 2 would be implemented.

The general smart contract architecture for our application looks as following: start-
ing from the moment that wine is processed and the physical bottle is created, Manufac-
turer transfers the ownership to the Owner by the use of the smart contract. In our case,
the next Owner of wine would be a warehouse. Once warehouser accepts the ownership
transfer, it would change the holder to the Transporter, who further accepts the holder-
ship, transits wine to the next stakeholder, registers the delivery and assigns it to the next
respective Owner. In our application, the next Owner would be a retailer, who receives
ready bottles and further sells it to the final consumer. Thus, the last block would be
created by the retailer, and the final consumer would be able to trace all the records of
ownership change and transactions that took place, starting from the production stage.
Like this, the final consumer can be assured with the origins of each particular bottle
that can be found at the shelves of the retailing point and check that it is not a counterfeit
wine.

Parties
Manufacturer Transporter Owner

New owner
confirms the buy

Transfer Accept
Ownership / \\_Ownership

Transporte!

Create
Bottle

Accept Change Holder
Holdership (Request Transportation),
v
Register Accept
Delivery Holdership

The owner
confi

Fig. 2. Smart contract flow
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The use of BCT-enabled smart contracts in the wine SC case enables a possibility to
make wine traceable and creates a full visibility for the final consumer to see the origins
of wine, which brings improvements of several factors.

First of all, anticounterfeiting measures would be met, since smart contract is trig-
gering and recording transactions that meets a predefined protocol, the assurance of wine
safety and originality can be guaranteed. As claimed in [60] consortium blockchain and
smart contract use creates a decentralized environment, with robust level of guarantees
on the integrity of stored and recorded data.

Secondly, it improves the visibility of the final consumer, where final consumer can
trace backwards the full production and distribution related transactions that are stored
on the BCT networks records and due to the immutable nature of the technology [61] it
improves the credibility and trust towards the product from the perspective of the final
consumer.

The third improvement that decentralized and trusted wine distribution process
potentially brings is the strengthening of a brand reputation. As mentioned in [24], veridi-
cal data of each product that can be traced backwards by the final consumer is potentially
able to improve the satisfaction level, thus reinforcing an overall brand reputation.

6 Conclusion

With our proposal of implementation, we can conclude that the use of the smart contracts
(DAML language) can actually bring advantages in terms of its simplicity: to see all
the transactions and clearly track the final product since the moment that it was just
a raw material. However, this language is early iterations, contributing to a diffuse
documentation and some conflicts with IDE’s, with that we can say that this language
needs to be a little more community enrollment.

The main contribution of this study is the universal smart contract architecture intro-
duction, which can be used for specific applications. This study also contributes in practi-
cal terms, as it shows the potential boost in trust of final consumer when using BCT-based
products. Our blockchain-based system helps to track and record all the main transac-
tions between the SC participants in wine production and distribution industry shows a
great potential of BCT-based solutions to reduce counterfeit levels and assure the final
consumer with the origin of the wine. The origin knowledge further avoids health risks
chances that counterfeit wine can cause. Like this the traceability may even boost an
increase in overall wine brand reputation.

As BCT solutions for SCs are still in an infancy stage, it represents a great oppor-
tunity for the future of SC applications. This technology guarantees immutability and
irreversibility, making it possible to control the entire supply chain from the producer to
the final consumer. For future research, we suggest applying the proposed system to see
the actual level of an end consumer trust and satisfaction with the feature.
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