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Abstract. Specific Emitter Identification (SEI) is a technology that dis-
tinguishes between the unique hardware differences inherent in different
emitters. In practical applications, due to the lack of labeled datasets,
transfering labeled source domains to unlabeled target domains is crit-
ical, however, individual signals of different emitters will be disturbed
by different degrees of noise during the propagation process, the model
performance degrades due to differences between domains caused by dif-
ferent noises. To solve this challenge, we introduce unsupervised domain
adaptation (UDA) to SEI of different noises, the main principle of UDA is
to reduce the difference between the labeled source domain and the unla-
beled target domain, and learn domain invariant features between the
two domains. In this paper, we propose to use domain adversarial neural
network (DANN) based on transformer encoder (DANN-Transformer)
for SEI of different noises, this domain adaptation behavior achieves
adversarial effects by adding new gradient reversal layers, the transformer
encoder can better extract the contextual relevance of signals, and pro-
vide deeper transferable features. Finally, experiment on the real ADS-B
dataset, when the SNR is between -20dB and -5dB, DANN-Transformer
shows superior performance compared to other baseline models. In addi-
tion, it also has good anti-noise performance and the performance of
more than 95% can still be achieved when the number of target domain
samples is 200.
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1 Introduction

Specific emitter identification (SEI) is applied in various aspects of real life [1]. It
is mainly used in auxiliary authentication, smart radio, ad hoc network, Internet
of Things security and so on.

SEI mainly uses the inherent essential difference information about the trans-
mitting source hardware or system extracted from the received signal, that is
the Radio Frequency(RF) fingerprint characteristics of different transmitters.
There are two main methods of identification:(i) feature engineering, extract-
ing various features of the signal, and selecting an appropri- ate classifier for
recognition, and (ii) end-to-end recognition based on deep learning. Traditional
feature extraction methods extract RF fingerprint features through instanta-
neous features, permutation entropy(PE), short-time Fourier transform(STFT),
power spectrum density(PSD), and Hilbert transform, and select Support Vector
Machine(SVM), K-NearestNeighbor(KNN) and other classifiers for SEI identi-
fication. There are also some methods that convert the signal into a graph for
representation, and then extract features for SEI [2]. Deep learning technol-
ogy has many advantages in application and has higher performance compared
with traditional technology. Chen [3] introduced the residual block and multi-
branch module on the basic CNN architecture to realize the classification and
recognition of civil aviation ACARS signals, and the recognition accuracy rate
reached 92% under the condition of 10dB. Pan [4] convert the radiation source
signal into a Hilbert grayscale image and input it to ResNet for feature extrac-
tion, and learns complex high-dimensional features from the original image. In
addition, more advanced networks have been studied, such as complex-valued
networks [5] and complex convolutional network [6] for SEI. When the training
data set is large enough and the labels are sufficient, the neural network-based
method can achieve good performance, but in practical applications, most of
them are non-cooperative scenarios, and it is impossible to obtain enough data
sets with high-quality labels, so In this case, it is necessary to choose unsu-
pervised SEI. In the process of wireless communication, there will be different
degrees of noise influence, which will lead to poor classification effect. However,
unsupervised SEI seldom considers this situation, so it is necessary to introduce
domain adaptation into the field of unsupervised SEI. [7] introduces the latest
research progress and future challenges of domain adaptation in the field of 6G
wireless communication.

Although unsupervised domain adaptation (UDA) for SEI has gradually
received attention, they are rarely applied to SEI. [8] performed continuous
wavelet transform (CWT) on the original signal, and then combined with DANN,
and achieved good results on SEI at different frequencies. In addition, there is
also the application of DANN to specific emitter modulation recognition. In this
paper, instead of extracting traditional features from the signal, we directly input
it into DANN [9] for end-to-end recognition. This is more realistic than other
transfer learning methods, transforming raw signal data into domain space may
result in loss of features and distortion.

The main contributions of this paper are the following three points:
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– Aiming at the problem of poor domain adaptive performance under different
noise environments, adversarial transfer learning is introduced into the field
of SEI.

– The proposed SEI framework introduces the Transformer encoder into the
feature extraction network of DANN, which can better extract the contextual
correlation of signals, learn deep-level transferable features, and have strong
robustness.

– Experimental evaluation on the real ADS-B dataset, and the experimental
results show that DANN-Transformer has a great improvement over other
baseline models at low SNR. We also explore the anti-noise performance of
DANN and the effect of the number of samples on SEI identification.

The rest of this paper is organized as follows. In Sect. 2, we mainly introduce
the principle and research status of the UDA method. In Sect. 3, we describe the
problem to be solved by applying SEI under different noises in the field of UDA.
In Sect. 4, we introduce the basic framework of DANN-Transformer, the calcu-
lation of loss function, and the basic architecture of the network. In Sect. 5, we
evaluate the performance of the DANN-Transformer method in several aspects.
In Sect. 6, conclusions and directions for future research are given.

Fig. 1. Unsupervised domain adaptation

2 Unsupervised Domain Adaptation

Compared with traditional signal processing methods, supervised deep learn-
ing realizes an end-to-end learning mode, and is the most widely used method
in various research fields, but its performance depends on two conditions: (i)
high quality labeled training dataset, (ii) the data are identically distributed.
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However, reliable labeling of SEI is difficult. Therefore, we need to transfer the
model to solve the task that there is not enough labeled data set. When two
domain distributions are inconsistent, the performance will drop significantly.
For example, when two domains are disturbed by different degrees of noise, the
performance of the model after migration cannot be guaranteed.

Regarding the issue above, UDA is a good solution that it solves the prob-
lem of no labels in the target domain. DANN is a classic unsupervised domain
adaptation method, which introduces the idea of confrontation learning into
domain adaptation for the first time. Fig. 1 is a diagram of the unsupervised
domain adaptation process. UDA is mainly divided into three types: based on
style transfer [10,11], self-training [12,13], based on adversarial learning [14,15].

3 Problem Description

In this section, we define the notation in UDA. We define the dataset as X and
the label set as Y. The source domain of the tag is Ds and the target domain
without labels is Dt. In the Ds, the dataset Xs = {(xs

1, y
s
1), . . . , (x

s
n, ys

n)} have
ns labeled data. In the Dt, the data of the environment with different signal-
noise ratio (SNR) from the Ds, is denoted as Xt = {xt

1, . . . , x
t
n}, but the label

is unknown. The task is to find the target prediction function f(·) through Xs,
Y s and Xt to predict the label of the Dt.

In a cooperative scenario, the data in the Ds and Dt are independent and the
distribution is the same for both. In this situation, We learn Ps(y | x) through Xs

and Y s to build a classifier that is also similar to Pt(y | x), and the test effect in
the target domain is also very good. However, in non-cooperative scenarios, the
two are in different distributions. At this point, we only use Xs and Y s to learn
the classifier constructed by Ps(y | x) is different from Pt(y | x), and the adapt-
ability on the target domain is relatively poor. Therefore, the DANN method
introduces Xt and trains together with Xs and Y s, alleviating the difference in
domain adaptation and increasing the generalization performance.

4 Proposed Framework

This paper mainly uses DANN to study the transfer problem under different
noise domains. Compared with the generation of confrontation network, the
difference between them that the samples in the target domain are fake sam-
ples in the generation of confrontation network. Therefore, the feature extractor
in DANN mainly plays a role of feature extraction. It mainly extracts com-
mon transferable features between the two domains, the features learned by the
discriminator are very similar and cannot be distinguished accurately, and the
discriminative ability of the discriminator is continuously enhanced, to achieve
better classification performance. In addition, a transformer encoder is added to
the feature extraction network to extract the contextual correlation of signals and
learn deeper transferable features. The main architecture of DANN-Transformer
is shown in Fig. 2.

The four main parts in DANN-Transformer are introduced as follows:
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Fig. 2. The overall framework of the proposed algorithm

– Feature extractor: It mainly consists of a basic CNN network for fea-
ture extraction for label predictors to optimize classification performance and
domain discriminators to optimize discrimination performance.

– Transformer encoder: Embed the extracted features and add position
information, then make a residual connection with the new vector gener-
ated by the multi-head self-attention layer, and finally pass through the feed
forward neural network (see Fig. 3).

– Label predictor: As far as possible to separate the correct label.
– Domain classifier: Distinguish as much as possible from which domain the

extracted transferable features come from.

Fig. 3. Transformer encoder

The original I/Q signal is first passed through the feature extractor, and
then the transferable features are extracted by the transformer encoder, finally
classified through the label predictor. Adding a gradient reversal layer (GRL)
can achieve the effect of confrontation. The loss function and network structure
are described in detail in the following subsections.

4.1 Loss Functions

For the label predictor,softmax as an activation function, its output is:

Gy (Gf (x);V, c) = softmax (VGf(x) + c) (1)



Deep Adversarial Neural Network Based on Transformer Encoder 379

When a given data point (xi, yi), The loss of the label predictor is:

Ly (Gy (Gf (xi)) , yi) = log
1

Gy (Gf(x))
yi (2)

Therefore, on the source domain, our training optimization goal is:

min
W,b,V,c

=

[
1
n

n∑
i=1

Li
y(W,b,V, c) + λ · R(W,b)

]
(3)

Among them, Li
y represents the label prediction loss of the ith sample, λ

is an artificially set regularization parameter, and λ · R(W,b) can reduce the
phenomenon of over-fitting.

The core of DANN is the domain discriminator, sigmoid as an activation
function, its output is:

Gd (Gf (x);u, z) = sigm
(
u�Gf (x) + z

)
(4)

Then, the domain discriminator loss Gd(·) is defined as follows:

Ld (Gd (Gf (xi)) , di) = di log
1

Gd (Gf (xi))
+ (1 − di) log

1
Gd (Gf (xi))

(5)

Among them, di represents which domain the sample comes from. At this
point, the optimization objective of the domain discriminator is:

R(W,b) = max
u,z

[
− 1

n

n∑
i=1

Li
d(W,b,u, z) − 1

n′

N∑
i=n+1

Li
d(W,b,u, z)

]
(6)

The total loss of the trained network mainly composed of label predictor loss
(source domain) and domain discriminator loss (source domain, target domain).
So we get the total objective function as:

E(W,V,b, c,u, z) = 1
n

∑n
i=1 Li

y(W,b,V, c)

−λ
(

1
n

∑n
i=1 Li

d(W,b,u, z) + 1
n′
i

∑N
i=n+1 Li

d(W,b,u, z)
) (7)

Among them, during training, the parameter optimization of label predic-
tor and domain discriminator can be achieved by minimizing and maximizing
objective functions respectively.

4.2 Network Structure

As shown in Table 1 are the specific parameters of the network structure. Sup-
pose 64 samples are input to the neural network each time, Then the input tensor
size is 64 ∗ 2 ∗ 4800, the output size is 64 ∗ 10. The label classifier uses three fully
connected layers, followed by softmax for classification. The domain discrimi-
nator uses three fully-connected layers, followed by Logsoftmax for source and
target domain classification.
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Table 1. network structure of feature extractor

name output param

Conv1d (64,512,4800)3584

BatchNorm1d(64,512,4800)1024

MaxPool1d (64,512,4800)–

ReLU (64,512,2400)–

Conv1d (64,256,2400)393472

BatchNorm1d(64,256,2400)512

MaxPool1d (64,256,1200)–

ReLU (64,256,1200)–

Conv1d (64,128,1200)163968

BatchNorm1d(64,128,1200)256

MaxPool1d (64,128,600) –

ReLU (64,128,600) –

Conv1d (64,64,600) 41024

BatchNorm1d(64,64,600) 128

MaxPool1d (64,64,300) –

ReLU (64,64,300) –

5 Experimental Results

5.1 Dataset

Automatic Dependent Surveilance-Broadcast (ADS-B) is an integrated monitor-
ing and communication system that can be used to transmit flight parameters.
It can realize the sharing of flight information and broadcast flight information
regularly, which is necessary for the implementation of regional air management.
We use the dataset proposed in paper [16] to evaluate our proposed method. It
was acquired in a real world noisy environment. We select 10 types of signals in
the ADS-B dataset, each type of signal has 400 signal samples, and the length of
each signal sample is 4800. The samples in the two fields are randomly selected,
the number of samples is 2000, and the sample categories are 10 categories.

5.2 Baseline

In this section, we introduce other domain adaptation methods for comparison
of the performance of DANN-Transformer methods.

– CNN [17], the source domain is extracted and classified through the same
CNN network as DANN, the model is trained, and then tested on the target
domain.

– Transfer Component Analysis (TCA) [18], it only does marginal distribution
alignment.
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– Joint distribution alignment (JDA) [19], it performs marginal distribution
and conditional distribution alignment.

– Weighted Balanced Distribution Adaptation (W-BDA) [20], it can adapt
the importance of marginal distribution and conditional distribution, and
adaptively change the weight of each class

– Transfer Joint Matching (TJM) [21], it aims to reduce the domain difference
by jointly matching the features and reweighting the instances across domains
in a principled dimensionality reduction procedure.

– Manifold Embedded Distribution Alignment (MEDA) [22], it proposes man-
ifold feature transformations to reduce data drift between domains.

5.3 Performance Comparison of Different Methods

In this paper, additive Gaussian white noise (AWGN) with different SNRs is
added to two domains to carry out migration experiments. In this experiment,
we verify the superiority of DANN-Transformer method. We add -5dB noise on
the Ds, and then the SNR ranges from -20dB to 20dB on the Dt, and the rest
of the conditions remain unchanged, results are shown in Fig. 4.

Fig. 4. Effect of SNR Variation in the Target Domain on Recognition

In Fig. 4 is a comparison of the accuracy of different UDA algorithms, we can
see the change of the accuracy curve with the increase of SNR. Compared with
the other seven methods, the DANN-Transformer method has obvious advan-
tages at -20dB to -5dB, and becomes relatively stable after -5dB, and the accu-
racy rate is not much different, because the characteristics of the samples are
not very different at high SNR. And we can also see that the deep transfer
methods are generally better than the non-deep transfer methods, because the
deep transfer method can learn the deep features of the sample. In addition, we
can see that when the transformer encoder module is added to DANN, it shows
excellent performance at low SNRs, because it can capture deeper transferable
features.
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5.4 Domain Adaptation Under Different SNRs

Through the previous section, we analyzed that DANN-Transformer and DANN
have great advantages over other baseline algorithms. In this summary, we ana-
lyze the mutual transfer under different SNRs. The SNR of the source domain
changes from -20dB to 20dB, and the target domain SNR varies from -20dB to
20dB. Fig. 5 shows the domain adaptation results of DANN at different SNRs.

Fig. 5. Accuracy of domain adaptation under different SNRs

In Fig. 5, we can see that when the DANN method transfer from data with
a SNR greater than -5dB to a SNR greater than -5dB, the accuracy rate can
reach more than 90%. When the SNR is lower than -10dB, the signal will be
greatly affected, and the recognition accuracy will be greatly reduced. However,
DANN-Transformer can still achieve an accuracy rate of 90% when the SNR is
-10dB, indicating that it has stronger robustness. When the noise environment
is the same between the two domains, the characteristics of the two are similar,
and the effect of domain adaptation is better. For example, -20dB SNR in both
domains, it is better than when the target domain is other SNRs.

5.5 Effect of Sample Size and Category

In this experiment, we study the effect of sample size on classification accuracy
in two domains. We fixed the SNR of the Ds at 10dB, and fixed the SNR of the
Dt at -5dB, and kept the rest of the conditions unchanged.

Transfer learning cannot always assume that there are many samples in the
Ds, therefore, it is necessary to explore the impact of the number of samples
in the Ds on the domain adaptation algorithm. In this experiment, the number
of samples in this experiment varies from 200 to 2000 with an interval of 200.
The number of unlabeled samples in the Dt is fixed at 1600. Table 2 shows the
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Table 2. classification accuracy rate of source domain sample change

Samples Methods

in Ds TCAJDATJMMEDABDADANNDANN-Transformer

200 16.0 50.5 39.5 71.0 76.0 59.0 70.0

400 14.0 53.0 51.5 76.0 80.0 68.5 80.5

600 15.5 65.5 64 81.5 78.0 79.0 84.5

800 16.0 73.5 77 82.5 79.0 86 86.5

1000 17.0 77.5 82.5 83.5 84.0 90.0 90.5

1200 17.0 84.5 86.0 83.5 86.5 90.5 91.0

1400 17.0 84.5 85.5 84.0 86.0 93.5 93.0

1600 16.5 85.0 86.0 85.0 87.0 91.5 95.0

1800 16.0 85.5 84.0 85.5 88.5 95.0 97.5

2000 17.5 85.5 81.5 84.5 89.0 95.5 98.0

accuracy of the source domain sample size under different methods. Except for
TCA, the accuracy of other methods increases with the increase of the sample
size. The accuracy of TCA is basically unchanged, which may be due to the poor
transfer effect in this noisy environment. To achieve an accuracy rate of more
than 90%, it is necessary to ensure that the number of samples in the Ds is more
than 1000. It shows that the number of samples in the Ds has an impact on the
classification effect.

Table 3. classification accuracy rate of target domain sample change

Samples Methods

in Dt TCAJDATJMMEDABDADANNDANN-Transformer

200 17.5 85.5 81.5 84.5 84.5 91.5 96.0

400 19.3 85.3 84.0 87.0 86.5 94.5 97.0

600 19.5 86.3 84.8 84.0 84.8 95.5 96.0

800 21.4 85.5 87.3 87.0 87.0 95.0 97.0

1000 23.6 85.5 87.4 85.1 87.8 94.5 98.0

1200 23.2 85.7 87.7 85.4 85.0 93.5 96.0

1400 23.6 86.6 87.8 85.2 86.5 94.0 97.0

1600 24.2 85.5 87.2 85.3 86.9 95.5 98.5

The number of samples in the Dt is also a key factor affecting the effect of
domain adaptation. Therefore, it is important to study the effect of the number
of unlabeled samples in the Dt on the recognition performance. The number
of samples in this experiment varies from 200 to 1600 with an interval of 200.
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Source domain samples are fixed at 2000. Table 3 shows the accuracy of the
target domain sample size under different methods, we can see that the number
of samples in the Dt has little effect on the classification accuracy. When the
number of samples is 200, the classification accuracy of DANN-Transformer can
still reach more than 95%. This shows that the DANN-Transformer method still
exhibits good performance when the Dt has few samples.

Fig. 6. Classification accuracy under category ratio Dt/Ds =1/10

In addition, we explore the impact of the category of samples in the Dt on the
classification accuracy. We assume that there is only one type of emitter signal
in the Dt, and its recognition accuracy mainly depends on whether the type of
signal itself is separable. In Figure 6, E represents the emitter, we can see that
the separability of E1, E5, E8, and E10 is relatively poor, but the classification
accuracy is not much different, which shows that whether the categories between
the two fields are aligned will not affect the classification accuracy.

6 Conclusions

In this paper, we propose a DANN method suitable for SEI of different noises,
an algorithm for unsupervised domain adaptation, which mainly performs recog-
nition in non-cooperative scenarios. Adding the Transformer encoder module to
DANN improves the robustness of the method. We validate the effectiveness of
the proposed method for SEI application on the real-world ADS-B dataset, where
the proposed method achieves better performance at low SNR (-20dB to -5dB)
compared to other baseline methods. We perform migration under different SNR
conditions, which shows that the method has good adaptability in different noise
environments. In addition, the number of samples in the target domain has little
effect on the performance of DANN-Transformer, while the number of samples
in the source domain has a certain impact on the performance of the method.
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When the number of samples in the target domain is only 200, it can still achieve
an accuracy rate of more than 95%. In the future, it is very valuable to study
migration under different noise conditions, because the real noise environment
is not necessarily just AWGN, and the noise environment is very rich.
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