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Abstract. Given a population S of N tags in an RFID system, the
tag-information sampling problem is to randomly choose K distinct tags
from S to form a subset T , and then inform each tag in T of a unique
integer from {1, 2, ...,K}. This is a fundamental problem in many real-
time analysis applications in RFID systems. Because it enables rapidly
selecting a random subset T and collecting the tag-information from T .
However, existing protocols for this problem are far from satisfactory
due to high communication costs. In this paper, our objective is to solve
this problem by using a small communication cost. We first obtain a
lower bound on communication cost, denoted by Clb, for this problem.
Then we design a protocol, denoted by Ps, to solve this problem, and
prove that the communication cost of Ps stays within a factor of 2 of
Clb. Extensive simulations verifies the advantages of Ps comparing with
other protocols.

Keywords: IoT networks · RFID systems · Tag-information sampling
problem · Communication cost

1 Introduction

Over the past dozen years, Radio Frequency Identification (RFID) technology
has been widely applied in tracking moving objects [8,21,26], managing supply
chains [13,20,22], and controlling warehouse inventory [2,9,14,23,25]. Concep-
tually, an RFID system in these applications consists the following components:

• RFID tags, each of which carries a unique 96-bit or 128-bit ID stored in
its chip, are attached to different physical objects and serve as the unique
identifiers of these objects. A tag also carries the tag-information which can
be either the attribute data of the tagged object or the sensor data [3,12,15].

• RFID readers, each of which is deployed to a location of interest, are used for
collecting the IDs and other related information from those tags within their
range.
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• A backend server connects to each reader in an RFID system for offering
them with needed information storage and computation.

A fundamental yet important functionality needed in RFID systems is called
tag-information sampling which is to randomly pick K tags from a large popula-
tion S to construct a subset T , and then inform each tag in T of a unique order
from {1, 2, ...,K}. More concretely, this problem requires to design a protocol P
that effectively puts all the tags in S into a hat, then continuously determines
the next tag t by randomly drawing a tag from the hat until K tags have been
chosen, and inform each of these K tags of their ordering.

This function has a wide range of applications in many tag-management
problems, such as monitoring and gathering tags’ information. Because, when
users need to analyze the status or characteristics of a large population S, it is
time-consuming and sometimes unnecessary to collect the tag-information from
every tag in S. In contrast, the tag-information from a random and small subset
T is good enough. For example, we consider the type of RFID tags that are
augmented with sensors, e.g., WISP tags [1]. This kind of tags can feedback their
IDs as well as real-time sensor data related to the status of the tagged objects or
surrounding environmental conditions [3,12,15]. In such scenario, when we need
to periodically collect sensor data from a large tag population, it is common that
we randomly choose a small number of tags at a time and collect their sensor
data, due to the redundancy in environmental data (for example tags within in
a small area sense the same temperature data). Tag-information sampling also
plays an important role in IoT networks where massive data captured by various
sensor-augmented RFID tags usually contains a large amount of redundancy, and
must be smartly managed and timely analyzed [6,7,17,24]. For other examples,
please refer to [10,15,16,22,27].

There are a number of research works [3,12,19,27] for collecting tags’ infor-
mation. However, these protocols work for collecting the information from either
a tag population S or a specific tag subset B which is predetermined by users.
This limitation incurs a high communication cost when we apply these protocols
to solve the tag-information sampling problem. There are also some research
works [10,15] for collecting specific information, e.g., category information of
the tagged objects, from a tag population which is pre-divided into multiple
groups (subsets). However, these protocols still need to pre-set several groups
(subsets), and only consider how to choose one tag randomly from a group each
time. Therefore, these protocols are not suitable for solving the tag-information
sampling problem.

For designing an efficient protocol for the tag-information sampling problem,
we need to figure out the lower bound of communication cost when solving this
problem and design a protocol that has a low communication cost. There are two
technical challenges for achieving these two objectives. First, to obtain a lower
bound, we need to analyze the essential information that must be transmitted
between readers and tags such that the tag-information sampling problem is
solved. This is not easy as we need to build a tricky process that transforms
a protocol capable of solving the tag-information sampling problem into a cod-
ing process that represents any subset of a tag population. To the best of our
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knowledge, none of the existing works has achieved this goal, and there is no
other exiting lower bound we can rely on. Secondly, we need to design a proto-
col, denoted by Ps and prove its efficiency. This is hard because we can not let
the user pre-set a subset B of K tags, instead, we need to guarantee that every
subset of K tags from S has an equal probability of being chosen. This point is
even harder due to the extra requirement that each tag in T needs to be quickly
informed with a unique order from {1, 2, ...,K}.

The rest of this paper is organized as follows. Section 2 defines the tag-
information sampling problem. Section 3 presents the analysis of the lower bound
of communication cost. Section 4 proposes an efficient protocol for this problem.
Section 5 evaluates the performances of our protocol. Lastly, we conclude this
paper in Sect. 6.

2 Problem Statement

We consider an RFID system that includes a reader R and a population S of N
tags. All of the tags in S are within the interrogating range of reader R. Each
tag t carries an ID, denoted by tID, which uniquely identifies the tagged object,
and tID has already been collected by reader R and stored into the backend
server. Each tag t also contains some kind of information (such as the attribute
data of the object that tag t is associated, or the environmental data from the
sensor installed on tag t) which the reader wants to collect periodically. We call
this kind of information of t as its tag-information, denoted by tInfo. Then the
tag-information sampling problem can be defined as follows.

Definition 1. In an RFID system, let K be the pre-determined size of sampled
subsets, then the tag-information sampling problem requires to design a protocol
P between the reader R and tags such that the following two statements are
satisfied at the end of protocol P .

C-I: A random subset T of K distinct tags is selected from the whole population
S and every possible subset of K distinct tags has an equal probability of
being chosen as T ;

C-: Each tag in T is informed of a unique order ranging from 1 to K.

3 Analysis of the Lower Bound on Communication Cost

When exploring the lower bound for solving this problem, we omit the com-
munication cost between the reader R and backend server.1 Because they are
connected over a high-speed connection where the data rate is usually above
10Mit/s. For example, the IMPINJ R220 UHF RFID READER and ZEBRA

1 The reader R may transmit IDs and newly collected tag-information either to or
from the backend server. or transmit newly collected tag-information to the backend
server.
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Explanation

Each RFID tag ti in a tag population S={ti|i=1~7} contains two data pieces which are the ID and 
the tag-information of ti, respectively. The reader has already collected all the 7 IDs of S, but 
want to quickly sample the tag-information from a randomly chosen subset of S periodically.
The tag-information sampling problem is to randomly choose K distinct tags from S to form a 
subset  T,  and then inform each tag in T with a unique order number from {1,2,…,K}. After 
solving this problem, the reader can easily collect the tag-information from T.

4t

The ID of 7t

Fig. 1. An example of the tag-information sampling problem.

FX7500 RFID READER use Ethernet cable to join a network and connect to
the backend server. In contrast, the reader R communicates with tags over a low-
speed connection where the data rate ranges from 26.7 Kbit/s to 128 Kbit/s.

Before analyzing the lower bound, some symbols are defined as follows. We
use Tid to denote a time frame for the reader R to broadcast a 96-bit array to
all tags within its range. Thus, if reader R needs to send a total number of M
bits to all tags during the execution of a protocol P , the communication cost
and communication time of P are M and MTid

96 , respectively. Let S denote a tag
population of N tags, i.e., S = {ti|i = 1 ∼ N}, and K denote the size of the
subset T . Without loss of generality, we assume that the ID of a tag is a 96-bit
string, then set Γ = 296. Let U denote the universe of all the possible IDs, i.e.,
U = {0, 1, 2, ..., Γ − 1}. Lastly, tIDi is also used to represent a tag t, because tIDi
is a unique identifier of tag t. Thus a tag population S = {ti|i = 1 ∼ N} can
also be represented by S = {tIDi |i = 1 ∼ N}.

The following theorem shows a nontrivial lower bound on the communication
cost for any protocol P to solve the tag-information sampling problem. The
road map of the proof is as follows. At first, based on the assumption that
protocol P can randomly pick K tags from a tag population S, protocol P can
be transformed into an encoding process that can represent S. Secondly, through
analyzing the minimum number of bits required in the encoding process, we
derive the lower bound on communication cost of P .

Theorem 1. If a protocol P can solve the tag-information sampling problem by
broadcasting |P | bits from the reader R to all tags, then the following inequality
is true:

|P | ≥ Clb = log2(e)K, (1)
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where Clb represents the lower bound of communication cost. Consequently, the
communication time of protocol P can not be less than

Tlb = (ClbTid)/96. (2)

Proof. First, we analyze the general process when reader R solves the tag-
information sapling problem by using a protocol P . Given a tag population
S of N distinct IDs from the universe U (S ⊂ U), reader R takes S as the
input to protocol P , and sends messages to tags. We can concatenate all of these
messages into a single bit-string M. Upon receiving M, each tag t ∈ S takes M

and tID as the input to a decision function Df() to decide whether t is chosen
or not, and if so, which integer from {1, 2, ...,K} is assigned to t. In general, the
decision process of each tag t ∈ S can be formulated as follows:

(1) If Df(tID,M) = K + 1, tag t decides that it is not chosen;
(2) If Df(tID,M) = I ∈ {1, 2, ...,K}, tag t decides that it is chosen and the

unique integer assigned to t is I (when protocol P ends, tag t needs to
send its tag-information in the I-th slot of the process that collects tag-
information).

Based on the above, the transmitted message M actually is the parameter
that decides how Df() maps every ID from U is mapped to the range {1, 2, ...,K}.
A different value of M will lead to a different way that Df() maps IDs in U to
{1, 2, ...,K}. Consider a specific value v of M, let Sj represent the set of IDs in
U that are mapped to j ∈ {1, 2, ...,K + 1}, i.e., Sj = {tID ∈ U |Df(tID,M) = j},
and let xi represent the size of Sj (xi = |{Sj}|). Then it is clear that protocol P
can use a value v to solve the tag-information sampling problem, when the tag
population S contains exactly one ID from Sj for j = 1, 2, ...,K and N − K IDs
from SK+1. Because there are

Enum(v) = (
∏K

j=1

(xj

1

)
) × (xK+1

N−K

)
(3)

different sets that can be handled by a specific value v of M, a value of M encodes
(
∏K

j=1

(xj

1

)
) × (xK+1

N−K

)
different sets of N IDs from U .

Next, we simplify Enum(v) in (3) as follows:

Enum(v) = (
∏K

j=1

(xj

1

)
) × (xK+1

N−K

)

≤ (
∏K

j=1
xj) × (xK+1)N−K/(N − K)!, (4)

where the inequality comes from the fact that
(xK+1
N−K

)
= (xK+1)N−K/(N −

K)! ≤ (xK+1)N−K/(N − K)!. We then use the method of Lagrange multipliers
to find the maximal value of (4), under the constraint that

∑K+1
j=1 xj ≤ Γ . More

specifically, we set up a Lagrangian function:

L(x1, ..., xK+1, λ) = (
∏K

j=1
xj)×(xK+1)N−K/(N − K)!+λ(

∑K+1

j=1
xj−Γ ). (5)
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By taking derivative with respect to xi (i = 1, 2, ...,K + 1) and setting it equal
to 0, it is easy to get the following equalities

{∏K
j=1,j �=i xj × (xK+1)N−K = λ, for i = 1, 2, ...,K,∏K
j=1 xj × (N − K)(xK+1)N−K−1 = λ, for i = K + 1.

Then based on the constraint
∑K+1

j=1 xj ≤ Γ , the maximum of (4) is achieved
when x1 = x2 = ..xK = Γ/N and xK+1 = Γ (N − K)/N . Then, this indicates

Enum(v) ≤ (
∏K

j=1
xj) × (xK+1)N−K/(N − K)!

≤ [Γ/N ]K × [Γ (N − K)/N ]N−K/(N − K)!. (6)

Since there are
(
Γ
N

)
different sets of N IDs to encode, and every single

value v of the transmitted message M can encode at most [Γ/N ]K × [Γ (N −
K)/N ]N−K/(N −K)!, M must have at least (Γ

N )
[Γ/N ]K×[Γ (N−K)/N ]N−K/(N−K)!

dif-
ferent values. Let |M| denote the number of bits contained in M, the followings
are true:

|M| ≈ − log2(N !) + K log2(N) + (N − K) log2(N/(N − K)) + log2((N − K)!)

≥ − log2(2
√

2πN(N/e)N ) + log2(
√

2π(N − K)((N − K)/e)N−K) + K log2(N)
+ (N − K) log2(N/(N − K))

= K log2(e) + 0.5 log2((N − K)/N) − 1. (7)

Note the first approximation in the above comes from the fact that Γ 	 N ,
and then ΓN ≈ ΓN . The inequality in the above is based on Stirling’s Formula
shown in Lemma 7.3 of [18]. We can obtain the lower bound shown in (1), because
0.5 log2((N − K)/N) − 1 is comparatively smaller than K log2(e).

Lastly, since reader R needs to send at least Clb = K log2(e) bits to tags,
and Tid is a time frame for the reader R to broadcast a 96-bit array to all tags
within its range, protocol P must have a communication time at least ClbTid

96 .

4 Design of an Efficient Protocol for the Tag-Information
Sampling Problem

In this section, we propose an efficient protocol, represented by Ps, which can
solve the tag-information sampling problem by using a small communication
cost. The basic idea of Ps is to design two separate phases: one phase, denoted
as Ps-1, is for achieving the first requirement of Definition 1 (see C-I ); and the
other phase, denoted as Ps-2, is to satisfy the second requirement of Definition 1
(see C-II ). In the following, we define there states of a tag t during the execution
of Ps.

� UNSELECTED STATE : A tag t is in this state if t does not know about
whether it needs to report its tag-information. All of the tags in a population
S are initialized to be in UNSELECTED STATE.
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� ACKNOWLEDGED STATE : A tag t enters into this state if t is informed
with a unique integer I ∈ {1, 2, ...,K} and needs to report to R of its tag-
information tInfo in the I-th slot of the subsequent process that collects tag-
information.

� INACTIVE STATE : A tag t enters into this state if t knows that it does
not need to report to R of its tInfo in the subsequent process that collects
tag-information.

Obviously, when protocol Ps ends, every tag t ∈ S is in either ACKNOWL-
EDGED STATE or INACTIVE STATE.

4.1 The Design and Analysis of the First Phase

This phase includes one simple communication round where each tag in pop-
ulation S used the parameters sent from reader R to compute a random hash
function to determine whether it should remain in the UNSELECTED STATE
or move to INACTIVE STATE. Given N and K, we describe the steps of the
first phase below.

Step-1: The reader sends out a request with a random seed r to all tags.
Step-2: Upon receiving this random seed, each tag t computes a random
number h(t) = H(tID, r) mod N .
Step-3: If h(t) < K, tag t shall remain in UNSELECTED STATE, otherwise,
t will enter the INACTIVE STATE.

The function h() in step-2 is a hash function that maps tag t uniformly at
random to an integer h(t) ∈ {0, 1, ..., N−1}. Thus, on average, there K tags from
population S that are mapped to integers ranging from 0 to K − 1. For some
random seeds, there may be more than K or less than K tags that are mapped
to {0, 1, ...,K − 1}. However, reader R can avoid using these seeds, because
it can pre-test a random seed to see if this seed picks K tags from S or not
(R knows all the IDs of the tags in S).

Next, we analyze the theoretical performance of Ps-1. We first prove that
Ps-1 satisfies the first requirement of Definition 1 in the following theorem.

Theorem 2. Given a population S of N tags, after Ps-1 finishes, the probability
that any K distinct tags in S are chosen to remain in the UNSELECTED STATE
is equal K!/NK .

Proof. Let SP (i1, i2, .., iK) represent the probability that tag ti1 , ti2 ,..., tiK
(1 ≤

i1 < i2 < ... < iK ≤ N) are chosen to remain in the UNSELECTED STATE
by Ps-1. Without loss of generality, we consider the first K tags: t1, t2,..., tK ,
and analyze SP (1, 2, ..,K). Because each tag t ∈ S is mapped to an integer h(t)
in {0, 1, ...,K − 1} independently and uniformly at random and reader R uses a
random see that ensure that exactly K tags have their hashed integer less than
K, the following is true:

SP (1, 2, ..,K) =
Pr (h(t1) < K,h(t2) < K, ..., h(tK) < K,h(tK+1) ≥ K, ..., h(tN ) ≥ K)

Pr (Only K tags in S have hashed integers less than K)

=
(K/N)K(1 − K/N)N−K

(NK)(K/N)K(1 − K/N)N−K
= K!/NK . (8)
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We have the conclusion.

Next, we analyze the communication cost of Ps-1.

Theorem 3. Given a population S of N tags, during the execution of Ps-1, the
reader R needs to send log2(N) bits to all tags.

Proof. The only transmission cost in Ps-1 is for sending out a random seed r.
Based on [4], we know a random universal hash function, which requires about
2× log2(N) bits to describe, can perform nearly as a truly random hash function
in practice.

4.2 The Design and Analysis of the Second Phase

The second phase Ps-2 targets for the K tags that remain in the UNSELECTED
STATE by the end of Ps-1, with the aim that each of them is informed of a unique
order from {1, 2, ...K} (see the second requirement of Definition 1).

Ps-2 consists of a number of communication rounds, each of which will let
some tags in UNSELECTED STATE enter the ACKNOWLEDGED STATE by
informing each of them with a unique order from {1, 2, ...,K}, until no tag is
in UNSELECTED STATE. Let B represent the set of the K tags that stay in
UNSELECTED STATE at the end of Ps-1. Detailed steps of Ps-2 are given
below.

(1): If B is not an empty set, reader R starts a new communication round
by broadcasting a request with two numbers < |B|, r > where |B| is number of
tags in B and r is new random seed r.

(2): Upon receiving <|B|, r>, each tag t in UNSELECTED STATE computes
a random number f(t) = H(tID, r) mod |B|.

(3): Reader R knows all the IDs in set B, so reader R can also compute the
random number f(t) for each tag t ∈ B, and then construct a bit-array F with
|B| bits. Each bit F [j], j ∈ {0, 1, .., |B| − 1} is set to ′1′ if there exists exactly
one tag t ∈ B that has f(t) = j; F [j] is set to ′0′, otherwise.

(4): Reader R broadcasts the bit-array F out.
(5): Upon receiving F , each tag t in UNSELECTED STATE checks the

F (f(t)). Then if F (f(t)) = 1 tag t shall take Cnt(f(t)) + K − |B| as its order
and enters the ACKNOWLEDGED STATE ; Otherwise tag t remains in the
UNSELECTED STATE. Note the Cnt(f(t)) represent the number of ′1′s in the
subarray F [0], F [1], ..., F [f(t)].

(6) Reader R deletes those tags that enter the ACKNOWLEDGED STATE
from B, and go to step (1).

We use an example to explain how Ps-2 informs each tag in B with a unique
integer. Suppose B contains 3 tags: t1, t2, t3. In the first round, we assume that
the hash values of these 3 tags are: f(t1) = 1, f(t2) = 1 and f(t3) = 2, then
R shall build a 3-bit array F = “001” which is broadcasted out to all tags.
After receiving F = “001”, tag t3 finds out that F [f(t3)] = F [2] is equal to ′1′,
thus t3 will take Cnt(f(t3)) + K − |B| = Cnt(2) + 3 − 3 = 1 + 3 − 3 as its
integer and enters the ACKNOWLEDGED STATE. The other two tags: t1 and
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t2 remain in the UNSELECTED STATE, as F [f(t1)] = F [(f(t2)] = F [1] =′ 0′.
equals ′0′. At the end of this round, reader R deletes t3 from B. In the second
round, we assume that the hash values of the 2 tags in B are f(t1) = 1 and
f(t2) = 0, then R shall build a 2-bit array F = “11” and send it out. After
receiving F = “11”, tag t1 finds out that F [f(t1)] = F [1] is equal to ′1′, then
t1 will take Cnt(f(t1)) + K − |B| = Cnt(2) + 3 − 2 = 2 + 3 − 2 = 3 as its
integer and enters the ACKNOWLEDGED STATE. Similar to tag t1, t2 takes
Cnt(f(t2))+K−|B| = Cnt(1)+3−2 = 1+3−2 = 2 as its integer and enters the
ACKNOWLEDGED STATE. At the end of the second round, reader R deletes
t1 and t2 from B, and then stops Ps-2 because B is empty.

Next, we analyze the theoretical performance of Ps-2. First, it is easy to
observe from the above steps that all tags in B moves to the ACKNOWLEDGED
STATE. Next, we analyze the integers that the K tags in B can get.

Theorem 4. Each tag t ∈ B can obtain a unique order from {1, 2, ...,K} when
t enters the ACKNOWLEDGED STATE.

Proof. Without loss of generality, we assume that, in the first round, there
are l tags ti1 , ti2 , ..., til

that enter the ACKNOWLEDGED STATE. So there
will be l ′1′s in the bit-array F sent from reader R. Then each of these
tags shall have Cnt(f(ti1)) 
= Cnt(f(ti2)) 
= .. 
= Cnt(f(til

)), and ∀j ∈
{1, 2, ..., l}, Cnt(f(tij

)) ∈ {1, 2, ..., l}. Thus, we see that each tij
, j ∈ {1, 2, .., l}

gets a unique integer from {1, 2, ..,K}.
Following a similar way, it is easy to prove that each of the l′ tags that enter

the ACKNOWLEDGED STATE in the second round can get a unique integer
from {l + 1, l + 2, .., l + l′}.

Theorem 5. During Ps-2, readers needs to send about K×e+ln(K)×2 log2(K)
bits to all tags.

Proof. In the first round, reader R needs to send two number |B| and r to tags,
each of which takes log2(K) bits, and a bit-array of |B| bits. Thus, R needs to
send 2 log2(K) + K bits.

A tag t ∈ B is deleted from B in the first round if there does not exist another
tag t′ ∈ B that has f(t) = f(t′). Then, the probability that t is deleted from B
at the end of the first round is (1−1/|B|)K−1 ≈ e−1. Then, on average there are
(1− e−1)K tags left in B (|B| = (1− e−1)K ) when the second round begins. In
the second round, clearly, reader R still needs 2 log2(K) bits for transmitting the
new value of |B| and a new random seed r, and then R sends out and a bit-array
of |B| = (1 − e−1)K bits. Thus, R needs to send 2 log2(K) + (1 − e−1)K.

Following a similar analysis, we know that the communication cost for the
l-th round is 2 log2(K) + (1 − e−1)l. Since each round reduces the size of B by a
fixed proportion (1−e−1), then after ln(K) rounds, B becomes empty. Therefore,
the total number of bits that reader R sends to tags is ln(K) × 2 log2(K) + K +
K(1 − e−1) + ... + K(1 − e−1)ln(K) ≤ K × e + ln(K) × 2 log2(K).



An Efficient Protocol for Tag-Information Sampling in RFID Systems 207

4.3 The Analysis of Protocol Ps

This section, we analyze the theoretical performance of protocol Ps.

Theorem 6. The communication cost of protocol Ps is about 2 times of the
lower bound Clb shown in (1).

Proof. Based on Theorem 3 and 4, we know that protocol Ps achieves the two
requirements shown in Definition 1, and then solves the tag-information sam-
pling problem. Next, based on Theorem 2 and 5, we see that protocol Ps has a
communication cost of log2(N) + K × e + ln(K) × 2 log2(K) bits. We compare
this cost with the lower bound Clb = log2(e)K shown in Theorem 1 and obtain
the following.

log2(N) + K × e + ln(K) × 2 log2(K)

log2(e)K
≈ e

log2(e)
≈ 2. (9)

In the above formula, we can use log2(N)/K ≈ 0 because log2(N) is usually
much less than K in RFID systems. Through (9), we see the communication
cost of protocol Ps is within a factor of 2 of the lower bound Clb, which shows
the efficiency of Ps.

5 Evaluation

In this section, the performance of the proposed Ps is evaluated and compared
with the existing protocols through simulations.

5.1 Simulation Setting

The simulation parameter is set according to the specification of the EPCglobal
C1G2 standard [5], which has been used widely to test protocols’ performance
in RFID systems [11,14,22,27]. Any two consecutive communications between
readers and tags are separated by a time frame of 302µs. The data rate of the
link from readers to tags is set to 26.5 kbps. Thus, it takes the reader about
3897µs to broadcast out a 96-bit array to tags, i.e., Tid = 3897µs. As tags do
not need to transmit any bits back to the reader, the data rate for the link from
tags to the reader is not set.

We choose two state-of-the-art protocols which are the minimal Perfect hash-
ing based Information Collection (PIC) in [27] and the Tag-Ordering Polling
protocol (TOP) in [19], respectively. Because both of the two protocols require
to preset a target T of a tag population S from which they collect the tag-
information, we use them to solve the tag-information sampling problem in the
following way:

(1) Let the reader R randomly generate a subset of K tags from S locally;
(2) Let R inform these K tags and then collect the tag-information from them

by using either PIC or TOP.

Note that we set the length of the Bloom filter to be 24k in the following sim-
ulations when testing TOP [19]. This parameter setting is according to part A:
Energy cost in section IV of [19]
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Fig. 2. Protocols’ Performance in Scenario 1 where the number of tags in population
S is fixed to 105 but the number of tags in a sampled subset T varies from 102 to
0.5 × 105 (N = 105 and K ∈ [102, 0.5 × 105]).

Fig. 3. Protocols’ Performance in Scenario 2 where the number of tags in population
S varies from 104 to 105 but the number of tags in a sampled subset is set fixed to 103

(N ∈ [104, 105] and K = 103).
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Fig. 4. Protocols’ Performance in Scenario 3 where the number of tags in population
S varies from 104 to 105 and the number of tags in a sampled subset is set equal to
0.1 × N (N ∈ [104, 105] and K = 0.1 × N).

Fig. 5. Protocols’ Performance in Scenario 4 where the number of tags in population
S varies from 104 to 105 and the number of tags in a sampled subset is set equal to
0.1 × N (N ∈ [104, 105] and K = 0.2 × N).
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5.2 Simulation Results

We compare the performance of the three protocols in four different scenarios
with different settings for K (the number of tags in a sampled subset T ) and
N (the number of tags in tag population S). All the simulation results in the
following are the average outcome of 100 independent trials using MATLAB. In
scenario 1, we set N = 105 but vary K from 102 to 5 ∗ 105. In scenario 2, we fix
K = 102 but vary N from 104 to 105. For scenario 3, both N and K are varied
in a way that N ∈ {103, 2 × 103, .., 105} and K = 10−1 × N . Scenario 4 takes
the same setting as scenario 4 except setting K to be equal 2 × 10−1 × N . The
communication time of the three protocols is presented in Fig. 2, 3, 4 and 5.

We can observe from the experiments that the communication time of Ps is
the smallest among the three protocols. Indeed, it stays close the lower bound Tlb.
Taking scenario 1 for example, when K = 103 and N = 105, the communication
time of Ps is on 0.12 s, while the communication times of TOP and PIC are 0.98
s and 0.78s, respectively. This In scenario 3, when K = 103 and N = 5 × 104,
the communication time of Ps is only 0.56s, while the communication times of
TOP and PIC are 4.87 s and 3.68 s, respectively. In summary, the proposed Ps

has a communication time about 10%–20% of that of the other two protocols.
The superiority of Ps as compared with other protocols can be explained in two
angles. First, protocol Ps allows each tag in S to randomly decide to join in T
or not (does not require to preset a subset T ) locally, while the other protocols
let the reader to globally pre-determine a subset of K tags and then send the
information of this subset to tags. Secondly, protocol Ps smartly transmits a
small number of bits by focusing on K tags out randomly chosen from S, while
the other protocols need much more bits to take good care of every tag in S and
inform them about which tags are in the pre-fixed subset and which are not.

Next, we see the ratio between the communication time of Ps and the lower
bound Tlb in these four scenarios. Take scenario 1 for example, we see Ps uses a
communication that is about 2 times of Tlb. In scenario 4, we also observe that
Ps uses a communication that is about 2 times of Tlb.

6 Conclusion

This paper studies the problem of tag-information sampling problem in RFID
systems, and obtains a lower bound of communication cost and proposes an
efficient protocol Ps for this problem. The proposed protocol Ps has a commu-
nication cost that is not only much less than that of the state-of-art protocols
but also proven to stay within a factor of 2 of the lower bound. Extensive sim-
ulations are conducted to evaluate the performance of the propose protocol Ps.
The results show that Ps outperforms the state-of-art protocols.
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