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Abstract. Information security is an important aspect of every organisation today,
specifically in Sub Saharan African (SSA) countries whose economies are per-
ceived to be a growing home ground for cyber criminals. Whilst studies on infor-
mation security policies (ISP) have offered understanding as to why threat agents
do not comply with ISP; this understanding comes mainly from the developed
economies, thereby giving a generalised view of ISP compliance. This study iden-
tifies the factors influencing ISP compliance within emerging economies of SSA.
Following a literature review synthesis of the information security terrain, the
findings show that ISP compliance is influenced by three main factors of individ-
ual characteristics, organisational and environment characteristics. Further, the
findings show how the lack of institutional structures that require organisation to
abide to both normative and cohesive pressure; influences organisations not to seek
information security legitimacy This then influences how threat agents respond
to ISP compliance. The implications of these findings for practice and policy are
highlighted.

Keywords: Information security · Information security policy (ISP) · Emerging
economies

1 Introduction

Organizations today are making security one of their top priorities and are putting secu-
rity mechanism in place to protect their organisation. One of these mechanisms is the
use of an Information Security Policy (ISP) – a set of guidelines set forth to influence
actions and decisions where information security in concerned [1] and in so doing, hope
to perpetuate an information security culture. An ISP, outlines roles and responsibilities
and expected or acceptable conduct relating to protection of information and is regarded
as the foundational and critical element of an information security program [2]. Despite
the existence of and importance of an ISP, security related breaches remain, with most
emanating fromwithin the organisation, usually from employeeswho fail to complywith
ISP guidelines. These employees are seen as a threat to the organisation (insider threats)
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because they have privileges to access critical and sensitive information assets and can
communicate and transmit information both internally and externally through electronic
connections, puts the organisation at risk. Employees can enact actions that puts insti-
tutional data, processes, procedures, assets, and resources at risk [3] resulting in huge
financial losses, reputational damage, and at times loss of lives [4]. Addressing noncom-
pliance to ISP, is therefore an important objective of any organization since investment
in continuous security compliance behavior has the potential to lead to reduced levels
of insider threats [2, 5].

This study examines the phenomenon of ISP in emerging economies on the African
continent whose information security landscape is perceived to be a growing home
ground for cyber criminals due to, among other factors, the increasing technology usage
and novice users [6, 7]. According to Van Niekerk [8], organisation have information
security plans in place, however these plans are not often reviewed, updated, and mon-
itored to address potential threats, including insider related. In addition, the factors
influencing noncompliance to ISP have not been well understood – with many studies
being done in a piecemealmanner, either focusing on psychological aspects of the insider
(employee) to understand what leads them to noncompliance behavior; or on manage-
ment related factors, examining whether the organisation has a conducive environment
set to discourage noncompliance; or on technical features of the organisation, to deter-
mine their technical readiness to implement an ISP. A comprehensive look at contextual
factors influencing compliance is therefore of paramount importance, to develop context
specific solutions. There have beenminimal studies that examines ISP compliance in Sub
Saharan Africa, and this is part of the challenge. The fewer studies on this phenomenon
in such contextual environments - perceived to have limited resources to combat security
related breaches – translates to lack of understanding to practitioners and policy makers
who need to be prepared to address the associated challenges of noncompliance. On this
note, the purpose of this study is to identify the factors influencing ISP compliance in
emerging economies, and more specifically from the Sub-Saharan Africa context.

2 Related Work

There remains no formal definition of what constitutes an insider threat although most
scholar do agree that it emanates from potential threat agents (authorized users and
trusted business partners) that have legitimate access to sensitive/confidential material,
and they may know the vulnerabilities of the deployed systems and business processes
in the organisation [9, 10]. Threat actions of potential agents, either intentionally or
unintentionally compromise the organisation, causing a significant security concern for
academia and practitioners due to the growing number of malicious insider incidents
[11]. Several studies have examined this phenomenon with the purpose of understanding
what triggers insider threats to occur. A general understanding shows that the organiza-
tion’s practices and managerial processes may create a working environment conducive
to insider threats [10]. This understanding, however, has not been contextualized to
organisation situated in emerging countries whose organisation practices andmanagerial
processes are yet to be empirically investigated to showcase how they contribute towards
an environment conducive to insider threats. The challenge is further compounded by the
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availability of insider threatmodels that detectmalicious insiders – however thesemodels
have not been tested empirically [12]. The few studies that have examined organisation
practices or managerial processes show that these organizations do not see security as
a priority, and even if they do, they are faced with organisation or environmental chal-
lenges associated with achieving a secure environment [13]. For example, Dagada and
Mukwevho [14] explain that the widespread presence of industrial espionage in South
Africa could be an indicator that firms do not have adequate security frameworks in
place to protect themselves.

In most cases, these organisations have not reflected on their own practices and
have not paid attention to the insider threat agent – specifically on the factors that would
influence the agent to act in amanner that would cause a threat to the organisation. Paying
attention to the insider threat agent in emerging countries is important given the different
contextual differences with the developed economies. This study focuses on a type
of threat – information security threat which compromises information confidentiality,
integrity and its availability [15]. Our focus on information security is deliberate and
is motivated by van Niekerk’ study [8] showing that out of the 54 cyber-incidents that
affected South Africa, the most common impact type was data exposure, which was
seen to be caused by accidental/misconfiguration as shown by the “e-billing portal of
mobile operator MTN was found to be providing users with access to bills of other
customers, and the website was taken offline to correct the error”. Another observation
was the increase in hacktivism potentially linked to increased political tensions in the
country – as seen by the 54% of the cyber-incidents targeted state-owned or political
entities as victims.

To address this threat, organisations are advised to implement an information secu-
rity policy. Yet, compliance is proving to be a challenge, partly because the factors
influencing compliance in developing countries are yet to be established due to limited
empirical findings; and, because few organisations have implemented such a policy to
be able to understand noncompliance. Using literature on the phenomenon specifically
that from developing countries in Africa, this study develops a conceptual framework
as a steppingstone for future studies that intend to examine insider threat within such
contexts.

3 Methodology

A systematic literature review approach was adopted for the study. The first task was to
identify the main databases fromwhich the search would be conducted. Given that infor-
mation security is a multidisciplinary area, the search engines for the study were: ACM
Digital Library, IEEE Explore, Scopus and Web of Science. To be specific towards
emerging economies and more specifically in Sub Saharan Africa, we included the
top ranked IS journals in developing countries according to: Information Technology
for Development, Information Technologies and International Development, Electronic
Journal of IS in Developing Countries, African Journal of Information and Communica-
tion and African Journal of Information Systems. In addition, Google Scholar was used
to assist with a broader search of literature for snowballing effect and this added further
papers from, for example the African Journal of Science, Technology, Innovation and
Development.



206 S. Kabanda and S. N. Mogoane

A combination of three groups of keywords were used for the search: (1) “Informa-
tion security”, “Information security policy” and synonyms for these terms; (2) “policy
compliance”; and (3) “Insider threats” and similar search terms were used. Then, all
articles from the search underwent a selection criterion determined on how best the
article title, abstract and body addressed the concept of insider threats and information
security compliance. Finally, the articles that remained were subjected to thematic syn-
thesis to derive the main key patterns across the data corpus. This process led to three
key themes of Individual factors influencing ISP compliance: organizational factors and
Environmental factors influencing ISP compliance as shown in Fig. 1. The findings are
presented in the next section.

Fig. 1. Conceptual framework

4 Findings

4.1 Individual Factors Influencing ISP Compliance

Psychological Behavior. Most studies have identified humans being as the main cause
of securityweaknesses andflaws in information systems (IS) and are therefore the critical
threat to an organisation’s information security. Past studies have therefore decided to
focus on the psychological state of the human with the purpose of identifying specific
behavioral risk elements. These behavioral risks are then taken as early signs of insider
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threats as the individual ismore likely to violate security protocols [16]. These behaviors,
which emanate from the psychological state of the employee, are brought upon by
external and internal factors within the personal life of the employee and tend not to be
related to employment.

Need Fulfilment. The importanceof need fulfilment is another individual psychological
factor requiring consideration. Organisations that have a culture of helping employees
fulfil their own self-interests and high order needs for example, self-perceptions of
competence, autonomy, and relatedness, recognition and job security, belongingness and
love, self-esteem, and self-actualisation [17]; aremore likely to have satisfied employees.
Such satisfied employees are more likely to comply with information security policies,
and therefore exhibit compliance behaviour. Although there are several theoretical lens
used to explore the needs fulfilment, the needs theory of motivation in the workplace
which “assumes that employees are motivated by more than one need at the same time
and can also regress back to lower-level needs as the dominant source of motivation
if higher-level needs cannot be fulfilled” [18] is seen as being relevant for studying
African countries in the SSA firstly because most are emerging economies and would
have compromise different needs; and secondly because insight into how people’s needs
influence workplaces in SSA’s emerging economies are still missing [18]. Therefore,
ISP compliance is influenced by the psychological need fulfilment of the threat agent.

Value Identification. One of the psychological factors perceived to influence an indi-
vidual’s behaviour is value identification - the belief in and acceptance of an organisa-
tion’s mission, vision, and objectives [19]. By identifying with the organisation, employ-
ees become willing to “exert considerable efforts on behalf of the organisation in order
to achieve a shared goal in the future” [19]. It is therefore proposed that an employee’s
value identification of the meaning and value of information security influences ISP
compliance.

Contract Fulfilment (PCF). Prior studies have tended to approach ISP compliance
from a technological deterministic stance. There is now a realisation that such an app-
roach is not enough to address the complexity that arises when an IT solution is used
by humans. There is now the addition of psychological contract fulfilment (PCF) – a
concept in psychology that explains the exchange relationship between organisations
and their employees and “the belief that a promise has been made and a consideration
offered in exchange for it, binding the parties to some set of reciprocal obligations”
[20]. The challenge with PCF is that they can be interpreted differently by employees
[20], and potentially lead to resistance. In-depth studies in PCF show that breach and
violation of PCF is a subjective experience that originates from a sense-making process
and can be influenced by several factors including culture. This leads to the proposition
that PCF influence ISP compliance. This proposition has the potential of explaining
why individuals coming from different contextual (socioeconomic, cultural and polit-
ical) background, would tend to interpret and react to the same PCF differently [20].
Therefore, ISP compliance is influenced by the psychological contract fulfilment of the
threat agent.
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Sociodemographic Characteristics. Identification of threat agents is important, “as
this may help the relevant agents combating the crime in apprehending some of the
perpetrators, thereby reducing the incidence” [21]. In the context of emerging countries,
various studies have developed a sociodemographic profile of potential threat agents.
West Africa in particular, gives a comprehensive account of youths, typically referred
to as the yahoo-boys, from the ages of 22–29 years who engage in cybercrime. These
youths are said to maintain a distinctive lifestyle of flashy cars, wear expensive and latest
clothes and jewelry, prominent at night parties and speak different coded languages [21,
22]. They also have “high technical knowledge and active imagination… manipulative
and are bold in risk taking while they have no regard for the law” [21, 22]. They have
persuasive techniques and a master of storytelling [34]. These characteristics are seen to
confer a unique and/or a notorious identity on them in the society [22]. Therefore, ISP
compliance is influenced by the sociodemographic characteristics of the threat agent.

Attitude Towards IS Policies. Attitudes are best explained by the theory of reasoned
action (TRA) which espouses that behaviors are largely intentional, and these intentions
are guided by their attitude towards that behaviour and their subjective norm [35].Whilst
attitudes define ‘favorableness of engaging in a specific behavior’ [35]; subjective norm
is seen as an individual’s perception about certain behavior based on their interactionwith
others [36]. The Theory of planned behavior (TPB) extended TRA to examine individual
behaviour by including self-efficacy relatedmeasure of perceived behavioral control that
has both an indirect effect through behavioral intentions and a direct effect on behaviour
[37]. From these studies, it is postulated that the attitudinal and normative variables
influence an individual’s intention to comply with information security policies.

Habit. Habit is “learned sequences of acts that become automatic responses to specific
situations, which may be functional in obtaining certain goals or end states” [38]. In IS,
both intention and habit are major antecedents of behaviour and they have been used to
explain IS usage [38]. Thus, habits of an individual influence their intention to comply
with information security policies.

Threat and Coping Appraisal. In a bid to understand employee’s intention to com-
ply to security policies scholars have engaged the Protection Motivation Theory (PMT)
to predict human behavioural actions by introducing fear influences. PMT is based on
two strong components: threat appraisal and coping appraisal. According to the theory
employees who are confronted by information security threats (threat appraisal) and are
aware that these threats can cause consequences with a destructive impact on the orga-
nization (perceived severity), would have greater intention to comply with information
security policies than employees that do not have these perceptions [39]. With regards to
coping appraisal, PMT premises that employees who perceive they have the capabilities
to apply and adhere to information security policies and have a belief that carrying out
the coping action will remove the threat at a feasible cost (sanction), would have greater
intention to comply with information security policies than employees that do not have
these perceptions [39].
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4.2 Organizational Factors Influencing ISP Compliance

Top Management Commitment. Several studies have identified topmanagement sup-
port for ISP as one of the requirements for compliance. When senior executives see the
significance of information security by attending information security related meetings,
become involved in information security related decisions and allocate budget and man-
power for information security functions; they send powerful message to the rest of
the organisation on the significance of ISP compliance [40]. This message is important
because management commitment is usually “measured by employees’ perception of
efforts made by management to attain information security compliance” [41]. There-
fore, ISP compliance is influenced by management commitment towards information
security.

Management Style. The role of management support in achieving an organisations
objective cannot be under estimated. For management support to be effective, there
is a need for an appropriate management style that allows leaders to influence and
shape organizational practices and behaviour towards a particular vision, such as an
information security culture. According to Guhr et al. [42], transformational leaders
are capable of directly influencing employees to exhibit compliance behaviour towards
information security practices, because such leaders, “consider the individual needs of
their subordinates and encourage them to prioritize the collective over the individual
interests as a way to achieve the organizational targets and the wellbeing of the group”
[43]. Flores and Ekstedt [44] found transformational leadership strongly associated with
both perceived information security culture and information security awareness.

While examining the use of power tactics by hospital administrators to gain employee
compliance, Pathania and Rasool [45] found reward power as being the most significant
and effective power style in achieving employee behavioural compliance. This was
then followed by expert power, referent, legitimate powers, and lastly coercive power.
In the SSA, there is no definitive leaderships styles, and it is not clear which forms
of power tactics influences compliance. For example, whilst Okeke [46] reports that
Nigerian SME owner-managers do not follow any specific leadership style, exhibiting
more of transactional leadership than transformational; Dzomonda et al. [47] shows that
South African SMEs were more inclined towards transformational leadership style. This
background indicates that ISP compliance is influenced by the organisation’s leadership
management style.

ISP Awareness and Training. Organisations have been advised to engage in informa-
tion security awareness programs such as establishing ongoing Security Education,
Training and Awareness (SETA) programs and use internal and external channels to
acquire additional information to address insider threat and compliance to ISP [37].
Hwang et al. [48] show that security education, policy, visibility, and managerial secu-
rity participation are important for producing security awareness, and usually arises from
“both explicit and subjective security experiences in theworkplace”. These non-technical
measures should be seen as an important part of an organisation culture through which
employees are made aware of expected and acceptable reasonable security behaviors,
especially given the fact that “employees are the weakest link in IS security” [48]. Some
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managerial potential solutions to this problem, includes facilitating information secu-
rity knowledge sharing by motivating staff via intrinsic motivations such as ensuring
employees find pleasure and satisfaction from work; and extrinsic motivations such as
rewarding employees who exhibit compliance behaviour [49] as well as enforcing an
accountability trait in individuals by actioning stipulated sanctions when individuals are
caught breaching information security policies [41].

Studies that have examined awareness of compliance have focused on the employee
such as those by Al-Omari et al. [50] who examines the effects of users’ self-learning
and awareness of security issues on compliance behaviour using constructs from the
theory of planned behaviour. Using the same theory, Bulgurcu et al. [51] identifies the
antecedents of employee compliance with the information security policy (ISP) of an
organization and the impact of information security awareness (ISA) on outcome beliefs
and an employee’s attitude toward compliance with the ISP. Additional studies such as
Cheng et al. [52] have used the social bond theory and the general deterrence theory to
improve employees’ information security behaviour, with the premise their “employ-
ees with a stronger bond to their organization are less likely to deviate from policies
and participate in delinquent behaviour” [49]. These findings show that awareness and
knowledge sharing, collaboration, intervention and experience [49], managerial partici-
pation and commitment [48], accountability, aswell as “sufficient knowledge, and access
to resources (e.g. magazines, discussion forum, and online help) about security issues”
can influence attitude toward compliance [50].

Information Security Expertise. The lack of readily available and affordable infor-
mation security expertise has been highlighted as one of the challenges associated with
combating IT related security crimes and can affect an organization’s performance and
sustainable competitive [53]. Availability of in-house technical experts with high levels
of proficiency and experience in information and network security is important to any
organisation because such experts are usually sensitive to potential threat cues, under-
stands information security risks and controls and are in the best position to advice on
the development of ISPs [54]. However, for most organisations in emerging economies,
there are few information security experts and even if they are available, they are seen to
be expensive or operate on a tight financial budget which leads to misapplications and
consequently to the risk of IS attacks [55]. The lack of an information security expert
leads to a weakly designed ISP that are poorly thought out, incomplete, redundant, and
irrelevant [56]. Therefore, ISP compliance is influenced by the availability of an infor-
mation security expert who can design and implement ISPs that address possible internal
and external threats.

Cost. The cost associated with implementation and maintenance of an information
security program has traditional been costly for organisations in emerging economies
[53]. This is partly because organisations in these contexts tend to be small to medium
enterprises who are resource constrained in terms of budget and expertise. They have
minimal operating budget that includes technical costs to address IT specificmatters such
as antivirus that provide protection against viruses and a firewall that protect the network
connections; as well as educational cost required to prepare the security education for the
employees, hiring an external expert or outside training organizations [57]. Therefore,
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ISP compliance is influenced by an organisations ability to have access to financial
resources to implement and maintain an ISP program.

Information Security Culture. Organizational culture - a pattern of shared basic
assumptions or beliefs that a group holds - is perceived to affect the behaviour of employ-
ees [58]. An information security culture channels the behaviour of employees to follow
information security and related information processing policies and regulatory require-
ments [59]. When developing and implementing an information security culture, the
organisation should be cognisant of the possibility of several information security sub-
cultures that could be present in the organisation emanating from different individuals’
geographical, ethnic or age groups, thereby leading to different assumptions, values, and
beliefs about the protection of information [59]. This awareness calls for, in some cases,
different methods that depend on the subculture and context when dealing with informa-
tion security problems [60]. Thus, ISP compliance is influenced by the organisational
culture which subsequently influences the information security culture.

Technological Resources. Availability of and access to technological resources, specif-
ically information security technologies, to implement and enforce ISP has been identi-
fied as one of themain challenges formost organisation. Technological resources include
both internal and external technologies relevant to the firm. Cavusoglu et al. [61] sees
information security technologies as the extent to which an organization possesses pre-
ventive and detective technical solutions to address vulnerabilities within information
technology infrastructure in which critical information assets reside. Yet, most emerging
countries do not attach as much importance to information technology security as their
counterpart companies in developed economies. For example, In SouthAfrica, De Lange
et al. [62] reports that half of the municipalities have no controls designed concerning
information security, and therefore the issue of security is not well addressed properly.
The lack of readily and relevant technological resources has been associated with the
high implementation and maintenance costs which most organisations are not able to
afford [53]. Having limited to no readily available technological resources can therefore
negatively influence ISP because resources associated with ensuring control measures
and compliance are not present.

4.3 Environmental Factors

Technological Terrain of Emerging Economies. Most African emerging economies
are now increasing technology users, making them to become a growing home ground
for cyber criminals [6]. The increase in the penetration of broadband access and there-
fore internet access has also turned Africa into a fertile ground for online crime [63].
The absence of cyber protective measures, ‘existence of vulnerable systems and lax
cybersecurity practices’ and the lack of compliance to existing cyber security practices,
has made Africa to be seen by cyber criminals as a “safe haven to operate illegally with
impunity” [6].
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Local and International Networking Among the Perpetrators. Emerging
economiesareperceived tohaveapoor security landscapepartlydue to theorganized local
and international cybercrime networks working together [21]. These networks, accord-
ing are deemed important for local threat agents to share knowledge about their target
and share skills necessary to commit the crime; and the international threat agents who
become useful in “clearing of checks and goods” [21]. For example, when cybercrime
takes place, most of the banks used in the crime such as wire transferring of funds, tend
to be in US. According to Wilson [64], the average employee doesn’t have the time or
resources to counterattack the threat agent and therefore easily becomes target. Therefore,
havingmeasures in place to avoid contactwith the threat agent and their networks; aswell
as understanding how cybercriminal networks arise and develop could assist in protect-
ing an organisation from information and cyber security related threats [65]. With this
understanding, it is evident that threat agents that have local and international networks
are less likely to comply to ISP because these agents have access to resources which they
can exploit for their criminal behaviours.

Institutional Corruption. Apart from the local and international networks working
together, [21] identified corruption of local agents who include but not limited to banks,
security agencies, co-fraudsters and, sometimes, families, as the main challenge that
perpetuate cybercrime in emerging economies. The authors for example identify bank
officials and postal agents as being accomplice by making the clearing of any money
realized and clearing goods in exchange for compensation from the perpetrators. Oje-
dokun and Eraye [22] calls for “a strong alliance” between all stakeholders in addressing
cybercrime partly because corruption is embedded in the socio-cultural structures of
most developing countries [23]. When corruption is prevalent in a society and becomes
embedded as an element of the norms and rules, it affects the practices of the organisation
and its legitimacy. The lack of support of an anti-corruption culture, particularly political
support legitimises corruption [24]; which then influences how employees carry out their
tasks; and consequently, contribute towards employee’s noncompliance of ISP because
employees can engage in corruptive practices that are seen as “acceptable patterns of
behaviour that are supported by society” [24].

Culture: Traditional charms – voodoo. In Nigeria, several authors have identified the
use of traditional charms andmystical powers to achieve the desired goals of cyber related
crimes [21]. Adesina [25] asserts that some threat agents resort to spiritual means: “like
voodoo or juju to hypnotize their victims into doing their bidding and parting with
whatever amount of money they request for. They… indulge in occultic ritual practices
to enhance their potential to defraud people. It involves employing traditional spiritual
means like voodoo or juju in ensuring that the cybercriminal hypnotizes his victims and
thereby brighten the swindler’s chances of getting his victims hypnotised. Once this is
successfully done, the victim is guaranteed to keep remitting money from wherever he
or she is in the world”.

Although these spiritual means of enhancing their businesses have no scientific
basis, the technique is perceived by the threat agents as important in influencing their
business outcome [21]. Dheer [26] posits that institutional and cultural factors operating
at the macro-level facilitate the identification, creation, and exploitation of opportunities
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through starting new ventures. Given that cybercrime is a new venture in some emerging
economies of Africa, perpetuated by the availability of ICTs; understanding the role of
culture in influencing the threat agent’s compliance to ISP is important.

Lack of Lawmakers Who Understand Cyber Related Threats. One of the key chal-
lenges affecting organisation’s implementation of and enforcement of an ISP, is the lack
of human resource expertise, specifically lawmakers and Information security practition-
ers. Quarshie and Martin-Odoom [27] note that the lack of lawmakers who understand
cyber related threats is a problem as this affects their ability to implement legislation that
addresses cyber threats at legal, policy and regulation level. This is made more complex
due to the “legal inadequacies in various jurisdictions and uneven enforcement” [28].
Lawmakers are powerful external agents to an organisation. Their ability to understand
information security and cyber security related threats as well as legislations, can exert
pressure on an organisation and influence its institutional practices. For example, by
having lawmakers with the right skill set, coerces the organisation into adopting ISP and
ensuring compliance to the ISP. Of which failure to comply, can lead to sanctions such
as prosecution. By complying, the organisation is likely to engage in practices that make
it difficult for threat agents to thrive.

Weak Information and Cyber Security Capacity Building Systems. Educational
institutions are recognised as first line of defence because the research conducted, con-
tributes to body of knowledge and has the power to directly influence national policies
and strategies [29]. Yet, according to Rowe et al. [30], there is a significant shortage of
qualifiedInformationSecurityProfessionalsdespitethefieldbeingoneofthebestcompen-
sating fields. Some of the challenges facing information security education in developing
countries particularly inAfrica, include the lackof governmental support, inadequate cur-
riculums, limited budgets, knowledge by educators. These challenges are in dire need of
address because existing efforts have not fostered cyber capacity building efforts [31]. For
example, “the extent to which information security is addressed at undergraduate level is
onanadhocbasis,with isolatedattentionbeingpaid toa fewinformationsecurityaspects”
[32].

5 Discussion

Information security is becoming one of the most important aspect of any organisa-
tion’s performance and long-term survival. By implementing and maintaining an ISP,
an organisation provides an outline and control measures for its employees with respect
to security behaviour. In addition to being critical at the organizational level, informa-
tion security is also important at the national level because of the increasing trend of
cyber-attacks which is now changing from small-scale intrusion attempts and financial
breaches at organizational level, to more highly organized state-sponsored attacks [33].
The link between the individual and the organisation, as well as the organisation and
the existing institutions such as the government cannot therefore be ignored. It is at
the national level, where institutions are to provide appropriate institutional and social
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support structures, for example policies and regulatory conditions, for the implemen-
tation and maintenance of effective information security policies. The availability of
these structures may result in a more secure IT environment, and “result in penalties for
others because the appraisal of such policies and regulations by the people of a nation
is vulnerable to their cultural orientation” [26].

In this study, at national level,we identify factors of organisednetworks both local and
international, institutional corruption, traditional culture and the absence of IT experts
and lawmakers with IT security expertise as structural constraints to the successful
implementation and maintenance of an ISP. At national level, if leaders are not able
to challenge these structures that constrain their actions and choices, they then legit-
imise their existence. When legitimised, this interplay between structures and the leader,
influence the leaders (national decision makers’) understandings of IT security issues
and consequently the action to take. For example, at national level, the availability of
institutions with IT experts and lawmakers with IT security expertise can result in the
development and implementation of secure information security practices; and so, such
institutions can exert coercive and normative pressures on how organization at micro
level behaves with regards to information security. The absence of such institutions
imply that organisations do not need to achieve legitimacy to operate, i.e. do not need to
comply to formal institutional information security policies, and once this is internalised
in time, creates a working environment conducive to insider threats [10]. This becomes
further exacerbated in organisations facing internal structural constraints of, for example,
no management commitment towards an information security culture, lack of internal
information security expertise, lack of financial and technological resources. These types
of organisations would face high risk of ISP noncompliance than their counterparts who
face both coercive and normative pressures to comply. Noncompliance to ISP is further
compounded by employees who constrain organisational structures associated with ISP
compliance through their cognitive structures of value identification, needs and contract
fulfilment. Employees can also use their sociodemographic characteristics, access to
local and international networks, institutional corruption, as well traditional charms, as
resources to influence ISP compliance and security policies in general.

6 Conclusion

The purpose of this study was to identify the factors influencing ISP compliance in
emerging economies, and more specifically from the Sub-Saharan Africa context. The
study followed a literature review synthesis of prior work on the phenomenon. The find-
ings show that ISP compliance is influenced by an employee’s sociodemographic profile,
how an employee perceives how well their needs, value and contract are fulfilled by the
organisation; as well as the employee’s psychological state which influences behaviour.
From an organisation perspective, factors associated with top management commitment
and management style, information security culture, ISP awareness and training, avail-
ability of ISP resources and expertise as well as the costs to acquire these resources were
deemed important in influencing ISP compliance. Finally, a set of contextual factors
that influence ISP compliance were identified: institutional corruption, national culture,
lack of institutional understanding of cyber related issues, and availability of local and
international networks amongst perpetuators.
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These three factors, along with human actions, enable and constrain ISP compliance.
This study shows how the lack of institutional structures that require organisations to
abide to both normative and cohesive pressure; influences organisations not to seek
information security legitimacy This then influences how threat agents respond to ISP
compliance. Of note is how threat agents can use their individual cognitive resources,
their understanding of institutional structures that affords them illegitimate practices
(such as corruption behaviour); to challenge organisational structures of complying with
ISP.

These findings have implications for practice and policy development. Firstly, is
the realisation that emerging economies have institutional structures that are not con-
ducive for information security policy compliance; and that organisations need to bear in
mind that the absence of institutional structures can lead to ISP noncompliance. Organ-
isations should therefore tighten their security and engage in an ongoing information
security culture, supported by an awareness and training program, and availability of
both technological and financial resources. Second, organisations need to understand
expectations of employees and stakeholders and engage in ongoing consultations with
the purpose of identifying potential risk areas and behaviours that could lead to ISP
noncompliance. This engagement should be cognisant of the fact that everyone is differ-
ent, and their sociodemographic and subcultural characteristics can potentially influence
psychological behaviour.

Whilst the findings provide a better explanation of the factors influencing ISP com-
pliance within emerging economies; the study remains at the conceptual level. Although
this is a limitation of the study, it should be noted that studies that engage in the devel-
opment of a conceptual framework in an area that is yet well understood, are beneficial
in providing a foundation for the empirical observations to follow. A current ongoing
study seeks to use the conceptual framework to empirically explore these factors in-depth
within the context of emerging economies.
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