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Abstract. Different kinds of Internet-of-Things (IoT) devices have been
widely deployed in recent years, bringing great convenience as well as
security threats. Given the grim situation of IoT security, various traffic-
based security management systems specially designed for IoT systems
have also been developed, such as device identification systems and
anomaly detection systems. A lot of such systems are trained and evalu-
ated on datasets collected only in short time periods and lack long-term
evaluation. Intuitively, the communication behaviors and traffic profile
of IoT devices may keep evolving due to factors like software or firmware
update and the changes of user habits. It remains to be evaluated whether
these IoT security management systems can adapt well to the device
behavior evolutions, which matters a lot to the real-world performance.
In this paper, we give a systematic discussion about the adaptability of
IoT security management systems. We summarize the factors that may
cause changes on the traffic profiles of IoT devices and how they can
influence the long-term performance of IoT security management sys-
tems. We hope our work can serve as a base for further study on the
building of adaptive systems for the security of IoT devices.
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Introduction

The proliferation of different kinds of Internet-of-Things (IoT) devices has facil-
itated many aspects of people’s daily life, such as smart home, smart city and
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industrial control. However, the deployment of these mini devices also poses new
challenges to cyber security. For example, Mirai, a large-scale botnet which is
mainly composed of compromised IoT devices, caused great damages by launch-
ing powerful distributed denial-of-service (DDoS) attacks [2]. It is also demon-
strated that such IoT-based botnets are becoming more and more resilient and
can even bring down the power grid [7,13]. Given the severe security threats
brought by IoT devices, many systems to perform identification [6,9,10,12],
monitor [5,8,14,16] and anomaly detection [11,15] to IoT devices by traffic
modeling and analysis have been developed to help network managers ensure
that the deployed IoT devices are functioning as expected. We refer to these sys-
tems as [oT security management systems. Considering IoT devices usually have
only very simple functionalities and constrained communication and computing
capacities, many IoT security management systems depend on the characteri-
zation of traffic generated by IoT devices and the construction of models that
depict the normal traffic profiles of IoT devices. Such IoT security management
systems are shown to achieve excellent performance and can realize the expected
security management purposes.

However, for the evaluations of these IoT security management systems, both
of the training and test processes are usually based on the traffic datasets col-
lected in short time periods. Because it is impractical to collect traffic traces
spanning long time periods for the training and test of these IoT security man-
agement systems in both laboratory and real-world environments. Nevertheless,
many loT devices interact with changing environments. The changes of weather
or seasons will also influence the user activities and then change the way they
use IoT devices. Moreover, technical issues like software or firmware updates and
configurable properties may also make the traffic profiles of IoT devices change
dramaticly. Thus, a problem of adaptability, whether existing IoT security man-
agement systems can keep their high performance in the long-term running,
arises because the characteristics of traffic generated by the same IoT devices
may keep evolving in the process of uses.

Adaptability is of great importance for practical IoT security management
systems to be deployed in real-world scenarios, without which, the systems will
be very fragile and the behavior evolutions of IoT devices can easily jeopardize
their performance and then compromise the network management. However, it
seems that previous works on IoT security have ignored the evaluation of the
system adaptability to the device behavior evolutions and this property needs
more attention in the future development of IoT security management systems.
In this paper, we try to give a prelimilary but systematic investigation about the
problem of adaptability by discussion on the following research questions (RQ):

— RQ1: How device behavior evolutions caused by different factors will affect
the traffic profiles of IoT devices?

— RQ2: Can current IoT security management systems based on the traffic
profiles adapt well to the device behavior evolutions?

— RQ3: What are the possible solutions to improve the adaptability of IoT
security management systems or build self-adaptive systems?
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We hope our work can serve as a base for further studies on the building of
adaptive systems for the security of IoT devices. The remainder of this paper
is organized as follows: Sect.2 gives a review about the existing IoT security
management systems based on the traffic features or profiles; Sect. 3 summarizes
and categorizes different factors that may cause evolutions on the generated
traffic of IoT devices; Sect. 4 discusses the possible solutions to build adaptive
security management systems for IoT devices; Sect. 5 concludes the work.

2 IoT Security Management Systems

Existing IoT security management systems based on the traffic characteristics
can be divided into 3 classes: device identification, event fingerprinting and intru-
sion detection. We will review these 3 classes of works and the traffic features
they tend to use respectively.

Device Identification: A single IoT device has only very simple functionality
and there are usually various different types of IoT devices in the environments
equipped with IoT systems. Thus, knowing what IoT devices are connecting
to the network is the first step to enable further management policies towards
the IoT devices. Besides, device identification systems can also help with the
discovery of unauthorized or vulnerable devices. Some works utilize identifiable
fields in the traffic to recognize IoT devices, such as destination IP addresses,
domain name queries and certificates [6]. Others leverage features in different
resolutions, including packet level, flow level and session level, with machine
learning models to classify traffic generated by different IoT devices [9,10,12].
Many device identification methods extract feature vectors in terms of traffic
traces collected in short durations, ranging from minutes to hours. Both of the
selected features and the durations of instances to be classified may influence
the adaptability of the device identification methods. What’s more, in the eval-
uations of these works, the training and test datasets are usually derived from
traffic generated by the same devices in different periods, completely ignoring
the impact of the deployment environment and user habits, which may matter
much to the real-world scenarios, especially in long terms.

Event Fingerprinting: It is presented that the events happening on IoT
devices that trigger the changes of their working status (trigger events) often
correspond to some fixed traffic patterns, based on which, event fingerprinting
systems can be developed to help network managers monitor the working status
of deployed IoT devices [8,14]. With the persistent awareness of the working
status of all the IoT devices, network managers can even monitor the seman-
tic contexts of the IoT devices and detect context-relevant anomalies like event
spoofing and device failure [5,16]. Unlike device identification, event fingerprint-
ing systems tend to use very simple features, short sequences of packet lengths
and directions, to detect the events happening on IoT devices by pattern match-
ing [5,8,14,16]. Intuitively, although such simple signatures can be very precise,
they are also very fragile at the same time, because the most minor update of
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the firmware or changes on distinct device configuration parameters (e.g., cre-
dentials and device IDs) could destroy the signatures and it will take much effort
to maintain the signatures if the changes are frequent.

Intrusion Detection: Intrusion detection systems (IDS) aim to detect all kinds
of attack traffic sent by malicious attackers to compromise IoT devices. Consid-
ering the simple functionalities of IoT devices, anomaly-based IDSes, which build
the profile of the normal traffic generated by IoT devices and regard any traffic
deviated from the profile as intrusions, become popular in the networks serving
IoT devices [11,15]. However, the traffic generated by some IoT devices may
change dramaticly according to the user activities. For example, surveillance
cameras are silent when users are at home and generate much large-volume traf-
fic when the users leave their houses; the using frequency of air-conditioners can
vary a lot in different seasons, which means that the communication behaviors
of IoT devices can drift to deviate from the known normal profiles by them-
selves, not just intrusions. Without taking these factors into consideration, the
long-term performance of IDSes for IoT devices may be quite questionable.

3 IoT Device Behavior Evolutions

In this section, we summarize the factors that may incur evolutions in the traffic
generated by IoT devices and their possible implications on the IoT security
management systems. Technical issues are the most common reasons that cause
IoT devices to behave differently. Regular software or firmware updates are the
most common issues that change the communication patterns of IoT devices.
The IP addresses of cloud servers and domain names queried by the devices,
coming from content delivery networks (CDN), can change frequently with the
updates and then compromise device identification systems based on these fields.
In addition, many IoT devices support multiple users, configurable credentials
or parameters and user-defined trigger-action rules, which can all be reflected in
the traffic characteristics. And the impact of these changes on systems based on
only simple traffic features, like exact packet lengths, will be catastrophic.

Besides technical issues, the ways in which users interact with the IoT devices
will also often bring evolutions to device behaviors. The functionalities of most
ToT devices are closely tied with people’s living and producing activities, which
naturally change with the seasons. The evolutions caused by human activities,
such as daily routines, lifestyles and producing plans, are mainly reflected in
the using frequencies and durations of different IoT devices, which can reshape
many spatial-temporal characteristics of traffic generated by the devices. For
intrusion or anomaly detection systems, the changes of user habits must be taken
into consideration, otherwise, by regarding traffic traces collected only in some
periods as the whole normal profiles, a storm of false alerts will be generated
once immense changes of user habits take place.

Having said the behavior evolutions of IoT devices, there may also exist some
stable traffic features, like protocols and ports used by the devices, because
the hardware and core functionalities of IoT devices can hardly change after
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coming into uses. However, intuitively, these relatively stable features are not
distinguishable enough to achieve the goals of IoT security management. Thus,
the adaptability of IoT security management systems to the device behavior
evolutions should get more attention. Both of the empirical evaluations and the
enhancement of the adaptability of IoT security management systems are in
highly demand in the future works.

4 Possible Solutions

In this section, we briefly discuss the possible solutions to cope with the IoT
device behavior evolutions. A prelimilary method is to enrich the training
datasets so that the datasets can cover all the possible traffic patterns that IoT
devices may exhibit as much as possible. However, on one hand, this increases the
overhead to prepare the data and makes the performance of systems sensitive to
the training datasets. On the other hand, this method may only apply to the evo-
lutions caused by user activities and the changes incurred by device software or
firmware updates are usually unpredictable and remain unsolved. What’s more,
for anomaly detection systems, current user habits are also important factors to
determine whether the ongoing device behavior is abnormal. It may hinder the
system performance to simply add the training data without proper contexts.

Another possible solution is to enable lifelong learning and detection for
the systems, which is a hot topic in current anomaly detection community [3].
Lifelong learning means that when the system makes some mistakes, it can be
trained increamentally by directly learning from the administrators’ feedback
to avoid making the same mistakes again. This method is a kind of remedy
afterwards with lots of human intervention and cannot eliminate the performance
loss caused by evolutions proactively. Additionally, it is also challenging to make
the system get aware of the different contexts between the newly coming feedback
and the previously learned model that should perhaps be forgotten sometimes.

Machine learning methods are widely used in existing IoT security manage-
ment systems. Nevertheless, similar problems, called concept drift, have already
been investigated in machine learning community [1,4]. Concept drift means
that the statistical properties of the target variable, which the model is trying to
predict, change over time in unforeseen ways. While in IoT scenarios, many secu-
rity management systems are trying to fit some mapping relationships with the
traffic features, which also keep changing over time due to the device behavior
evolutions. Therefore, adaptive learning methods that update predictive models
online during their operation to react to concept drifts, may provide inspirations
to deal with the IoT device behavior evolutions. However, a lot of future work
is still needed to dive deep into the regularities of IoT device behavior evolu-
tions and combine general adaptive learning algorithms with the IoT security
management objectives.
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5 Conclusion

In this paper, we focus on the adaptability of IoT security management sys-
tems to device behavior evolutions. We give systematic summary and analyses
on the existing IoT security management systems, different kinds of evolutions
happening on IoT devices and the possible solutions to build adaptive systems
for the security of IoT devices. We find that the adaptability of IoT security
management systems did not get enough attention despite its great importance
and we hope our work can serve as the base of further study on adaptive IoT
security management systems.
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