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Abstract. Deep learning (DL) based communication system is a
promising novel architecture to implement end-to-end optimization com-
pared with conventional block-separated optimization schemes. How-
ever, the vulnerability to adversarial examples of deep neural networks
poses significant security concern on the end-to-end communication sys-
tems. Adversarial attacks serve as a fundamental surrogate to evalu-
ate the robustness of the DL-based communication systems before they
are deployed. Specifically, we propose a new adversarial attack method
with momentum iterative gradient against the end-to-end communica-
tion systems. For targeted attacks, embedding the momentum term in
the iterative process can help loss function stabilize the update direction
and avoid getting stuck in saddle points and poor local minima. There-
fore, the momentum-based method can enhance the effectiveness with-
out losing the transferability of adversarial attacks. Numerous simulation
results illustrate that the proposed method can achieve superior block
error rate compared with traditional jamming attacks and no momentum
accumulated adversarial attacks.

Keywords: Momentum - Adversarial attacks + End-to-end
communication systems + Deep learning - Wireless security -
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1 Introduction

Due to powerful nonlinear approximation and optimization capabilities, deep
learning (DL) has become a promising technique to satisfy the growing demands
of the fifth-generation (5G) wireless communications and beyond, such as high
reliability, ultra-high capacity and low-latency. Recently, abundant concepts and
applications of deep learning have been deployed in the field of communications.
One of the most novel concepts is an end-to-end communication system based
on an autoencoder framework [1], and a series of studies have been conducted
around it [2-5].
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Whereas, deep neural networks (DNNs) are exceedingly susceptible to adver-
sarial examples [6,7], these examples can fool classifiers by adding small and
human-imperceptible perturbations to legitimate examples. This unique charac-
teristic of DNN raises significant security and robustness concern about imply-
ing DL method in the field of communications, especially for the end-to-end
communication system based on the autoencoder architecture, whose transmit-
ter, channel and receiver are composed of DNNs. Compared with conventional
jamming attacks, adversarial attacks are more destructive and unnoticeable,
because adversarial perturbations are essentially optimization vectors deliber-
ately crafted in feature space, which can change the optimization of loss gradients
in wrong directions. For deep learning based communication systems, owing to
the openness of wireless communication channel, an illegitimate attacker can add
a small perturbation to the transmitted signal when it passes through the chan-
nel, thus confuses the receiver [8]. As a consequence, how to improve the robust-
ness of the DL-based communication systems is an urgent challenge. Therefore,
for the DL-based communication systems, it is necessary to conduct further
research from the perspective of adversarial attacks, since it inspires the study
of defense methods, as well as facilitates the robustness assessment.

For the DL-based communication systems, despite broad studies on various
aspects, poor discussions of adversarial attacks are conducted around them. In
[8] and [9], one-step gradient based perturbation generating algorithm is adopted
to craft white-box and black-box attacks. More transferable adversarial exam-
ples can be generated by one-step gradient based attack methods, however, they
usually have a low success rate for attacking white-box models [10]. Therefore,
we consider applying momentum into adversarial attacks against DL-based com-
munication systems, aiming to improve the effectiveness of crafting white-box
attacks without reducing their transferability.

In this paper, we investigate momentum-based adversarial attacks against
end-to-end communication systems. The main contributions of our work are: (i)
We propose a momentum-based adversarial perturbation generation algorithm
to generate adversarial perturbations for end-to-end communication systems, in
which we utilize velocity vector to stabilize the optimization direction of loss
gradient, so as to escape from local minima and saddle points. (ii) Through
crafting targeted attacks against autoencoders with different structures, we ver-
ify that momentum-based adversarial attacks can achieve better block error rate
(BLER) than traditional jamming attacks, which demonstrates their powerful
destructiveness. (iii) By crafting white-box and black-box attacks, we show that
adversarial attacks with momentum are more destructive than attacks without
momentum accumulation in [8], which reveals that momentum-based attacks can
increase the attack effectiveness of white-box models without losing the trans-
ferability of attacking black-box models.

2 System Model

We consider a DL-based communication system consisting of transmitter, chan-
nel and receiver, which can be represented as an autoencoder since its optimiza-
tion object is to reconstruct its input at the output [1]. The characteristic of the
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DL-based communication system is that all its transmitter, channel and receiver
are composed of deep neural networks, in which both transmitter and receiver
are trainable. Nevertheless, in most structures, the channel layer is untrainable,
unless the channel state information (CSI) is unknown, in this setting, a channel
modeling method based on generative adversarial network (GAN) can be used
to train the channel layer [3].

The DL-based communication system tries to learn the channel characteris-
tic (noise jamming, fading and distortion) mapped from the transmitter to the
receiver, so that the massage sent by the transmitter can be recovered at the
receiver side with minimum error rate. Corresponding to the components of the
autoencoder, the transmitter and receiver are represented by the encoder and
decoder, respectively.

In the end-to-end communication system, k bit message s € {1,2,..., M}
first passes through the transmitter (encoder) to the channel, where it may be
attacked by illegitimate attackers using adversarial attack methods, and then
the receiver (decoder) tries to recover it. Before input to the encoder, s needs to
be represented as a one-hot vector of dimension M = 2*, and then the encoder
transforms it by applying f : RM — R2" to generate the transmitted signal
x = f(s) € R?" for n complex channel uses [2]. However, in practice, 2n real
channel uses are usually used to replace the n complex channel uses, since there
is no complex operation in the actual operation of DNN [1]. The last layer of
the encoder is a normalization layer constrained by E [wﬂ < 0.5, Vi., where
E [-] is the expectation of the elementwise square of x, which ensures the power
constraint before x is transmitted to the channel [1].

When x is transmitted to the wireless channel, it may face various channel
environments. In this work, as set in [8], we consider the additive white Gaussian
noise (AWGN) channel realized by a noise layer, in which illegitimate attackers
could craft adversarial perturbations to attack the transmitted signal x. There-
fore, the output of the channel, namely, the received signal of the receiver y is
given by

y=x+n+p (1)

where n is a Gaussian distribution vector and p is an adversarial perturbation.
The noise vector n ~ N(0,02I,), whose variance 02 = (2RE},/Ny)~!. For o2,
R represents the data rate, Ej denotes the energy per bit, and Ny is the noise
power spectral density. As for the adversarial perturbation p, it is delicately
crafted for the characteristic of DNN by illegitimate attackers.

After the channel, the receiver (decoder) tries to achieve the transformation
g : R?» — RM for the received signal y, to generate a reconstructed message
§. The last layer of the decoder realizes softmax activation operation [11], and
the estimated message § is the index of the highest probability element in the
M dimensional probability vector b, which is the output of the softmax activa-
tion function. The composition of the end-to-end communication system under
adversarial attacks is shown in Fig. 1.

To express the reconstruction problem of communication message as a clas-
sification mission, the cross-entropy loss function is adopted to optimize the
distance between s and b. Thus, the cross-entropy loss function L is written as
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Fig. 1. An end-to-end communication system represented as an autoencoder under an
adversarial attack.

L=— Z s; log(b;) (2)

where s; and b; are corresponding ith element of s and b, respectively.
Generally, block error rate (BLER) P, is used to measure the performance
of the DL-based communication systems, defined as

1 .
Pe= 7 zs:Pr(s # s5|s) (3)

It is worth noting that the BLER in the end-to-end communication systems
is equivalent to the symbol error rate (SER) in conventional communication

systems.

3 A Momentum-Based Adversarial Perturbation
Generation Algorithm

The concept of momentum was first proposed in [12], as a tool to help improve
gradient descent algorithms by accumulating the gradients of loss function in
previous iterations as a velocity vector. [13] applies the concept of momentum
to generate adversarial examples for image adversarial attacks, inspired by this,
we incorporate momentum into adversarial perturbation generation of the end-
to-end communication systems. [14] shows that the accumulation of previous
gradients could help DNN to avoid drawbacks of local minimization, so in tar-
geted attacks, we can leverage momentum to help the current gradient to barrel
through the critical points of loss surface, including saddle points and poor local
minima or maxima. Moreover, from [15] we konw that the momentum-based gra-
dient iteration method could also achieve better stability for the update process
of stochastic gradient descent, which plays an important role in the effectiveness
of adversarial attacks. Therefore, based on the analysis mentioned above, we
propose a momentum-based adversarial perturbation generation method, which
is formulated in this section.
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3.1 Momentum-Based Iterative Gradient Method

Compared with untargeted adversarial attacks, targeted adversarial attacks are
easier to implement and more efficient, so we focus on targeted attacks. In order
to generate a targeted adversarial example x?? based on a real example x, it
should be constrained by L, norm within accuracy constraint €, to make sure the
adversarial attack is unnoticeable. Therefore, the gradient-based methods solving
the constrained optimization problem as below to seek the optimal adversarial
example

arg min J(Xadv7 ytarget)

xadv (4)
s.t.Hx“d“ — XHp <e

The gradient iteration methods can be easily generalized to the attack setting
of explicit norm bound constrains, such as Lq, Lo, Lo norm bounds. Using the
cumulative gradient of all previous steps to substitute current gradient, we can
extend any gradient iteration approach to its momentum gradient variant. How-
ever, in the field of wireless communications, compared to other norm bounds,
Lo norm seems to be a more appropriate choice since it usually represents the
power of the adversarial perturbation [9]. Therefore, we only introduce targeted
attack methods for generating adversarial perturbations in terms of Lo norm
bound.

For targeted attacks, to seek an adversarial perturbation within the vicinity
of a real example subject to L, distance, ||xad” — x||2 < g, the update process
of the momentum-based gradient method incorporates accumulated gradient of
all previous steps into current gradient, which can be written as

VJ(Xg‘dv, ytarget)
||VJ(X§’dU, ytarget) H2

gt =[G+ (5)
where p is the decay factor, g;_1 denotes the accumulated gradient up to the
current iteration, y'*"9¢ is defined as the targeted misclassification label, « is
the stepsize.
In consequence, the targeted momentum-based iterative gradient within a Lo
norm constraint is g
d d t
X?’U:/’("X?—I{_a'” (6)
gtllo

3.2 Generative Algorithm of Momentum-Based Adversarial
Perturbation

In order to evaluate the robustness of the wireless communication systems based
on DL, we propose a momentum-based adversarial attack method against the
end-to-end communication systems. Adversarial attack method with momen-
tum generates adversarial perturbations, which can fool the receiver (decoder),
resulting in superior increasing of BLER. Algorithm 1 presents how to generate
an adversarial perturbation based on the momentum iterative gradient. In Algo-
rithm 1, we use bisection search to find an appropriate value of the stepsize a
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among all possible targeted categories as in [8]. Furthermore, for a specific tar-
get class, the momentum-based algorithm tries to minimize J(x}, y**"9¢"), and
then use the bisection search to find appropriate gradient after T iterations with
momentum.

Algorithm 1. Generating a Momentum-based Adversarial Perturbation

Input: A real input x and its ground-truth label y¢ry., the pretrained model f with
loss function J, desired perturbation accuracy €scc, the number of iterations T,
maximum allowed perturbation norm pmq, and decay factor p.

Output: An adversarial perturbation p2%’ of input x, an adversarial example x°
with constraint Hx“dv — x||2 <e.

1: Initialization: Set the initial value go = 0 and x5 = x.
2: for class-indez in range(C) do

E€max < Pmax, Emin 07 & < Emax + Emin/Q

dv

Input x} to pretrained model f for obtaining the gradient VxJ(x},y"*"9¢")

4

5 fort=1to T do

6: Update g: by accumulating the velocity vector in the gradient direction as
7 g =i g1+ a- Vi (x7,y ) (|| Ve d (x5, 579 ||,) 7!

8 while enax — Emin > €acc do

9: €ave = Emax T Emin/z and o = Eave
10: Update x; by applying the momentum gradient as
11: xi =x;_1—a-g(llgll,) ™!

12: if f(x}) = Ytrue then
13: Emin < €ave

14: else

15: Emax “— Eave

16: end if

17: end while

18: Eclass—indexr — €max

19: end for

20: XZZassfindeac = X’tl’

21: end for

22: target — class, = argmin €ciass—indes and a* = min €cjass—indes
. « .
23: target — class, = argmin geiass—indes a0d p = MIN Belass—index

24: return Xadv = Xz(argetfclassgv p}a(dv =a"- g}(Hg;’HQ)_l

In our experiments, we only report the results of targeted attacks using
momentum-based perturbation generation algorithm. We set the decay factor p
to 1.0 and the number of iterations 7" to 20. The decay factor p plays an instru-
mental role in increasing the BLER of momentum-based algorithms. In order to
find the appropriate value of the decay factor, we attack the end-to-end com-
munication systems based on CNN and MLP respectively with PSR = —6dB,
E, /Ny = 8dB, while the decay factor ranging from 0.0 to 2.0 with a granularity
0.1. In Fig. 2, the curve of BLER for end-to-end communications with different
values of u does not change much, but it can achieve stable performance when
@ = 1.0 for different network structures, so we choose p = 1.0 as one of our
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hyper-parameters, just like in [13], which means we simply add up all gradients
of previous iterations to update the current gradient.
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Fig. 2. BLER versus the decay factor u under the momentum-based attacks against
the MLP autoencoder and CNN autoencoder.

We also investigate the effect of the number of iterations 7' on BLER when
using the momentum-based adversarial attacks. We adopt the hyper-parameter
© = 1 to attack end-to-end communication systems with 7' ranging from 1 to
20. We evaluate the BLER of adversarial perturbations against autoencoders
in Fig.3. It can be observed that the BLER of momentum-based algorithm
against autoencoders with different structures maintains a stable value. It proves
that the adversarial perturbations generated by momentum iterative methods
are difficult to overfit a white-box model and maintain stable effectiveness for
different models. However, from the result of simulation, it is obvious that when
T = 20, the BLER of different network structures are better than others, so we
choose T' = 20 as the value of another hyper-parameter.

4 Crafting Momentum-Based Adversarial Attacks
Against End-to-End Communication Systems

Equation (1) shows how an adversarial perturbation is added to the trans-
mitted signal in the wireless channel, therefore, the optimization objective of
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Fig. 3. BLER versus the number of iterations 7" under the momentum-based attacks
against the MLP autoencoder and CNN autoencoder.

the attacker is to craft an adversarial perturbation to confuse the considered
receiver(decoder) as in [8]

min [|p||,
i (7)
st.g(x+n+p)#gx+n)

From [6], we know that the Eq. (7) does not belong to convex function because
the receiver mapping g does not have a convex structure. [8] uses fast gradient
method without momentum [6,7] to approximate the optimum solution of Eq.
(7), which would face the dilemma of being trapped by poor local minima or
saddle points. By using the momentum-based gradient method, we expect to
provide a velocity vector in the gradient direction of the loss surface across
iterations, which can feed the demand of stabilizing the update direction as well
as escaping from poor local minima and saddle points.

The structures of autoencoder generally used as the benchmarks in end-to-
end communication systems are multi-layer perceptron (MLP) and convolutional
neural network (CNN). To enable a performance comparison for the adversar-
ial attacks against the end-to-end communication systems without momentum,
we adopt the same autoencoder structures and dimensions as in [8], namely
a MLP-based autoencoder and a CNN-based autoencoder which are shown in
Table1 and Table 2 respectively. The results of BLER are obtained by Monte
Carlo simulation, and the number of simulation is 1,000,000. All the simulations
are performed using TensorFlow on an NVIDIA GeForce GTX 1080 Ti graphic
processing unit.
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Table 1. The structure and dimension of the considered autoencoder based on MLP.

Block structure | Layer Output dimension
Encoder One-Hot Input M
Dense + ReLLU M
Dense + Linear 2n
Power Normalization 2n
Channel AWGN Layer (+Adversarial Attack) | 2n
Decoder Dense + ReLU M
Dense + Softmax M

Table 2. The structure and dimension of the considered autoencoder based on CNN.

Block structure | Layer Output dimension
Encoder One-Hot Input M
Dense + eLU M
ConvlD + eLU 16 x M
ConvlD + eLLU 2n
Power Normalization 2n
Channel AWGN Layer (+Adversarial Attack) | 2n
Decoder Conv2D 16 x 2n
Conv2D+Flattening 8 X 2n
Dense + ReLLU 2M
Dense + Softmax 2M

4.1 Crafting a White-Box Adversarial Attack with Momentum

Under the framework of the end-to-end communication system, we adopt the
white-box and black-box attack crafting method in [8] to craft momentum-
based white-box and black-box attacks. Then we compare the performance of the
proposed momentum-based attacks with pure jamming attacks and adversarial
attacks proposed in [8]. In a white-box attack, we assume the attacker has full
knowledge of the autoencoder, including the network structure and parameters;
while in a black-box attack, the attacker has no knowledge or limited knowl-
edge of the autoencoder. First of all, Fig.4 and Fig.5 show the BLER perfor-
mance of the MLP autoencoder and CNN autoencoder (described in Table 1
and Table2) under the proposed momentum-based attacks respectively. We
adopt perturbation-to-signal ratio (PSR) as metric, which is the power ratio
of the received perturbation to the received signal [9]. To evaluate the effective-
ness of the momentum-based adversarial attacks, we also use jamming attacks
(Gaussian noise) as counterparts with the same PSR. The values of PSR we
selected are —2dB, -6 dB and —10dB. Figure4 and Fig. 5 illustrate that the pro-
posed momentum-based attacks are more destructive than conventional jamming
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Fig.4. BLER versus E/No under the momentum-based adversarial and jamming
attacks against the MLP autoencoder.
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Fig. 6. BLER versus Ej/Ny under the momentum-based and no momentum white-box
attacks.

attacks even for small PSR values, and the performance advantages are become
more obvious as the signal-to-ratio (SNR) increases.

Secondly, we compare the performance of the proposed momentum-based
method with the adversarial attack method without momentum in Fig. 6. It can
be seen that the performance of the proposed momentum-based algorithm is sig-
nificantly better than the benchmark algorithm in [8] when crafting white-box
adversarial attacks. This is due to the momentum-based algorithm accumulates
the gradient of the loss function at each iteration to achieve stabilized optimiza-
tion and get rid of poor local minima and saddle points.

4.2 Crafting a Black-Box Adversarial Attack with Momentum

For verifying the transferability, we also craft black-box attacks for the proposed
momentum-based adversarial attack method and the benchmark in [8]. In the
black-box attacks, we first use the MLP autoencoder (Tablel) as the substi-
tute model to obtain shift-invariant perturbations as in [8], whereas, based on
momentum. Due to the transferability of adversarial attacks, we then attack the
CNN autoencoder (Table2), whose structure and parameters are unknown for
the attackers. We use the black-box attack crafting method (without momen-
tum) in [8] as a comparison, and the results of BLER performance are presented
in Fig. 7. Comprehensively considering the effect of the white-box and black-box
attacks, even the performance improvement of the momentum-based attacks in
the black-box attacks are not obvious enough, it can be concluded that the pro-
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posed momentum-based method could increase the effectiveness of white-box
attacks and alleviate the cost of transferability at the same time.

5 Conclusion

In this paper, we proposed a momentum-based adversarial attack method against
the end-to-end communication systems, which incorporates momentum into the
adversarial perturbation generative algorithm for better performance. Numerical
results showed that, compared with conventional jamming attacks, the adver-
sarial attacks based on momentum can effectively increase the BLER for the
DL-based communication models with various network structures. Meanwhile,
we also illustrated that the proposed method is more destructive than adversar-
ial attacks without momentum accumulation. Therefore, we demonstrated that
the adversarial attack incorporated with momentum can alleviate the trade-off
between effectiveness and transferability of the adversarial perturbation, which
raises new security issues and robustness evaluation methods for building more
reliable end-to-end communication systems.
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