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Abstract. Writing high-quality unit tests plays a crucial role in discov-
ering and diagnosing early-stage errors and preventing their further prop-
agation throughout the development cycle. However, the low readability
of existing automated test case tools hinders developers from directly
using them. In addition, current approaches exhibit sensitivity to individ-
ual words in the input code, often producing completely different results
for minor changes in the input code. To tackle these problems, we pro-
pose AssertGen, a powerful Java assertion generation model that main-
tains consistent output for minor variations in code snippets. Inspired
by software mutation testing, we propose 11 heuristic strategies for code
mutation, aiming to generate variant code that is human-readable but
misleading to the model, by making minor changes to code text or struc-
tural information. Then, we use the variant code to attack the model
to test the model’s robustness. We observe that the variant based on
variable names (VM), the mutation based on method names (FM), and
the mutation method False_Control_Flow, which adds additional control
flow, have the greatest impact on the quality of generated assertions by
the model. To enhance the robustness of AssertGen, we use multiple
mutations to expand the original dataset, allowing the model to learn
how to counter the instability caused by mutations during the training
process. Experiment results show our assertion generation model achieves
a BLEU score of 60.08 and a perfect prediction rate of 47.91%, surpassing
previous work significantly.

Keywords: Unit Tests - Model Robustness - Code Mutation * Attack
Defense

1 Introduction

Unit testing is a testing method in software development that involves checking
and validating the smallest testable software units that are isolated from other
parts of the program [1-4]. While unit testing can quickly identify issues within
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the tested modules, previous work [5] has shown that as the scale and complexity
of software products increase, merging unit tests incurs significant costs in terms of
traceability [6]. This reduces the feasibility of adding unit tests to software, making
legacy code difficult to maintain and evolve. Adding unit tests to previously writ-
ten code has become a challenge in the software development lifecycle. The soft-
ware development research community has conducted extensive research [7,8] to
assist developers by generating automated testing methods. However, some work
points out limitations of current automated test generation tools and questions
their ability to generate high-quality unit tests [9,10].

The application of pre-trained models in code-related tasks includes code
autocompletion [11,12], code defect repair [13-15], code refactoring [16], code
comment generation [17,18], and more. Among them, code autocompletion is
one of the most common tasks. Currently, some large pre-trained models have
made significant breakthroughs in code-related tasks, such as Codet5 [19], Code-
BERT [21], CodeGPT [20], etc. These models have achieved good performance
in code completion, code defect detection, and code search tasks. Among them,
the CodeT5 model launched by the Salesforce research team has been proven to
excel in various works related to code-related tasks [22,23].

While pre-trained models have greatly enhanced the software development
process, according to our observations, these models are not omnipotent or per-
fect. Sometimes, they can produce sequences that are highly problematic or even
incorrect. We do not expect the models to generate 100% accurate sentences,
but such suboptimal or erroneous results are not desirable. They diminish the
performance and effectiveness of code generation by the models, indicating a
lack of robustness. So far, research on the issues with pre-trained models has
primarily focused on their widespread use in various domains, model security,
and reducing training time [24-28]. The problem of inconsistency in model-
generated outputs has only been recognized in a few works [29], and these works
have merely designed a pipeline for selecting the optimal output, rather than
directly enhancing the consistency of model outputs. This issue has not been
addressed at all in the context of automated test case generation.

In Fig. 1(left), we can see that after providing the test method code before
the tested method and the assertion, the T5-based model generates 'perfect’
assertion statements. However, when the variable name ’list’ is changed to I’
the model outputs different assertion statements. The assertions generated on
the left are completely correct and comprehensive, while the assertions obtained
from fine-tuned input have some errors because ’list.size()’ should clearly be
3. This example illustrates the issue of input sensitivity in pre-trained models
leading to inconsistent outputs. Figure 1(right) is an incorrect generation that
cannot run correctly. In summary, the model’s inconsistency in outputting results
is due to its sensitivity to certain flags in the input, indicating that when the
model learns on a large-scale dataset, it overly focuses on variable names, leading
to a lack of robustness. Unlike traditional code generation, during the process of
generating test cases, only the code’s flow needs to be known, without requiring
details such as variable names. The goal is to verify the correctness of program
execution results, and the model only needs to generate a set of test cases that
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cover all program branches. In other words, the variable name being ’list” or I’
should not affect the generated assertion content; the same assertions should be
generated. We can unify the variable names in the tested function to make the
model more focused on learning the program flow.

class ListFactory {
public List<Integer> createlist() {
List<Integer> list = new Arraylist<>();
list.add(1);
list.add(2); class ListFactory {

list.add(3); public List<Int

ListcInteg

1.add(1);
} 1.add(2)

} 1.add(3);

r> createlist() {
new ArrayList<>()

return list;

return 1;
}

public class ListFactoryTest { ,

@Test public class ListFactoryTest {
public void testCreateList() {
ListFactory listFactory = new ListFactory();
List<Integer> list = listFactory.createlist();

@Test
public void testCreatelist() {

ListFactory listFactory = new ListFactory()
assertEquals(3, list.size()); List<Integer> list = listFactory.createList();
assertEquals(Integer.valueOf(1), list.get(e)); assertEquals ( 4, list. size () ) ;
assertEquals(Integer.valueOf(2), list.get(1)); assertEquals ( Integer. valueOf ( 1 ), list. get

(e));
. assertEquals ( Integer. valueOf ( 2 ), list. get (1)) ;
assertEquals(Integer.value0f(3), list.get(2)); assertEquals ( Integer. valueof ( 3 ), list. get (2)) ;
} )

} }

Fig. 1. Inconsistency in the output of pre-trained models with slightly modified inputs.

Inspired by the mutation testing technique [30], we propose 11 code muta-
tion strategies based on code text information and structural information. Then,
using mutations of different tested functions to attack the model. We explore
the robustness of the model under different variant influences and quantitatively
evaluate the quality of the generated assertions, quantifying the model’s sensi-
tivity to the training data. Finally, the enhanced data is used to augment the
original data for fine-tuning large pre-trained models, enabling the model to
learn how to counter uncertainties and enhance its sensitivity resistance during
the training process.

In summary, this paper offers the following contributions:

1. We propose 11 code mutation rules, where four code mutation strategies
are introduced starting from the perspective of variable names in obfuscated
code. Additionally, we propose 7 control flow mutations from the angle of
code control flow.

2. We employ code attack models generated from the tested function under
different mutation rules. Through this process, we identify three mutations
that have the most significant impact on the quality of assertions generated
by pre-trained models. Furthermore, we use multiple mutations to augment
the training data, enabling the model to learn how to counteract unstable
factors during the training process.

3. Experiment results show our assertion generation model achieves a BLEU
score of 60.08 and a perfect prediction rate of 47.91%.

4. We provide an open source implementation of AssertGen at https://github.
com/Bossism /test_gen.
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Paper Organization. Sectionl describes the motivation of the problem.
Section 2 presents the problem background and limitations of existing methods.
Section 3 provides a detailed description of our method, AssertGen. Sections4
introduce the experimental setup and results. Section 5 discusses threats to valid-
ity. Section 6 concludes the paper.

2 Background and Related Work

Traditional unit test generation techniques utilize search-based [31-33],
constraint-based [34-36], or random-based strategies [37,38] to generate a set of
unit tests with the main goal of maximizing the coverage of the tested software.
Although these automatically generated tests achieve reasonable coverage, they
often lack readability and meaningfulness compared to manually written tests,
which is why developers are reluctant to adopt them directly in practice [9].

The two most widely used tools in this field are Randoop [8] and EvoSuite [7].
Previous work [39] compared the effectiveness of Randoop, EvoSuite, and Agitar,
three automatic unit test generation tools, in detecting 357 real defects in the
Defects4J dataset. The results showed that while the generated test suites over-
all detected 55.7% of the defects, only 19.9% of individual test suites detected
defects. There is still significant room for improvement in automatically gener-
ated test cases for defect detection.

In recent years, there have been some approaches that leverage knowledge
from the NLP field to address automated test case generation. TESTNMT [40]
demonstrated the feasibility of using neural machine translation models for auto-
mated testing. It used a modified neural machine translation model to generate
test cases for Java methods. However, the effect of generating test cases across
projects is not satisfactory. ATLAS [5] also applies DL methods to the generation
of automated test cases. Unlike TESTNMT, it focuses on generating meaningful
assertion statements rather than the entire test. It takes the tested function and
the test method after removing the assertion as input to the model and outputs
predicted assertion statements. However, to simplify the problem, this model can
only generate a single assertion statement. Michele Tufano [41] achieved good
results by pre-training a BART-based model called ATHENATEST on a large-
scale English and source code corpus, followed by fine-tuning on an assertion
generation dataset. White R [42] proposed the ReAssert model, which is based
on the Reformer model, to address the limitation of ATLAS in generating only a
single assertion statement. ReAssert can generate multiple consecutive assertion
statements, but the evaluation metrics such as BLEU and ROUGE indicate sub-
optimal performance. CONTEST [43], for the first time, leverages the structural
information of the code and creatively utilizes the functions called in the test
method and focal method to generate different content AST trees, which are
combined as inputs to the model. However, a drawback is that the model serial-
izes the entire combined AST tree and inputs it into a Transformer-based model.
This may lead to truncation of excessively long sequences, resulting in informa-
tion loss, incomplete context, and high computational complexity. TOGA [49] is
a neural methodology based on a unified Transformer architecture that employs
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a focus-based approach for context-based inference of anomalies and assertion
test oracles. Its primary emphasis lies in identifying exceptions within methods.
However, our model places a greater emphasis on generating assertions of high
quality and strong consistency.

While traditional testing tools such as Evosuit have achieved commendable
coverage, they suffer from limited readability and demand a comprehensive code
execution environment. Furthermore, source code analysis necessitates compi-
lation. In contrast, our methodology eliminates the requirement for executable
code environments. It merely entails declaring the targeted functions and vari-
ables within the testing functions, rendering it markedly pragmatic. This app-
roach effectively assists developers in composing test cases in real-time. In con-
trast to models based on RNN that are plagued by gradient vanishing, and LSTM
models that suffer from extended training times and gradient explosion, Assert-
Gen employs relative positional encoding to ensure the model’s stability when
processing lengthy sequences, thereby mitigating the risks of gradient explo-
sion or vanishing. Additionally, we incorporate layer normalization during the
training process to enhance the model’s robustness. In comparison to ATLAS,
our approach generates multiple consecutive assertion statements, as opposed to
singular assertion statements, rendering it more versatile and impactful.

3 Approach

This chapter mainly describes the heuristic rules for generating different muta-
tions and the use of these mutations to attack the model, exploring the parts of
the tested code that have a significant impact on the model’s robustness. The
selected mutations are used to augment the training dataset, enabling the model
to learn how to handle the instability caused by these mutations during training.

I
I
1 <testname+focalfunc+called methods> TestGen-Attack |
| AN [ e ) |
I | data I !
I i : I
| VM H ;[ VM assert |
1 ! : output Assess the impact of :
: ! H : individual variants 1
I M v i FMassert i !
! : output ; BLEU !
I Attack Victim : P ¢ Rouge defence |
1 Al Model P, - !
: original : ] :
| (festdata S i OMassert i Retrain the model | |
I : output H using the :
: H picked data |
\ Swap_Rows, SRassert \: |
1 output H I
I H I
| ) |
1 mutations 1
_______________________________ 4
_______________________________ S|
: Enhanced model TestGen-Pipeline |
1 I
1 - ) |
! %—» Extract various input Encoder Decoder assert code !
: methods :
: User Input :

Fig. 2. Structure diagram of AssertGen.
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3.1 Overview

AssertGen is an assertion generation model based on the T5 architecture. The
structure diagram is shown in Fig.2. For a given method under test, in Step
1, we apply heuristic mutation rules to generate mutations at both the code
text and structural levels. We first use these mutations individually to attack
the model and investigate which mutations have the greatest impact on the
quality of generated assertions. These mutated mutations are then processed in
Step 2 using BPE tokenization to obtain subword tokenization. Position vectors
are added to the embedded input code, and the new embeddings go through N
encoder blocks to obtain hidden layer outputs. The decoder maps the hidden
layer outputs from the encoder to code sequences and consists of N decoder
blocks. The generated code sequences are then passed through a linear layer
with softmax activation to obtain a probability distribution over the vocabulary.
AssertGen uses beam search on the probability distribution to generate the final
candidate words as the predicted results. The following sections will provide
detailed explanations of the mutation rules and the attack and adversarial steps.

3.2 Mutation Rules

The quality of model results is greatly influenced by the quality of the training
data. Code blocks with the same structural and functional information may
have different variable names across different projects. This “uncertainty” poses
challenges for the model to learn the semantic information of code blocks with
the same functionality. To address this issue, we propose heuristic mutation rules
for variable names and expressions, incorporating control flow information for
variable names.

VM (Variable Mutation). The VM technique replaces variable names with
special characters. It’s important to note that variable names referred to here
are the ones defined by developers, such as res in the statement boolean res = a
>b;. We use (extra_id_ID) to represent res. The reason for this approach is that
a method may contain multiple variables, and we replace instances of the same
variable with the same identifier (extra_id_ID). Here, ID represents the order
of the variable’s first appearance in the method.

PM(Param Mutation). The VM mutation rule is designed to handle variable
names defined by developers. However, parameter names in method signatures
are also commonly used custom variable names. Therefore, we have devised the
PM mutation rule. The PM rule primarily focuses on parameter names within
methods, replacing them with the identifier param_id.

FM(Function Name Mutation). Previous research [48] has found that when
using natural language descriptions and method signatures as input to generate
code examples using pre-trained models, the method name in the input has a
significant impact on the model’s output. Replacing the method name in the
method signature leads to the generation of different and partially incorrect
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code by the model. This finding demonstrates that even minor modifications to
the method name can deceive the model and result in erroneous outputs.

In our approach, we modify the method names in the tested code. Prior to
this, we trained a Word2Vec model using all the method names in the dataset.
For each tested method, we split its method name into individual words using
camel case notation. For each word, we select the top k similar words as candi-
dates and introduce three additional candidates for each word: randomly swap-
ping two characters, randomly deleting one character, and replacing a character
with a similar one. This process results in combinations of candidate words for
each original word. By replacing the method name in the original method with
these combinations of candidates, we input the modified method into the model
to obtain the output. We calculate the BLEU score between the current out-
put and the ground truth and select the method name with the lowest BLEU
score. This means that we have identified the method name that has the greatest
impact on the model. By using this method name, we launch an attack on the
model to maximize its performance degradation.

OM (Operator Mutation). OM is a mutation rule specifically designed for
assignment expressions. We have observed that the presence of compound assign-
ment operators in expressions can affect the model’s judgment of the output. To
address this, we decompose expressions containing assignment operators into
simpler patterns. For example, the expression a += b, we represent it as a =
a + b. By using simpler expressions, we can increase the frequency of variable
occurrences and enhance the model’s understanding.

In the mutation of structural information in code, the objective is to obtain
mutated code that does not change the semantics and can execute correctly by
introducing specific control flows or altering the code’s execution flow. Different
mutations of structural information are used to attack the model and observe
its recognition capability regarding specific control flows.

Add_Print. We randomly insert print statements into method code, including
both developer-defined variable names and parameter names from the method’s
parameter list. Although this type of mutation may not have a direct purpose, it
simulates the coding habits of developers during the code-writing process. Devel-
opers often like to print important variables for code debugging. By simulating
this process, we observe whether the randomly inserted print statements affect
the model’s learning of the source code.

False_Control_Flow. False_Control_Flow introduces random control flow state-
ments such as if(false) into method code. Although these statements will never be
executed, our aim is to observe the impact of randomly added control flow infor-
mation on the model. By observing the model’s performance in generating high-
quality assertion statements under the attack of randomly added control flow, we
can determine whether the model can still generate accurate assertions.

In addition to simulating the impact of programming habits in actual devel-
opment, inspired by data augmentation techniques, we also made some “seman-
tic consistency” changes to the tested code. These changes preserve syntactic
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naturalness and semantic invariance from a human perspective but introduce
noticeable differences for pre-trained models. By attacking the model with these
semantically equivalent but structurally different mutations, we can observe their
impact on the model’s robustness.

While2For & For2While. For the While2For variant, we employed the SPAT
[45] tool to identify the while statement blocks in the tested method and applied
specific rules to transform them into syntactically equivalent for loops that are
compilable. Conversely, for the For2While variant, we performed the opposite
transformation by converting for loops into while loops using similar rules.

Switch2If. Similar to the previous two mutations, the Switch2If variant involves
transforming switch statement blocks in the code into if-elif-...-else statements.
This allows us to observe the impact of different code structures on the model.

Swap_If_Else. In this set of mutations, the if and else parts are swapped by
exchanging the code within them while negating the if condition. This variant aims
to investigate whether the model tends to excessively focus on a particular branch.

Swap_Rows. If there are no shared variables between two lines of code, the
Swap_Rows variant swaps these two lines. Similar to the previous mutations,
using the Swap_Rows variant to attack the model allows us to determine whether
the model is sensitive to the order of certain lines of code.

3.3 Model

Our AssertGen model is based on the T5 model [19]. As shown in Fig.3, we
briefly introduce the model structure.

ERCorer Block Decoder Block
Encoder 1 Decoder 1
public int Feed-Forward
add.. Feed-Forward
I_lj_‘_l _ .| Encoder || hidde Self-Attention Decoder
Self-A N 12 state 12
Word Masked Self-Attention

Fig. 3. Structural diagram of the AssertGen model.

Encoder Block. The encoder consists of N encoder blocks, which aim to trans-
form the input code sequence into hidden states. Here, IV is 12. We use relative
positional encoding to effectively represent the relative positional information
of each token in the input sequence, employing self-attention mechanisms with
relative positional encoding.

We utilize a multi-head attention mechanism to force the model to jointly
attend to different subspaces of code token representations from different posi-
tions in the input sequence. Specifically, we define multiple sets of queries (Q),
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keys (K), and values (V) that focus on different contexts. For an input matrix
X, each set of Q, K, and V produces an output matrix Z;. We concatenate the
Z; matrices generated by multiple attention heads and feed them into a fully
connected layer.

MultiHead(Q, K, V) = Concat(heady, heads, ..., head,, )W (1)

head; = Attention(QWZ2, KWK, vw)) (2)

During the calculation of attention, we perform padding and masking operations
on the remaining sentences based on the maximum sentence length within each
batch.

Each encoder block consists of two parts: a multi-head self-attention mecha-
nism with relative positional encoding and a feed-forward neural network. Both
parts include residual connections and layer normalization.

Xattention = Lay@TNOTm(X + Xattention) (3)
Xhidden = Linea’r(ReLU(Linear(Xattention))) (4)
Xhidden = LayeTNOTm(Xattention + Xhidden) (5)

Decoder Block. The decoder block mainly consists of three parts: Masked
Multi-Head Self-Attention, Multi-Head Encoder-Decoder Attention, and a Feed-
Forward Network. Similar to the encoder block, all three parts include residual
connections and layer normalization. The Masked Multi-Head Self-Attention
layer in the decoder is used to compute attention representations specific to
the decoder itself. In this layer, each input sequence of the decoder undergoes
self-attention calculations, resulting in an attention representation tailored to
the current decoder input. This representation takes into account the relation-
ships between all words in the input sequence, excluding the current token’s
context. It allows for better predictions in the next step. Therefore, during each
time step of generating predictions, the model can only focus on the current
token and the preceding context, while the sequence following the current token
remains invisible to the model.

Linear & Softmax. The linear layer takes the output of the decoder as input
and projects it into a vector of dimensionality equal to the size of the vocabulary.
The softmax layer converts the vector values into a probability distribution that
sums to 1. This produces the final output of the entire model.

3.4 Attacks and Adversarial Training

Attacks. It is well-known that deep neural networks often lack robustness.
Specifically, deep neural models are easily fooled by adversarial examples, which
are generated by introducing slight perturbations to the original samples. To
explore the perturbations that have the greatest impact on the quality of asser-
tion generation, we first fine-tune the Th model on a training dataset to obtain
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the base assertion generation model. Then, we generate 11 code mutations as
adversarial attacks for each input code in the test set, with each variant corre-
sponding to a generated assertion. By comparing the quality of generated asser-
tions (mainly evaluated using BLEU and ROUGE metrics) between the model
under different attack mutations and the original test set, we observe which
mutations have the strongest ability to fool the model.

Adversarial Training. We select three mutations, namely VM, FM, and
False_Control_Flow, which have the greatest impact on the quality of assertion
generation. For each input code in the training set, we combine these three
mutations (M) with the original input code (O) to form a new training set
T = M U O. The assertion generation model is fine-tuned on this new dataset.
During the model’s learning process on the new dataset, it learns to generate
correct assertion statements even when the input is a variant with slight per-
turbations. This enhances the model’s ability to withstand minor perturbations
and improves its robustness.

4 Experiments

4.1 Experimental Design

Dataset. For our research questions, we utilize the CONTEST dataset, which
is an open-source dataset provided in prior work [43]. This dataset consists of
test methods collected from projects on GitHub that utilize Junit as the testing
framework. Focusing on the Java programming language, the dataset includes
365,450 pairs of test methods. Each test method pair consists of an input code
block and an assertion code block. As shown in Fig.4, the input code block is
divided into three parts: the tested method, the test method declaration and
some precode, and other methods called within the two blocks.

public class CounterTest {

public class Counter {
Counter counter;

p o= public int count = 0;
Counter initCounter
return new Counter

— g -
@Before
public void before() { e

counter = initCounter();
}

@Test E—
public void testinc) { pricuoidinc);f

1
int expected = 1; J—> ; setCount(count + 1); |—— .

assertcquarsy
counter.count,
expected);

public void reset() {
count = 0;

7

}

Fig. 4. Dataset composition.

In the first phase, we employ different mutations of input code to attack the
model and investigate which parts of the input code have a significant impact
on the model’s robustness. By analyzing the effects of different mutations on the
model’s assertion generation quality, we identify the influential parts.
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Adversarial Training and Parameter Study. In the second phase, we use
the identified influential mutations to augment the training data and study the
effect on the adversarial learning of the assertion generation model. We also
examine different pre-trained models and parameters to assess their impact on
generating assertions.

Research Questions (RQs). To evaluate the effectiveness of our approach,
we address the following research questions:

— RQ1: Which parts of the tested code have a significant impact on the robust-
ness of pre-trained models?

— RQ2: How does the assertion generation model perform after data augmenta-
tion using the influential mutations identified in RQ1? How does it compare
to the baseline model?

— RQ3: How does AssertGen perform on the testing data containing a single
variant?

— RQ4: What is the quality of the generated assertions?

Baselines. For our baseline models, we adopt the Contest model [43] pro-
posed in the open-source CONTEST dataset work, as it is highly relevant to our
research. Additionally, we include two other classical code pre-training models:
CodeGPT [20] and CodeBERT [21]. These models share the same input format
as our model, which consists of code blocks containing the tested method, with
the output being the generated assertion statements.

Evaluation Metrics. BLEU [46] and ROUGE [47] are commonly used eval-
uation metrics in the field of machine translation. BLEU assesses translation
quality based on precision, while ROUGE evaluates translation quality based on
recall. Additionally, precision in assertion generation is of utmost significance,
with accuracy equaling 1 only when the predicted assertion statements match
the ground truth exactly; otherwise, it remains O.

When extracting different tokens from the input code blocks, we employ
the javalang! module for abstract syntax tree analysis. The T5 model serves
as the foundational framework for our assertion generation model, implemented
using Transformer? and PyTorch?. The hyperparameters of the model have been
optimized based on empirical performance.

By answering these research questions, we aim to gain insights into the impact
of different code mutations, data augmentation, and pre-trained models on the
effectiveness of the assertion generation process.

Experimental Platform. All experiments were conducted on a Linux server
equipped with an AMD EPYC 7371 CPU and an RTX A5000 GPU.

! https://github.com/c2nes/javalang.
2 https://github.com/huggingface/transformers.
3 https://pytorch.org/.
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4.2 Experimental Results

RQ1: Which parts of the tested code have a significant impact on the
robustness of the pre-trained model?

Table 1. Output assertion quality under 11 variant attacks.

mutation BLEU | BLEU-1 | BLEU-2 | BLEU-3 | BLEU-4  ROUGE-1 | ROUGE-2 | ROUGE-L | Acc(%)
AssertGen 55.23 | 64.84 55.95 56.73 53.23 81.57 73.07 80.54 45.44
VM 12.07 | 23.09 14.52 14.99 12.07 62.00 39.98 60.78 3.90
PM 51.28 | 63.11 54.06 54.85 51.28 80.78 71.62 79.79 41.46
FM 44.04 | 56.42 46.88 47.72 44.04 78.36 67.50 77.25 36.20
OM 53.78 |65.61 56.46 57.31 53.78 81.66 73.14 80.62 45.33
Add_Print 51.58 |63.14 54.20 55.05 51.58 81.19 72.40 80.12 44.86
False_Control_Flow | 50.26 | 62.64 53.07 53.90 50.26 78.15 68.30 77.04 38.98
While2For 53.25 | 64.86 55.97 56.74 53.25 81.57 73.07 80.54 45.41
For2While 52.80 |64.54 55.54 56.33 52.80 81.43 72.86 80.40 45.35
Switch2If 53.20 | 64.81 55.92 56.70 53.20 81.56 73.06 80.54 45.39
Swap_If_Else 53.11 | 64.73 55.84 56.61 53.11 81.51 72.99 80.49 45.28
Swap_Rows 53.40 |65.07 56.14 56.91 53.40 81.28 72.75 80.29 45.02

Firstly, we fine-tuned our assertion generation model using the training set.
Then, we attacked the model using 11 variations of code methods, and the results
of the assertion generation model on the test set under different variant attacks
are presented in Table 1. Compared to the original model’s performance on the
test set, the model performed the worst under the VM attack, with BLEU and
ROUGE-L scores dropping from 55.23 and 80.54 to 12.07 and 60.78, respec-
tively. The perfect prediction rate also decreased from 45.44% to 3.9%. This
reveals the significant impact of variable names in the input code block on the
model’s robustness. When the encoder learns the semantics of the source code, it
focuses too much on user-defined variable names, resulting in the model provid-
ing completely different predicted assertions when faced with test code written
in different developer styles. Moreover, the model’s excessive attention to vari-
able names makes its prediction quality highly dependent on the quality of the
training set, thereby severely reducing the model’s robustness and assertion con-
sistency. Furthermore, the FM attack had the greatest impact on the generation
performance, with the perfect prediction rate decreasing by 9.24%. The BLEU
and ROUGE scores also dropped by 11.19 and 3.29 compared to the original
model’s performance. This validates our hypothesis that well-named tested code
methods directly reveal the purpose of the methods. Learning the semantics of
method names enhances the model’s ability to generate accurate assertions by
correctly invoking methods, thereby improving the quality of generated asser-
tions. The FM variant constructs mutated attacks on the assertion generation
model by selecting candidate method names that have the greatest impact on
the model’s predicted results and replacing the original method names in the
code block. As a result, the model fails to extract meaningful information from
method names, leading to a deterioration in the quality of generated assertions.
Overall, the method names in the code block also significantly influence the
generation quality of the model.
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The addition of random “garbage” code statements also leads to a decrease
in assertion generation quality. This is evident in the model’s performance under
the False_Control_Flow attack, where the perfect prediction rate is only 38.98%.
The reason for this is that unnecessary control flow statements increase the
difficulty for the model to comprehend the semantics of the source code, resulting
in less accurate outputs. Under the Add_Print mutation attack, which adds
print statements, the model’s BLEU and ROUGE-L scores slightly decrease,
and the perfect prediction rate also decreases by 0.58%, further supporting our
observation.

Another interesting finding is that our assertion generation model remains
robust in the face of certain control flow-related variations in the input code. For
example, the Operator_Simple, While2For, For2While, Switch2If, Swap_If _Else,
and Swap_Rows mutations. Under these attack variations, the generated asser-
tions only experience a slight decrease in quality, with the perfect prediction
rate dropping within a range of 0.6%. This indicates that different branch cat-
egories have a minimal impact on assertion generation quality, and our model
has the ability to recognize different branch types and learn code structure and
semantic information from them. Additionally, the model is almost unaffected
when two lines of code are swapped without any shared variables. This can be
attributed to the TH model’s pre-training on a large-scale code corpus, which
provides strong robustness against small perturbations introduced by attackers
targeting different branches.

RQ2: How does the assertion generation model perform after data
augmentation using some of the variations identified in Question 17
How does it compare to the baseline model?

In RQ1, we found that the model’s assertion generation quality was most
affected by the variable name variation (VM), method name variation (FM),
and “garbage” control flow variation (False_Control Flow) attacks. Inspired by
these findings, we incorporated these three variations into the model’s training
process, enabling the model to develop the ability to counteract these unstable
factors and improve its robustness and assertion generation quality.

To address RQ2, we conducted experiments to evaluate the performance of
the assertion generation model after data augmentation with the identified vari-
ations. We compared the augmented model’s performance against the baseline
model. Specifically, we examined how the model’s generated assertions differ in
terms of quality, robustness, and consistency.

By integrating the VM, FM, and False_Control_Flow variations into the train-
ing process, we aimed to enhance the model’s ability to handle code blocks with
different variable names, method names, and control flow patterns. The aug-
mented model was expected to generate more accurate and reliable assertions,
even when faced with variations and adversarial attacks.

Our experimental results demonstrate that the augmented model outper-
forms the baseline model in terms of assertion generation quality, robustness,
and resilience to attacks. The augmentation process helps the model generalize
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better and improve its ability to handle different coding styles, variable and
method name variations, and control flow structures.

In Table 2, the AssertGen_O model represents the assertion generation model
trained on the original training set, while the AssertGen_M model represents the
model trained using the three variations and the original training set through
adversarial learning. It can be observed that the model trained through adver-
sarial learning with the variations outperforms the AssertGen_O model in terms
of metrics measuring the quality of generated assertions. Specifically, the per-
fect prediction rate increases from 45.44% to 47.91%. This indicates that the
model has learned how to generate correct assertions even in the presence of dif-
ferent variations in the augmented data. The model has acquired the ability to
counteract minor perturbations in the input, demonstrating stronger robustness.

Table 2. Comparison of the AssertGen_-M model after defensive learning with the
original AssertGen and other baselines.

model BLEU | BLEU-1 | BLEU-2 | BLEU-3 | BLEU-4 | ROUGE-1 | ROUGE-2 | ROUGE-L | Acc(%)
Contest 38.19 |56.31 42.35 32.85 27.15 68.61 70.04 55.04 -
codeBERT 30.41 | 43.69 33.36 34.21 30.41 73.44 60.17 72.43 27.45
codeGPT 32.62 | 46.60 35.76 36.61 32.62 72.84 59.72 71.82 27.42
AssertGen_O | 55.23 | 64.84 55.95 56.73 53.23 81.57 73.07 80.54 45.44
AssertGen_M | 60.08 | 71.22 |62.66 63.43 |60.08 |81.83 74.11 80.94 47.91

Compared to the baseline model Contest, our model performs significantly
better. AssertGen_O achieves a notable improvement in BLEU score and
ROUGE-L score by 17.04 and 25.5, respectively, compared to Contest. In com-
parison to the code pre-training models CodeBERT and CodeGPT, AssertGen_O
trained on the original dataset demonstrates better performance. CodeBERT
and Code-GPT achieve a BLEU score of only 30.41 and 32.62, respectively,
while AssertGen_O achieves a BLEU score of 55.23. Furthermore, AssertGen_M,
which is trained through adversarial learning, achieves a BLEU score of 60.08.
Our model significantly outperforms CodeBERT and CodeGPT in terms of gen-
erating high-quality assertions.

These findings highlight the superiority of our model in generating high-
quality assertions compared to the baseline model and code pre-training mod-
els. The performance improvements can be attributed to the model’s ability to
effectively handle variations and adversarial attacks, as well as its robustness
in the face of input perturbations. The results underscore the significance of
our approach in enhancing assertion generation models for improved software
development and testing practices.

RQ3: How does AssertGen perform on individual variations of the
test data?

The experimental results of RQ2 demonstrated that AssertGen_M, after
adversarial training against multiple attacks, learned how to generate high-
quality assertions accurately. We further tested the enhanced AssertGen_ M
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against individual variations to assess the quality of generated assertions and
determine if it exhibits stronger robustness compared to AssertGen. As shown
in Table 3, AssertGen_M outperforms the original AssertGen_O in the case of
VM attack. Specifically, the original AssertGen_O achieved BLEU and ROUGE-
L scores of 12.07 and 60.78, respectively, while AssertGen_M achieved scores
of 51.21 and 77.09, showing significant improvements. Moreover, the perfect
prediction rate increased from 3.9% to 42.28%. This indicates that the model,
after adversarial learning to defend against variations, has acquired the ability
to identify subtle changes and generate correct assertions, thus enhancing its
robustness.

Table 3. Performance of AssertGen_O and AssertGen_M under VM attack.

model BLEU | BLEU-1 | BLEU-2 | BLEU-3 | BLEU-4 | ROUGE-1 | ROUGE-2 | ROUGE-L | Acc(%)
codeT5 12.07 | 23.09 14.52 14.99 12.07 62.00 39.98 60.78 3.90
AssertGen_O |46.18 |59.51 49.00 49.92 46.18 72.53 62.37 71.49 39.70
AssertGen_M | 51.21 | 63.88 |54.33 | 55.03 |51.21 |78.13 69.02 77.09 42.28

Furthermore, we compared the performance of the models subjected to only
VM attack and those subjected to VM, FM, and False_Control_Flow attacks on
generating assertions. It can be observed that the model subjected to only VM
attack shows significant improvements in BLEU and ROUGE-L compared to
the original model, with the BLEU score increasing from 12.07 to 46.18 and the
ROUGE-L score increasing from 60.78 to 77.09. This suggests that the model
has learned how to counteract VM attacks through single-variation attacks. How-
ever, compared to the model subjected to attacks from all three variations, the
performance of the model under single-variation attacks is relatively inferior.
This can be attributed to the fact that multi-variation attacks and adversarial
training enable the model to acquire more comprehensive knowledge of code,
leading to better performance.

RQ4: How is the quality of the generated assertions?

To substantiate the quality of assertions generated by the model, we con-
ducted a comparative analysis of the test coverage outcomes pertaining to the
assertions produced by EvoSuite and AssertGen on the public methods of the
NumberUtils class within the context of Lang-1-f*. Line coverage and branch
coverage are two metrics for measuring code coverage, which describe the extent
to which the source code of a program has been tested. These metrics aid in
assessing the efficiency of test execution.

Table 4 presents the class-level line coverage and condition coverage for each
individual public method in the class. From the results provided in Table4,
the following observations can be made: (i) Both EvoSuite and AssertGen have
effectively tested all methods. (ii) ATHENATEST has generated accurate test
cases for all methods, thereby achieving optimal coverage in the majority of
scenarios.

4 https://github.com /rjust /defects4;.
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Table 4. Compare condition coverage and line coverage of test cases generated by
EvoSuite and AssertGen in class NumberUtils for each public method.

Focal Method EvoSuite AssertGen

Lines Conditions | Lines Conditions
tolnt(String, int) 25 (5.7%) | 1(0.2% ) | 26(5.9%) |2(0.5%)
toLong(String, long) 25(5.7%) |1(0.2%) 31(7.0%) |2(0.5%)
toFloat(String, float) 27(6.1%) |1(0.2%) 28(6.3%) | 1(0.2%)
toDouble(String, double) | 24(5.4%) | 1(0.2%) 25(5.7%) |1(0.2%)
toByte(String, byte) 25(5.7%) | 1(0.2%) 26(5.9%) |2(0.5%)
toShort(String, short) 25(5.7%) | 1(0.2%) 26(5.9%) |2(0.5%)
createFloat(String) 23(5.2%) |1(0.2%) 24(5.4%) |2(0.5%)
createDouble(String) 23(5.2%) |1(0.2%) 24(5.4%) | 2(0.5%)
createlnteger (String) 23(5.2%) |1(0.2%) 24(5.4%) |2(0.5%)
createLong(String) 23(5.2%) | 1(0.2%) 24(5.4%) | 2(0.5%)
createBigInteger(String) |33(7.5%) | 6(1.4%) 36(8.1%) |13(3.1%)
createBigDecimal(String) | 24(5.4%) | 2(0.5%) 25(5.7%) |3(0.7%)
min(long[]) 30(6.8%) |4(1.0%) 30(6.8%) | 4(1.0%)
min(int, int, int) 24(5.4%) | 2(0.5%) | 26(5.9%) | 4(1.0%)
max(long][]) 24(5.4%) |1(0.2%) 29(6.6%) |5(1.2%)
max(byte, byte, byte) 25(5.7%) | 2(0.5%) 26(5.9%) |4(1.0%)
isDigits(String) 22(5.0%) | 1(0.2%) | 22(5.0%) | 1(0.2%)
isNumber (String) 37(8.4%) | 10(2.4%) | 45(10.2%) | 20(4.8%)

Subsequently, a qualitative analysis of the quality of assertions generated
by AssertGen was performed. Simulating an authentic development process, as
depicted in Figure xx, the code sections comprising the method “elementMult”
and the pre-test code were utilized as model inputs. The objective was to observe
the assertions predicted by codeGPT, codeBERT, and AssertGen (highlighted
in red in Fig.5).

As illustrated in Fig. 5, the assertions generated by AssertGen exhibit the
highest quality, aligning with the ground truth. The assertions generated by
codeGPT exhibit proximity to the ground truth; however, an error arises dur-
ing the prediction of the computation method for “expected” within the code,
where the Math.pow() function is erroneously employed. Conversely, the results
generated by codeBERT are notably unsatisfactory, attributed to its inability
to predict the extensive variables “i” and “j” within A.get(i, j), and its fail-
ure to generate assertions for the focal method elementMult(). In this instance,
both codeBERT and codeGPT have produced assertions of subpar quality. In
contrast, our model, AssertGen, emerges as the superior performer in terms of
assertion quality.
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5 Threats to Validity

Internal Threats. Internal threats refer to potential flaws in our use of baseline
methods and implementation. To mitigate internal threats, we employed publicly
available replicable packages of the baseline methods and strictly followed their
original implementations. Additionally, to ensure the fairness of the results, we
conducted double-checking of the code and peer reviews.

External Threats. The selection of pretrained models and datasets contributes
to external threats. To address this, we manually examined the validity of the
dataset and removed any data that failed compilation to ensure the authenticity
and validity of the data. For pretrained models, we chose three of the most
popular models currently available, namely CodeT5, CodeGPT, and CodeBERT.

public T elementMult(T b) { public T elementMult(T b) {
T ¢ = createMatrix(mat.nunRows, mat.numCols); T ¢ = createMatrix(mat.nunRows, mat.numCols);
CommonOps . elementMult(mat, b.getMatrix(), c.getMatrix()); CommonOps . elementMult(mat, b.getMatrix(), c.getMatrix());
return c; return c;
¥ }
@Test @Test
public void elementMult() { public void elementMult() {
SimpleMatrix A = SimpleMatrix. random ( 4, 5, - 1, 1, rand ) ; SimpleMatrix A = SimpleMatrix. random ( 4, 5, - 1, 1, rand ) 3
SimpleMatrix B = SimpleMatrix. random ( 4, 5, - 1, 1, rand ) ; SimpleMatrix B = SimpleMatrix. random ( 4, 5, - 1, 1, rand ) ;
SimpleMatrix C = A. elementMult ( B ) ; SimpleMatrix C = A. elementMult ( B ) ;
for (int i =0 ; i< A. numRows () 5 i ++) { for (dnt i=10 ;i< A numRows () ; i++) {
for (int j = ; 3 < A numCols () ;  ++) { for (dnt 3 =8 ; j < A numCols () 5 j ++) {
double expected = A. get (i, j ) * B. get (i, ) ; double expected = A. get ( i, j ) *B. get (i, 3 ) ;
assertTrue ( expected == C. get (i, j ) ) ; assertTrue ( expected == C. get (1, j ) ) ;
¥ }
¥ Il
1 }

(a) Ground Truth (b) AssertGen

public T elenentiult(T b) { public T elementMult(T b) {
T ¢ = createMatrix(nat.numRows, mat.nunCols); T ¢ = createMatrix(mat.nunRows, mat.numcols);
Comnon0ps . elenentMuLE(sat, b.gethatrix(), c.getNatrix()); " .
return ¢ CommonOps . elementMult(mat, b.getMatrix(), c.getMatrix());
) return c;
}
@Test.
public void elementMult() {
SimpleMatrix A = SimpleMatrix. random ( 4, 5, - 1, 1, rand ) ; @Test
SimpleMatrix B = SimpleMatrix. random ( 4, 5, - 1, 1, rand ) ; public void elementMult() {
:W?mtm Ee' Ll *‘:“"'”:“ (8) - SimpleMatrix A = SimpleMatrix. random ( 4, 5, - 1, 1, rand ) ;
5 50 59 G it A 8 o ) simpleMatrix B = SimpleMatrix. random ( 4, 5, - 1, 1, rand ) ;
double expected = Math. pow ( A. get ( i, j ), B. get ( i, j ), 1e-8 ) ; SimpleMatrix C = A. elementMult ( B ) ;
assertTrue ( expected == C. get ( i, ) ) ; assertEquals ( A. get ( 0, 0 ), 1le-8 ) ;
i assertEquals ( A. get (1, 1), 1e-8 ) ;

1
1

(c) codeGPT (d) codeBERT

Fig. 5. Assertions generated by codeBERT, codeGPT, and AssertGen models under a
specific function.

6 Conclusion

From the perspective of robustness, we employed heuristic rules to create vari-
ous input mutations to attack the T5 model, aiming to explore the factors that
have the greatest impact on the model’s robustness. The experimental results
demonstrate that variable names, method names, and randomly inserted erro-
neous control flow statements in the input are the factors that have the most
significant influence on the model’s robustness. We augmented the training data



298 M. Li et al.

with these three types of mutations to enable the model to learn how to counter-
act these unstable factors and generate high-quality assertions. In future work,
we plan to investigate the performance and interpretability of pretrained models
in addressing other tasks in the field of software engineering.
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