
Research on Data Drift and Class Imbalance
in Android Malware Detection

Zhen Liu1 , Ruoyu Wang2(B) , Bitao Peng1 , Changji Wang1 ,
and Qingqing Gan1

1 School of Information Science and Technology, Guangdong University of Foreign Studies,
Guangzhou 510006, China

2 Information and Network Engineering Research Center, South China University of
Technology, Guangzhou 510041, China

rywang@scut.edu.cn

Abstract. In the Android ecosystem, malware detection is still a nontrivial task.
Existing works have recently applied convolution neural networks (CNNs) for
detecting Android malwares. However, data drift and class imbalance are still
open problems in this field. The distribution of malware data may vary signifi-
cantly if data are represented by unstable features, leading to data drift problems.
The model may not be able to effectively detect malwares on the future data. In
addition, the class imbalance may degrade a model on identifying a specific type
of malwares with fewer training samples. To handle both of the two problems,
this paper presents a new Android malware detection framework. Specifically, we
devise a data distribution-aware feature learning framework for learning features
with a stable distribution to handle data drift. We further devise a new loss func-
tion for CNN to handle the class imbalance problem. Using our loss function, this
model can reinforcement learn the minority class samples and hard samples. The
experimental results on the real datasets revealed that our method outperforms
existing works for Android malware detection on the datasets with data drift and
class imbalance problems.

Keywords: Android malware detection · data drift · class imbalance · feature
learning · CNN

1 Introduction

According to statistics published by statcounter [1], Android owned a 71.96% mobile
OS market in November 2022. The popular usage of Android mobile devices [2] also
attracts threats from mobile malwares [3, 4]. These threats include stealing user privacy
information, automatically triggering deductions, controlling the system, etc. [4], which
causes massive harm to mobile users. The AV-TEST Institute reported more than 90
million new malicious apps in 2022 [6].

To protect mobile apps from being attacked, various techniques have been proposed
for detecting mobile malwares [5]. Static analysis methods [5] mainly obtain string
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information (such as permission, opcode, API calls, etc.) from the decompiled dex
and manifest.xml. Reverse engineering techniques are usually used for decompiling.
Dynamic analysis methods [7] collect data (such as network traffic) while running apps
in an isolation environment. Static analysis and dynamic analysis can also be used
together for malware detection [5].

Recent works have focused on utilizing CNN for training an Android malware detec-
tion model [8]. For example, Rahali et al. [9] utilized a feature learning and a CNN for
training a malware detection model. The string features are transformed into images as
the input of CNN. However, the app data distribution would be changed with the upgrad-
ing of apps or changing in attack behaviors when the data are represented by unstable
features. The trained model may become ineffective on the samples with data shift. In
addition, there are a few samples from some malware families (i.e., minority classes).
The model trained with the objective of obtaining high overall accuracy may obtain high
accuracy for classifying the majority class samples but low accuracy for classifying the
minority class samples. This means that Android malware detection also faces the class
imbalance problem. To address both of the two problems, this paper proposes a new
Android malware detection framework. Our main contributions are as below.

(1) Our proposed android malware detection method is based on a data distribution-
aware feature learning and amargin loss (MDFM). Itmainly includes feature learning
and model training stages.

(2) In the feature learning stage, we propose a feature learning algorithm named Data
Distribution Aware Feature Learning (DDAFL). It learns the features with low
data distribution discrepancy among the app samples and with high discriminations
among classes on the target samples.

(3) In the training stage,we propose a new loss function namedM-LDAMbymodulating
the LDAM loss function [13]. It aims at reinforcement learning the hard samples
and minority class samples.

(4) To evaluate the performance of MDFM, we carry out multiple experiments on real
datasets. Results show that MDFM performs better in most cases, especially on
multiclass datasets with unstable data distributions.

The remainder of this paper is organized as follows. Section 2 overviews related
works in Android malware detection field. Section 3 presents our proposed method
for detecting Android malwares. Section 4 analyzes the results of Android malware
detection. This paper is concluded in Sect. 5.

2 Related Work

2.1 Related Work on CNN-Based Malware Detection Methods

In the field of CNN-based Android malware detection, some studies convert [10, 26]
the opcodes from the binary codes of Apks into images and then utilize CNNs to train
a malware detection model. Ren et al. [27] proposed to apply the raw bytecodes of
Apks as the input of deep neural networks, including CNN and RNN (recurrent neu-
ral network). CNN-based and RNN-based methods achieve approximately 93.4% and
95.8% accuracy respectively. Rong et al. [28] proposed an Android malware detection
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method named TransNet for handling the data shift. It is based on a deep transfer learn-
ing algorithm and applies transferable normalization in their deep neural network. A
classification accuracy of 95.89% and an Fscore of 96.09% are obtained by their model
on two public datasets. Vasan et al. [10] proposed a method named IMCFN, in which
CNN is pretrained on images from ImageNet, and then the pretrained model is finetuned
by malware samples. The binary codes of Apks are converted into color images, which
will be used for finetuning the pretrained model. IMCFN obtains 97.35% accuracy on
IoT-android samples.

Recently, DIDroid [9] was presented for malware detection. It firstly selects features
using an extremely randomized tree classifier and then converts the vectors represented
by selected features into 2D gray images, which are used for training the CNNmodel. It
obtains 93% accuracy in detecting the 12 categories of Android malwares. In contrast to
other image-based methods, DIDroid [9] is based on the images transferred from feature
vectors (such as API calls, Permissions, etc.) rather than the images on the binary codes.

Our work is similar to DIDroid, and the benchmark dataset (i.e., CIC2020 [11]) used
inDIDroid is also used in this paper.We also reshape the app data with static features into
2Dgray images. In contrast toDIDroid,we propose a newdata distribution-aware feature
learning algorithm that aims to learn stable and discriminate features and to present an
LDAM-based loss function for CNN that aims to reinforcement learn minority class
samples and hard samples.

2.2 Related Work on Handling the Class Imbalance Problem

As malicious samples are difficult to obtain, malicious samples are fewer than benign
samples. The trained model may be biased towards the majority class (i.e., the benign
class). This paper mainly utilizes the CNN as the classification algorithm and handles
the class imbalance from the aspect of improving the loss function. To handle the class
imbalance in CNNs, a variety of loss functions have been proposed. Lin et al. [12]
proposed the focal loss. This method is based on modulating the cross entropy loss to
reinforce learning the hard samples. Kim et al. [16] proposed CCE (complement cross
entropy) loss, which is designed to penalize the model heavily for incorrect predictions.
Ye et al. [17] proposed a class-dependent temperature (CDT) loss function that encour-
ages the model to balance its predictions across all classes. Cao et al. [13] proposed
LDAM (label distribution aware margin) loss. This loss encourages higher margins for
samples from minority classes with the aid of label distribution information to improve
the performance of classifying minority classes. Existing works prove that the two fac-
tors of label distribution and classification probability are useful for building the loss
function for CNN. However, they mainly only consider one of the two factors. This
paper pays attention on both of the two factors based on LDAM.

3 Proposed Android Malware Detection Method

This paper utilizes CNN [14, 15] as themalware classification algorithm. This is because
that the convolution operation requires less parameters than fully connected networks,
which is suitable for the data in high dimension and the sparse data [23, 25]. The features
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of apps can be obtained from APIs, activities, intents, permission strings, etc., which
may lead to high dimensionality. The values of these features are set according to the
occurrence of the corresponding features. This means that the feature vectors of apps
are high dimension and sparse. Therefore, the CNN is suitable for the app data.

3.1 The Framework of Our Method

In Android malware detection, the data distribution drifts with the changing of attack
behaviors and the updating of apps. In addition, malware samples are difficult to obtain.
As a result, the malware class has fewer samples than the benign class. Android malware
detection also faces the class imbalance problem. For handling data drift and class
imbalance problems, we propose a new method named Malware Detection with data
distribution-aware Feature learning and Margin loss (MDFM).

The architecture ofMDFM is shown in Fig. 1. There are two stages, including feature
learning and model training. In the first stage, DDAFL (data distribution-aware feature
learning) is devised for learning features with a stable data distribution. It is inspired
by the MFSAN [18], which is designed to learn the invariant features for cross-domain
feature alignment. The stable features are helpful for enhancing malware detection per-
formance. In the second stage, the output of conv block1 is the data represented by the
learned features. These data will be further flattened and reshaped and then fed into the
CNN model in Fig. 1. To handle the class imbalance problem, the loss function named
M-LDAM is devised and used for CNN training.

Source

Conv

Block1
Conv

Block2
FC

target

mmd 

loss cls 

loss

SF

Conv

Block1
FC FC SF

CNN model

DDAFL model

Fig. 1. The neural network architecture of MDFM
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3.2 Data Distribution-Aware Feature Learning

The neural network framework of DDAFL is shown as the “DDAFL model” in Fig. 1.
Conv Block1 includes three layers of conv nets. Each conv net includes a convolutional
layer, batch normalization and pooling. The kernel size is 3*3 in each convolutional
layer. The numbers of kernels of the three layers are 32, 64 and 128. The pooling size is
2*2. The activation function of ReLu is used for each convolutional layer. Conv Block2
includes three layers of conv nets, which learn high-level features without changing
the feature dimension. Each conv net also includes a convolutional layer and batch
normalization. The number of kernels is 256 in each convolutional layer. Three conv
nets are followed by a pooling layer with a size of 7*7 to finally decrease the number of
features.

Here, we utilize a source dataset of unlabeled samples for feature learning of the
samples in the target dataset. This means that other sources of unlabeled samples could
be used for feature learning. The samples from other sources are also in the domain of
malware detection but from the dataset collected by other research groups. In addition,
our method does not rely on the class label information. This implies that datasets from
other research groups (such as unlabeled datasets shared in public) could be used to
improve feature learning on target samples.

We assume that the source dataset is denoted by S and the target dataset is denoted by
T. Given a batch image xsi from the source sample set {Xsi} and a batch image xt from
the target sample set {Xt ,Yt}, the two batches are fed into the network of Fig. 1. Assume
that F denotes conv Block1 and H denotes conv Block2, H(F(xsi)) denotes the output
H with input of the ith source sample set xsi. Similarly, the output of the H network of
target sample set xt is denoted by H(F(xt)).

DDAFL is devised to learn the stable and discriminative features. This means that we
hope that the data distribution of learned features is stable. Therefore, one objective of
DDAFL is tominimize the data distribution discrepancy between S andT. Themaximum
mean discrepancy (mmd) [24] metric is generally applied to evaluate the data distribu-
tion discrepancy between S and T. Another objective of DDFAL is to minimize the
classification loss for learning discriminative features on T with class label information.
Therefore, the loss function of DDFAL is defined as

Ltotal = Lcls + βLmmd (1)

whereLmmd denotes the mmd loss, andLcls denotes the classification loss. Given obser-
vations Ds := {xs1, xs2, ..., xsns} and Dt := {xt1, xt2, ..., xtnt}. They are from the data dis-
tributions of P and Q, respectively. The mmd [24] is defined as Eq. (2). Based on the
observed samples Ds and Dt , it is a kernel two-sample test on the null hypothesis P =
Q.

DH(P,Q) := ‖EP[f (xs)] − EQ[f (xt)]‖2H (2)

EP[f (xs)] and EQ[f (xt)] denote expectations with respect to P and Q; f denotes a
feature map that maps the original samples to reproducing kernel Hillber space (H) [24].
In reality, the unbiased estimation ofDH is defined as Eq. (3) based on the observations.
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The mmd loss is defined as Eq. (4).
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In Fig. 1, FC denotes the fully collected layer, and SF denotes softmax. Let G denote
the network (i.e., the FC layer) following H, which aims at obtaining the specific target
classification loss. We apply the cross-entropy as the classification loss defined as

Lcls = J (G(H(F(Xt))),Yt) (5)

The learned features are obtained by the output of the conv Block2 layer in DDFAL.
The samples represented by learned features are used to train an Android malware
detection model using CNN, as shown in Fig. 1. These features can also be used with
other machine learning algorithms.

The pseudocode of DDAFL is shown in Algorithm 1. First, it randomly samples m
images from S and T, obtaining xs and (xt ,yt), respectively. xs and xt are sequentially
fed into convBlock1, obtaining F(xs) and F(xt), respectively. The two outputs are further
fed into convBlock2, obtaining H(F(xs)) and H(F(xt)). Then, it calculates the mmd loss
betweenH(F(xs)) andH(F(xt)) according to Eq. (4). H(F(xt)) is fed into the FC layer. The
classification loss is calculated according to Eq. (5). The parameters of neural networks
are updated by minimizing the defined loss. The output of Algorithm 1 is the samples
from dataset T represented by the learned features. The output is denoted by NT.

Algorithm 1 Data distribution-aware feature learning algorithm.

Input: source datasets S={Xs} and target dataset T={Xt, Yt}, batch_size
Output: dataset NT represented by learned features
for i in range (#inters) 

xs=RS(S, batch_size) 
(xt,yt) =RS(T, batch_size) 
mmdLoss=Lmmd(H(F(xs)), H(F(xt)))
clsLoss=Lcls(G(H(F(xt))), yt) 
Ltotal=mmdLoss+βclsLoss 
Update the parameters of the DDAFL network by SGD optimization

end for
return NT = H(F(Xt))

3.3 M-LDAM Loss Function

In this paper, the CNN is used as the algorithm for building the malware classification
model. We address the class imbalance problem from the aspect of reinforcement learn-
ing the hard samples by modifying the loss function of CNN. Our proposed loss function
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is based on AM-SoftMax loss [19] and LDAM [13]. Based on the softmax loss [20], the
model predicts the sample as class C1 when

|ω1||x|cos(θ1) > |ω2||x|cos(θ2) (6)

On the class imbalanced dataset, themodelmay learn less knowledge from theminor-
ity class because the minority class has a small number of samples. We can reinforce
the learning on the minority class samples by modifying the loss function. In order to
reinforce the learning on the samples of a class Cg, the cross entropy loss is modified to
reduce the output of Cg. It is defined as

LM−LDAM = − 1

N

∑N

i=1
log

es·(y
∧

g−mg)

es·(y
∧

g−mg) + ∑k
j=1,j �=ge

y
∧

j

(7)

mg is set the same for the majority and minority classes [20]. For handling the class
imbalance problem, mg is defined as Eq. (8) in LDAM [13] to make the model biased
toward learning the minority samples.

mg = (1/n1/4j )C

maxj∈{1,...,k}(1/n1/4j )
for j ∈ {1, ..., k} (8)

where nj denotes the sample size of class Cj, k is the number of classes, and C is a
hyperparameter to be tuned. However, Eq. (8) is only correlated with the sample size of
each class. In the malware detection field, instances are usually sampled from existing
apps. The label distribution in the training set may not be the real label distribution
in existing apps. In multiclass classification, there is more than one minority class. In
addition, some minority class samples may be easily identified if they are far from the
boundary. Therefore, the class imbalance problem is also influenced by the difficulty
of classification. To address this problem, this paper imports the information of the
difficulty level of each class. The new mg is defined as Eq. (9). Therefore, we obtain
a new margin loss with the newly defined mg, which is named as modulated LDAM
(M-LDAM).

mg = (1 − pj)(1/n
1/4
j )C

maxj∈{1,...,k}((1 − pj)(1/n
1/4
j ))

for j ∈ {1, ..., k} (9)

pj is the model’s classification probability of a model on class Cj. It denotes the classifi-
cation confidence of correctly classifying a sample. If its value is small, the confidence
is small and it is more difficult to correctly classify. Therefore, (1 − pj) is introduced to
denote the classification difficulty. If (1 − pj) is high, sample xj is difficultly identified.
It is obtained by the average over the (1 − pj) obtained on the samples of Cj. (1 − pj)
is used to further modulate the margin. This means that the margin of the class with
higher pj will be further reduced to reinforcement learning the samples that are easily to
classify, otherwise to reinforcement learning the samples that are difficulty to classify.
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4 Experiments

4.1 Experimental Datasets

In this paper, three benchmark datasets downloaded from public databases are used
in our experiments. Two datasets are publicly shared by CIC (Canadian Institute for
Cybersecurity) [11], and one dataset is the OmniDroid [21].

4.1.1 CIC Datasets

The two CIC datasets are CIC-InvesAndMal2019 (CIC2019 in short) and CICMalDroid
2020 (CIC2020 in short). In the CIC2019 dataset, the features include permissions and
intents, which are from AndroidManifest.xml. In total, there are 8110 features in this
dataset. These malware samples fall into five categories. The detail of the class distribu-
tion is shown in Table 1. In the CIC2020 dataset, the benign apps were collected from
Androzoo. There are 12 malware categories, as shown in Table 2. The main extracted
features include activities and permissions. The details of the features can be found in
[9]. In total, there are 9503 features in CIC2020 dataset. All features can be obtained by
the static analysis method, i.e., extracted from apks before running them.

CIC2019 and CIC2020 datasets havemultiple classes. The details of the two datasets
are shown in Tables 1 and 2. The label distribution shows that the benign class has more
samples than any one of the malware classes. The two datasets face the class imbalance
problem.

Table 1. Details of the CIC2019 dataset

Classes #Samples Classes # Samples

Adware 95 Ransomware 93

Benign 1187 SMS 61

PremiumSMS 47 Scareware 111

4.1.2 OmniDroid Dataset

The samples in theOmniDroid dataset [21]were collected fromKoodous andAndroZoo.
To handle the class imbalance problem, the authors in [21] sampled 11,000 samples for
malware and benign classes. The number of samples is balanced between the two classes.
These samples are also represented by features obtained by static analysis, including
API calls, permissions, activities and so on. The performance of different combinations
of features was compared in [21]. The results show that the model with the API and
Permission features performs the best. Therefore, the two feature sets are applied in
following experiments.
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Table 2. Details of the CIC2020 dataset

Classes #Samples Classes # Samples

Adware 47197 Ransomware 6201

Backdoor 1537 Riskware 97348

Banker 886 SMS 3124

Benign 122577 Scareware 1555

Dropper 2301 Spy 3539

FileInfector 668 Trojan 13541

PUA 2050

4.2 Experimental Results

To evaluate the performance of our proposed method, this section will carry out a variety
of experiments as below.

(1) Experiment on comparing different loss functions: To handle the class imbalance
problem in the CNN algorithm, multiple loss functions have been presented, includ-
ing focal loss [12], CCE (complement cross entropy) [16], CDT (class-dependent
temperature) [17], and LDAM (label distribution aware of margin loss) [13]. All of
them are compared with our loss function M-LDAM.

(2) Experiment on comparing different CNN-based malware detection methods: To
evaluate the performance of MDFM, it is compared with previous related methods,
including model fine-tuning, TransNorm, and DIDroid. These methods are based on
the CNN algorithm. Fine-tuning and TransNorm handle the data drift from different
aspects.

InMDFM, the hyper parameters of CNN architecture are introduced in Sect. 3.2. The
hyper parameters for training CNN model are set as follows: the optimization function
is SGD with the learning rate of 0.01, the number of epochs is 200, and early stopping is
used to avoid the overfitting problem. The other parameters inMDFM are set as follows:
the batch size is 128; β in the loss function of feature learning is 0.01.

In these experiments, the accuracy, Fscore and g-mean are used as performance
evaluation metrics. On each of the three datasets, the split ratio of training and test is
0.5. In the following experiments, each result is obtained by averaging over the ten runs
of the corresponding experiment.

4.2.1 Comparison on Loss Functions

Previous works proposed multiple loss functions (CCE, FL, CDT and LDAM) for han-
dling class imbalance problem. This section carries out experiments to compare different
loss functions on handling class imbalance. The MDFMwith different loss functions on
the three datasets are shown in Tables 3 and 4, Fig. 2. CE denotes the cross-entropy loss
function that is used as the baseline for comparison.
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The results show that M-LDAM obtains 83.6%, 85.6% and 93.3% accuracy on the
OmniDroid, CIC2019 and CIC2020 datasets, respectively. It obtains 83.6%, 52.5% and
76.8% g-mean on the three datasets, respectively. The results show that FL, LADM and
M-LDAM perform better than other loss functions in handling class imbalance. This
indicates that the existing methods of FL and LDAM perform better than others in the
field of malware detection. M-LDAM performs much better than FL and LDAM on the
CIC2019 and CIC2020 datasets in terms of g-mean. M-LDAM improves the g-mean by
approximately 0.1%, 7.2%and 0.9%on theOmniDroid, CIC2019 andCIC2020 datasets,
respectively, when compared with LDAM. This shows that the improvement of M-
LDAMon themulticlass datasets is more significant than that on the binary class dataset.
On the CIC2019 dataset, the Fscores of Adware and SMS are much worse than those of
other classes. M-LDAM improves the Fscore of the two classes by approximately 1.6%
and 13.8%, respectively. Compared with LDAM, on the CIC2020 dataset, M-LDAM
decreases the Fscores of some minority classes, but it also improves the Fscores of
some other classes. On average, it improves the Fscores of the minority classes (all
classes except Adware and Benign classes) by approximately 1.8% on the CIC2020
dataset.

Table 3. Loss function comparison results on the OmniDroid dataset

Metrics Accuracy Fsorce-M Fscore-B G-mean

CE 0.827 ± 0.004 0.823 ± 0.004 0.831 ± 0.005 0.827 ± 0.004

CCE 0.826 ± 0.005 0.823 ± 0.003 0.829 ± 0.007 0.826 ± 0.005

FL 0.831 ± 0.004 0.831 ± 0.003 0.831 ± 0.004 0.831 ± 0.004

CDT 0.827 ± 0.004 0.825 ± 0.003 0.829 ± 0.006 0.827 ± 0.004

LDAM 0.835 ± 0.002 0.834 ± 0.003 0.837 ± 0.003 0.835 ± 0.002

M-LDAM 0.836 ± 0.002 0.833 ± 0.003 0.839 ± 0.003 0.836 ± 0.002

Table 4. Loss function comparison results on the CIC2019 and CIC2020 dataset

Metrics CIC2019 CIC2020

Accuracy G-mean Accuracy G-mean

CE 0.848 ± 0.007 0.401 ± 0.031 0.933 ± 0.001 0.711 ± 0.025

CCE 0.837 ± 0.014 0.316 ± 0.034 0.933 ± 0.001 0.710 ± 0.018

FL 0.853 ± 0.006 0.449 ± 0.036 0.935 ± 0.001 0.735 ± 0.004

CDT 0.819 ± 0.011 0.00 ± 0.00 0.917 ± 0.001 0.193 ± 0.194

LDAM 0.849 ± 0.012 0.453 ± 0.07 0.934 ± 0.001 0.759 ± 0.007

M-LDAM 0.856 ± 0.008 0.525 ± 0.029 0.933 ± 0.002 0.768 ± 0.007

The class label information and the model estimated probability are introduced into
the loss function of M-LDAM. There are multiple minority classes on CIC2019 and
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CIC2020. The label distribution among those minority classes cannot well reflect the
difficulty of classifying those minority classes. The model estimated probability could
reflect the difficulty. The difficult class with much fewer samples is double reinforced
by M-LDAM to improve the performance of the minority classes.

Fig. 2. TheFscore obtained byMDFMwith different loss functions on theCIC2019 andCIC2020
datasets

4.2.2 Comparison on Malware Detection Methods

Ourmethod is comparedwithCNN,DIDroid, fine-tuningCNNandTransNorm.To fairly
compare all methods, CNN is used as the basic classification algorithm in all malware
detection methods. The neural network architecture of the CNN is shown as the CNN
model part in Fig. 1. Using our method, the pretrained model on one source of data is
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fine-tuned on target source of data. All data are from the field of malware detection. For
example, the model pretrained on the CIC2020 can be fine-tuned on the OmniDroid,
so as to adapt to the malware detection on OmniDroid data. The reason is that latent
feature learned by the hidden layers of CNN can be used by the target domain ofmalware
detection. The DIDroid is performed as in [9]. In the DIDroid method, the extremely
randomized trees method is used for feature selection, and the data represented by low
dimension features are used for training the CNNmodel. In TransNorm, the batch norm
in CNN is replaced by transferable normalization [22].

Table 5. Comparison results of different models on OmniDroid

Metric CNN DIDroid Fine-tuning TransNorm MDFM

Accuracy 0.824 ± 0.002 0.804 ± 0.006 0.731 ± 0.007 0.812 ± 0.004 0.836 ± 0.002

Fsorce-M 0.822 ± 0.002 0.810 ± 0.006 0.756 ± 0.005 0.807 ± 0.006 0.833 ± 0.003

Fscore-B 0.827 ± 0.002 0.797 ± 0.009 0.701 ± 0.012 0.816 ± 0.006 0.839 ± 0.003

G-mean 0.824 ± 0.002 0.814 ± 0.000 0.730 ± 0.000 0.811 ± 0.004 0.836 ± 0.002

Table 6. Comparison results of different models on CIC2019

Metric CNN DIDroid Fine-tuning TransNorm MDFM

Accuracy 0.821 ± 0.017 0.808 ± 0.009 0.796 ± 0.003 0.780 ± 0.019 0.856 ± 0.008

G-mean 0.390 ± 0.097 0.376 ± 0.046 0.411 ± 0.051 0.162 ± 0.116 0.525 ± 0.029

Table 7. Comparison results of different models on CIC2020

Metric CNN DIDroid Fine-tuning TransNorm MDFM

Accuracy 0.930 ± 0.001 0.924 ± 0.004 0.841 ± 0.015 0.926 ± 0.002 0.933 ± 0.002

G-mean 0.744 ± 0.025 0.615 ± 0.091 0.369 ± 0.047 0.688 ± 0.037 0.768 ± 0.007

The results obtained on the OmniDroid dataset are shown in Table 5. The results
(accuracy and g-mean) on the CIC2019 and CIC2020 datasets are shown in Tables 6
and 7, respectively, and their Fscores are shown in Fig. 3. The results show that MDFM
obtains higher accuracy and g-mean than other methods on the three datasets, especially
on the CIC2019 dataset. It improves the accuracy and g-mean by approximately 1.7%
and 5.7%, respectively, when compared with CNN. Figure 3(b) also shows that MDFM
obtains higher recall for the minority classes of Dropper, FileInfector and PUA. DIDroid
also utilizes the feature reduction method before training the CNN model. It applies
extremely randomized trees to select features. This paper presents a newdata distribution-
aware feature learning algorithm for decreasing the feature dimension. The experimental
results imply that it outperforms extremely randomized trees.
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The results show that the performance of the fine-tuning model is not good. The
possible reason is that the data distribution of the target data is much different from
that of the source data used for pretraining a model [25]. In such situations, retraining
the model (i.e., the CNN model shown in above tables) performs much better. When

Fig. 3. The Fscore obtained by different methods on the CIC2019 and CIC2020 datasets
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retraining themodel,we also utilized the samples fromother sources to learn the invariant
features that improve the classification performance.

5 Conclusion and Future Work

This paper proposes a new method named MDFM for handling data drift and class
imbalance in Android malware detection. To handle the data drift problem, we propose
a new data distribution-aware feature learning algorithm named DDAFL. It aims to
learn discriminative and stable features. To handle class imbalance, we devised a loss
function namedM-LDAM for CNN to handle the class imbalance problem. It pays more
attention to learn theminority class samples and hard samples. Ourmethod only relies on
the assembled data of apps for malware detection. Therefore, it can be used for detecting
android malwares before installing apps on the mobile devices. We carry out multiple
experiments to compare our method with previous methods. The results are summarized
as follows.

(1) The experimental results on comparing loss functions show that M-LDAM can
improve the performance of LDAM on the multiclass imbalance problem. This is
because it not only considers the label distributionbut also considers the classification
difficulty. Therefore, it can reinforce the training of the hard samples and minority
samples.

(2) The experimental results on comparing MDFM with existing malware detection
methods show that MDFM performs the best in detecting malwares. DIDroid is very
similar to ourwork. In contrast toDIDroid,wepropose a new feature learningmethod
rather than existing tree-based feature learning. Our feature learning method aims
at learning the features with stable distribution and discrimination among classes.

In this paper, we mainly consider the mmd between source data and target data to
choose the source data for our feature learning. In the future, we will further analyze
how to choose samples from other data sources. Our method mainly used a CNN with
three conv blocks, and a CNN with more layers and neurons (such as ResNet50) could
be used for DDAFL in the future.
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