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Abstract. Based on the previously developed network emulator named Mini-
netE [1], this paper proposes an improved scheme of lightweight network
emulator for large-scale space information network (SIN) emulation. The
improved MininetE still has the ability to emulate network link characteristics
such as bandwidth, latency and packet loss, while generating real network
traffic. Through the setting of network configuration parameters, not only DTN
protocol but also IP-based OSPF protocol can be run in the new MininetE,
making it possible to build a SIN emulation environment where multiple net-
work protocols coexist. Based on this, a SIN scenario with the improved
MininetE is constructed to evaluate the performance of OSPF and the coexis-
tence of OSPF and DTN respectively. The results show that the emulation
platform has the DTN and IP-based routing emulation capability and ensures
considerable reliability, which provides a reference for further optimization of
MininetE emulation platform in the future.
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1 Introduction

Space Information Network (SIN) is a backbone communication network composed of
several satellites and satellite constellations in orbit, which can provide communication
services for various space missions. With the development of SIN, it is very necessary
to carry out research on new network technology and evaluate network protocols and
algorithms. If we conduct the research in a real space network system, testing software
needs to be pre-loaded into satellite communication systems, and then launches the test
satellites into space. This approach will not only have a long cycle and high cost, bust
also may affect existing satellite network systems.

So we need a emulation platform to conduct the research. The traditional physical
emulation will inevitably bring high deployment cost, complicated scene parameter
configuration and other problems. On the other hand, if we use the existing network
simulator (such as OPNET [2] or ns [3]). They are essentially a discrete event simu-
lator. All simulations are driven by discrete events so they are not as real as mininetE.
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Therefore, the Institute of Space-Terrestrial Intelligent Networks (ISTIN) of Nan-
jing University has developed an extensible space interconnection network emulation
platform [4]. This emulation platform can be deployed and switched quickly, and
provide accurate spatial simulation results. However, due to the high cost, it needs good
hardware resources support, which is not realistic for individuals. In order to satisfy the
personal ability to carry out some simple experiments and verification on our own
laptop, we developed a lightweight emulation platform which is flexible and recon-
figurable for spatial information network protocol [1]. On the basis of keeping light-
weight, the platform adds adequate isolation, which makes MininetE simulation
platform available for spatial information network protocol simulation.

The goals of a usable emulation platform include not only flexibility and support
for quick switching between scenarios, but also authenticity, such as function realism
and traffic realism.

Through the setting of network configuration parameters, not only DTN protocol
but also IP-based OSPF protocol can be run in the new MininetE. Based on this, the
performance of OSPF and the coexistence of OSPF and DTN respectively is evaluated
in the scenario which is constructed.

2 Architecture Design

Mininet [5] is a lightweight network simulator based on container virtualization
technology. However, like most network simulators, Mininet is widely used in the
simulation of ground network, but it lacks the simulation support of spatial information
network related protocols. Therefore, MininetE emulation platform is developed based
on Mininet terminal host. In addition to Mininet providing isolation of network
namespace and mount namespace, MininetE adds isolation support of UTS namespace,
PID namespace and IPC namespace to virtual nodes. Figure 1(A) shows If double
OSPF processes are started simultaneously in Mininet, the second process will fail.
However, Fig. 2(B) shows MininetE can run two or more OSPF processes simulta-
neously. Because of the adding namespace isolation, processes do not interact with
other node’s processes. Similarly, Fig. 2(C) shows different nodes can run different
protocols without affecting each other. All virtual nodes can use different network
protocol systems (such as TCP/IP, CCSDS, DTN) according to different target sce-
narios, so as to achieve flexible switching of different network protocol simulation
scenarios.

3 Improvement to MininetE
In the proposed platform, emulation nodes, links and services are necessary for
simulation.

Simulation Nodes: It is composed of MininetE hosts and is the main object of net-
work scale expansion. In order to make the node have a real simulation, the increased
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Fig. 1. Comparison of SIN protocol in Mininet and MininetE.

namespace isolation of MininetE can deploy different protocols (such as DTN, TCP/IP)
in each simulation node.

Links: Link is necessary for communication between nodes. The on-off of link is
determined by the the movement of the satellite. We can use TC NETEM [6] to set the
link characteristics.

Switch: We can use ordinary switches or SDN switches, so we can easily control the
network topology by the controller.

Controller: The controller is responsible for telling the node and the switch what to
do.

In the space information network, due to the movement of satellites, the visibility
between satellites may change, and the topology will change accordingly. Switching
simulation link is very important. Fortunately, MininetE has an inherent support for
software defined (SDN)/Openflow [7]. We develop a link switching method using SDN
controller. Our scheme is based on the flow table control of openvswitch by SDN
controller. As shown in the Fig. 2, The controller has global topology information.
Whenever there is a link state change, it will follow up with the new topology. The
controller will send a flow table to the switch to simulate the pass and segment of the
link.

As the scale of emulation nodes increases and the nodes in the space information
network are in high speed motion, the whole network topology changes dynamically.
The connection between nodes is intermittent, and the connection objects of nodes may
be switched at some time, and the link parameters will change accordingly. MininetE
works by adding different ports, which means different possible neighbor nodes, and
switching links by sending flow table.

Figure 3 shows the simulation process. First, We need to determine the simulation
scenario. That is to determine the number of simulation nodes, node types, simulation
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protocols, etc. After this, we save the network params into configuration file, and then
start the controller to begin the simulation.

The simulation node is connected to the SDN switch. Each node runs the program
and waits for instructions from the master controller. At the same time, The controller
sends a flow table to the switch based on the connection relationship to control the
connectivity between the nodes, and tells the nodes what process to run at what time.

4 Experimental Validation

4.1 OSPF Routing Simulation Process

A complete emulation consists of three stages of scene design, experiment operation
and data collection.

Scene Design

Firstly, the model is established according to the emulation scene, and detailed sim-
ulation parameters can be obtained from such as STK. As shown in the Fig. 4, we build
an experiment scenario which contains 14 LEO satellites for space internetworking.
The solid line indicates that the links are always connected, and the dashed line
indicates that they are intermittently connected. The on-off relationship of the inter orbit
link in the experimental period (6000 s) is shown in the Fig. 5. The connection rep-
resents the time interval in the connected state. We want to study the performance of
OSPF in this satellite network, and show the experimental results on our platform. The
14 simulation nodes are composed of 14 Mininet nodes and connected to SDN
switches. After these preparations, the controller is connected to the SDN switch for
control.

% LEO41

LEO14 LEO23 LEO31 LEO42

LEO15 LEO24 LEO32

————— Inter satellite link
LEO25

Intra satellite link

Fig. 4. Satellite network topology in experimental scene.
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Fig. 5. Inter-satellite link connection relationships

Experimental Operation

The control plane is mainly composed of the main controller. The control receives
information and parameters from the logic plane to drive data emulation. Before the
implementation of the experiment, the controller should be in operation, and other
equipment should be available at the same time. The simulation parameters are written
to the configuration file ahead of time. Once the network topology changes, we need to
redesign the scenario and repeat the above steps.

In the experimental phase, the controller triggers the simulation node to start. The
node then runs the corresponding process, such as OSPF or DTN. The Quagga [8] used
to support OSPF routing protocol and installed on the host. At the same time, the
software defined network controller will also receive the signal. The controller has
global topology information. When a packet arrives at the OpenFlow switch, the flow
table will be matched. If no corresponding flow table entry is found, a packet_in
message will be sent to the SDN controller. After the controller makes a decision based
on a certain routing algorithm, it sends a flow table to the switch.

Data Collection
In the data collection stage, data can be obtained through switches and nodes. Through
some commands, we can obtain real-time information such as neighbor state and
routing convergence state. we can obtain the real-time neighbor state, routing con-
vergence state and other information.

As shown in Fig. 6, through the Ping between nodes, any two nodes can commu-
nicate with each other, and the result of global router information table proves that
MininetE supports OSPF routing protocol.

mininet> pingall
ing: testing ping reachability
leol2 leol3 leol4 leol5 leo2l leo22 leo25 leo3l
leoll leol3 leol4 leol5 leo2l leo22 leo25 leo3l
leoll leol2 leol4 leol5 leo2l leo22 leo25 leo3l
leoll leol2 leol3 leol5 leo2l leo22 leo25 leo3l
leoll leol2 leol3 leol4 leo2l leo22 leo25 leo3l
leoll leol2 leol3 leol4 leol5 leo22 leo25 leo3l
leoll leol2 leol3 leol4 leol5 leo2l leo25 leo3l
leoll leol2 leol3 leol4 leol5 leo2l leo25 leo3l
leoll leol2 leol3 leol4 leol5 leo2l leo25 leo3l
leoll leol2 leol3 leol4 leol5 leo2l leo24 leo3l
leoll leol2 leol3 leol4 leol5 leo2l leo24 leo25
leoll leol2 leol3 leol4 leol5 leo2l leo24 leo25
leoll leol2 leol3 leol4 leol5 leo2l leo24 leo25
leoll leol2 leol3 leol4 leol5 leo2l leo24 leo25
0% dropped (182/182 received)

Fig. 6. Connectivity between nodes
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4.2 Hybrid Protocol Emulation

In addition, due to the increasing complexity of space network scenarios, nodes are
required to support more than a single network protocol, such as DTN and OSPF
routing protocols [9]. It is capable of supporting multiple protocols. As you can see
from Fig. 1, MininetE has this ability. In the emulation scenario in Fig. 4, in addition to
deploying the OSPF protocol, arbitrarily select several nodes to run the DTN protocol.
For example, LEO11 serves as the sending node for data transmission, LEO12 serves
as the intermediate node for data forwarding, and LEO13 serves as the receiving node
for data. Their communication protocol stack structure is shown in the Fig. 7. The IP
layer runs the OSPF routing protocol.

Leol1 Leo12 Leo13
Appli?ation Application Applica?ion
Buidle punie™ | e Bundje
LiP LTiP L'I;:‘ LTF’;

u DP U DP U QP U DP
IP IF; IP P '
Elhérne.s ........................ t the.'.gnet Ethe;n?.t ......................... E!b.e.r.j'el

Fig. 7. The node’s communication protocol stack
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Fig. 8. Data throughput of different link effective time
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According to the emulation scenario and experimental configuration, we selected
the data throughput of the target node LEO13 as the object of statistics and research,
and compared the communication performance of DTN and TCP/IP under different
transmission protocols. Figure 8§ shows the data throughput rate under the condition
that the link time efficiency is 80%, 60%, 40% and 20% respectively [10]. It can be
seen that in the deep space communication environment with large delay and high bit
error rate, TCP protocol cannot complete the effective transmission of data, and DTN
protocol is more suitable to be used in the deep space communication network
scenarios.

5 Performance Evaluation

Because the nodes in the space information network are in the state of high speed
motion, the whole network topology changes dynamically. The connection between
nodes is intermittent, and the connection objects of nodes may be switched at a certain
moment. The controller is used to send the flow table to the SDN switch to simulate the
link switching and change the network topology. As shown in Fig. 9, The result of
traceroute shows that the route converges again. The so-called convergence of routing
protocol refers to the process that the routing protocol finds other routers in the network
to change and exchange routing entries until all routing entries are exchanged. In this
example, as shown in Fig. 3, there is only one hop from leoll to leo2l at the
beginning. When I disconnect the link between leol1 and leo21, OSPF will re select
the shortest path for convergence, and the packets will go through leo13, then to leo22,
and finally to leo21.

root@iZbplfrdqqld4a2oqSctnens : /home/admin/mininetE/custom# traceroute 10.0.5.6
traceroute to 10.0.5.6 (10.0.5.6). 64 hops max

il 10.0.5.6 0.002ms 0.002ms 0.002ms
root@iZbplfrdqqlda2oqSctnenZ: /home/admin/mininetE/custom# traceroute 10.0.5.6
traceroute to 10.0.5.6 (10.0.5.6). 64 hops max

1 10.0.2.3 0.002ms 0.002ms 0.002ms

2 10.0 0.002ms
0.002ms

Fig. 9. Route convergence

The judgment interrupt time of OSPF can be calculated by the formula (1), where
tinkog T€PTEsents time of the link interruption and the #;,4,4 represents the time nodes to
changes the neighbor state from full to down.

tiudge = Full— > Down — Linkoff (1)

We tested several scenarios. The bandwidth and delay are 1000 Mbps/25 ms,
1000Mbps/15ms, 100 Mbps/15 ms and 10 Mbps/15 ms respectively. Measured OSPF
interrupt judgment time. The measured OSPF disruption judgment time in MininetE,
Docker and NS simulator [11] is shown in the following Table 1.
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Table 1. Disruption judgement time.

Bandwidth/Delay | MininetE(s) | Docker(s) | NS(s)
1000 Mbps/25 ms | 38.24 37.14 41
1000 Mbps/15 ms | 37.13 35.46 41
100 Mbps/15 ms | 36.98 34.68 41
10 Mbps/15 ms | 36.57 33.64 41

According to Table 1, the judgment interrupt time is basically the same. Consid-
ering the possible difference between the software implementation and the introduction
of the actual data flow on the emulation platform, this slight difference can be ignored
temporarily. By comparing the simulation results of MininetE, Docker and NS, we can
see that the improved MininetE can support OSPF and guarantee the reliability.

6 Conclusion

The improved MininetE, which can run emulation scenarios of different protocols on
each laptop. With our dynamic topology control method, we can control the spatial
network topology. Emulation results show that MininetE has the ability to support
DTN network and OSPF protocol. The experimental results are simply compared with
docker and NS simulators. The emulation results show that the improved MininetE can
support many kinds of spatial network protocols. In the future, more experiments will
be carried out to prove that MininetE can meet the requirements of various network
protocal and support larger scale emulation.
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