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Abstract. The measurement of the importance for the nodes is of great sig-
nificance to the test and simulation for Heterogeneous Combat Networks
(HCN), combat situation assessment and other topics. Due to the complexity of
equipment types and styles in such system, traditional algorithms (degrees,
betweenness, closeness, eigenvectors) are difficult to achieve both speed and
accuracy in identifying the important nodes of Heterogeneous Combat Net-
works. This paper fully considers the heterogeneity of combat system nodes, and
proposes an evaluation model based on community structure, IEBC (importance
evaluation based on community), which can measure the importance of each
node. We form functional modules (FM) by distinguishing the function of
nodes. Then divide the network into communities according to the concentration
of FM. Finally, we compare IEBC with traditional ranking models (e.g., degree
centrality). After simulation calculation, compared with other algorithms, IEBC
takes into account the balance of efficiency and accuracy at the same time.

Keywords: Identification of key nodes � SDI military operation chain �
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1 Introduction

Heterogeneous Combat Networks (HCN) [1] addresses all key aspects of joint oper-
ations and military action, which integrates the combat platforms, weapon systems,
intelligence reconnaissance, command control, and logistics support systems into an
integrative combat system. Because the diversity of missions in network combat and
the complexity of combat environment have placed increasing demands on the relia-
bility of HCN. The demand for the reliability of HCN is getting higher and higher,
because the diversity of missions in network combat and the complexity of combat
environment. Since the nodes and links of such network are vulnerable to targeted
attacks by the enemy, it is particularly important to analyze the importance of nodes in
HCN [2].
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At present, the research on the importance of complex network nodes in the mil-
itary field is still in the preliminary stage. Opsahl et al. analyzed the key node iden-
tification method based on node centrality, which is measured according to the
topological position of the node [3]. But the method is strongly dependent on the
network topology. Martin et al. proposed that the node betweenness can reflect the
dynamic characteristic of the network [4], but it is restricted by the complexity of the
algorithm complexity. Freeman [5] improved the important node identification method
based on betweenness, and the computational efficiency was reduced, but the versatility
was poor. A method that take the approximate flow betweenness of nodes as an
indicator for centrality measure is proposed by Liu et al. [6].

Most of above-mentioned improvements are designed for calculating betweenness
centrality, but HCN is a typical open complex giant system which is composed of many
community structures with different sizes. This system will continue to evolve as the
battlefield environment changes. The current key node identification method can’t be
fully applicable to the combat network [7]. Therefore, we investigate the function of
different nodes and the community of the nodes. Moreover, the role of nodes in
different combat tasks may be different, so the importance of nodes will be constantly
changing.

We divide the nodes of HCN into Sensor entities (S), Decider entities (D),
Influential entities (I) according to the requirements of combat missions. The com-
pletion of specific combat mission benefits from the combination of S, D, and I nodes.
Because these nodes form a complete chain of reconnaissance, decision-making and
attack. Such S, D, and I nodes will form an observe, orient, decide, and act operational
cycle (OODA loop) [8, 9], which forms a functional module (FM) that completes the
corresponding tasks. FM are considered building blocks for combat networks. We use a
framework that identifies clusters of FM and develop a method, Importance evaluation
based on the community (IEBC), that can evaluate node’s importance base on com-
munity structure in HCN.

The paper is organized as follows: in second part, we introduce the composition of
HCN, community structure and functional module. A community identification algo-
rithm and the IEBC framework based on the result of community dividing is proposed
in third part, while we performed simulation and result analysis in fourth section. In
“Conclusion” section, we summarize our final remarks.

2 Network Structure and Motif

The traditional combat system network is an abstraction of the command and control
relationship. It constructs a tree diagram based on such relations in military operations,
where leaf nodes are combat entities with different capabilities, and other nodes are
centers of command and control at different layers [10] (see Fig. 1).
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With the advent of the information age, the form of combat has changed from
traditional platform-centric warfare to network-centric warfare. Information systems
have greatly improved combat capabilities. All combat equipment makes full use of
information systems to achieve the integration of interconnection and interoperability.
All entities share battlefield intelligence, jointly perceive the battlefield situation, and
adjust the operation plan in time according to changes in the battlefield situation. Thus,
we suggest that HCN is a distributed network.

According to the heterogeneity of nodes in combat network, we divide the nodes into
three part [10]. 1) Sensor entities (S). 2) Decider entities (D). 3) Influential entities (I).

Once sensor node (S) finds target, it will transmit the target information to the
decider node (such as operational center). The operational center (D) comprehensively
analyzes the received information and then issues instructions to the influencer (I) to
execute military operations on the target. Finally, the offensive and defensive
engagement nodes (I) attack the target. Such a loop is shown in Fig. 2. Therefore, A
functional chain of military operations: S ! D ! I is formed on the target node, where
T is the node in the enemy network. In addition, we consider that the decision maker D
will adjust the sensor S according to the changing combat environment. Moreover, the
sensor S will also re-detect the combat situation, after the node I conducts military
operations on the target T. Thus, four edges should be considered in the function
module (Fig. 2 right): S ! D;D ! S;D ! I; I ! S.

Fig. 1. The traditional combat system network.

Fig. 2. (left) An operation loop of SDI. (right) The Function Module used in this paper.
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The combat area can be continuously expanded based on the FM. The combat
space is divided into different communities, then various communities coordinated
operations (see in Fig. 3). More precisely, node 24, 22 and 23 compose a FM, and the
yellow community consists of four FM.

3 Importance Measurement

3.1 Community Detection

To evaluate the importance of nodes based on the community structure, we must first
accurately identify the community structure of the network. The current community
detection algorithms [11–13] were mostly for homogeneous networks, and didn’t take
into account the heterogeneous characteristics of the nodes in Heterogeneous Combat
Networks. HCN is depended on FM to complete a military operation. Thus, the
community detection of the combat network should take FM as a combined unit. After
the detection, the number of functional modules in each community is roughly the
same, and the functional modules are destroyed as little as possible. Here we benefit
from the high-order clustering of complex networks to define a module conduction rate
(MCR). Our algorithm has two goals for finding communities in the network.

• There should be as many nodes as possible in the FM of each community.
• The number of broken FM should be as few as possible.

The above two requirements can be reflected through MCR. When the conduction
rate is the smallest, the result of community division is the best [14]. MCR define as
follow:

RatioCutMðS1; S2; . . .; SkÞ ¼ 1
2

Xk

i¼1

WMðSi; SiÞ
volMðSiÞ ð1Þ

Fig. 3. Combat network detected by Function Modules. (Color figure online)
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where Si is the remaining part after removing Si (see Fig. 4), WM Si; Si
� �

is the number
of broken FM, which at least one node in a FM is in Si and another node is in Si. Also,
volM Sið Þ is number of nodes belonging to function module M in Si.

As the number of nodes increases, the types of community divisions will increase
exponentially. It is an NP problem to accurately calculate the minimum module con-
duction rate. Therefore, we propose an approximate optimization algorithm to obtain an
approximate optimal solution. A spectral graph clustering algorithm based on eigen-
vector is put forward. This method has high calculation efficiency, is easy to imple-
ment, and has approximately optimal mathematics guarantees for the obtained
clustering. The approach consists of modular high-order clustering algorithm (algo-
rithm W) and improved K-means clustering sub-algorithm (algorithm U). The approach
detect community as follow:

• Step 1: Given a network and functional module M, form the module adjacency
matrix WM . Element in matrix: WMð Þij is the number of modules that contain both
node i and j.

• Step 2: Calculate the diagonal matrix of the module adjacency matrix:

ðDMÞii ¼
X

j

ðWMÞij ð2Þ

• Step 3: Calculate the Laplacian transformation matrix of the module adjacency
matrix:

fM ¼ D1=2
M ðDM �WMÞD1=2

M ð3Þ

Fig. 4. Community detection process based on functional modules.
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• Step 4: Calculate the k eigenvectors corresponding to the smallest non-zero
eigenvalue of the fM : Z1; Z2; . . .; Zk . Then, arrange k eigenvectors to form an N � K
matrix Z. Take

Yij ¼ Zijffiffiffiffiffiffiffiffiffiffiffi
Pk

j¼1
Z2
ij

s ð4Þ

as N k-dimensional row vectors.

• Step 5: The ith row vector of matrix Y represents the node i. Then use the sub-
algorithm U to group each node.

The sub-algorithm U is an improvement of the k-mean algorithm, including the
following steps:

• Step 1: Select the initial community center node according to the two indicators of
high centrality and discrete distribution. Centrality of node is defined as:

qi ¼ ðDMÞii ð5Þ

where DMð Þii is degree of FM, showing in eq. (3). In order to measure the dispersion of
nodes in the network, we calculate the minimum value of the distance between a node
and other nodes with higher centrality by using the minimum distance
di i ¼ 1; 2; . . .; nð Þ:

di ¼ min
j:qj [ qi

ðdijÞ ð6Þ

where dij is the Euclidean distance between the representative vector (Vk) of node i and
node j in matrix Y . If the node has the largest centrality, it is more likely to be selected
as the initial central node than other adjacent nodes. Therefore, this article specifies the
minimum distance of the node as:

dk ¼ maxðdiÞ; i 6¼ k ð7Þ

Considering the two characteristics comprehensively, we select the top k nodes
with the largest qidi as the initial central nodes.

• Step 2: Divide the node into the community to which the nearest central node
belongs, by calculating the Euclidean distance between each node and each center
node. Then calculate the MCR at this time.

• Step 3: Calculate the average distance between each node and other nodes in each
community, and update the node with the smallest average distance as the center
node of the community.

• Step 4: Repeat steps 2 and 3, if the center node no longer changes or the number of
iterations reaches the upper limit, stop the algorithm. The division result with the
smallest MCR is the approximate optimal solution.
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3.2 Importance Evaluation Based on Community

The IEBC sorting algorithm implementation process is shown below, the algorithm
calculates the IEBC value of each node through a matrix.

• Step 1: Given the network model adjacency matrix and the detect communities by
approach proposed in chapter 3.1.

• Step 2: Compute the number of communities connected to nodes i (Vic).
• Step 3: Generate list of IEBCs, and IEBC of each node is count by

IEBCi ¼
Xc

w¼1

Sw
N

Vic ð8Þ

where c is the aggregate number of communities in HCN, Sw is the number of nodes in
community w.

• Step 4: Sort the IEBC value of each node.

4 Simulation Results and Analysis

There are six kind of links in HCN, as shown in Fig. 5. Combined with the actual
military operation, different connection probabilities are given to different links. The
connection probability is defined as the ratio of the actual number of links to the
number of possible links between two nodes. For example, the connection probability
of D ! S is:

PD!S ¼ ND!S

NDNS
ð9Þ

where ND!S is the actual number of links for D ! S, ND, NS is the number of nodes S
and D.

In this paper, associate with corresponding military applications, 300 S nodes, 150
D nodes, and 550 I nodes are randomly generated. And the given connection proba-
bility is: PS!S ¼ 0:025, PS!D ¼ 0:04, PD!S ¼ 0:03, PD!D ¼ 0:185, PD!I ¼ 0:1,
PI!S ¼ 0:02.

Fig. 5. A simple FM of heterogeneous combat networks.
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The ER topology model of HCN constructed according to the above connection
probability is shown in Fig. 6.

Communities are divided according to the FM shown in Fig. 2. Then apply several
importance ranking methods (Degree centrality, Betweenness centrality, Closeness
centrality, Eigenvector centrality [15]) and IEBC to rank the node importance.
According to the importance of ranking results, attack the nodes of HCN. As a node is
damaged, some nodes connect with it cannot communicate each other, causing the
entire HCN to split into many independent connected giant components. We use the
number of nodes in maximum connected component (H) and the number of surviving
functional modules (NM) to evaluate the functional robustness of the damaged HCN
[10]. The simulation results are as follow figures.

As we can seen in Fig. 7, the trend of H is sharply reduced, and then gradually
flattened, which fully illustrates the effectiveness of the algorithm for nodes sorting. In
the process of increasing f and attacking nodes with the IEBC measurement result, the
decreasing speed of H is faster than other traditional algorithms in the figure. After the
important nodes identified by IEBC are damaged, H is already less than 100, when the
fraction of f increases to 0.3.

Therefore, it means that the important nodes detected by IEBC are the intermediary
nodes with the most links. These intermediate nodes connect communities to each other
and are distributed discretely. The existence of these nodes maximizes the spread of
information in the community. When such nodes are attacked, the communities will
separate, and the size of maximum connected component changes the fastest.

Figure 8 reports that as f increases, attacks on important nodes identified by IEBC
NM decrease the fastest. When the attack intensity is greater than 0.77, it decreases to 0.
Therefore, it shows that the nodes detected by IEBC are more important than the nodes
identified by degree centrality, betweenness centrality, closeness centrality, and
eigenvector centrality. The nodes detected by IEBC are more likely a D node, because
NM decline the fastest as the D node under attack. When all D nodes are damaged, the
number of FM reduces to 0.

Fig. 6. The ER topology model of HCN. Red represents node D, blue represents node S, and
gray represents node I. (Color figure online)
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5 Conclusion

According to the size of the largest connected component and the number of remaining
effective functional modules with the attack intensity, the simulation analysis results
show that the effectiveness of IEBC is better than the other methods when measuring
the importance of nodes in HCN. IEBC can accurately and quickly determine the key
nodes in HCN. In military operations against the enemy, precision strikes can be
carried out on key nodes, so that the enemy’s system operational effectiveness will

Fig. 7. The number of nodes in surviving maximum connected component (H) varies with the
attack intensity (f ).

Fig. 8. The number of surviving FM (NM) varies with attack intensity (f ).
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rapidly reduced, and the enemy’s military communications network will paralyze.
Further more, it can also focus on protecting important nodes in our HCN to ensure that
the system can continue to maintain its original functions when attacked by the enemy.
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