)

Check for
updates

A Novel Weight Adaptive Multi Factor
Authorization Technology

Ruigi Zeng>3® Leyu Lin*3, and Yue Zhao'->3

! Science and Technology on Communication Security Laboratory, Chengdu 610041, China
2 No. 30 Research Institute of China Electronics Technology Group Corporation,
Chengdu 610041, China
zengruigi@sina.com

3 Electronics Technology Cyber Security Co. Ltd., Chengdu 610041, China

Abstract. Facing the increasingly complex computer network system, the impor-
tance of network security has become increasingly prominent. Authentication and
authorization are important components of computer network security protection.
Authentication is the process of verifying the user’s identity, and authorization
is the process of verifying the user’s right to access. In terms of authorization,
although there has been a lot of research on related aspects, from the perspective
of authority determining factor, it mainly focuses on single-factor authority. For
authority control in complex scenarios, single-factor often has great limitations,
because it cannot carry out precise control. This paper takes multi-factor autho-
rization as the research object, studies the role of multi-factor in the authorization
process, and designs a simple multi-factor authorization algorithm. On this basis,
the factor weight adaptive technology is studied, and two adaptive weight algo-
rithms are designed to meet more precise authority control in complex scenarios.
Through construction and testing of the actual prototype system, the utility and
advantages of multi-factor and weight adaptation in authorization are verified,
which expands ideas for subsequent in-depth study of authorization technology
in complex scenarios.
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1 Introduction

Internet is open to the whole world, and any unit or individual can conveniently transmit
and obtain various information on the Internet. The open, shared, and international
characteristics of the Internet pose a challenge to computer network security. There
are many factors that constitute insecurity to computer information, including human
factors, natural factors and accidental factors. Computer network security is to protect
hardware, software, and data resources in computer network system from being damaged,
modified, or leaked due to accidental reasons or malicious attacks, so that network system
can operate continuously and reliably, and network service is normal and orderly [1].
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In computer security system, identity verification and authorization protection are an
important part. Authentication is used to verify user’s credentials, such as user name, user
ID, etc., to determine user’s identity. Common authentication is usually done through
username and password, sometimes combined with authentication factors. There may be
several authentication factors: single-factor authentication, which is the simplest method
of authentication, and usually relies on simple passwords to grant users access to specific
systems (such as websites or networks); two-factor authentication, which is a two-step
verification process that requires not only a user name and password, but also some sort
of user characteristics to ensure a higher level of security; multi-factor authentication,
which is the most advanced authentication method, uses two or more security conditions
in independent authentication categories to grant users access to the system [2].

Another aspect of system protection is authorization. Authorization is the process of
determining whether an authenticated user can access a specific resource. Authorization
occurs after system successfully authenticates user’s identity, and finally grants user
some access to resources (such as information, files, databases, funds, locations, and
almost any content). Authorization determines user’s ability to access system and extent
to which it can reach.

In the process of authorizing a user, it can be determined by a single factor or by using
multiple factors. The single-factor authorization system uses only one condition as the
authorization basis, such as role authorization. Multi-factor authorization is the process
of using two or more conditions to control user access. Thus, access security is effec-
tively improved by combining multiple attribute conditions, such as user characteristics,
environmental factors and resource attributes [3].

In multi-factor authorization, in order to better express relationship between each
factor and improve accuracy of the final authorization result, it is necessary to assign
weight to each factor and establish a multi-factor authorization algorithm. Generally, the
weight of the system is pre-configured and will not change arbitrarily, but for complex
scenes, a fixed weight value often cannot reflect changes in environment and cannot
achieve a very accurate authorization effect. At this time, a multi-factor authorization
method with adaptive weights can be considered [4]. Self-adaptive means that in the pro-
cess of processing and analysis, the processing method, processing sequence, process-
ing parameters, boundary conditions or constraint conditions are automatically adjusted
according to characteristics of the processed data, so as to adapt to statistical distribu-
tion characteristics and structural characteristics of the processed data, and achieve the
best treatment effect. Weight adaptation means that the weight automatically adjusts and
adapts to changes in environment to achieve the best weight value.

At present, there are not many related researches on weight adaptive multi-factor
authorization control. In order to explore weight adaptive and multi-factor authorization
algorithms, this paper first studies the role of multi-factor in authorization, and gives some
multi-factor authorization algorithms to verify the advantages of multi-factor authoriza-
tion in complex scenarios. On the basis of this research, weight adaptation is discussed,
some weight adaptation algorithms are proposed, and the design scenarios are verified.
Finally, the verification results are summarized, and the follow-up research is prospected.
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2 Multi-factor Authorization

In network security, user identification and authorization are very important parts, among
which authorization is to grant permissions to user after identification. There are many
ways of authorization, such as ABAC [5], RBAC, DAC, MAC, etc. Some authoriza-
tion systems are based on a single factor. This type of system is often used in simple
scenarios. For some complex scenarios, it cannot achieve good results. At this time, a
multi-factor authorization method is required. Multi-factors can take multiple factors
into consideration, realize multi-dimensional and multi-level authorization, and achieve
more precise authority control.

2.1 Multi-factor Combination

Single factor analysis refers to the analysis of a certain variable at a certain moment,
such as time factor, spatial factor, and personnel characteristics. Through the analysis
of a certain variable, a certain conclusion can be drawn, or a certain operation can be
carried out.

Multi-factor analysis is a series of statistical analysis methods that study the rela-
tionship between multiple factors and the individuals with these factors. Multi-factor
analysis is used to explain the direction and extent of the overall change caused by
each factor change when the total change of a phenomenon is affected by three or more
factors. Through multi-factor analysis, it is possible to observe the target in multiple
dimensions, obtain target characteristics, gain a deep understanding of the system from
different angles, and find related relationships, so as to obtain more comprehensive and
in-depth results and support subsequent operations more accurately.

In a single-factor authorization system, authorization is often performed based on
a certain factor, such as granting a certain authority based on a certain identity. For
general simple scenarios, single-factor authorization can meet the target requirements,
but in some complex scenarios, the actual conditions are often more complicated, and
single-factor conditions cannot meet the needs well. In this case, it is necessary to
combine multiple factors to analyze at the same time, so as to make a more comprehen-
sive and accurate judgment, and carry out more precise authority control. At the same
time, multiple factors can achieve different combinations, thereby enabling multi-level
authorization from different angles and dimensions to meet richer needs.

In the design of our authorization scheme, we adopted a multi-factor analysis method
and used multiple factors as the basis for judgment to construct a complex authorization
control scenario. When building our prototype system, a scenario with three factors
acting simultaneously was simulated, and the accuracy value of each factor was used as
a measure to achieve more precise authority determination.

2.2 Multi-factor Weighting Algorithm

When a multi-factor strategy is adopted, multiple factors jointly affect the decision-
making, and the analysis result is calculated by the multi-factor weighting algorithm.



A Novel Weight Adaptive Multi Factor Authorization Technology 449

We use weighted average method, which is to set a weight for each factor and find
their weighted average [6]. The calculation formula is shown in formula 1.

k=
score = Zk;(vk * W) (D)

In the above formula, the measured value of each factor is multiplied by its own
weight, and their sum is the final result. In addition to the weighted average method,
other algorithms can also be used, or you can customize the algorithm according to the
actual situation.

In our prototype system, we simulated four factors, as shown in Fig. 1. The four
factors are: facial recognition, gender, coat color, and identification accuracy weighted
average. Among them, the weighted average of factor accuracy is a comprehensive value
of the previous three factor accuracy, which is obtained by the above weighted average
algorithm.

g R
Factor one
Name: face recognition Face.
Score: recognition value esedhen
Factor two Gender Unified
Name: Gender - authority
Score: recognition value N control UAC
Oat color
Factor three SRR
Recognition
Name: coat color weighted
Score: recognition value \__ average
Multi-factor
.

Fig. 1. Authority factors.

2.3 Multi-factor Authorization Prototype System Experimental Results

In order to verify the effect of multi-factor authorization, we designed a prototype system
to simulate the role of multiple factors in the authorization determination process.

In our design, we deployed three identification factors, namely: name, gender, and
coat color. The system structure diagram is shown in Fig. 2. Three cameras are used to
shoot separately, corresponding to the three factors of name, gender, and coat color. Each
camera has a monitoring program which records captured image and sends the pictures to
the multi-factor authorization program. The multi-factor authorization program contains
a multi-factor authorization algorithm to calculate the final recognition value. The final
recognition value here is the weighted average of the recognition degrees mentioned
above. The multi-factor authorization program also includes weight configuration, and
the weight of each factor can be manually set to meet customized requirements. After
that, the system will sort out all user attributes, including: name, gender, coat color, and
final recognition value, and send these attributes to the unified authority control UAC
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system connected to the multi-factor authorization program for authority determination.
For users who pass the authorization judgment, the program will call the door lock
application of the Internet of Things to open the door lock.

Camera | Multi-factor
‘ Monitoring > algorithm
N - program configuration
- UAC
Face recognition
Camera Il Xvelgtim Authorization
‘ Monitoring atocaton system
N - program
Gender identification . )
Weight adaptive
configuration
Camera Il & Door lock EE
‘ — Monitoring » . application =
W\- program Multi-factor
Authorization
Coat color recognition procedure

Fig. 2. Weight-adaptive multi-factor authorization prototype system architecture.

The experimental environment is shown in Fig. 3, including cameras, camera pro-
gram, multi-factor authorization program, UAC authority control program, door lock
application, and Internet of things devices.

Fig. 3. Experimental environment.

The overall system configuration interface is shown in Fig. 4. Including weight
setting, weight algorithm, and weight adaptive algorithm. The weight adaptive algorithm
will be discussed in next section.
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Fig. 4. System configuration user interface.

The factor weight can be manually set to meet specific needs. The configuration
result is shown in Fig. 5.

127.0.0.1:2003 display

success

carmera T [Us

‘ Set || Reset ‘

Fig. 5. Weight configuration successful.

The effect of multi-factor authentication is shown in Fig. 6. It can be seen that
the determination strategy is defined, multiple user characteristics are obtained through
different cameras, and the final score value is calculated, after that all the characteristic
value and final score value are passed to authority control system to authorize user to
unlock the door. The system message records the entire multi-factor authority process.
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2021-12-20 11:01:34 Face camera : user_id=zengruiqi,score=93. 722763061523 -
2021-12-20 11:01:41 Gender camera : gender=Male,score=0. 9922243356704712
2021-12-20 11:01: 42 Gender camera : gender=Male,score=0. 9898679256439209
2021-12-20 11:01:52 Upper body color camera : upperColox= grey
, score=0.9561160802841187
2021-12-20 11:01:52 CAMERASYALUE-1:0.93722763061523 CAMERASVALUE-
2:0.9898679256439209 CAMERASVALUE-3:0.9561160802841187
2021-12-20 11:01:52 pame:zengruigi gender: 1 coatColox: grey
score: 0. 9514598400592791
2021-12-20 11:01:528uthorityControl response result:
{ W"'”UDUO" “retwrnmsg”: " allow access

> "userid”:null, “contentid”:null, “systemid”: "fasf”, "tokenid”: "02af787a061e44eb
Adﬁbim]m&sli }

2021-12-20 11:01:52 Unlock successfullv s result = v
{"result”: 0, data":"mmwwm “msg”: " door is opening "}
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Fig. 6. System running process display.

2.4 Multi-factor Authorization Advantages

In our multi-factor authority determination design, we combine multiple factors for
authority control, which can be applied to complex control scenarios. Factors can be
adjusted according to the actual situation to monitor in different dimensions, and control
more precisely. At the same time, the multi-factor weighting algorithm can also be
adjusted to meet the various needs of different scenarios.

3 Weight Adaptation

Self-adaptation means that in the process of processing and analysis, the processing
method, processing sequence, processing parameters, boundary conditions or constraint
conditions are automatically adjusted according to characteristics of the processed data,
so as to adapt to statistical distribution characteristics and structural characteristics of
the processed data, and achieve the best treatment effect. Applying adaptive technology
to multi-factor authority control can continuously achieve the best control effect as the
environment changes.

3.1 Weight Adaptation

In multi-factor algorithm, each factor has a weight, which is used to determine factor
proportion, and illustrate its importance. In some simple scenes, the weight is fixed, but in
many complex scenes, fixed weight does not reflect real situation, because environment
is constantly changing, and the actual proportion and importance of each factor are
also constantly changing. At this time, the weight needs to be changed accordingly,
automatically adapting to changes in the environment, that is, the weight is adaptive [7].

3.2 Adaptive Algorithm

There are many kinds of adaptive algorithms, the more common ones in industrial
applications are LMS, RLS algorithms, etc. [8].
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For our multi-factor authorization process, our multi-factor weights have customized
some algorithms according to our own scenarios, including fixed weight, time period
adaptation and average value adaptation.

Fixed weight means that the weight value of each factor is a fixed value, and it will
not change as the environment changes.

The time period-based adaptive algorithm takes time periods as a reference and sets
different weight values in different time periods. In the factor setting, three factors (name,
gender, and coat color) are set. The weight of each factor is set separately according to
the time period. The weight values of name, gender, and coat color in first time period
are set as: 0.6, 0.2, 0.2, and the weight values in second time period are set to: 0.2, 0.6,
0.2, and the weight values in third time period are set to 0.2, 0.2, and 0.6 respectively.
This simulates the weight change of different time periods (Fig. 7).

s D
a Time: 0:00 - 8:00 )
Face recognition: 0.6
Gender: 0.2
\_ Coat color: 0.2 Y,
(" Time:800-1800 |
Face recognition: 0.2
Gender: 0.6

Coat color: 0.2 )
[ Time: 1800-2400
Face recognition: 0.2
Gender: 0.2
Coat color: 0.6
A 4
\ )

Fig. 7. Time period weight adaptation.

The average value adaptive algorithm is based on the average value of recognition
accuracy of each camera. The specific algorithm process is, first record the recognition
accuracy of the last 20 photos taken by a single camera (a certain factor), and then
calculate their average accuracy value, the calculation formula is shown in formula 2.
After that, the accuracy averages of all factors are compared and sorted, and finally a set
of weights is defined and these weights are assigned to the ranked factors.

k=
averageScore = (ZkZTVk)/n 2)

Figure 8 is the algorithm flowchart. In our setting, we also define three factors: name,
gender, and coat color, and define three weights: 0.45, 0.35, 0.2. Three weight values are
assigned to each of the three factors respectively based on the order of the average value
of each factor recognition degree. In this way, the weight value of each factor will be
adjusted in real time according to recent recognition accuracy status. Here we simulate
a scenario, in which the factor with higher recognition accuracy will be assigned a high
weight value, and the factor with lower recognition accuracy will be assigned a low
weight value.
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)
averageScorel = (Z£21 vk)/n
- \ Max : 0.45
averageScore2 = (Zk;rll v)/n sort ) 1035
Min : 0.2
averageScore3 = (Z%:l vk)/n '
A4

Fig. 8. Average value adaptive algorithm steps.

A variety of weight adaptive algorithms can be configured to use the optimal
algorithm at the right time.

3.3 Experimental Results of Adaptive Algorithm

After prototype system is configured, system runs as shown in Fig. 9.

Fig. 9. System operation diagram.

After our prototype system is deployed, no adaptive algorithm is selected in initial
stage, so it displays “NO_WEIGHT_ADAPTATION” as shown in Fig. 10. At this time,
there is no weight adaptation, and each factor weight is initial value. In our experiment,
the default weights of three factors name, gender, and coat color are set to: 0.33, 0.33,
0.33.
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2021-12-09 14:59:58weightAdaptationAlgorithmRunningType: NO_WEIGHT_ADAPTATION

open
2021-12-09 14:59: 58weightAdaptationdlgorithaRunningType: NO_WEIGHT_ADAPTATION

Fig. 10. No weight adaptation.

Set system weight adaptation algorithm to “time period weight adaptive”, the output
window will show “TIME_PERIOD_WEIGHT_ADAPTATION”, and we can see that
weight values of the three factors (name, gender, and coat color) are set to: 0.2, 0.6, 0.2,
match time period 8:00-18:00 (Fig. 11).

2021-12-09 14:34:58TimePeriodWeightAdaptation: faceRecognition: 0.2 Gender: 0.6
CoatColor: 0.2

2021-12-09 14.33.03setVeightAdaptationAlgoritha - &
weightAdaptationdlgorithaRunningIype: TIME_PERIOD_WEIGHT_ADAPTATION

2021-12-09 14.33.06setVWeightAdaptationdlgoxitha -
veightAdaptationdlgoxithaRunningType: TIME_PERIOD_VEIGHT_ADAPTATION

2021-12-09 14.33. S8veightAdaptationAlzorithaRunningType

TIME_PERIOD_WEIGHT_ADAPTATION

2021-12-09 14.33.58TinmePeriod¥eichtAdantation: faceRecognition: 0.2 Gender: 0.6 v
CoatColox: 0.2 Y

Fig. 11. Time period weight adaptation.

Set system weight adaptation algorithm to “Average weight adaptive”, the output
window will show “AVERAGE_VALUE_WEIGHT_ADAPTATION”. In initial stage,
the average recognition value of the three factors (name, gender, and coat color) are set
to 0.8, 0.6, and 0.4 by default, so the weight values of the three factors default to: 0.45,
0.35, 0.2. The default weights can be seen in the output window (Fig. 12).

The average value weight adaptation algorithm will count average value of the recog-
nition degree of each factor for the last 20 values to reflect the latest environmental
changes. In the subsequent system operation, the weight value changed in real time will
be used for calculation, and the result will be used in authority judgment.
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Weight adaptive algorithm: [Average weight adaptation v

set

2021-12-09 14:38:58AverageValueWeightAdaptation: faceRecognition: 0.45 Gender: 0.35
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Fig. 12. Average value weight adaptation.

3.4 Weight Adaptation Advantages

Through our multi-factor weight adaptive algorithm, the weight can be automatically
adjusted with time and environment changes in real-time and will achieve best matching-
degree for factor weight. At the same time, the adaptive algorithm can also be configured
to meet different needs in different scenarios.

4 Conclusion

This paper studies multi-factor authorization technology with adaptive weights. The
paper first explains that with the development of computer network system, authenti-
cation and authorization play an important role in computer network security. Then it
explains the drawbacks of single-factor authorization and conducts related research on
multi-factor authorization, and designs a simple multi-factor authorization algorithm.
On this basis, the factor weight adaptive technology is studied, and two adaptive weight
algorithms are designed to meet more precise authority control in complex scenarios.
Through construction and testing of the actual prototype system, the utility and advan-
tages of multi-factor and weight adaptation in authorization are verified, which expands
ideas for in-depth research of authorization technology in complex scenarios.

This research innovatively adds multi-factor authorization algorithms, carries out
multi-factor correlation analysis, and can realize multi-level and more accurate authority
control, which is impossible in general authorization system. At the same time, the
proposed factor weight adaptive algorithm can adapt factor weight to environmental
changes, so that the subject analysis is more in-depth, and the authorization process
can adapt to more complex application scenarios which general authorization systems
cannot be applied to.

In the follow-up research, we will continue to in-depth study of weight adaptation
and authorization algorithms in complex scenarios, and introduce some more complex
analysis systems, such as big data platforms and artificial intelligence, to further increase
the accuracy of authority control.
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