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Abstract. Intrusion detection plays a pivotal role in the cybersecurity
of industrial control systems (ICS) to safeguard the safety of individuals,
communities, and nations. Lately, intrusion detection models based on
machine learning have been adopted to improve the detection of cyber-
attacks. However, there is a lack of a systematic approach to select-
ing the appropriate dataset for training these models. An appropriately
selected dataset should be based on the needed collection environment,
i.e., Information Technology (IT) and Operational Technology (OT), and
include required specifications of the under-study ICS, e.g., deployed pro-
tocols. On this basis, this paper classifies the existing intrusion detection
datasets into IT and OT datasets. The IT datasets are investigated from
the perspectives of attack/normal traffic inclusion and their anonymity,
number of packets, duration, and kind of traffic. On the other hand, the
OT datasets are studied based on features such as data protocols, dis-
tribution, and data domain. Then, we have discussed the gap between
the method of detection and the selection of the appropriate dataset in
terms of (i) performance indicators, i.e., detection time and imbalanced
distribution of data, and (ii) use case, i.e., summarizing communication
layers, protocols, and attack types contained in datasets. Finally, the
essential features for constructing an effective cybersecurity dataset are
discussed to illustrate how to establish an ideal dataset accordingly.

Keywords: Information Technology · Operational Technology ·
Datasets · Cybersecurity · Intrusion Detection System

1 Introduction

According to the statistics reported for cybersecurity, the damages caused by
cyberattacks are expected to reach up to three trillion by 2021, with the prob-
ability of executing zero-day exploits one per day. Moreover, the amount of
information stored in private and public clouds operated by data-driven compa-
nies, such as Amazon Web Services, Facebook, and Twitter has been increased
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a hundred times by 2022 [1]. As a result, there would be a need for appropriate
detection systems.

Machine learning (ML) methods are one of the commonly used solutions that
are increasingly popular and effective in detecting malware and cyber attacks;
however, selecting an efficient dataset for training them is essential. Knowing
the dataset collection environment and their associated use cases would help
researchers to choose the most appropriate dataset for training their methods.
According to the kind of dataset testbed, we can classify them into two subsets
of IT and OT.

Due to the importance of Information Technology (IT) security, much effort
has been spent researching intrusion and insider threat detection [2]. Many papers
have been published for security-related data, detecting attacks, etc. All of them
need a network-based testbed. During these years, some good IT datasets have
been published to evaluate the detection methods’ power. Given a labeled dataset
in which each data point is assigned to the class normal or attack, the number of
detected attacks or false alarms may be used as evaluation criteria [2].

On the other hand, Operational Technology (OT), which includes Industrial
Control Systems (ICSs), plays an influential role in managing and supervising
processes in the industry, such as water, energy, gas, chemical, etc. Although
improving technology affected deterring attacks, the risk of cyberattacks is still
increasing. To respond to these security threats targeting ICSs, a security tech-
nology that reflects the ICS operating environment is needed [3]. Industrial
Detection System (IDS) is in charge of detecting suspicious activities and cyber-
attacks. Generally, IDS monitors the environment and triggers alerts following
any suspicious activity. Moreover, IDS adoption in ICS is being influenced by
the increasing number of ICS attacks and their consequence. As a result, several
ICS datasets have been published in different domains (such as gas pipelines,
power systems, etc.) that give us useful information.

The ICS experimental environment generally consists of three levels, which
have been shown in Fig. 1 [3]. Devices should be located and set up when building
the environment. In addition, a system for collecting various data is arranged
during the ICS operation.

OT consists of compassionate information regarding industrial process oper-
ations. Unlike the IT domain, industries are reluctant to share their confidential
and sensitive operational data for analysis. Therefore, The researchers are forced
to utilize the publicly available ICS datasets, which are outdated and lack the
right classification of their use cases [4].

In recent years, cyber security solutions have started to deploy big data
analytics to correlate security events across multiple data sources, providing,
amongst others, early detection of suspicious activities. Methods employed in
cyber data analytics are predominantly based on ML, which needs appropriate
data used for specific use cases [5].

However, there is a gap between choosing a dataset and using an appropriate
method. This gap can be divided in terms of performance indicators and use
cases. Detection time and imbalanced datasets are the most important perfor-
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Fig. 1. ICS Environment Rating

mance indicators. Imbalanced data could lead to inefficient results for testing an
ML method. On the other hand, a prolonged detection time for a cyber attack
might result in overwhelming damage or crashing a big part of a system. In
terms of use cases, IT and OT datasets are two different types of datasets. As
a result, communication layers, protocols, and attack types contained in dif-
ferent datasets are summarized, which can help researchers more conveniently
choose the dataset appropriate for their objectives. Furthermore, performing a
detection algorithm for datasets with different mapping OSI layers will yield
inaccurate results. Thus, knowing this mapping helps researchers design more
effective algorithms for testing their on-target dataset.

In this paper, we introduced the following:

– A new mapping of IT and OT datasets has been introduced that gives better
details of each dataset to researchers for designing more effective detection
methods for cybersecurity attacks.

– Two performance indicators, i.e., detection time and imbalanced distribution
of data, have been studied to assist in selecting suitable ML algorithms for
various systems and explore how imbalanced data affects these algorithms’
performance.

– Critical features for generating an ideal dataset have been investigated. These
features can be useful to generate a real-world dataset that researchers can
use to train and evaluate their detection methods in their application sys-
tems.
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The rest of the paper is organized as follows. In Sect. 2, we discuss the con-
cept of IT and OT first and then compare the IT cybersecurity datasets with
OT cybersecurity datasets. After that, we discuss IT security and OT security to
classify datasets into two subsets of IT and OT datasets, which will be investi-
gated in Sect. 3. In addition, we analyze some popular ML algorithms to evaluate
their performances on the detection time of attacks and evaluate the impact of
imbalanced data distribution on the performance of these algorithms in Sect. 4.
Moreover, we also delve into additional crucial characteristics of datasets, with
the aim of facilitating the selection of the most appropriate dataset tailored to
various specific targets in Sect. 4. Then, we introduced how to construct an ideal
cybersecurity dataset based on these essential features in Sect. 5. Finally, We
have summarized our work in Sect. 6.

2 IT and OT Security in ICS

In this section, first, we discuss the concept of IT and OT and then, compare
the IT cybersecurity datasets with OT cybersecurity datasets.

2.1 IT Security in ICS

Security in IT systems is understood conceptually in the academic literature
and to a degree in practice in the enterprise environment. IT security measures
have evolved over the past two decades from a binary ‘secure or not secure‘
measurement to one based on risk. Since risk management is already a function-
ing business requirement, the risk management concept has made it easier to
integrate security into business decisions. For instance, the CIA triad serves as
the foundation for nearly all IT security solutions, which is a description of IT
security that goes beyond the scope and focus of this essay [6].

IT security is widely used on the public Internet as well as ICS for many
applications, e.g., email, voice-over-IP, in energy, transportation, healthcare, and
many other sectors. These networks facilitate internal and external communica-
tion for employees, suppliers, and customers. Backend offices of energy companies
are another example of maintaining corporate IT networks that handle admin-
istrative tasks, finance, human resources, and other business operations. These
networks often include servers hosting enterprise applications and databases. For
instance, IT networks in the oil and gas industry support exploration, extrac-
tion, and production activities. This includes communication between remote
drilling sites, data centers, and corporate offices for managing exploration data
and production processes.

2.2 OT Security in ICS

Systems employed in manufacturing, transportation, critical infrastructure,
cyber-physical systems, and other areas are often referred to as OT systems.
These systems are where computers manage operational procedures and make
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data accessible to the business [6]. OT communications are widely used in ICS
right now. Supervisory control and data acquisition (SCADA) systems are used
to monitor and control industrial processes and infrastructure. They use various
OT communication protocols to gather data from sensors and control equipment.
Distributed Control Systems (DCSs) are used in manufacturing and process
industries to control and automate production processes. They rely on dedicated
communication networks for real-time control [7].

OT systems have two sources of security specification, one for general-purpose
deployments and a second set of requirements driven separately by infrastruc-
ture segmentation [6]. Regarding specific sector recommendations on security
in the context of control systems, many distinct standards may or may not be
applicable depending on the business and other variables [6]. Furthermore, Pro-
grammable Logic Control (PLC) regulates machinery and equipment in indus-
trial settings. They use OT communication protocols to receive input signals
and send control commands. Also, Generic Object-Oriented Substation Events
(GOOSE) [8] communication is primarily associated with OT. GOOSE is a part
of the International Electrotechnical Commission (IEC) 61850 suite of standards
and specifies the communication of electrical substation events. It is a messag-
ing protocol used in electrical power systems, particularly substation automation
and protection systems [9].

2.3 Comparing IT Security with OT Security in ICS

The importance of OT security is as well as IT security. While the systems may not
be completely developed from technological security capabilities, they are from
a regulatory standpoint. The focus of IT security is on protecting information,
networks, and computer systems, while OT systems are related to the control and
automation of physical processes, such as manufacturing, industrial machinery,
and critical infrastructure. Therefore, even though OT systems (i) may not have
many technical level controls, such as access control systems and cryptography,
and (ii) though they may not have much to no forensic and logging capability, these
features are all governed by regulatory decree. OT personnel are put in a cognitive
cage where regulatory compliance trumps security considerations when regulatory
edict is used instead of serious security functionality. Cognitively, OT employees
may confuse security with regulatory compliance, which is difficult to spot before
a significant preventable incident. Figure 2 shows some differences between IT and
OT regarding priority, risks, networks, and protocols [10].

3 Datasets for IT and OT Security in ICS

The selection of an appropriate dataset for training ML algorithms for intrusion
detection is of paramount importance. To assist researchers in better-selecting
datasets to train their ML algorithms based on their application environment,
i.e., IT and OT, we have categorized the existing significant intrusion detection
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Fig. 2. Differences Between IT and OT

datasets into IT and OT datasets. In this section, we first mention some differ-
ences between the IT dataset and the OT dataset. Then, we discuss the existing
important IT and OT datasets.

3.1 Comparison of IT Dataset and OT Dataset

The differences between IT and OT security datasets lie in the data collected,
the systems and environments they pertain to, and the specific cybersecurity
challenges they address. The most significant difference between IT and OT
cybersecurity datasets is the environment in which they operate to generate
data. OT cybersecurity safeguards industrial environments, typically involving
machinery, PLCs, and communication across industrial protocols. OT systems
do not run on regular operating systems, often lack traditional security tools, and
are usually programmed differently from conventional computers. Conversely, IT
cybersecurity protects common devices, such as networks, computers, keyboards,
printers, and smartphones. It secures everyday environments like servers using
standard solutions, such as antivirus and firewalls, as well as popular communi-
cation protocols like Hypertext Transfer Protocol (HTTP).

There are different purposes for IT and OT security based on what they
aim to achieve for organizations. The primary objective of OT cybersecurity
is to ensure the availability and safety of critical equipment and processes. It
maintains physical systems that require meticulous, ongoing control to pre-
vent significant financial damage caused by ceased production. IT cybersecurity
focuses more on confidentiality by helping organizations store and transmit data
securely.
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Another noteworthy difference between OT and IT datasets is the type of
security events they defend against. OT cybersecurity datasets are typically gen-
erated to put in place to prevent highly-destructive events. OT systems generally
have fewer entry points, yet the magnitude of a compromise is comparatively
greater-even a minor incident can result in vast financial losses and can affect an
entire nation through a power outage or water contamination. IT systems tend to
have more gateways and entry points due to the Internet, which a cybercriminal
can exploit, which means more security risks and vulnerabilities.

Although IT datasets and OT datasets have some differences, the cyber-
attack types of these two types of datasets are similar. There are four general
classes of attacks against the integrity, availability, confidentiality, access control,
authentication, and non-repudiation security aspects [11]. These attacks include
interruption attacks, interception attacks, modification attacks, and fabrication
attacks.

An interruption attack includes both hardware-based DoS attacks and
software-based DoS attacks [12]. DoS attacks and distributed DoS (DDoS)
attacks occur when an attacker hacks several machines (or zombies) and uses
up network resources. This overloads the target’s bandwidth and causes genuine
traffic to be slowed down or dropped. DoS attacks, for example, can result in
missed or delayed measurements from EPES devices that rely on real-time mea-
surement data. This leads to incomplete failure of network measurement devices,
erroneous forecasts of the transmission system status, and delayed response to
power system issues.

Information traveling over the network between devices is accessible to an
interception attack. These attacks may take two forms: passive and active. Packet
sniffing attacks are a type of interception attack. In which attackers can gain
access to the contents of the Phasor measurement unit (PMU) or smart meter
Transmission Control Protocol (TCP)/Internet Protocol (IP) packets that are
sent across the EPES network using software programs such as Wireshark [11].

Modification attacks use network security flaws to hijack, change, or con-
taminate a genuine process. Man-in-the-middle (MITM) attacks are one type
of modification attack. In MITM attacks, the attacker poses as the legitimate
target to both the legitimate client and server during the protocol session [11].

In fabrication attacks, the attacker forges an identity on the IT network
and uses it to send fake data that, if improperly verified, could be accepted by
other network devices. System spoofing is a type of fabrication attack. System
Spoofing: Data accuracy in the IT network is critical for efficient and reliable
operation. System spoofing injects fabricated (inaccurate) data into the control
centers.

3.2 IT Datasets

An IT dataset can be developed by collecting information from varied sources,
such as network traffic flows that contain information about the host, user behav-
ior, and system configurations [13]. This information is required to study various
network attack patterns and abnormal activity. The network activity is collected
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through a router or network switch. After collecting the incoming and outgoing
network traffic, network flow analysis is performed to study the traffic. Flow
analysis can be described as analyzing the network packet information such as
source IP address, destination IP address, source port number, destination port
number, and type of network services, to name a few. The network host delivers
the system configurations and user information that cannot be extracted from
the network flow analysis [14].

According to the categorization, some public IT datasets frequently used for
intrusion detection in ICS are:

CICIDS 2017. CICIDS 2017 [15], generated over a span of five days in an
emulated environment, encompasses network traffic presented in both packet-
based and bidirectional flow-based formats. The dataset comprises extensive
attributes, exceeding 80 for each flow, accompanied by supplementary metadata
concerning IP addresses and attack details. It encompasses a wide range of attack
types, including but not limited to SSH brute force, Heartbleed, botnet, DoS,
DDoS, web, and infiltration attacks.

CIC DOS. The CIC DoS datasetcite [16], sourced from the Canadian Insti-
tute for Cybersecurity, was developed with the aim of constructing an intrusion
detection dataset featuring application layer DoS attacks. To achieve this, the
researchers conducted eight distinct application layer DoS attacks. To generate
normal user behavior data, they merged the obtained traces with attack-free
traffic extracted from the ISCX 2012 dataset.

DARPA, KDD CUP, NSL-KDD. The DARPA 1998/99 datasets [17], widely
recognized as the primary datasets for intrusion detection, were crafted at the
MIT Lincoln Lab in an emulated network environment. Comprising packet-based
network traffic data, the DARPA 1998 dataset spans seven weeks, while the
DARPA 1999 dataset covers five weeks.

KDD CUP 99 [18], derived from the DARPA 98 dataset, ranks among
the most extensively employed datasets for intrusion detection purposes. This
dataset includes fundamental attributes concerning TCP connections and higher-
level features, such as the count of unsuccessful login attempts, though it omits
IP addresses.

NSL-KDD [2], an evolved dataset, was created as a response to duplicate
data concerns within KDD CUP. This dataset, stemming from the original KDD
cup99 dataset, was born after Tavallaee et al.’s analysis of the KDD training and
test sets, which unveiled duplicate network packets accounting for around 78

DDOS 2016. The DDOS 2016 dataset [19], constructed in 2016 through the
utilization of the NS2 network simulator, adopts a packet-based format. Unfor-
tunately, specific details regarding the simulated network environment remain
undisclosed. Within the DDoS 2016 dataset, attention is primarily directed
toward various categories of DDoS attacks. In addition to normal network traffic,
this dataset encompasses four distinct DDoS attack types: UDP flood, smurf,
HTTP flood, and SIDDOS.
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UNSW-NB 15. The UNSW-NB15 dataset, as outlined in [19], comprises both
regular and malicious network traffic, presented in a packet-based format. This
dataset was generated within a confined emulated environment over a period
of 31 h, utilizing the IXIA Perfect Storm tool. It encompasses a diverse array
of attack categories, including but not limited to backdoors, DoS (Denial of
Service), exploits, fuzzers, and worms, forming nine distinct attack families.
UNSW-NB15 comes equipped with predefined partitions for training and testing
purposes, with a total of 45 unique IP addresses included in the dataset.

Table 1. General Information of IT Datasets

Dataset Normal Traffic Attack Traffic Anonymity Count Duration Kind of Traffic

CIC DoS yes yes none 4.6 GB packets 1 day emulated

CICIDS 2017 yes yes none 3.1 M flows 5 days emulated

DARPA yes yes none n.s. 7.5 weeks emulated

DDoS 2016 yes yes yes 2.1 M packets n.s. synthetic

KDD Cup 99 yes yes none 5 M points none emulated

NSL-KDD yes yes none 150 K points n.s. emulated

UNSW-NB15 yes yes none 2 M points 31 h emulated

A detailed overview of IT data sets is shown in Table 1. According to Table 1,
general information on IT datasets, such as normal and attack data, the amount
of the datasets, and their kind of traffic, has been shown. Moreover, most datasets
have been generated in an emulated environment, and there are fewer datasets
with real network environments. The presence of specific attack scenarios is an
important aspect when searching for a network-based data set. According to [2],
which describes the specific attacks within IT datasets, DoS, DDoS, port scans,
and botnets are the most popular attacks used in the datasets to simulate an
abnormal situation in the network.

3.3 OT Datasets

This section discusses public OT datasets used in several surveys to detect
attacks by implementing different algorithms and methods. ICSs are one of
the most effective tools to prevent cyberattacks. The key components of the
ICS include SCADA, Human Machine Interface (HMI), PLC, Remote Terminal
Unit, and DCS. A SCADA system helps collect data from field sensors, enabling
us to control the system through HMI software [10]. OT monitors all industrial
systems, and ICS relates to the security of industrial systems. Thus, ICS datasets
are a type of subset of OT datasets.

Here are some public OT datasets used frequently for detecting algorithms
to compare them based on four categories that we will discuss in the next sub-
section.
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Morris et al. Datasets [3]. For their research on intrusion detection, Morris
et al. have made five separate datasets about the production of electricity, gas,
and water available. The Morris datasets can be used for ML in creating intru-
sion detection systems because they all provide labels in common. The Morris-1
dataset includes 37 scenarios for power system events that consider the number
of intelligent electronic device (IED) operations and typical and unusual occur-
rences in the testbed for power systems comprising generators, IEDs, breakers,
switches, and routers. The RS-232, or Ethernet interface in the gas pipeline
testbed, is connected in the Morris-2, Morris-3, and Morris-4 datasets to enable
Modbus protocol connection between the control device and the HMI. Every
dataset has network data information that has some header information removed.

SWaT [3]. The SWaT dataset encompasses sensor data, actuators, PLC
input/output (I/O) signals, and network traffic, which were recorded over a dura-
tion of four days during an assault scenario and seven days under regular opera-
tional conditions. It is worth noting that the SWaT datasets represent one of the
most extensive data collections within a substantial testbed. SWaT has meticu-
lously crafted a total of 36 attack scenarios, encompassing both field signals and
network traffic. Each attack scenario was meticulously designed by specifying
the targeted devices and physical points, with each attack being individually
structured. These attack scenarios are meticulously aligned with the operational
principles of the physical system. Furthermore, the datasets are well-suited for
monitoring research, as they are categorized into distinct segments based on the
physical layer and the network layer.

Lemay [3]. Lemay et al. have contributed a network traffic dataset focused on
covert channel command and control within the SCADA domain. For the cre-
ation of the testing environment, a SCADA network was established utilizing
the publicly available SCADA Sandbox tool. Additionally, two master terminal
units were implemented through SCADA BR. The dataset encompasses Mod-
bus/TCP communication, involving the connection of three controllers and four
field devices per controller.

Rodofile et a. Dataset [3]. It comprises two elevated reservoir tanks, six con-
sumer tanks, two raw water tanks, and a return tank. It contains chemical dosing
systems, booster pumps, valves, instrumentation, and analyzers. WADI is con-
trolled by 3 PLCs that operate over 100 network sensors. Moreover, the testbed
is equipped with a SCADA system. WADI consists of three main processes: (i)
P1 (Primary supply and analysis), (ii) P2 (Elevated reservoir with Domestic grid
and leak detection), and (iii) P3 (Return process). Its use cases are to show that
the detection mechanism applies to real-world ICS data and to see whether any
attack methodology is transferable from a scenario in which simulated data are
used to another scenario in which real data are used.

WADI [20]. The WADI testbed comprises a comprehensive facility encompass-
ing two elevated reservoir tanks, six consumer tanks, two raw water tanks, and
a return tank. Within this setup, you’ll find an array of essential components,
including chemical dosing systems, booster pumps, valves, instrumentation, and
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analyzers. The control of WADI is managed by three PLCs, each communicat-
ing with over 100 network sensors. Additionally, the testbed is equipped with a
SCADA system to facilitate monitoring and control. WADI’s operations revolve
around three primary processes: P1 (Primary supply and analysis), P2 (Elevated
reservoir with Domestic grid and leak detection), and P3 (Return process). The
primary objectives of this testbed are twofold: firstly, to demonstrate the appli-
cability of the detection mechanism in real-world ICS data, and secondly, to
explore the transferability of attack methodologies from scenarios involving sim-
ulated data to scenarios employing real data.

EPIC [21]. Data from the EPIC testbed encompasses eight distinct scenarios
during normal operation, each scenario spanning approximately 30 min. The
data collected includes sensor and actuator information, meticulously recorded
in an Excel spreadsheet, and network traffic data, which has been archived in
.pcap files. EPIC represents a power testbed that faithfully replicates a compact
real-world smart grid system, encompassing four essential stages: generation,
transmission, microgrid, and smart home. Each stage is under the control of its
dedicated PLC/controller. Additionally, communication channels are established
between the SCADA system, the DCS, the energy management system (EMS),
and each PLC/controller.

WUSTL [22]. This dataset encompasses network data derived from the Indus-
trial Internet of Things (IIoT) for the purpose of cybersecurity research. The pri-
mary objective of this testbed is to replicate real-world industrial systems with
maximum fidelity, enabling the execution of genuine cyber-attacks for research
purposes. A substantial volume of data, totaling 2.7 GB, was accumulated over
a period of approximately 53 h. Prior to its release, the dataset underwent thor-
ough preprocessing and cleaning procedures.

Here, we briefly compare the OT datasets. We compare datasets based on
their public information, data domain, and size of normal and attack data. Each
dataset is collected from its own experimental environment in a specific or com-
plex domain. To specify our analysis target, we limited our study to the ICS-
related datasets that can be accessed publicly. Table 2 describes the data domain
and size of the normal and attack of some of the datasets as an example.

Table 2. Data Domain and Dimensions of Normal and Attack of OT Datasets

Dataset Data Domain Num. of Normal Traffic (%) Num. of Attack Traffic (%)

Morris5 EMS 16,362(92.09) 1,405(7.91)

Lemay SCADA 395,298(87.86) 54,321(12.14)

Rodofile Mining Refinery 1,137,294(63.09) 665,463(36.91)
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4 Gaps in Developing ML-Based Algorithms
with Existing IT and OT Security Datasets for Diverse
Use Cases

Nowadays, the use of ML methods for intrusion detection in cybersecurity has
become increasingly important and effective. However, there is a gap between
choosing a dataset and using an appropriate method in terms of performance
indicators and use cases. This is the point that we will discuss in this section.

4.1 Performance Indicators

In this section, we first evaluated the detection time of various ML algorithms
on NSL-KDD and UNSBW-NB15 datasets to choose a suitable algorithm for
use cases from different collection environments. This is due to the varied detec-
tion time requirements imposed by diverse use cases originating from different
collection environments. Then, to illustrate the adverse impact of imbalanced
datasets on the intrusion detection performance of the algorithm, we evaluated
the intrusion detection performance of the CNN-LSTM algorithm on the original
imbalanced Morris Power and CICIDS 2017 datasets, as well as on the Morris
Power and CICIDS 2017 datasets that had been preprocessed to achieve balance.

Detection Time. The detection time of different ML algorithms on NSL-KDD
and UNSBW-NB15 datasets is shown in Table 3 [23]. According to Table 3, the
detection time of different algorithms in descending order is Support Vector
Machine (SVM), K-nearest Neighbors (KNN), Gradient Boosting Tree (GBT),
Logistic Regression (LG), and Gaussian Naive Bayes (GNB) on these two
datasets and the same algorithm has a longer detection time on UNSBW-NB15
dataset since UNSBW-NB15 dataset has more features than NSL-KDD dataset.
Therefore, these algorithms, except SVM, can be used for use cases in informa-
tion system environments that do not require short detection time. However,
GNB is an appropriate choice for use cases in operational system environments
with high real-time algorithm requirements [23].

Table 3. Detection Time Models Comparison on NSL-KDD and UNSBW-NB15
Datasets

Models Detection Time(s)

NSL-KDD UNSBW-NB15

Gradient Boosting Tree (GBT) 0.41 0.96

K-nearest Neighbors (KNN) 1.79 5.55

Logistic Regression (LG) 0.24 0.81

Gaussian Naive Bayes (GNB) 0.06 0.21

Support Vector Machine (SVM) 67.26 634.11
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Imbalanced Distribution of Data. To compare the intrusion detection
results of ML algorithms on imbalanced and balanced datasets, we first need
to process the imbalanced dataset into the balanced dataset. Therefore, we used
undersampling and oversampling techniques to process two common imbalanced
datasets, Morris Power and CICIDS 2017, into balanced datasets. Undersam-
pling is a technique for lowering the proportion of the majority class [24]. This
method is adopted when the number of elements belonging to the majority class
is rather high. Oversampling, on the other hand, increases the minority class’s
percentage by randomly reproducing it [24]. Table 4 shows the number of nor-
mal and attack data before and after implementing these two technologies on
Morris power and CICIDS 2017 datasets. It can be observed that after using
undersampling and oversampling techniques, the imbalance of the dataset has
been greatly alleviated.

Secondly, to evaluate the impact of imbalanced datasets on algorithm intru-
sion detection performance, We trained the CNN-LSTM algorithm on imbal-
anced Morris power, balanced Morris power obtained through undersampling,
and balanced Morris power obtained through oversampling datasets, and then
evaluated their F1-SCORE performance on the test set of the original Morris
Power dataset. We also used the same experimental method on the CICIDS 2017
dataset.

The experimental results are shown in Table 5. The authors of [24] used
the CNN-LSTM model to experiment with these balanced datasets. According
to that, the CNN-LSTM achieves higher F1-Score results on both undersampled
and oversampled balanced datasets compared to the original imbalanced dataset.
Specifically, when using the undersampling technique to train the CNN-LSTM
on the balanced Morris power dataset, compared to training on the original
imbalanced Morris power dataset, this F1-Score was improved by 8.03 on the
test set of the original Morris power dataset. Therefore, the dataset should be
well-balanced regarding the number of malicious data samples vs. benign traffic
samples to achieve adequate results when we use an ML method. However, [25]
suggests that resampling to full balance is generally not the optimal resampling
rate, at least when the test set is balanced. Furthermore, the optimal resam-
pling rate varies from domain to domain and resampling strategy to resampling
strategy.

Table 4. Data Distribution of Morris Power and CICIDS 2017 Datasets

Technique Morris power CICIDS 2017

Normal Attack Normal Attack

Unbalanced 15,471 38,583 625,757 218,251

Undersampling 15,471 19,338 291,001 218,251

Oversampling 32,425 38,583 625,757 457,547



On IT and OT Cybersecurity Datasets 49

Table 5. Intrusion Detection Results on Imbalanced and Balanced Morris Power and
CICIDS 2017 Datasets

Datasets Technique F1-Score

Morris Power Unbalanced 58.06

Undersampling 66.09

Oversampling 64.18

CICIDS2017 Unbalanced 98.44

Undersampling 99.34

Oversampling 99.46

4.2 Use Cases

Using the right dataset that results in better accuracy of results comes from
being aware of the complete use cases of each cybersecurity dataset. This is part
of the gap that we discussed before. Apart from discerning the categorization of
this dataset as either IT or OT, this section explains other essential features of
the datasets that can be considered when choosing the closest dataset to different
targets.

In order to select an appropriate dataset for training an ML algorithm to
achieve the desired intrusion detection performance, it is essential not only to
determine the system in which the algorithm will be employed, i.e., IT or OT, but
also to identify the specific communication layer that the algorithm is intended
to monitor for intrusion detection. This is crucial because cyber intrusions are
typically executed by exploiting vulnerabilities within a specific layer of commu-
nication. We also need to determine which specific protocols and attack types
of intrusions the algorithm needs to detect, as multiple protocols may also be
included in the same communication layer, and various attacks may also be
implemented based on a single protocol. Therefore, communication layers, pro-
tocols, and types of attacks on the datasets need to be considered to choose
the closest dataset to the researcher’s target. To help researchers select datasets
based on their goals, we have summarized communication layers, protocols, and
types of attack contained in the existing important datasets, and the results are
shown in Table 6.

5 How to Build and Use Datasets for Combined IT-OT
Security in ICS

In this section, we first discuss the limitations of existing important datasets and
then discuss how to establish an ideal dataset based on these essential features.

As shown in Table 6, we have shown the essential features that can determine
the applicable scenarios of existing important datasets. First, it can be found
that the collection environment of these datasets comes from a single system,
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Table 6. Essential Features Determining the Applicability Scenarios of Existing
Datasets

Datasets Systems OSI Layers Protocols Attack Types

CIC DoS IT Application HTTP DoS

CICIDS 2017 IT Transport Network TCP IP Brute Force DoS
DDoS Heartbleed
Web Infiltration
Botnet

DARPA IT Transport Network TCP IP DoS Privilege
escalation Probing

DDoS 2016 IT Application
Network

TCP UDP ICMP HTTP DDoS

KDD Cup 99 IT Transport Network TCP IP DoS Privilege
Escalation Probing

NSL-KDD IT Transpor Network TCP IP DoS Privilege
Escalation Probing

UNSW-NB15 IT Transport Network TCP IP Backdoors DoS
Exploits Fuzzers
Worms

Morris OT Application MODBUS Malicious Response
Injection DoS

Lemay OT Application MODBUS Exploits
Fingerprinting
Unauthorized
Command

SWAT OT Application Session
Network

CIP Ethernet IP False Data
Injection

Rodofile OT Application
Presentation
Session

S7Comm Reconnaissance

WuSTL OT Transport
Application

TCP IP Port scanner
Address scanner
Device
identification
Aggressive model
device Exploit

EPIC OT Data Link GOOSE MMS False Data
Injection

WADI OT Application Session
Network

CIP Ethernet IP HSPA False Data
Injection

i.e., IT or OT. Then, these datasets contain limited communication layers, pro-
tocols, and types of attacks. For example, algorithms trained on the CIS DOS
dataset can only be used to detect DoS attacks against the HTTP protocol at
the application layer on IT systems. Therefore, it is necessary to establish an
ideal dataset on which algorithms trained can detect as many different cyber
intrusions as possible on both IT and OT.
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According to the essential characteristics in Table 6, the ML algorithm devel-
oped can be applied in the IT system or the OT system based on the goal of
the method. We need enough data in both the normal and attack categories. To
do this, the researchers should capture necessary network packets from the host
and destination for flow analysis and dataset generation. Then, To record realis-
tic attack scenarios, the data collector should have a thorough understanding of
the network topology and how networking devices are configured in the testing
environment. Collecting all network packets is sometimes not essential. In some
cases, we only need to get particular traffic between hosts such as GOOSE or
packets that are transmitted to honeynets. Then, the dataset samples should be
mapped to various layers of the OSI layers to ensure that algorithms trained
on the ideal dataset can detect attacks against different OSI layers. In ML,
labels and annotations are essential for supervised learning. Each data point in
the dataset should have well-documented labels that specify the type of attack,
whether it is benign or malicious, and other pertinent details such as metadata.
Thus, labelling the dataset can be an efficient way to train the ML methods well.
Also, the data samples should include as many different protocols as possible,
as network intrusions may be based on various protocols. Finally, data samples
based on different protocols should also strive to include a wide variety of attack
types, ensuring that algorithms trained on the ideal dataset can detect different
types of attacks.

6 Conclusion

In this work, we classified cybersecurity datasets into two subsets, IT and OT
datasets, and investigated them. Then, we discussed the most applicable exist-
ing datasets in both subsets of IT and OT and explained their related features
and methods for their generation. In addition, we analyzed some popular ML
algorithms to assess their performance in detecting anomalies in two different
datasets and explore the impact of imbalanced data distribution on the per-
formance of these algorithms. In addition, we have summarized the essential
features of existing datasets that can assist researchers in choosing the closest
dataset to their target. Furthermore, we also introduce how to build an ideal
dataset based on these essential features.
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