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Abstract. Today’s social media sites should be able to spot fake profiles. Most
social media accounts (around 25%) are fake or managed by automated software.
Therefore, advanced models are required to detect and remove these fake profiles.
Anomalies in login, usage, and non-functional elements have inspired researchers
to construct pattern analysis models. This book expands on existing models using
temporal sentiment analysis to spot fake profiles in social networks with multiple
interface types. Massive datasets are gathered from social media platforms like
Twitter, Facebook, and others and used in the model. TSPs are derived from these
data sets using a unique ensemble sentiment analysis engine. Using Afinn, Glo Ve,
and Word2 Vec, the sentiment analysis engine labels statements as “positive,” “neg-
ative,” or “neutral.” These TSPs teach a 1D CNN to identify fake profiles with
high accuracy. The true-human behavioral theory influenced the model, which
predicts that false users’ periodic data will always converge. User perspectives
are accounted for in the model. Therefore, the model achieves a 5.9%, 4.5%, and
3.2% improvement over state-of-the-art techniques for identifying bogus profiles,
respectively. Multimodal social media interfaces benefit from this method.
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1 Introduction

Almost everyone today has a social media account. It’s a great way to brag about expen-
sive camera equipment, stalk your favorite stars, and stay in touch with your pals. We
can meet new people and expand our knowledge thanks to these channels. There are
negative aspects. Conflicts arise through social media. Twitter’s 145 million DAUs and
330 million MAUs pale compared to Facebook’s 500,000 DAUs and 6 SAUs added every
minute. Twitter’s constant updates include fresh news, itineraries, trending topics, and
hashtags. A user’s ability to like, remark, share, and respond is limited to 280 characters.
Despite the serious topics that tend to dominate social media conversations, rumors can
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potentially spread and amplify societal tensions. Significant issues include privacy inva-
sion, exploitation, cyberbullying, and fake news [1-3]. False information is an important
issue today. Artificial neural networks (ANNs) can distinguish between human, bot, and
cybernetic identities [4—-6]. Computers currently handle “cyborg” accounts despite their
human origin. These sham profiles spread hate speech and graphic images of abuse.
They could potentially affect public opinion by applying anti-vaccination theories. Fake
accounts plague Internet message boards. Fake accounts are used in spamming [7-9].
Cybercriminals are the ones who made these accounts. Concerns over identity theft
and data breaches have led researchers to develop methods for detecting fake accounts,
some of which are Collaborative Filtering (CF) [10] and C4.5 Decision Tree (CDT)
[12]. User’s personal information is sent to malicious third-party services when they
visit URLSs associated with these fake accounts. Fake accounts often impersonate legiti-
mate businesses or individuals, damaging credibility and influencing how many people
follow a profile.

2 Temporal Sentiment Analysis (TSMFPMSM) Model
for Multimodal Social Media Fake Profile Detection

Researchers have presented a wide range of pattern analysis algorithms after study-
ing methods for detecting fake profiles. These models estimate login, usage, and non-
functional aspects to identify unusual user activity. Based on these models, the temporal
sentiment analysis model can identify phony profiles on social media platforms that use
several input methods. The model’s operation is depicted in Fig. 1. As a first step, the
model gathers extensive statistics from numerous social media platforms. These data sets
will be used as the basis for further investigation. Temporal sentiment patterns (TSPs) are
produced by running the collected datasets through a novel ensemble sentiment anal-
ysis engine. This engine classifies words as “positive,” “negative,” or “neutral” using
a mixture of Afinn, GloVe, and Word2Vec. The obtained TSPs efficiently detect false
profiles by training a 1D Convolutional Neural Network (1D CNN). Periodic data sent
by false users always converge, according to the true-human behavioral theory, which is
incorporated into the suggested model. This theory applies to user feelings, for which it
is accurate. The first stage of the methodology is gathering ‘Fake’ and ‘Genuine’ social
media posts from various sources, including Twitter, Facebook, and others. Then, the
Afinn, GloVe, and Word2Vec models categorize the posts as positive, negative, or neu-
tral. The Afinn sentiment analyzer uses a pre-tagged vocabulary to determine how an
individual feels about a statement by comparing the words used. Word2Vec performs
a semantic analysis, considering contextual meaning and synonyms, before transform-
ing the words into vectors. The GloVe engine uses the training corpus to assign global
frequency aggregates to individual words.
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The sentiment analysis conducted by Afinn evaluates sentiments by assigning a final
sentiment score (Sout) ranging from —1 to 1, indicating negative, neutral, and positive

sentiments, respectively. The estimation of this score follows Eq. 1, which is presented
below.

N N
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Fig. 1. Proposed process for fake profile detection

Wi is the input word, Wp and Wn are the positive and negative words in the corpus,
and N is the number of terms used in the equation. Figure 2 depicts how the Word2Vec
model, also used for sentiment analysis, uses many constructors.
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Fig. 2. Word2Vec process of sentiment analysis

Word2Vec’s approach to sentiment analysis consists of many tools, such as a the-
saurus, a context generator, and a continuous bag of words (CBoW) engine. Key take-
aways can be gleaned from closely reading the document’s many sections. To get started,
the program harvests “action words” from existing sentences to generate a vocabulary.
The context builder receives this vocabulary and uses it to create word pairings to find
sets of words that go together. These variations are used by the CBoW engine and skip-
gram models to improve feature extraction performance. A two-layer neural network
processes these features to generate feelings from input word pairs. As a result of the
overall sentiment analysis, the model generates sentiment linked with each word pair
while considering the context.

The engine’s emotion classification performance is impressive, but training can take
time. With a few tweaks, GloVe uses a similar design. One-hot encoding is used to rep-
resent words in GloVe’s model, which requires more time in training and more frequent
splits between the training and testing sets. The number and quality of the training cor-
pus affect the GloVe model’s prediction accuracy. To further understand how one-hot
encoding works, the word embeddings generated for different input texts are graphically
represented below (Fig. 3).
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Following encoding, the values are fed into a neural network that, like Word2Vec,
operates on vector representations of words. Finally, the network’s sentiment scores
are tested across various data sets. Combining the results of these techniques yields
sentiment scores that are then used to generate a 1D temporal sentiment feature vector.
A 1D Convolutional Neural Network (CNN) model is then used to classify these vectors,
which helps detect fraudulent profiles. Figure 4 depicts the CNN model’s flow, with the
various layers and their sizes laid out for practical applications.

Convolutional layers, Max Pooling layers, and Dropout layers are all a part of the
suggested model for efficient feature extraction and the selection of richly diverse feature
sets. These layers are linked in a cascading fashion to improve feature enhancement, each
with its unique window and stride parameters. A SoftMax-based fully connected layer
is then used to categorize the enriched feature sets, allowing for the easier identification
of distinct profile kinds.

The model uses Eq. 2 to extract convolutional features, which helps improve and
expand sentiment feature sets.

z . m-+a
Creas = )., SV(i—a)x ReLU( 5 ) 2)
- 2

In Eq. 2, the variables m and a denote the sizes of the convolutional window and
stride, respectively. SV represents the sentiment vectors, while ReLU represents the
rectilinear unit used to activate these features. The extracted features are then passed
to a variance maximization layer. Equation 3 is utilized to estimate the variance of the
convolutional features, enabling the removal of features with lower variance levels.
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Fig. 4. Identification of fake profiles with 1D CNN Model

In Eq. 4, the variables x and Ds represent the feature value and the total samples
extracted by the convolutional layers, respectively. These features are classified using
feature-level weights (w) and biases (b), enabling the identification of different profile

types.

N
Cou = softMax (Z fi x wi + b,-) 4)
i=1

In Eq. 5, Nf represents the total number of features extracted by the preceding con-
volutional layers. By employing the customized 1D CNN model, the proposed technique
achieves high accuracy in identifying fake profiles. The performance of the proposed
model was evaluated on various sample sets and compared with standard models, which
will be discussed in the subsequent section of this text.

3 Result Analysis and Comparison

The suggested approach starts with collecting data from several social feeds, which is
subsequently processed by Afinn, GloVe, and Word2Vec models to isolate temporal
feature sets. Classifying these feature sets with a 1D CNN can quickly determine profile
kinds. The following datasets were used to assess the quality of this model:
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https://www.kaggle.com/datasets/free4everl/instagram-fake-spammer-genuine-acc
ounts.

Social Network Fake Account Dataset, which is available at https://www.kaggle.
com/datasets/bitandatom/social-network-fake-account-dataset

Our World Dataset, which is available at https://ieeexplore.ieee.org/document/945
8194

The combined datasets consisted of a total of 5,000 social media profiles. Among
these, 70% of the profiles were used for training, 10% for testing, and 20% for validation.
The performance of the proposed model was compared to that of ANN [S], CDT [12], and
DFB [16] as benchmarks to assess its efficiency compared to standard implementations.
Table 1 provides the accuracy (A) of fake profile detection about the total test entries
(TTE), illustrating the results obtained from this approach

Table 1. Fake profile identification for different data samples Estimated accuracy.

TTE A (%) A (%) A (%) A (%)
ANN [5] CDT [12] DFB [16] TSM FPM SM
250 85.52 84.77 89.00 93.25
500 86.15 85.43 89.65 93.89
750 86.61 85.90 90.13 94.35
1000 86.92 86.20 90.45 94.65
1250 87.12 86.42 90.67 94.86
1500 87.29 86.63 90.84 95.05
1875 87.45 86.86 91.00 95.23
2250 87.65 87.14 91.22 95.46
2500 87.88 87.44 91.45 95.71
3000 88.11 87.72 91.69 95.96
3750 88.36 88.00 91.94 96.25
5000 88.68 88.34 92.27 96.60

The evaluation and analysis, as shown in Fig. 5, demonstrate that the proposed model
achieved a significant improvement in fake profile detection accuracy compared to ANN
[5], with an increase of 8.3%. Furthermore, it outperformed CDT [12] by 8.5% and DFB
[16] by 3.9% in accuracy. These results highlight the model’s effectiveness across various
real-time use cases. The improved accuracy can be attributed to a high-efficiency 1D
CNN classifier trained to optimize classification performance for different data types.
Furthermore, Table 2 provides the precision values, which can be examined as follows.


https://www.kaggle.com/datasets/free4ever1/instagram-fake-spammer-genuine-accounts.
https://www.kaggle.com/datasets/bitandatom/social-network-fake-account-dataset
https://ieeexplore.ieee.org/document/9458194
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Fig. 5. Fake profile identification for different data samples Estimated accuracy

Table 2. Fake profile identification for different data samples Estimated precision

TTE P (%) P (%) P (%) P (%)
ANN [5] CDT [12] DFB [16] TSM FPM SM
250 81.63 80.91 84.95 89.00
500 82.23 81.55 85.58 89.62
750 82.67 81.99 86.03 90.06
1000 82.97 82.28 86.34 90.35
1250 83.16 82.49 86.54 90.55
1500 83.31 82.69 86.71 90.73
1875 83.48 82.90 86.87 90.91
2250 83.67 83.17 87.07 91.12
2500 83.89 83.46 87.29 91.36
3000 84.10 83.73 87.51 91.60
3750 84.34 84.00 87.76 91.87
5000 84.65 84.33 88.08 92.20

Based on the evaluation depicted in Figure 6, it is evident that the proposed model
exhibited a substantial improvement in precision for fake profile detection. Compared
to ANN [5], it achieved a 7.5% higher precision. Additionally, it outperformed CDT
[12] by 8.3% and DFB [16] by 4.5% in precision. These results emphasize the model’s
effectiveness across various real-time use cases. The enhanced precision is attributed to
the use of temporal sentiments and the high-efficiency 1D CNN classifier, which has
been trained to optimize precision performance for different data types. Furthermore,
Table 3 provides insights into the recall of the classification, which can be examined as
follows.
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Fig. 6. Fake profile identification for different data samples Estimated precision

Table 3. Fake profile identification for different data samples Estimated recall

NT R (%) R (%) R (%) R (%)
ANN [5] CDT[12] DFB [16] TSM FPM SM
250 83.02 82.29 86.40 90.51
500 83.63 82.93 87.03 91.14
750 84.08 83.38 87.49 91.58
1000 84.37 83.68 87.80 91.88
1250 84.57 83.89 88.01 92.09
1500 84.73 84.09 88.17 92.26
1875 84.89 84.31 88.34 92.45
2250 85.09 84.58 88.55 92.67
2500 85.30 84.88 88.77 92.91
3000 85.53 85.15 89.00 93.15
3750 85.77 85.42 89.25 93.43
5000 86.08 85.75 89.57 93.77

Figure 7 displays the estimated recall for fake profile identification across different
data samples. Based on the evaluation and analysis depicted in Figure 8, the proposed
model notably improves recall for fake profile detection. Compared to ANN [5], it
achieved a 6.5% higher recall. Similarly, it outperformed CDT [12] by 7.4% and DFB
[16] by 5.5% in the recall. These results underscore the model’s effectiveness in various
real-time use cases. The enhanced recall can be attributed to the utilization of temporal
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sentiments and the high-efficiency 1D CNN classifier, which has been trained to optimize
recall performance for different data types. Furthermore, Table 4 provides information
on the delay of classification, which can be examined as follows.
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Fig. 7. Fake profile identification of different data samples Estimated recall

Table 4. The estimated delay needed for fake profile identification under different data samples

NT D (ms) D (ms) D (ms) D (ms)
ANN [5] CDT [12] DFB [16] TSM FPM SM
250 168.76 167.27 175.70 149.63
500 170.00 168.58 176.92 150.59
750 170.90 169.49 177.85 151.30
1000 171.51 170.10 178.49 151.77
1250 171.91 170.53 178.90 152.11
1500 172.24 170.94 179.24 152.40
1875 172.56 171.39 179.57 152.71
2250 172.97 171.94 179.99 153.08
2500 173.41 172.54 180.46 153.47
3000 173.86 173.09 180.92 153.88
3750 174.35 173.64 181.42 154.35
5000 174.98 174.32 182.06 154.90

Figure 8 shows the evaluation results, which show that the suggested model sig-
nificantly reduces the identification delay for detecting bogus profiles. Its identification
delay was 10.5% lower than ANN’s [5]. In terms of identification latency, it also fared
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Fig. 8. Time required, on average, to spot a phony profile based on a variety of data sets

better than CDT [12] (9.5%) and DFB [16] (8.3%). These findings demonstrate the
model’s versatility for various high-velocity applications. Time savings result from using
temporal sentiments and a very effective 1D CNN classifier tuned to maximize speed
performance across a wide range of data types. This enhanced functionality makes the
suggested model suitable for real-time social media settings to identify false profiles.

4 Conclusion and Future Scope

Temporal feature sets from various social feeds are identified using Afinn, GloVe, and
Word2Vec models. A 1D CNN then classifies these feature sets to determine profile
categories efficientlyQ4. The proposed model’s accuracy was 8.3% higher than that
of ANN [5], 8.5% higher than that of CDT [12], and 3.9% higher than that of DFB
[16], making it suitable for real-time applications. One way to enhance accuracy is to
use a multi-purpose 1D convolutional neural network (CNN) classifier.The proposed
model had an accuracy of 7.5%, which was higher than ANN [5], CDT [12], and DFB
[16]. A high-efficiency, multi-input-type, one-dimensional convolutional neural network
classifier is used to increase the accuracy of temporal feelings. The proposed model
outperformed ANN [5], CDT [12], and DFB [16] in terms of recall in real-world settings
by 6, 5, and 5.5 percentage points, respectively. A high-efficiency 1D convolutional
neural network (CNN) classifier tuned for recall across data types improves recall when
applied to temporal feelings. The proposed model is suitable for high-speed use cases
because its identification latency is 10.5% shorter than ANN [5], 9.5% lower than CDT
[12], and 8.3% lower than DFB [16]. Reduce latency using temporal sentiment analysis
and a solid 1D CNN classifier tuned for speed performance across many data types.
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