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Abstract. In order to improve the monitoring ability of uncertain large data
stream, an uncertain large data flow monitoring algorithm based on artificial
intelligence is proposed. The collected uncertain big data flow is constructed by
low dimensional feature set, and the rough set model of uncertain large data
stream distribution is constructed. The fuzzy C-means clustering method is used
to analyze the uncertain big data flow by fusion clustering and adaptive grid
partition analysis. All the abnormal samples of large data stream are sampled
and trained, and the feature quantities of association rules of uncertain large data
stream are extracted. Combined with artificial intelligence method, the moni-
toring of uncertain large data stream is realized. The simulation results show that
the method has high accuracy and good ability to resist abnormal traffic inter-
ference, and the traffic security monitoring ability of the network is improved.
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1 Introduction

With the development of wireless sensor network communication technology, hetero-
geneous directed sensor network communication technology is used to design wireless
network to improve the wireless transmission ability of data. In the process of data
transmission in heterogeneous directed sensor network, higher requirements are put
forward for the stability of network traffic transmission [1]. The heterogeneous directed
sensor network communication is affected by the interference of the transmission
channel and the disturbance of inter-symbol characteristics in the data transmission,
which leads to the abnormal output of the network, so it is necessary to accurately
monitor the uncertain big data flow. Improve network secure transmission capacity. It
has great significance to study the abnormal traffic monitoring algorithm in order to
improve the security and stability of the network [2].

Combined with the category of uncertain large data stream, fuzzy clustering method
is used for traffic anomaly monitoring, and the monitoring of uncertain large data
stream of heterogeneous directed sensor is realized by data mining and feature
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extraction. The association rule feature of uncertain large data stream is extracted and
filtered by anti-interference algorithm [3]. In this paper, an uncertain large data stream
monitoring algorithm based on artificial intelligence is proposed. The fuzzy C-means
clustering method is used to analyze the uncertain big data flow by fusion clustering
and adaptive grid partition analysis. The feature extraction results of uncertain large
data streams are inputted into BP neural network classifiers for data classification.
Combined with big data fusion clustering method to realize uncertain big data flow
monitoring, finally, the simulation experiment is carried out, which shows the superior
performance of this method in improving the ability of network abnormal traffic
monitoring [4].

2 Distributed Database and Feature Set Construction
of Uncertain Large Data Flow

2.1 Construction of Uncertain Large Data Stream Distributed Database

To realize the monitoring of uncertain large data stream, the distributed large database
model of heterogeneous directed sensor networks is constructed by using fuzzy rough
clustering class method, and the nearest neighbor priority distributed information
mining method is used to mine the uncertain large data stream. The adaptive associ-
ation rule scheduling method is used for feature monitoring and information filtering of
uncertain large data stream, and the distributed large database model of abnormal traffic
in sensor network is constructed by combining correlation monitoring method [5]. The
data set is vector processed, and the frequent itemsets of uncertain large data streams
are calculated under the mode of uncertain frequent itemsets. The fusion analysis
method of expected frequent term (EFI) and probabilistic frequent term (PFI) is
adopted. The scheduling set function of uncertain large data stream is obtained as
follows:

Ri
dðtþ 1Þ ¼ minfRs;maxf0;Ri

dðtÞþ bðni � jNiðtÞjÞgg ð1Þ

NiðtÞ ¼ fj : jjxjðtÞ � xiðtÞjj\Ri
d ; liðtÞg ð2Þ

Wherein, xj tð Þ represents the average information entropy in the uncertain large
data stream distribution data set D, describes the sample subset in the I clustering
center, and lj tð Þ represents the sample set learned by the j generation in the process of
uncertain large data flow monitoring. The output label attributes of uncertain large data
streams in the i clustering center are calculated. The statistical characteristic quantity of
uncertain large data stream is analyzed by split information monitoring method, and the
clustering center Fðxi;AjðLÞÞ, i ¼ 1; 2; . . .;m, j ¼ 1; 2; . . .; k, which initializes the
classification of uncertain large data stream monitoring data, is used to extract the
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monitoring spectrum feature of uncertain large data stream [6]. The statistical char-
acteristics of uncertain large data flow monitoring are obtained as follows:
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The k uncertain large data stream monitoring impulse response function
½d1; d2; � � � ; dN � becomes dk by extracting the association rule information of uncertain
large data stream dikðtÞ:

dikðtÞ ¼ GðV ¼ k Ui;j HðtÞÞ ð5Þ

The method comprises the following steps of: carrying out fusion processing on the
acquired original uncertain large data stream information, and performing beam inte-
gration processing; and the sensing information fusion model of the uncertain large
data stream is expressed as follows:

xmðtÞ ¼
XI

i¼1

siðtÞejumi þ nmðtÞ; � pþ 1�m� p ð6Þ

The collected uncertain big data flow is constructed with low dimensional feature
set, and the rough set model of uncertain large data stream distribution is constructed to
improve the abnormal monitoring ability of traffic flow [7].

2.2 Sensing Information Fusion for Uncertain Large Data Flow
Monitoring

The adaptive regression analysis method is used to extract the statistical features of the
uncertain big data flow feature set. The number of uncertain large data stream acqui-
sition nodes is N ¼ n� ðm� 1Þs. The three-dimensional spectrum ri and power
spectral density ki of uncertain large data stream monitoring are calculated. The Lan-
gevin equation is used to describe the uncertain large data flow monitoring model as
follows:

dx
dt

¼ ax� bx2 þ sðtÞþCðtÞ ð7Þ
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The discrete sampling and sensing information fusion tracking and recognition of
the traffic sequence are carried out [8], and the abnormal statistical characteristic
quantity model is obtained as follows:

f xð Þ ¼ sgn z
Xl1
i¼1

aþ
i yiKðxi; xÞþ

Xl2
i¼1

a�i yiK xi; xð Þþ b

( )
ð8Þ

Combined with the method of scalar sequence analysis, the storage sample database
model of uncertain large data stream is obtained as follows:

AVGX ¼ 1
m� n

Xn
x¼1

Xm
y¼1

GXðx; yÞj j ð9Þ

Wherein m and n are the class number and the sampling node of the sampling
sample of the uncertain large data stream, and the m, n are the classification element of
the uncertain large data stream, and the frequency spectrum bandwidth of the uncertain
large data stream is obtained by using the mining method of the frequent item set to
obtain the frequency spectrum bandwidth of the uncertain large data stream:

sgnðz2RðkÞ � RMDMMA RÞ ¼ sgnðz2RðkÞ � ê2RðkÞÞ ð10Þ

sgnðz2I ðkÞ � RMDMMA IÞ ¼ sgnðz2I ðkÞ � ê2I ðkÞÞ ð11Þ

Wherein, ê2RðkÞ represents the observation sequence monitored by uncertain large
data stream, z2RðkÞ is the SNR of the original training set, z2I ðkÞ is the impulse response
function of fuzzy clustering, and ê2I ðkÞ is the output error of the data subset. According
to the above analysis, the sensing information fusion processing of network uncertainty
data flow monitoring is carried out by using association rule mining method [6].

3 Optimization of Uncertain Large Data Flow Monitoring
Algorithm

3.1 Feature Extraction of Uncertain Large Data Flow

Based on the rough set model of uncertain large data flow distribution, the optimal
design of network uncertain large data flow monitoring is carried out. in this paper, an
uncertain large data flow monitoring algorithm based on artificial intelligence is pro-
posed. Taking a small number of sample category data as the test set, the fuzzy
C-means clustering method is used to analyze the uncertain big data flow by fusion
clustering and adaptive grid partition analysis [7]. In the fuzzy C-means clustering
center, If the expected support degree of data element t in heterogeneous directed
sensor networks is greater than the threshold h, the attribute element monitored by
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uncertain large data stream is said to be a frequent term. The classification attribute
elements of all uncertain large data streams satisfy the following constraints:

esuptðDÞ[ h ð12Þ

The association characteristics of uncertain large data streams is described as:
FP Xij ;Pij ; ðsupk1ðDÞ; � � � ; supkf ðDÞÞ; ðTk1; � � � TkjÞ

� �
, where Xij is the nth data element

that appears in the first time of the uncertain large data stream arriving at the window at Tij
time, and Pij is the optimal probability of output optimization training. ðsupk1ðDÞ; � � � ;
supkf ðDÞÞ is a low dimensional feature set of uncertain large data streams. The correlation
beamforming method is used to monitor the uncertain large data stream of the network,
and the iterative formula of machine learning is obtained as follows:

xiO ¼ xiS þKdmax
i ðxiL � xiSÞ ð13Þ

Wherein, K ¼ 1= xiL � xiS
�� ��, the feature extraction results of uncertain large data

streams is input into BP neural network classifiers for data classification [9], and for the
calculation of suptðDÞ. The dynamic programming of uncertain large data flow mon-
itoring is carried out by using big data’s classified global search method [, and its
calculation formula is as follows:

Pt
i;j ¼

Pt
i�1;j�1 � pi þPt

i�1;j � ð1� piÞ ; vi ¼ t
Pt
i�1;j ; vi 6¼ t

�
ð14Þ

Wherein, pi is the probability that the distribution elements of association rules
appear in the abnormal decision region i, and K is the probability of the fuzzy clus-
tering region Pt

i;j of the t tuples in the former S heterogeneous nodes. Sampling training
of all abnormal samples of large data stream, extracting the feature quantity of asso-
ciation rules of uncertain large data stream, and the iterative formula of feature
extraction is expressed as follows:

ridðkþ 1Þ ¼ minfrS;maxf0; ridðkÞþ bðni � NiðkÞj jÞgg ð15Þ

Herein, b represents the association rule feature of uncertain large data stream, and
if the exception category element t satisfies the finite scheduling mode, it is called
probabilistic frequent term. X

x2PW ;CtðxÞ�minsup

P x½ �[ d ð16Þ

Wherein, d is an association rule set, which realizes feature extraction of uncertain
large data streams [10].
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3.2 Uncertain Large Data Flow Monitoring

The decision function of uncertain large data flow monitoring is obtained by using gray
scale quantitative feature analysis method:

UðxÞ ¼ � 1
2
ax2 þ 1

4
bx4 ð17Þ

In the above formula, the system parameters take the a ¼ 1, b ¼ 1, and the col-
lected original heterogeneous is subjected to fusion processing to the abnormal intru-
sion large data information of the sensor network, and the statistical information
analysis model of the uncertain large data flow monitoring is constructed, In this paper,
the fuzzy cluster analysis model for uncertain large data flow monitoring is described
by using the method of information fusion, and the fuzzy cluster analysis model is
described as follows:

xk ¼ vk
ek

� �
¼ xk � f ðxk�1Þ

yk � hðxkÞ
� �

ð18Þ

The ARMA model is used to represent the principal component characteristics of
uncertain large data streams, which are described as follows:

xn ¼ a0 þ
XMAR

i¼1

aixn�i þ
XMMA

j¼0

bjgn�j ð19Þ

The feature quantity of association rules of uncertain large data stream is extracted,
and the feature extraction results of uncertain large data stream are input into BP neural
network classifier for data classification, which is analyzed comprehensively to realize
the monitoring of uncertain large data stream. The monitoring steps are as follows:

Step 1. Learning coefficient of BP Neural Network for initializing uncertain large
data flow monitoring SWF ¼ null;D ¼ null;Pij ¼ 0; supkiðxÞ ¼ 0;
Step 2. for Xij , a fuzzy clustering center point is randomly found, and the center
points of all clusters monitored by uncertain large data streams are obtained.
Step 3. The statistical credential probability of abnormal network traffic monitoring
is calculated according to clustering cross: Pij ;
Step 4. If (current window is not full), fuzzy clustering method is used to recon-
struct abnormal features;
Step 5. Update the current window to reorganize the samples of uncertain large data
streams, and calculate the probability distribution value of abnormal categories.
supkiðxÞ;
Step 6. The fuzzy sample set of uncertain large data stream is calculated, and the
statistical characteristic quantity is obtained by combining the cumulative proba-

bility distribution method: Q ¼ PnumtðDÞ

i¼minsup
suptðDÞ;
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Step 7. if Q� d
Step 8. Adding uncertain large data flow samples of BP Learning to rough sets D;
Step 9. else
Step 10. Return frequent itemsets for uncertain large data streams D.

According to the above steps, the improved design of uncertain large data flow
monitoring algorithm is realized.

4 Analysis of Simulation Experiment

In order to test the application performance of this method in the implementation of
uncertain large data flow monitoring, the simulation experiment is carried out. The
experiment is designed by Matlab 7 and C. The number of traffic sampling nodes in
heterogeneous directed sensor networks is 200, the number of backbone nodes is 20,
the number of Sink nodes is 12, and the interval between sampling points in the
experiment is 5 min, uncertain large data stream injection mode is DDOS attack mode.
The duration of the attack is 20 min, and the traffic anomaly features are extracted from
6 sampling points. The maximum number of iterations is 500, and the network traffic
collection results are obtained from 2 to 20. The results are shown in Fig. 1.

The uncertainty big data flow collected in Fig. 1 is taken as the test sample to
monitor the uncertain big data flow, and the monitoring output is shown in Fig. 2.
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Fig. 1. Big data flow collection
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Figure 2 shows that the method can accurately locate the distributed frequency
domain points of uncertain large data streams, and the uncertain large data streams are
monitored at t = 1.04 s and t = 1.43 s, respectively. The accuracy of monitoring is
good. In order to test the anti-interference and monitoring effectiveness of this method,
the accuracy of monitoring uncertain large data stream is tested under different inter-
ference intensities. The results are shown in Table 1. With the increase of interference
SNR, the accuracy of monitoring uncertain large data streams is increasing. When the
interference intensity is 6 dB, this method can realize the integrity monitoring of
uncertain large data streams. However, the accuracy of traditional methods for moni-
toring uncertain large data streams is lower than that of traditional methods.

5 Conclusions

In this paper, an uncertain large data flow monitoring algorithm based on artificial
intelligence is proposed. The collected uncertain big data flow is constructed by low
dimensional feature set, and the rough set model of uncertain large data stream dis-
tribution is constructed. The fuzzy C-means clustering method is used to analyze the
uncertain big data flow by fusion clustering and adaptive grid partition analysis. All the
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Fig. 2. Uncertain large data stream monitoring output

Table 1. Comparison of the accuracy of different methods for monitoring large data streams (%)

Interference intensity/dB Proposed method Reference [4] Reference [5]

0 95.8 89.7 78.9
4 99.9 91.2 81.1
6 1 93.4 85.6
8 1 95.6 88.7
10 1 1 89.0
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abnormal samples of large data stream are sampled and trained, and the feature
quantities of association rules of uncertain large data stream are extracted. Combined
with artificial intelligence method, the monitoring of uncertain large data stream is
realized. The simulation results show that the method has high accuracy and good
ability to resist abnormal traffic interference, and the traffic security monitoring ability
of the network is improved. In the future, further research will be carried out on the
real-time monitoring.
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