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Abstract. At present, password authentication technology using single-
server architecture has been widely used in practice. However, it can-
not resist internal privilege attack, dictionary guessing attack, and other
attacks. To solve the above problems, this paper proposes an anonymous
and practical multi-factor authentication protocol for mobile devices
using two-server architecture with honeywords. The protocol is more
secure than the existing single-factor authentication protocols, and can
solve serious security problems such as internal privilege attack and direct
leakage of private data after the server is compromised using a single
server architecture. The strict security analysis proves that the protocol
is secure. Compared to similar protocols, our protocol needs lower com-
putation and communication costs, and can better meet the practical
application requirements.
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1 Introduction

With the rise of mobile application, people are increasingly inseparable from
mobile devices. Mobile devices are very useful in our life and become an indis-
pensable part of people. According to the survey, the number of mobile device
users in the world reached 6.8 billion in 2019 and is expected to rise to 7.33
billion by 2023 [1], which indicates that everyone in the world is using mobile
devices on average. Users can use mobile devices for mobile office, cloud pay-
ment, video chat, e-commerce, mobile banking, etc. Mobile communication has
penetrated into all aspects of social life.

However, due to the open characteristics of wireless network, although mobile
devices bring people convenient and quick experience, there are serious security
risks. For example, user privacy information leakage, mobile device loss or theft
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exposed sensitive information, the hazard of man-in-the-middle attack, etc [2].
Therefore, reliable authentication between the mobile user and the server is
essential. Moreover, anonymity in mobile communication and privacy protection
of mobile users are indispensable. At present, security authentication proto-
cols with privacy protection function have become the focus of many security
researchers.

In [3], an anonymous authentication scheme has been proposed for wireless
communication based on a smart card. However, as described in [4], this scheme
failed to provide backward security and perfect anonymity. Later, Mun et al. [5]
proposed a new global mobile network authentication scheme. Unfortunately,
Reddy et al. [6] pointed out that the scheme in [5] was prone to impersonation
attack, replay attack and internal privilege attack. To provide a location based
service, Memon et al. [7] designed an anonymous communication scheme. But,
Reddy et al. [8] found that the protocol still had some security flaws. In dis-
tributed systems, single-factor authentication and two-factor authentication are
difficult to resist dictionary attack. In [9], a provably secure three-factor scheme
has been proposed. Qiu et al. [10] found that the scheme in [9] cannot resist
user impersonation attack of key leakage and offline password guessing attack.
In addition, the current authentication schemes almost adopt the single-server
authentication mode, which have serious security risks and are vulnerable to
internal privilege attack and offline dictionary attack, and so on. This is one of
the important elements causing the endless security events.

To solve the above problems, we propose an anonymous and practical multi-
factor authentication protocol for mobile devices using two-server architecture
with honeywords. The protocol uses password, smart card and biometric for iden-
tity authentication. Only when the password and biometric factor are correct,
the smart card can be activated for identity authentication. It has higher security
than single factor and two factors. At the same time, we use a two-server archi-
tecture to solve the serious security problems such as internal privilege attacks
on a single server and direct leakage of private data after a single server is com-
promised. Our protocol is demonstrated to be secure under the random oracle
model. The performance analysis proves that our proposed scheme is practical
and efficient in mobile communication environment.

2 Related Work

Li et al. [11] proposed a user authentication scheme based on biometrics and
smart cards. But, Das et al. [12] found that the scheme in [11] has defects in the
login and authentication phase, password update phase, and the use of hash func-
tion to verify biometric technology. To address these defects, they designed a new
scheme, which has good performances such as freely changeable password, low
computation cost, and mutual authentication. But then An et al. [13] found that
the scheme in [12] cannot resist some security attacks, including impersonation
attack, dictionary guessing attack, insider attack, and designed a new scheme.
Cao et al. [14] found that the scheme in [13] is prone to replay attack, user mas-
querading attack and does not guarantee anonymity. They added anonymity to



50 H. Cao and Y. Xie

the improved scheme and claimed that the scheme can resist many attacks. Park
et al. [15] found that the scheme in [14] can not resist dictionary guessing attack
and server impersonation attack. Then, they designed a new scheme. However,
the scheme was later found to have many security problems.

Tan et al. [16] proposed a three-factor authentication scheme for user
anonymity in the medical system. Unfortunately, Arshad et al. [17] found that
the scheme in [16] could not resist replay attack, they designed a new scheme
to solve this defect. Lu et al. [18] found that the scheme in [17] could not resist
offline dictionary guessing attack and user impersonation attack. Then, they pro-
posed a new scheme. Amin et al. [19] found that Arshad et al.’s scheme could not
resist identity trace attack, impersonation attack and designed a new scheme.
Wazid et al. [20] found that the scheme in [19] could not resist internal privi-
lege attack, and proposed an efficient three-factor user authentication and key
agreement scheme. However, it can be found that the scheme does not achieve
true three-factor security.

3 Background

3.1 Fuzzy Extractor

In order to extract secure cryptographic key from biometric information, the
fuzzy extractor is proposed [21]. The fuzzy extractor has generation algorithm
and regeneration algorithm, described as follows: (1) 〈σ, θ〉 = Gen (BIO). This
is the generation algorithm, the fuzzy extractor inputs BIO based on biomet-
ric to generate a uniformly random string σ and an auxiliary string θ. (2)
σ = Rep (BIO′, θ). This is the regeneration algorithm because there are small
deviations when sampling the same biometric BIO′ (e.g., fingerprints) from the
same person at different times. If dis (BIO′, BIO) ≤ t (t is a parameter), that
is, BIO′ and BIO are fairly close to each other, the fuzzy extractor can recover
σ by entering BIO′ and the public auxiliary string θ.

4 System Model

Our system model is shown in Fig. 1, there are three types of entities involved
in our system, namely the user (Ui), the primary server (ServerA) and the
secondary server (ServerB) in the two-server model. In the registration stage,
the user Ui divides his secret value into two parts, and sends his personal data
and part of the secret value to the two servers respectively for registration.
Each server has only part of the secret value, and ServerA securely sends a
smart card with some parameters to Ui. Ui inserts the smart card into the card
reader. Then, Ui inputs identity IDi, password PWi and biometric BIO∗

i to
authenticates with the two servers. Finally, ServerA and Ui generate session key
for subsequent secure communication.
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User: Ui can send a login request to the system. After the system passes the
authentication, the login is successful. Before logging in, Ui should register on
the two servers respectively, which enables the server to verify the request sent
by Ui.

Server: primary server ServerA and secondary server ServerB . ServerB per-
forms the auxiliary calculation, and then ServerA verifies whether the login
request of Ui is legitimate. The servers cannot obtain any valid user information
except the ciphertext.

Fig. 1. System model.

5 Our Proposed Protocol

To simplify the following description, we give some notations: ⊕ indicates XOR
and ‖ indicates string concatenation.

5.1 System Initialization Phase

G represents a cyclic group whose generator is g, and q is prime order. h (·),
h0 (·) are hash functions with ranges {0, 1}l (l denotes output length of hash
function).

5.2 Registration Phase

The Ui will register separately on two designated servers through a secure chan-
nel.

Step 1: Ui selects an identity IDi and a password PWi, Ui inputs biometric
BIOi and uses Gen (·) function to generate secret key σi and public parameter
θi, where 〈σi, θi〉 = Gen (BIOi). Ui randomly generates an integer 24 ≤ n0 ≤
28 and calculates αi = h (h (IDi ‖σi ) mod n0). Ui generates random numbers
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x1 ∈ Z∗
q , βi ∈ Z∗

q and calculates x2 to satisfy αiβi ← x1x2 (modq). Then, Ui

sends {IDi, x1} to the ServerA using a secure communication channel. Similarly,
sending {IDi, x2} to the ServerB using a secure communication channel.

Step 2: After getting {IDi, x1}, ServerA generates the private and pub-
lic keys (sk1, PK1), PK1 = gsk1 , where sk1 ∈ Z∗

q . ServerA chooses a ran-
dom integer ei ∈ Z∗

q and calculates Ai = h (IDi ‖sk1 ‖ei ). ServerA stores
{IDi, x1, ei,Honey List = 0} in its database, issues a smart card SCi to Ui,
where SCi = {Ai, h(·)}.

Step 3: Upon getting {IDi, x2} from Ui, ServerB generates the private and
public keys (sk2, PK2), PK2 = gsk2 , where sk2 ∈ Z∗

q . ServerB stores {IDi, x2}
in its database.

Step 4: Upon getting SCi = {Ai, h(·)} from ServerA, Ui calculates Bi =
h ((h (IDi) ⊕ αi ⊕ h (PWi)) mod n0) and A∗

i = Ai ⊕Bi ⊕σi. Finally, Ui replaces
Ai with A∗

i in SCi, and SCi contains parameters: SCi = {A∗
i , Bi, θi, βi, n0, h (·) ,

h0 (·) , Gen (·) , Rep (·)}.

Remark 1. Generally, the contents of Honey List are made up of all the hon-
eywords that the attacker has tried, which look like real passwords but are
not [22]. In our paper, all the honeywords A′

i that the attacker has tried are in the
Honey List. These honeywords look like real parameters Ai = h (IDi ‖sk1 ‖ei )
but are not.

5.3 Login and Authentication Phase

The registered Ui can make a login request, and the two server cooperate to
verify whether the login request is valid.

Step 1: Ui inserts SCi into the card reader. Then, Ui inputs identity IDi,
password PWi and biometric BIO∗

i . SCi computes σi = Rep (BIO∗
i , θi), αi =

h (h (IDi ‖σi ) mod n0) and verifies Bi
?=h ((h (IDi) ⊕ αi ⊕ h (PWi)) mod n0). If

verification fails, SCi refuses the login request. If successful, SCi calculates
Ai = A∗

i ⊕ Bi ⊕ σi. Then, SCi generates a random integer ri ∈ Z∗
q and cur-

rent timestamp TS1. SCi calculates R0 = gri (modq), C0 = IDi ⊕ h (PKri
1 ),

C1 = Ai ⊕ h (IDi ‖TS1 ) ,C2 = h(IDi ‖Ai ‖C1 ‖R0 ‖TS1 ). Finally, SCi sends
{R0, C0, C1, C2, TS1} to ServerA.

Step 2: After obtaining the message {R0, C0, C1, C2, TS1}, ServerA judges
|TS1 − TS∗

1 | ≤ ΔT?, where TS∗
1 indicates the time when the message was

received and ΔT indicates the maximum transmission delay. If the verifica-
tion is successful, ServerA calculates ID′

i = C0 ⊕ h
(
Rsk1

0

)
. Then, ServerA

searches {IDi, x1, ei,Honey List} in its database. If ID′
i (ID′

i is used to dis-
tinguish between the ID stored in the database and the ID′ calculated by the
server) is not found, the authentication process is stopped. Otherwise, ServerA

computes A′
i = C1 ⊕ h (IDi ‖TS1 ), Ai = h (IDi ‖sk1 ‖ei ) and judges whether

the derived A′
i equals the computed Ai. If not, ServerA learns that the smart

card of Ui has been corrupted and the real password was not obtained by the
adversary. Therefore, ServerA adds A′

i to Honey List and ignores the login
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request. In addition, if |Honey List| ≥ S0, where S0 represents a threshold,
ServerA pauses using the smart card. If they are equal, ServerA checks whether
C2

?=h(IDi ‖Ai ‖C1 ‖R0 ‖TS1 ). If it does not match, the authentication process
is stopped. Otherwise, ServerA generates current timestamp TS2 and computes
R1 = Rx1

0 (modq), C3 = R1 ⊕ h0

(
PKsk1

2

)
, C4 = IDi ⊕ h

(
PKsk1

2 ‖TS2

)
, C5 =

h (IDi ‖C4 ‖R1 ‖TS2 ). Finally, ServerA sends {C3, C4, C5, TS2} to ServerB .
Step 3: After receiving {C3, C4, C5, TS2}, ServerB checks the condition

|TS2 − TS∗
2 | ≤ ΔT?. If the verification is successful, ServerB computes ID′

i =
C4 ⊕ h

(
PKsk2

1 ‖TS2

)
. Then, ServerB searches {IDi, x2} in its database. If

ID′
i (ID′

i is used to distinguish between the ID stored in the database and
the ID′ calculated by the server) is not found, the authentication process is
terminated. Otherwise, ServerB computes R1 = C3 ⊕ h0

(
PKsk2

1

)
and checks

whether C5
?= h (IDi ‖C4 ‖R1 ‖TS2 ). If it does not match, the session is ter-

minated. Otherwise, ServerB generates current timestamp TS3 and computes
R2 = Rx2

1 (modq), C6 = R2 ⊕ h0

(
PKsk2

1

)
, C7 = h (IDi ‖R2 ‖TS3 ). Finally,

ServerB sends {C6, C7, TS3} to ServerA.
Step 4: After receiving the message {C6, C7, TS3}, ServerA checks the condi-

tion |TS3 − TS∗
3 | ≤ ΔT?. If the verification holds, ServerA computes R2 = C6⊕

h0

(
PKsk1

2

)
and judges whether C7

?=h (IDi ‖R2 ‖TS3 ). If the match fails, the
session is terminated. Otherwise, ServerA generates current timestamp TS4 and
calculates SKs = h(IDi ‖Ai

∥∥∥Rsk1
0 ‖R2 ), C8 = h(IDi ‖Ai ‖R2 ‖SKs ‖TS4 ).

Finally, ServerA sends {C8, TS4} to Ui.
Step 5: Upon getting the message {C8, TS4}, Ui judges |TS4 − TS∗

4 | ≤ ΔT?.
If the verification is successful, SCi continues to compute R2 = Rαiβi

0 (modq),

SKu = h(IDi ‖Ai ‖PKri
1 ‖R2 ) and checks C8

?=h(IDi ‖Ai ‖R2 ‖SKu ‖TS4 ). If
it does not match, the session is terminated. Otherwise, both SCi and ServerA

generate the common session key SK = SKu = SKs.

5.4 Password and Biometric Update Phase

This phase provides user password and biometric update functionality. This pro-
cess is performed locally and does not require communication with the servers.

Step 1: Ui inserts SCi into the card reader. Then, Ui provides IDi, old
PWi and current biometric BIO∗

i . SCi calculates σi = Rep (BIO∗
i , θi), αi =

h (h (IDi ‖σi ) mod n0) and judges Bi
?= h ((h (IDi) ⊕ αi ⊕ h (PWi)) mod n0).

SCi refuses this update request if the match fails. Otherwise, SCi requires Ui to
supply new password and input new biometric.

Step 2: Ui inputs a new PWnew
i and a new BIOnew

i . Then, SCi generates
a random integer 24 ≤ n′

0 ≤ 28 and calculates 〈σnew
i , θnew

i 〉 = Gen (BIOnew
i ),

αnew
i = h (h (IDi ‖σnew

i ) mod n′
0). SCi computes βnew

i ∈ Z∗
q to satisfy αnew

i βnew
i

= αiβi, Bnew
i = h ((h (IDi) ⊕ αnew

i ⊕ h (PWnew
i )) mod n′

0), A∗new
i = A∗

i ⊕ Bi ⊕
σi ⊕ Bnew

i ⊕ σnew
i .
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Step 3: Finally, SCi replaces {A∗
i , Bi, θi, βi, n0} with {A∗new

i , Bnew
i , θnew

i ,
βnew

i , n′
0}.

5.5 Smart Card Revocation Phase

If a legitimate Ui lost SCi, Ui can apply for a new smart card SCnew
i . The

specific process is as follows:
Step 1: Ui uses the original IDi, and selects a new PW ′

i . Ui inputs biomet-
ric BIO′

i and computes
〈
σ′

i, θi
′〉 = Gen

(
BIOi

′). Ui generates a random number
24 ≤ n′

0 ≤ 28 and computes α′
i = h (h (IDi ‖σi

′ ) mod n0
′). Ui generates random

numbers x1
′ ∈ Z∗

q , βi
′ ∈ Z∗

q and computes x′
2 to satisfy α′

iβ
′
i ← x′

1x
′
2 (modq).

Then, Ui sends {IDi, x
′
1} to the ServerA using a secure channel. Similarly, send-

ing {IDi, x
′
2} to the ServerB using a secure channel.

Step 2: Upon getting {IDi, x
′
1} from Ui, ServerA generates the private

and public keys (sk1, PK1), PK1 = gsk1 , where sk1 ∈ Z∗
q . ServerA chooses

a random value e′
i ∈ Z∗

q and calculates A′
i = h (IDi ‖sk1 ‖e′

i ). ServerA stores
{IDi, x

′
1, e

′
i,Honey List = 0}, issues a new SCnew

i = {A′
i, h(·)} to Ui.

Step 3: Upon getting {IDi, x
′
2} from Ui, ServerB generates the private and

public keys (sk2, PK2), PK2 = gsk2 , where sk2 ∈ Z∗
q . ServerB stores {IDi, x

′
2}

in its database.
Step 4: After receiving SCnew

i from ServerA, the user Ui computes B′
i =

h
((

h (IDi) ⊕ α′
i ⊕ h

(
PWi

′)) mod n0
′) and A∗

i
′ = Ai

′ ⊕ B′
i ⊕ σi

′. Then, Ui

replaces Ai
′ with A∗

i
′ in SCnew

i . Finally, SCi
new = {A∗

i
′, Bi

′, θi
′, βi

′, n0
′, h (·) ,

h0 (·) , Gen (·) , Rep (·)}.

6 Security Analysis

6.1 Security Model

We propose a formal security model under the assumption of CDHP, which is
mainly inspired by the model for AKE [23,24].

Participants and Initialization. Our scheme involves three participants: Ui,
ServerA, ServerB . We define the i-th instance of Ui as U i, the j-th instance of
ServerA as Sj

A, and the k-th instance of ServerB as Sk
B . We define P i as the

i-th instance of a participant. Each user Ui selects a password PWUi
from the

dictionary D.

Queries. Through oracle queries, the adversary A interacts with the simulator
C. Oracle queries simulate A’s ability in true attacks. A can use the following
query types:

– Execute
(
U i, Sj

A, Sk
B

)
: We use the query to simulate A’s passive eavesdrop-

ping attack. A can run this query to obtain the messages interchange among
the three participants U i, Sj

A and Sk
B .

– Send
(
P i,M

)
: The active attack of A will be simulated by using the query.

A simulates a participant sending message M to P i and gets the response
from P i.
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– Reveal
(
P i

)
: We use this query to simulate a known session key attack. If the

instance P i accepts the session, the session key SK held by P i is returned.
Otherwise, the response is NULL.

– Corrupt
(
U i, a

)
: We use this query to simulate the corruption ability of A.

If a = 1, then PW of Ui is displayed; if a = 2, then it reveals all parameters
stored in the smart card.

– Corrupt
(
Sj

A/Sk
B , a

)
: The private key of server is displayed if a = 1. The

account {IDi, x2} is printed if a = 2.
– DDHP : The decision DHP oracle is to check

(
ga, gb

)
? = gab, only C can

query the oracle once in one session.
– Test

(
P i

)
: This query will not simulate any actual functionality of A. It can

define semantic security. If P i accepts, flip a coin b. If b = 1, the real SK
is sent to A. Otherwise, A will be given a random value (the length is the
same as SK). Whether the key is real or random is something that A must
determine.

Partner. Two instances U i and Sj
A are partners of each other if they meet the

following conditions: (1) U i and Sj
A are accepted (this indicates that SK has

been negotiated). (2) The same session identification sid is shared between U i

and Sj
A. (3) U i’s partner identifier pid is Sj

A and vice versa.

Freshness. If the instance is fresh, the following three conditions need to be
met: (1) P has calculated an accepted SK. (2) The Reveal queries are not made
by P and its partner. (3) P is asked the Corrupt queries at most only once.

Semantic security of session key. A needs to distinguish between a real SK
and a random key. A can make several Test queries for some fresh instances. b′ is
the guessed bit for bit b selected for the Test query. If the condition b′ = b is met,
A wins the game, which is expressed as Succ. For protocol P , the advantage of
A for destroying its semantic security is:

AdvAKA
P (A) = |2Pr [Succ (A)] − 1| = |2Pr [b′ = b] − 1| . (1)

6.2 Security Proof

Theorem 1. For protocol P , it is assumed that A breaches the semantic secu-
rity within a bounded time t in the random oracle, D is a uniformly distributed
dictionary, and the size of D is |D|. Suppose that A asks less than qs times ses-
sions, qd times Send queries, qe times Execute queries and qh times Hash oracle
queries. Then,

AdvAKA
P (A) ≤ q2h

2l+2
+

(qd + qe)
2

2q
+ 4

qd

2l
+

qd

|D|+

q2sqhAdvDLP
G (t) + qsqhAdvCDH

G (t + (qd + qe) te) .

(2)

where te represents the computation time of exponentiation in G.
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Proof. Suppose that A breaches the semantic security of P , C can solve CDHP
problem. The proof consists of sequence of games. For each Gamei, we assume
that A correctly guesses b is an event Succi. AskParan represents A calculating
Ai by Hash queries with (IDi ‖sk1 ‖ei ). AskHn represents A calculating Ai by
Hash queries with (Di ‖Ai ‖R2 ‖SKs ‖TS4 ) .

Game0: This game corresponds to a true attack without any restrictions,
where Succ0 = {b′ = b}. Thus,

AdvAKA
P (A) ≤ |2Pr [Succ0] − 1| . (3)

Game1: C simulates a random oracle h in this game, a hash list Listh = (i, j, k) is
generated (it is empty at the beginning.). When A runs a query j, if the request
has been asked before, it will give the answer k from the list Listh. Otherwise, C
chooses j∈n(0, 1)l and returns the answer j, while adding the new record (i, j, k)
to Listh, where i stands for the query time, j stands for the content set, and k
stands for the corresponding answer set.

Compared to Game0, C sets a relevant record in Game1, so this game is
completely indistinguishable from the true game. Thus,

|Pr [Succ1] − Pr [Succ0]| = 0. (4)

Game2: This game simulates all queries, just like in the Game1. If a collision
occurs, all simulations will be aborted. The probability of collision on the output
of hash queries is at most q2

h

2l+1 . The probability of collision on the exchanged
messages {R0, C0, C1, C2, TS1}, {C3, C4, C5, TS2}, {C6, C7, TS3} and {C8, TS4}
is at most (qd+qe)

2q

2
. On the basis of the birthday paradox, we can get,

|Pr [Succ2] − Pr [Succ1]| ≤ q2h
2l+1

+
(qd + qe)

2q

2

. (5)

Game3: Without random oracle query, the execution are halted if A correctly
guesses the authentication elements C2, C5, C7, C8. The game is indistinguishable
from Game2, except that the instance refuses to use the correct authentication
elements. Hence,

|Pr [Succ3] − Pr [Succ2]| ≤ qd

2l
. (6)

Game4: If A guessed Ai without the Hash query and successfully spoofed Ui or
servers, then execution will pause. Therefore, we can get,

|Pr [Succ4] − Pr [Succ3]| ≤ qd

2l
. (7)

Game5: The executions are finished if A calculates the secret value Ai by
Hash queries with (IDi ‖sk1 ‖ei ). Game5 and Game4 are indistinguishable if
AskPara5 does not occur. Therefore,

|Pr [Succ5] − Pr [Succ4]| ≤ Pr [AskPara5] (8)
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From security model, A can query both
Corrupt

(
U i, a

)
and Corrupt

(
Sj

A/Sk
B , a

)
. Therefore, we obtain the following

conclusions.

Pr [AskPara5] =
Pr [AskPara5WithCorrupt (Ui, 1)]
+Pr [AskPara5WithCorrupt (Ui, 2)]
+Pr

[
AskPara5WithCorrupt

(
Sj

A/Sk
B , 1

)]

+Pr
[
AskPara5WithCorrupt

(
Sj

A/Sk
B , 2

)]

= Pr [∗ ‖PWi ] + Pr [σi ‖∗i ] + Pr [IDi ‖∗ ‖PWi ] + Pr [IDi ‖∗ ‖sk1 ]
≤ qd

2l
+ qd

|D| + qd
2l

+ q2sqhAdvDLP
G (t) = 2 qd

2l
+ qd

|D| + q2sqhAdvDLP
G (t)

(9)

Game6: The execution are halted if A calculates the values (C2, C5, C7, C8, SK).
If AskH6 occurs, A queries the hash function with (IDi ‖Ai

∥∥∥Rsk1
0 ‖R2 ), where

CDHP (R0, PK1) = Rsk1
0 . C selects a session as the test session and adds the

CDHP parameter, C can solve the CDHP.
In a non-test session, A makes a Hash query with (C2, C5, C7, C8). C receives

such a query will check the list Listh. If the request was asked before, it will give
the same answer. DDHP oracle to check (R0, PK1)? = Rsk1

0 . If it is not equal,
NULL is returned, otherwise a random value to A is returned, due to C does not
know ri and sk1 in (C2, C5, C7, C8).

In a test session, C randomly selects gx and gy, lets R0 = gx, PK1 = gy. A
makes a Hash query with (IDi ‖Ai ‖gxy ‖R2 ), where gxy = CDHP (R0, PK1).
This game is no different from the previous one if AskH6 does not occur. There-
fore,

|Pr [Succ6] − Pr [Succ5]| ≤ Pr [AskH6] . (10)

where, Pr [AskH6] ≤ qsqhAdvCDH
G (t + (qd + qe)te), Pr [Succ6] = 1

2 .
Finally, We can conclude that,

AdvAKA
P (A) = 2Pr [Succ0] − 1

= 2Pr [Succ6] − 1 + 2 (Pr [Succ0] − Pr [Succ6])
≤ 2{|Pr [Succ1] − Pr [Succ0]| + |Pr [Succ2] − Pr [Succ1]|
+ |Pr [Succ3] − Pr [Succ2]| + |Pr [Succ4] − Pr [Succ3]|
+ |Pr [Succ5] − Pr [Succ4]| + |Pr [Succ6] − Pr [Succ5]|}
≤ q2

h

2l+1 + (qd+qe)
2

2q + 4 qd
2l

+ qd
|D| + q2sqhAdvDLP

G (t)
+qsqhAdvCDH

G (t + (qd + qe) te) .

(11)

��

7 Performance Analysis

We analyze the security features, computation costs and the communication
costs of our scheme and several related schemes. For a fair comparison, we choose
several authentication protocols with two-server architecture.
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7.1 Security Feature

Table 1 shows the comparison between the security features of our scheme and
the four related schemes [25–28]. We define SF1, SF2, SF3, SF4, SF5, SF6,
SF7 and SF8 are user anonymity, forward secrecy, offline password guessing
attack, freely password update, insider attack, key agreement, online password
guessing attack and formal security proof, respectively. Where, �indicates that
the scheme meets relevant security requirements. × indicates that the scheme
does not meet the security requirements. From Table 1, it can be see that our
scheme meets all the security requirements.

Table 1. Security features comparison.

Schemes SF1 SF2 SF3 SF4 SF5 SF6 SF7 SF8

Kumari et al. [25] × � � × � � × �
Yi et al. [26] × × � × × � � �
Jin et al. [27] × × � × × � × ×
Zhang et al. [28] × � × × � � × �
Our � � � � � � � �

7.2 Computation Cost

The various notations and the running times of the existing experiments [29,
30] are shown in Table 2. The experimental equipment is a four-core 3.2 GHz
machine with 8 GB memory. We ignore lightweight operations. Table 3 shows
the comparison of client and server computation costs between our scheme and
other schemes in the login and authentication phase.

In our scheme, the computation cost is 295.1 millliseconds. In [25–28], the
computation costs of their schemes are 390.88, 768.16, 473.14, 472.8 milllisec-
onds, respectively. Through the above results, our computation cost is much
lower compared to similar schemes, which proves the absolute computational
advantage of our two-server scheme.

Table 2. The execution time of related operations..

Notation Operations Time(in seconds)

Te Exponentiation operation 0.0192

Tm Modular multiplication operation 0.00088

Th Regular hash operation 0.00032

Tf Biometric-fuzzy extractor operation 0.0171
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Table 3. Computation costs comparison.

Protocols Client Server Total cost

Kumari et al. [25] 3Te + 3Th 17Te + 2Th + 6Tm 20Te + 5Th + 6Tm ≈ 390.88ms

Yi et al. [26] 19Te + 5Th + 10Tm 20Te + 6Th + 8Tm 39Te + 11Th + 18Tm ≈ 768.16ms

Jin et al. [27] 8Te + 3Th + 2Tm 16Te + 5Th + 9Tm 24Te + 8Th + 11Tm ≈ 473.04ms

Zhang et al. [28] 8Te + 5Th + 2Tm 16Te + 5Th + 8Tm 24Te + 10Th + 10Tm ≈ 472.8ms

Our 4Te + 10Th + Tf + Tm 10Te + 16Th 14Te + 26Th + Tf + Tm ≈ 295.1ms

7.3 Communication Cost

Table 4 compares the communication costs of different existing schemes and our
scheme in the login and authentication phase. We make reasonable assumptions
about the length of the security parameter: lu = 64 bits (user identity), lr = 128
bits (random number), lh = 256 bits (SHA-256), lt = 32 bits (timestamp) and
lg = 1024 bits (a group element in G).

In our protocol, the communication costs of messages {R0, C0, C1, C2, TS1},
{C3, C4, C5, TS2}, {C6, C7, TS3} and {C8, TS4} are 1824 bits, 1568 bits, 1312
bits and 288 bits. Thus, our communication cost is (1824 + 1568 + 1312 + 288) =
4992 bits. From Table 4, it can be seen that our scheme is much lower communi-
cation cost compared to similar schemes. On the premise of ensuring security, our
protocol is more efficient, which is very suitable for mobile lightweight devices
with limited resources.

Table 4. Communication costs comparison.

Protocols Total messages Total cost (bits)

Kumari et al. [25] 6 12928

Yi et al. [26] 6 22784

Jin et al. [27] 6 12224

Zhang et al. [28] 9 21184

Our 4 4992

8 Conclusion

In this paper, we propose an anonymous and practical multi-factor authentica-
tion protocol for mobile devices using two-server architecture with honeywords,
which solves the security and privacy preserving problems of user data cur-
rently faced by mobile devices. Only when the password and biometric factors
are correct, the protocol can activate the smart card for authentication, which
has higher security than single factor and two factors. At the same time, we
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use a two-server architecture to avoid serious security problems such as inter-
nal privilege attack and direct leakage of private data after a single server is
compromised. Through a strict security analysis, we demonstrate the security
of the protocol. Our performance evaluation proves that our proposed protocol
has obvious efficiency advantages compared with similar protocols. Although our
protocol meets many security requirements, more functional features are neces-
sary for authentication protocols. Our future work is to increase the functionality
of the protocol while keeping it secure and efficient.
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